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“�The�transformative�potential�of�the�digital�economy�
to�improve�lives�in�India�and�elsewhere,�is�seemingly�
limitless�at�this�time.�Artificial�Intelligence�holds�
out�the�promise�of�new�breakthroughs�in�medical�
research,�and�Big�Data�generates�more�calibrated�
searches�and�allows�quicker�detection�of�crime.�
Large-scale�data�analytics�allows�machines�to�discern�
patterns,�and�constantly�improves�services�in�an�
endless�virtual�loop.�The�prospects�of�such�data�
gathering�and�analysis�to�benefit�citizens�is�immense.�
At�the�same�time,�the�potential�for�discrimination,�
exclusion,�and�harm�is�equally�likely�in�a�digital�
economy…”

“�…Data�gathering�practices�are�usually�opaque,�mired�
in�complex�privacy�forms�that�are�unintelligible,�thus�
leading�to�practices�that�users�have�little�control�
over.�Inadequate�information�on�data�flows�and�
consequent�spam�or�worse�still,�more�tangible�harms,�
are�an�unfortunate�reality.”

Excerpt from “A Free and Fair Digital Economy: Protecting Privacy, 
Empowering Indians”, a report by the Committee of Experts chaired 
by Justice B.N. Srikrishna



FOREWORD

Omidyar Network India’s purpose is to invest in bold entrepreneurs 
who help create a meaningful life for every Indian. We believe that 
technology can be a force for good, driving massive social impact in 
India in ways that were not possible earlier, but only as a part of a 
larger social contract. 

The mobile phone is one of the most significant drivers of social 
impact in India. It is becoming the medium through which Indians are 
accessing aspirational services. 500M Indians - the ‘Next Half Billion’  
- will come online for the first time through their mobile phones 
by 2022. The combination of smartphone proliferation and rapidly 
increasing data usage means that businesses and governments can 
now easily reach and serve this previously hard-to-serve population 
segment that has traditionally been underserved, excluded and 
disempowered. This in turn has ignited an unprecedented data 
generation engine, powering firms and entrepreneurs using big data, 
artificial intelligence and machine learning. 

Technology is also opening vulnerability to harms: as a data 
economy, reams of personally identifiable information are collected, 
stored and shared. In response, data regulation in India is evolving 
rapidly, and data protection, inclusion and privacy have become 
major public policy concerns. 

To develop a deeper understanding of these trends and their impact, 
Omidyar Network India supported a study of the data collection and 
usage practices of “Data Fiduciaries” in the Indian context. This first-
of-its-kind initiative is anchored by Monitor Deloitte India. It is also a 
collaborative effort with our partner organisation Omidyar Network.  
(Omidyar Network India spun out of the global organisation, 
Omidyar Network in January 2019).  We look forward to this effort 
catalysing a vibrant discourse on privacy, data protection and 
individual agency.  

Along with a detailed report, we are publishing handbooks for 
entrepreneurs, regulators and investors. We hope they will serve 
as guides for practitioners to implement best practices in data 
protection and upholding individual privacy.

ROOPA KUDVA
Managing Director
Omidyar Network India 
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PREFACE

Over the past few years, India has initiated 
a momentous transition to becoming a data 
economy. With the proliferation of digital services, 
individuals across India are generating a significant 
quantum of personal data. The issue arising from 
this proliferation is more related to behavioural 
data rather than Big Data. More detailed 
information about what we buy, what we think, 
how we spend our time, and with whom, is digitally 
captured. This information is increasingly being 
used to infer our personal traits that until recently 
have been hidden from view. It is used to develop 
our detailed online portraits that are further used 
for targeted communication, recommendations, 
and customisation. Such portraits are often 
based on data that are not always knowingly 
divulged and data mashups that are impossible 
to anticipate. Moreover, these portraits can be at 
odds with our public personas and personal self-
conceptions. It is understandable that many find 
this prospect unsettling.

While the personal data revolution has clearly 
progressed at a breakneck pace driven by a rapid 
evolution in Big Data and artificial intelligence (AI) 
technologies, the society at large has not yet had a 
chance to develop a common ethical framework to 
govern choices in the data value chain. However, 
societal views surrounding Big Data technologies, 
business models, and government policies are 
now set to evolve as kaleidoscopically as have the 
technologies themselves in the past few years.

The prevalent narrative on data privacy and the 
ethical use of data in India has been mainly defined 
from the perspective of legal and regulatory 
compliance. However, in our view, focusing on 
the ethical and societal aspects of data can lead 
to innovative strategies for achieving sustainable 
success in the marketplace. In other words, the 
story of responsible approaches to Big Data 
need not simply be one of a tug-of-war between 
business opportunity and social acceptability; it 
can be about innovation-fuelled profitability and 
growth. 

Shaping the future narrative of data privacy in 
India requires a clear understanding of where we 
are today as a nation. In this context, our research 
was aimed at developing an objective baseline 
of data collection, usage, and handling practices 
in Indian private enterprises, and charting an 
enterprise-centric, actionable privacy roadmap 
for key stakeholders in the Indian data privacy 
ecosystem. 

This report synthesises the ideas and contributions 
of several individuals and organisations that have 
worked extensively on the topic of data privacy 
and protection—both globally and in India. We 
are extremely grateful for their insights and have 
tried our best to ensure that we acknowledge their 
contributions in our sources for this report. 

In particular, we would like to acknowledge our 
overall funding and intellectual partner in the 
research, Omidyar Network, for contributing in 
terms of time, insights, and network. We would like 
to recognise Govind Shivkumar and CV Madhukar 
(Omidyar Network) for their contributions to this 
initiative. We would also like to thank full-time and 
part-time members of our extended project team—
Naman Vidyarthi, Sheekher Saran, Nakul Chopra, 
Devangi Makwana, Sagarika Ayyannamahanti, 
Arpita Shetty, Nikhil Nayak, Varun Joshi, Aparajita 
Ghosh, and Ankita Lavania.

Viswanathan Rajendran
Partner, Strategy, Monitor Deloitte
virajendran@deloitte.com

Manish Sehgal
Partner, Cyber Risk, Deloitte
masehgal@deloitte.com
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EXECUTIVE 
SUMMARY

India is experiencing a ‘personal data’ revolution. With 
the proliferation of digital services, people in India are 
generating a significant quantum of personal data. This 
data is being used by a wide variety of enterprises to 
deliver value to their users and improve their business 
operations. Internet traffic in India is expected to 
increase four-fold from 21 exabytes in 2016 (1 exabyte 
= 1 million terabytes) to an estimated 78 exabytes 
in 2021. 

The current significant growth in personal data is 
projected to continue driven by four major consumer 
forces—rising smartphone penetration, rapid growth in 
e-commerce, increasing social media penetration, and 
the emergence of ubiquitous/IoT devices. Technological 
advancements in data collection, processing, and 
storage, coupled with government digitisation 
initiatives, are also fuelling the data revolution in 
enterprises.

Increasing Risks of Personal Data
Personal data is quite valuable, and will continue to 
be collected, stored, handled, and processed at a large 
scale. However, the ever-growing collection and usage 
of personal data is posing significant risks to individuals 
and enterprises. In particular, it can lead to the loss 
of an individual’s privacy, financial losses (in case of 
breaches), and discrimination, marginalisation, or the 
exclusion of individuals and groups. 

More detailed information about what we buy, what 
we think, how we spend our time, and with whom, 
is digitally captured. This information can be used 
to infer personal traits that until recently have been 

hidden from view. It is used to develop our detailed 
online portraits that are further used for targeted 
communication, recommendations, and customisation. 
Such portraits are often based on data that are not 
always knowingly divulged and data mashups that are 
impossible to anticipate. Moreover, these portraits can 
be at odds with our public personas and personal self-
conceptions. It is understandable that many find this 
prospect unsettling.

The misuse of data also has a significant impact on 
private enterprises and investors, resulting in direct 
financial and other indirect reputational costs.

Defining Personal Data
The definition of ‘personal data’ has been closely linked 
to ‘identity’ and the ability with which it can identify an 
individual. 

European Union’s General Data Protection Regulation 
(GDPR), one of the most comprehensive frameworks on 
data privacy, defines ‘personal data’ as “Any information 
relating to an identified or unidentified natural person 
(‘data subject’); an identifiable natural person is one who 
can be identified, directly or indirectly, in particular by 
reference to an identifier such as a name, an identification 
number, location data, an online identifier or to one or 
more factors specific to the physical, physiological, genetic, 
mental, economic, cultural, or social identity of that natural 
person.”

In India, the proposed Personal Data Protection (PDP) 
bill defines ‘Personal Data’ as “any information that 
renders an individual identifiable”. 

Data Nation 2019: Personal Data Revolution in India
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Figure (i) Sources of Data

Personal Data Practices in Indian Private Enterprises: Current Landscape
From our in-depth research with stakeholders across the spectrum, we have identified key trends and challenges in 
data collection, usage, and handling in India. 

Data Collection
• Our research across several private enterprises found that individual consent for collecting, using, and sharing 

personal data is embedded within complex privacy policies (which are often difficult to read and understand). Few 
enterprises seek “explicit and transparent” consent. The categories of data collected from various sources are 
detailed in Figure (i).

DATA COLLECTORS / CONTROLLERS DATA PROCESSORS DATA BROKERS

Network
service

provider

Operating
System

App/
website

Browser

Web/App usage
tracking platforms

Customer
analytics &

engagement

Loyalty
program
providers

Digital
marketing
agencies

Profiling
companies

Data Brokers

Credit refrencing
agencies

Advertiser

When users interact with a website/app, 
they share data with “data controlleres”, 

i.e., website / app, operating system, 
browser, and telco / ISP.

In turn, “data controllers” share user 
data with second-party vendors, 
i.e, “data processors” to generate 
insight and targeted campaign.

Data�flow

“Data controllers” and 
“processors”are increasingly 

sharing data with third-
party”data brokers”

01 02 03

Figure (ii) – Entities in the Data Collection Ecosystem

• Several private enterprises currently share the personal data of individuals with other entities, and often use the 
services of companies with data broking business models, as shown in Figure ii. However, individual users seldom 
have any awareness about various entities that gain access to their personal data.

• Private enterprises often collect data without well-defined use cases. For example, anecdotally, several respondents 
mentioned that they often do not use more than 5−20% of the personal data collected.
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Data Usage
• Individuals are often not aware and explicitly informed about the ways their personal, transaction, and 

behavioural data could be used. In most cases, personal data is used to build detailed online profiles and 
deliver value back to the user. However, these profiles, in some cases, could lead to unfair discrimination or 
marginalisation, as they are incomplete or inaccurate. (Figure iii)

Credit Card Compamies: Provide personalised recommendations with dining benifits on credit cards

Positive experiences Negative experiences

Insurance Compamies: Charge with high premium on health insurance due to consumption of junk food

Media Compamies: Notify users on the latest news or content regarding political party x

Social Media: Blocks users accounts or marks posts on political views as “unsafe”

Food Apps: Offer discount such as 1 on 1 free drinks at bars/pubs

Cab Aggregators: Charge high prices on weekends when leaving from a location with bars/pubs

Healthcare Apps: Provide promotions on full body check-ups before upcoming adventure trips

Insurance Compamies: High premium on travel/life insurance given risky life style

Banks: Provide alerts for auto-payments; discounts for utility payments

Alternate Credit: Charge a high interest rate on credit cards and other financial products

SAMPLE PORTRAITS CREATED DATA USE CASES

Is a  foodie, likes
trying new

restaurants

Supports Political
party x

Parties a lot

Is an adventure
enthusiast

Delays bills
payments

Figure (iii) – Detailed Online Profiles of Individuals, based on Personal Data

• Several private enterprises currently do not track data privacy and security practices followed by their vendors.

• Several enterprises in our research did not have clear guidelines or standards governing ethical use of data or 
ethical design of algorithms. 

Data Handling, Storage, and Disposal
• There is a high incidence of data breaches and incidents in India. In 2017, India experienced the second-highest 

number of data breaches across the world (~37% of the overall data breaches). Enterprises face a significant risk 
of data breach by ‘insiders’, i.e., employees or third-party vendors with an access to data.

• Many early-stage ventures typically face challenges in finding bandwidth and resources to maintain adequate 
security measures (including access controls).

• Several enterprises currently do not provide users an option to deactivate their accounts. In such instances, users 
might need to call/email enterprises to delete their accounts.

• Several private enterprises covered in our research currently do not have a standard or accessible process for the 
periodic deletion of data, and do not provide individuals with the “Right to be Forgotten”.
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Figure (iv) – User preference for services that proactively protect user data (% implies proportion of respondents who are more likely to use or purchase 
from a service that proactively protect user data)

Figure (v) – Actions taken by respondents in case of a data breach (% implies proportion of respondents who take the indicated 
actions in case of a data breach)

Privacy Today in India (Privacy 1.0): Stakeholders’ View
Private Enterprises and Investors
Indian private enterprises currently tend to adopt 
a ‘compliance-centric view’ to data privacy. Data 
privacy is typically a ‘bolt-on’, as opposed to being a 
core component of the organisation’s DNA. Similarly 
several venture capital (VC) investors currently regard 
data as a key driver of growth and innovation in their 
portfolio companies. However, they tend to prioritise 
growth over data privacy concerns and encourage 
their portfolio companies to extensively use data. In an 
encouraging precursor for a future trend, a select few 
enterprises and investors have now started focusing on 
privacy orientation as a key strategic priority for their 
organisations/portfolio companies.

Regulators
Data privacy regulations in India are currently governed 
by the IT Act (introduced in 2000 and amended in 
2008), along with sector-specific regulations laid down 
by the Reserve Bank of India (RBI), the Securities and 
Exchange Board of India (SEBI), the Telecom Regulatory 
Authority of India (TRAI), etc. However, latest 
developments, such as the Supreme Court’s landmark 

verdict on ‘Right to Privacy’ and the increasing global 
discourse on data privacy, have led to the proposal for 
an over-arching personal data protection framework in 
India. Efforts in this direction have led to the framing 
of the Personal Data Protection Bill (PDPB), which is 
expected to lay the foundation for a robust data privacy 
ecosystem in India. 

Individuals
We conducted a survey to understand users’ views 
on data privacy, more particularly, (1) their willingness 
to share data, (2) importance of data privacy to them, 
(3) steps taken by them to protect their privacy, and 
(4) their views on data practices followed by private 
enterprises.

We observed that while users were willing to share 
personal identifiable and background information, 
they were least willing to share financial and sovereign 
identity data. Although individuals stated their 
preference for privacy-positive enterprises (Figure 
v), they are currently taking limited steps to protect 
their personal data even in case of a reported breach 
(Figure vi).

10%
Disagree

28%
Somewhat agree

62%
Agree

Change login 
credentials

Temporarily delete 
account on website

Use alternative 
service provider

Permanently stop 
using the service

No specific action

67%

47%

40%

20%

9%
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Future of privacy – Key Principles
As Indian businesses move towards significantly data-driven models, it is imperative for all Indian stakeholders to 
adopt a coordinated plan of action to create an ‘ideal future of privacy’ in India.

Establishment of a regularity 
framework

Companies adopt a tick-box 
approach with regulations

Companies demonstrate accountability 
for the data they collect

Establishment of institution to 
improve enforcement of a clear set of 
regulatioms

Individuals are aware and proactive in 
managing privacy

New business models emerge to help 
users own control and manage data 
and gain ownership over their 
narratives

Investors catalyse and scale new 
privacy-led business models

Regulation evolve to keep pace with 
envolving privacy-led business models

PRIVACY 1.0

PRIVACY 2.0

PRIVACY 3.0

“PRIVACY AS
COMPLIANCE”

“PRIVACY FOR
TRUST”

“PRIVACY AS SERVICE
BUSINESS MODELS”

INDIA
is here

Figure (vi) – Roadmap for Data Privacy in India

The ideal future of privacy in the country will be based on the following five foundational principles:

Individuals’ 
ownership of their 
personal data 

Fair value in 
exchange for use 
of personal data

Accountability

Informed 
consent

Transparency

The pathway to the ideal future can 
only be gradual and evolutionary, as 
highlighted in Figure (vi).
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Privacy 2.0: Call to Action for Stakeholders
India’s transition to Privacy 2.0 and 3.0 will require coordinated actions from enterprises, investors, regulators, 
individuals, and the civil society. To enable this transition, we see the need for 14 significant ‘shifts’ across these 
stakeholder groups.

PRIVATE ENTERPRISES

1. Shift data privacy focus from 
‘compliance’ to ‘competitive advantage 
through consumer trust’

2. Shift from ‘privacy as a bolt-on’ to 
‘privacy by design’

3. Shift from a ‘technology-driven data 
strategy’ to ‘tech-driven but grounded-
in-ethics data strategy’

4. Shift from ‘privacy as an IT issue’ to 
‘privacy as a board priority’

REGULATORS

1. Evolve core focus of regulation from 
‘data security’ to ‘data privacy’

2. Shift from ‘imposing regulations’ to 
‘enabling compliance’ at enterprises

3. Shift from ‘enforcing privacy through 
enterprises’ to ‘promoting privacy 
through individuals’

4. Shift from ‘isolated regulations’ to 
‘globally and locally convergent 
regulations’

INVESTORS

1. Shift from data privacy as a ‘nice to 
have’ to a ‘must have’ component 
during pre-investment due diligence

2. Shift from ‘monitoring data privacy 
compliance’ to ‘proactively managing 
data privacy risks’ within portfolio 
companies 

3. Shift from pursuing ‘data privacy 
within portfolio’ to ‘data privacy for the 
ecosystem’

INDIVIDUALS AND CIVIL 
SOCIETY

1. Shift from merely ‘generating data’ to 
‘owning and controlling data’

2. Shift from ‘accepting privacy options’ 
to ‘demanding privacy protection’ from 
enterprises

3. Shift from ‘witnessing data privacy 
reforms’ to ‘influencing the data privacy 
narrative through civil society forums’



Privacy 3.0 – Business models of the future
In our view, in “Privacy 3.0” (ideal future of privacy), individuals take control of their own privacy and hold 
ecosystem stakeholders (especially private enterprises) accountable for upholding their privacy. This significant 
transition can emerge only through the evolution of genuine market-based mechanisms that help individuals 
assume the true ownership of their data.

Privacy 3.0 (in addition to constituting the elements of Privacy 1.0 and Privacy 2.0) will witness the emergence 
of newer business models, which will support this transition. We envisage six distinct business models to gain 
prominence in the near future, catering to both end-users (B2C) and the enterprises (B2B).

B2C privacy models will primarily consist of platforms/tools that enable individuals to own, manage, and monetise 
their personal data. A few B2C privacy models that might gain prominence in the near future are:
1. Personal data stores: Secure repositories of users’ personal data 

2. Preference management systems: Tools for users to indicate and share their preferences with trusted entities

3. Personal data monitoring systems: Enable individuals to monitor usage and identify potential risks of 
unauthorised access

B2B privacy models primarily consist of platforms/ tools/offerings to help enterprises protect and safeguard their 
users’ personal data in a more efficient and effective manner. A few B2B models that might gain prominence in the 
future are:
1. Managed privacy services: Offer end-to-end data privacy solutions for enterprises

2. AI-led privacy services: Offer solutions using AI to monitor and mitigate privacy risks 

3. Privacy certification agencies: Evaluate and audit enterpris on the strength of their data practices

We expect these business models to scale up to 

USD$9-12B IN REVENUES 
BY 2025.

CONCLUSION
As we look forward into the future of data privacy, there are 
multiple possible pathways that could lead to different futures 
for data privacy in India. The timelines and actions of each 
group of stakeholders will heavily influence the materialisation 
of some of these pathways. 

Our underlying aspiration in this report is to suggest a pathway 
that is built on the five core principles: individual ownership 
of data, transparency, fair value, informed consent, and 
accountability. Coordinated efforts by all stakeholders will be 
required to apply these principles in real life. 



Key objectives of the study
In the context of the increasing resonance of data 
privacy as a key topic of debate across the world, our 
research is aimed at developing an objective baseline of 
data collection, usage, and handling practices in Indian 
private enterprises, and charting an actionable privacy 
roadmap for key stakeholders in India. 

Our overall study is aimed at achieving four specific 
objectives: 
1. Developing an objective baseline of the current 

landscape of personal data in India 

2. Identifying the risks and challenges associated with 
personal data in India

3. Defining actionable recommendations for key 
stakeholders, including Indian private enterprises, 
investors, consumers/civil society, and regulators 

4. Contributing to the public discourse on data privacy 
in the age of AI and Big Data

Methodology
The overall research process was led by Monitor 
Deloitte, in collaboration with Omidyar Network India. 

We adopted a combination of primary (qualitative and 
quantitative) and secondary research methodologies 
to generate and aggregate insights on data practices in 
India from a multi-stakeholder point of view.

We conducted over 50 in-depth primary stakeholder 
interviews across Indian private enterprises, investors, 
regulators, and privacy experts. We also conducted 
a survey to understand the attitude and beliefs of 
individuals on data privacy.

The primary research has been supported by an 
extensive meta-analysis of existing research published 
in the form of media reports, news articles, research 
papers, academic reports, and regulatory papers.

The past few years have seen a growing global interest in data privacy. Given recent high-profile 
data breaches across the world, and in India and heightened regulatory action in the European 
Union (through GDPR), the privacy discourse is picking up pace in India as well. 

RESEARCH 
OBJECTIVES 
AND OUR 
METHODOLOGY
Our overall objective in this 
study is to kick-start an 
enterprise-centric debate on 
data privacy in India
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Key consumer, enterprise, and government trends driving growth in 
personal data
A combination of consumer forces, business drivers, and government initiatives have driven India’s personal data 
revolution. These drivers have collectively digitised several aspects of an individual’s life. 

Consumer Trends
Due to technological advancements, a broad range of digital services is currently available to Indian consumers. As 
a result, the volume and types of data generated and shared by consumers are increasing. Four consumer forces 
responsible for this growth are: 
1. Increasing mobile data connectivity (3G/4G), falling data tariffs, rising smartphone penetration, and growth in 

broadband connectivity across India

2. Growth in consumer products using Internet of Things (IoT), such as wearables and smart home devices, which 
generate a continuous stream of personal data 

3. Rising social media penetration, with India emerging amongst the Top 3 markets for all major social platforms, 
including Facebook (~290 million Indian users in 2018), LinkedIn (~50 million users in 2018), and YouTube 
(~250 million users in 2018, projected to double by 2020)

4. Increasing reach of online services, especially e-commerce platforms, which had close to 120 million 
consumers, as of 2018 

As individuals and a nation, we are now creating a substantial and an ever-growing digital 
footprint. Almost everything we do online—and many things that we do offline—generate data 
that is either collected by or is accessible to enterprises. When we pay taxes, access internet, 
use our phones, shop online, send an SMS, react to social media posts, book flights and hotels, 
open a bank account, apply for a loan, settle a bill, or perform any other activity, we generate a 
large trail of data. 
This exponential data growth in India is projected to continue, with internet traffic expected to 
increase four-fold from 21 exabytes in 2016 to an estimated 78 exabytes in 2021. 

THE CONTEXT 
FOR PRIVACY 
AND DATA 
GOVERNANCE 
IN INDIA: DATA 
NATION 2019
India is in the midst of a 
‘personal data’ revolution, with 
an exponential rise in data 
generation, handling, and usage 
across private enterprises 
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Enterprise Trends 
Technological advancements have significantly 
enhanced enterprises’ capabilities to collect, use, store, 
and process data.  
1. Enhancement in data collection technologies is 

helping enterprises build deep, data-rich profiles 
of individuals using background and ‘observed’ 
data (collected through embedded APIs, Software 
Development Kits, sensors, etc.).

2. A rapid reduction in data storage costs, especially 
due to outsourced cloud storage, is helping 
enterprises store higher volumes of data than ever 
before.

3. The adoption and growth of advanced data 
processing technologies, such as analytical and Big 
Data/AI-driven models, is assisting enterprises in 
processing large volumes of personal data to help in 
decision-making.

The increased ability of enterprises to collect, store, 
and process personal data has made data the backbone 
of their business models. Specifically, there are two 
ongoing shifts in enterprise business models. 
1. Many B2C businesses are increasingly depending 

on personal data as the key source of competitive 
differentiation (through targeted advertisements, 
personalisation, and customisation). An increasing 
number of traditional businesses across the fast 
moving consumer goods, manufacturing, financial 
services, and other segments are also adopting a 
data-centric approach to decision-making. 

2. Newer business models that rely on personal data 
as the primary revenue stream have been gaining 
traction across the ecosystem. Data networks 
(including social media platforms) and data brokers 
(including enterprises such as market research 
firms, engagement platforms, and credit bureaus) 
are increasingly monetising raw or processed forms 
of personal data (e.g., profiles) of a large number of 
Indians. 

Given these shifts, the volumes and growth of personal 
data are likely to intensify.

Government Initiatives 
Across India, both central and state government 
institutions are launching platforms to digitise records 
and offer online services to citizens. Establishing such 
platforms is leading to a more comprehensive digital 
trail on individuals. Some examples of such government 
initiatives and the corresponding online databases are 
outlined below.

Personal data is quite valuable, and will continue to 
be collected, stored, and processed on a large scale in 
India. While technologies and business models using 
personal data have evolved significantly, the regulations 
and ethics around data usage and privacy are still 
evolving in India.

Parivahan Sewa: Vehicle 
details, driving license

DigiLocker: CBSE certificates, 
insurance policies

Aadhaar: Sovereign 
identity, biometric data

Bharat Interface for Money 
(BHIM): Payment data

IRCTC: Rail booking 
data

The risks of personal data set the context 
for a new debate on privacy and data 
governance in India
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Key risks emerging from the 
widespread use of personal data in 
private enterprises 
The ever-growing collection and usage of personal data 
is a double-edged sword, and can lead to significant 
risks for individuals and enterprises. In particular, it 
can lead to the loss of an individual’s privacy, financial 
losses (in case of breaches), and discrimination, 
marginalisation, or the exclusion of individuals and 
groups. 

Given rapid growth in the number of data breaches 
in India (2x growth from 2013 to 2018), enterprises 
and investors increasingly face the risk of financial and 
reputational loss.

Risks to Individuals 
Individuals face three major risks from misuse of 
personal data:  
1. Loss of individual privacy, including the loss of 

individuals’ control on usage of their personal data, 
is one of the most significant data risks at present. 
Moreover, data privacy and governance continues 
to be an elite concern. 

2. Financial losses to individuals due to data breaches 
have seen an upward trend in India. Data hacks 
have frequently compromised bank account details, 
credit card information, and sovereign financial 
identifiers collected by enterprises.

3. Profiling at an individual or group level could 
potentially carry the risk of unfair exclusion, 
marginalisation, or discrimination against some 
groups of individuals; e.g., discriminatory pricing, 
denial of services. Personal data can be incorrect, 
incomplete, or outdated; and it can be poorly 
selected or can incorporate historical biases, 
thereby increasing these risks.

Risks to Enterprises and Investors 
The misuse of data has a significant impact on private 
enterprises and investors in the form of direct financial 
and other indirect reputational costs. 

Data security incidents can lead to an increase in fraud 
claims, compliance costs, and regulatory fines, litigation 
costs, etc. They can lead to a loss of reputation and 
consumer trust. 

In the wake of these increasing risks, there is a need for 
key stakeholders in the privacy ecosystem (enterprises, 
policy makers, individuals, and civil society) to define 
guardrails and ground rules for collecting, handling, and 
using personal data. 

Data leaks, hacking incidents, identity thefts, social 
media misuse, credit/debit card losses, “fake news” 
scandals, and a variety of other data-related incidents, 
have set the context for a renewed global debate on 
individual privacy and standards of data ethics. 

While the privacy debate is still in the early stages in the 
country, it is time for Indian stakeholders to collaborate 
and define the contours of a balanced data ecosystem 
where enterprises can innovate while respecting 
individual privacy.
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“�Privacy�is�a�hot-button�issue.�There�is�a�raging�war�today�for�the�
personal�data�of�the�average�consumer,�and�a�Maginot�line�has�
been�clearly�drawn�by�the�antagonists.�On�one�side�are�marketers,�
advertisers,�and�Internet�and�data�companies,�who�want�unfettered�
access�to�as�much�personal�information�as�possible.�On�the�other�
side�are�consumer�advocates,�privacy�purists�and�think�tanks�that�
want�to�limit�or�disallow�commercial�access�to�personal�data,�
altogether.�In�the�middle�are�consumers,�who�mostly�want�to�keep�
getting�as�much�free�online�stuff�as�possible,�but�who�are�clueless�
about�the�consequences.”

“�A�new�taxonomy�of�data�is�badly�needed.�Industry,�government�
and�citizens�are�too�frequently�in�disagreement�as�to�what�exactly�
constitutes�personal�data�and�what�does�not�–�and�without�an�
understanding�of�how�data�gets�positioned�in�each�category,�or�
flows�between�them,�it�is�impossible�to�have�a�discussion�about�how�
to�govern�and�regulate�those�flows”

ADONIS HOFFMAN
“On data privacy, Congress and agencies are both baffled”
The Hill, 24 May 2016

EXCERPT FROM RETHINKING PERSONAL DATA
Near-Term Priorities for Strengthening Trust
a report by the World Economic Forum



Definition of ‘Personal Data’
The European Union’s General Data Protection 
Regulation (GDPR), one of the most comprehensive 
frameworks on data privacy, defines Personal Data as 
“any information relating to an identified or unidentified 
natural person (‘data subject’); an identifiable natural 
person is one who can be identified, directly or indirectly, 
in particular by reference to an identifier such as a 
name, an identification number, location data, an online 
identifier or to one or more factors specific to the physical, 
physiological, genetic, mental, economic, cultural, or social 
identity of that natural person.”

Similarly, the proposed Personal Data Protection Bill 
in India defines personal data as “any information that 
renders an individual identifiable”. The bill also identifies 
a special category of personal data that can be more 
sensitive, and therefore requires a higher level of 
protection. 

According to the bill, these sensitive personal data types 
include passwords, financial data, health data, sovereign 
identifiers, caste or tribe, genetic and biometric data, race 
and ethnic origin, political opinions, sex life and sexual 
orientations, criminal convictions and offenses, religious, 
and philosophical beliefs. 

Many enterprises store and use data in an anonymised 
or pseudonymised form to ensure data security. 

The anonymisation of personal data is typically defined 
as an irreversible process through which personal 
data is transformed (wholly encrypted or completely 
removed) such that the individual to whom the data 
belongs cannot be identified. Therefore, currently, fully 
anonymised datasets are not treated as personal data. 

The partial anonymisation of data is termed as 

“pseudonymisation” wherein personally identifiable 
data (e.g., birth date or 16-digit credit card number) 
is replaced or masked with artificial identifiers. Since 
the masked information can be tied back to the 
individual in the presence of additional relevant data, it 
requires additional data security measures. At present, 
pseudonymised data is treated as personal data. 

Individual privacy and data ethics: 
An Indian perspective 
The Indian constitution guarantees a fundamental Right 
to Privacy, which has become increasingly relevant, 
and often contentious in today’s digital age. With the 
increasing individual awareness of risks from loss of 
privacy, the debate has gathered steam globally, and in 
India. 

Defining Informational Privacy
Our report primarily focuses on “informational privacy”, 
which can be defined as the right of the individual to 
determine when, how, and to what extent personal 
data is collected or used by state and enterprises. It is 
essentially a right to control access and have an agency 
of personal data. 

The Context for Data Ethics
As Big Data analytics and AI gain prominence in India, 
organisations and society at large not only need to 
selectively focus on data privacy, security, or protection, 
but also on evolving a common societal framework 
on the overarching ethics of data (covering all stages 
of data value chain spanning data creation, collection, 
usage, storage, processing, and disposal). 

The definition of ‘personal data’ has been closely linked to ‘identity’ and the ability with 
which it can uniquely identify an individual

PERSONAL 
DATA, 
INDIVIDUAL 
PRIVACY, 
AND DATA 
GOVERNANCE: 
A PRIMER
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Summary: 10 Key Challenges 
across the Data Value Chain 
From our research across the Indian private enterprise 
ecosystem, we have identified 10 key challenges in the 
Indian data value chain.

Data Collection
1. Need for Explicit and Transparent Consent: In 

our research across several private enterprises, 
individual consent for collecting, using, and sharing 
personal data is embedded within complex privacy 
policies (which are often difficult to read and 
understand). 

2. Lack of Transparency on Data Sharing and Broking: 
Several private enterprises in India currently share 
individuals’ personal data with other entities, and 
often use the services of companies with data 
broking business models. However, individual users 
seldom have any awareness of various entities that 
gain access to their personal data.

3. Non-defined Use Case Driven Collection of 
Personal Data: Given the high, perceived value 
of personal data, private enterprises often collect 
data without well-defined use cases. For example, 
several respondents mentioned that they often 
do not use more than 5−20% of the personal data 
collected. Moderating data collection based on use 
cases could be critical for minimising the risk of data 
privacy and data security incidents.

Data Usage
4. Lack of Disclosure about Usage of Personal 

Data: Individuals in India are often not aware and 
explicitly informed about the ways in which their 
personal, transaction, and behavioural data could 
potentially be used.

5. Limited Monitoring of Data Practices of Vendors: 
Several private enterprises currently do not track 
data privacy and security practices followed by their 
vendors.

6. Uncleared Standards of Data Governance: Several 
companies in our research did not have clear 
guidelines or standards governing the ethical use of 
data or ethical design of algorithms.

Data Handling, Storage, and Disposal
7. High Risk of Data Breaches: The current incidence 

and future risk of data breach incidents is quite 
high across India. This risk continues to increase. 
The highest risk of data breaches tends to be from 
“insiders”, i.e., employees or third parties with access 
to data.

8. Weak Data Security Measures: In our research with 
private enterprises, early-stage ventures typically 
face challenges in finding bandwidth and resources 
to maintain adequate security measures (including 
access controls).

9. Difficulty in Deactivation/ Deletion of User 
Accounts: Several enterprises currently do not 
provide an accessible option for users to deactivate 
their accounts. In such instances, users might need 
to call/ email enterprises to delete their accounts.

10. Lack of an Option to Delete User Data/ Right to 
be Forgotten: Several private enterprises covered 
in our research currently do not have a standard 
or accessible process for the periodic deletion of 
data and do not provide individuals the “Right to be 
Forgotten”.

CURRENT 
LANDSCAPE OF 
PERSONAL DATA 
PRACTICES IN INDIAN 
PRIVATE ENTERPRISES
A deep-dive into data collection, usage, 
and handling practices adopted by private 
enterprises
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Deep-dive Research Observations: 
Data Collection Practices
How is personal data created in India?
Indian consumers are enabling an exponential growth 
in personal data through the widespread use of digital 
services and devices. At present, individuals routinely 
use a variety of offline and online services. In doing 
so, they establish ‘data relationships’ when they create 
and share data with a service provider, whether by 
registering, viewing online content, making purchases, 
or otherwise procuring a service. 

Our research reveals that online individuals in 
India typically hold data relationships with 25−50 
organisations (Figure 1). The use of multiple providers is 
prevalent within every category of data relationship. For 
example, individuals who shop online typically use 2−3 
different retailers. These estimates may yet understate 
the true number, as the survey responses rely on 
recollection and, therefore, may focus on services and 
providers used most frequently or recently.

The findings vary substantially across individuals, For 
example, for 10% individuals who use a particularly 
wide range of services, the estimated number of data 
relationships is about 45, on an average, while in some 
cases the number exceeds 80. However, the number is 
far lower for individuals without a smartphone. A rural-
urban divide is also present, with urban individuals often 
having a significantly higher number of relationships.

What types of personal data are collected?
Enterprises typically collect the following six key 
categories of personal data (Figure 2) from the complex 
trail of data relationships of individuals: 
• Personal identity consisting of personal identifiers 

(name, phone number, email ID, etc.), background 
information (education, qualifications, etc.), and 
sovereign identifiers (PAN, Aadhaar number, etc.)

• Financial history consisting of information on 
payments (credit card, wallets, etc.), income, taxes, 
liabilities, etc.

• Medical history consisting of health records, 
diagnosis, and hospitalisation history; this category 
also includes information from wearables (heartrate, 
fitness activity, etc.) 
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Figure 1 – Complex Data Relationships of Individuals with Enterprises
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• Transaction data consisting of transactions made 
(purchase details, wish list, etc.) and ownership history 

• Behavioural data consisting of information about 
interests and preferences, collected during the 
course of an individual’s usage of online services (e.g., 
browsing history)

• Interaction data consisting of other individuals and 
entities that an individual interacts with (e.g., contact 
details, social media profiles, SMS, microphone, 
location, and details of other service providers an 
individual interacts with). 

The extent of data collection varies by data type (Figure 
3). For example, the extent of personal identity data 
collection is high as it is used by all enterprises.

Figure 2 – Types of Personal Data Collected
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Basic data required to inititate the use of the app
Collected by most enterprises through user inputs

Transactions data captured by payments players
Financial history tracked by new fintechs

Low data intensity due to the limited digitisation of
healthcare data

Collected by most enterprises during the sale ( or return)
of a product or service

Collected by most enterprises during the course of usage
of the app or website

High Low

Increasignly collected by enterprises to understand user
sentiment, behaviour and preferences

Personal Identity

Financial History

Medical History

Transaction Data

Behavioural Data

Interaction Data

Figure 3 – Intensity of Data Collection by Data Type 
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How do enterprises collect data?
Enterprises collect personal data in three different 
forms (Figure 4): 
1. User inputs: These include the data explicitly 

entered by a user on an app/website. User inputs 
typically contribute to a small portion of the total 
data collected by an enterprise. These inputs mainly 
include personal identity, financial (payments), and 
medical data (in case of a healthcare provider).

2. Observed data (usage): It consists of the data 
collected when a user transacts on an app/website. 
Usage data mainly includes transaction and 
behavioural data. 

3. Observed data (background): It consists of data 
captured mainly outside an app (e.g., location, SMS), 
without any active inputs from users. Background 
data mainly includes interaction data.

Observed data (both usage and background) typically 
constitutes more than 90% of the personal data 
collected. It is the primary source of data used by 
enterprises to create comprehensive behavioural 
profiles of individuals.

Enterprises usually request consent at the time of sign-
up to collect observed data, through either consent 
forms or privacy policies. However, our research reveals 
that more than 90% individuals do not read privacy 
policies before providing consent.

Entities in the data collection 
ecosystem 
In India, the data collection ecosystem consists of three 
types of entities:
1. Data controllers: Act as primary acquirers of 

personal data

2. Data processors: Acquire personal data from data 
controllers to provide actionable insights and deliver 
campaigns for controllers

3. Data brokers: Acquire personal data from data 
controllers and processors and share with other 
entities in a processed or unprocessed form 

The data flow across the data collection ecosystem is 
dynamic, and entities in the value chain often assume 
roles of controllers, processors, and brokers (Figure 
5). For example, social media platforms often collect 
‘volunteered’ and ‘observed’ data, but also process this 
data to generate insights/profiles that can help target users 
with personalised campaigns (in the process, acting as data 
processors). 

The following section explains each of the three 
entities and the types and quantum of data collected or 
processed by them.

Figure 4 – Sources of Data
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i.e, “data processors” to generate 
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Data�flow

“Data controllers” and 
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sharing data with third-
party”data brokers”
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Figure 5 – Entities in the Data Collection Ecosystem

Data Controllers
Data controllers (i.e., primary services providers) often 
collect a large amount of personal data, explicitly and 
“in the background” when an individual uses an online 
service.

There are four types of data controllers – 1) online 
service providers (i.e., enterprises), 2) internet service 
providers/telecom companies, 3) operating system 
platforms, and 4) browsers. 

Enterprises collect a mix of volunteered and observed 
data. Enterprises operating in sectors such as financial 
services, telecom, and adtech are “highly data intensive”, 
given the large quantity of data collected and processed 
pertaining to financials, call records, etc. E-commerce, 
mobility and transport, digital entertainment, and 
healthcare are “potentially data intensive” sectors due 
to the large quantity of data collected and high risk to 
confidentiality. 

Internet service providers, operating system platforms, 
and browsers typically tend to be in a position to collect 
extensive “observed data” in the background. 

Note: “Sensitive personal data” refers to personal data 
comprising passwords, financial data, health data, 
biometric data, sovereign identity, medical status, gender, 
sexual orientation, caste and religious affiliations, and other 
data that may lead to potential harm for the individual 
(such as call records).



Data Processors
Data processors usually receive data directly from 
“data controllers” to deliver meaningful and actionable 
insights or campaigns, Data processors also typically 
tend to combine data received from data controllers 
with other sources of personal data to enhance the 
richness of an individual’s digital trails and generate 
sophisticated behavioural insights.

There are five major types of data processors (Figure 6): 
1. Web/ In-app usage trackers track website/app 

usage behaviour, including unique site visitors, 
keywords, and number of clicks, and provide 
aggregate-level insights on the collected data.

2. Profiling companies track contextual and 
interaction data, such as location, content around 
the user, SMS data, and video/ images. They build 
detailed user profiles and assign attributes to users 
based on the above data.

3. Analytics providers usually receive data from 
“data controllers” through direct APIs or integrated 
SDKs and generate actionable insights that help 
companies improve offerings, customer experience, 
etc.

4. Digital campaigning companies usually receive 
data from “data controllers” and help clients 
conceptualise, develop, and operate loyalty 
programmes and marketing campaigns

5. Advertising companies track web/ in-app traffic and 
user behaviour to optimise advertisement delivery 
and build strategies to monetise site/ app traffic 
using a combination of performance and branding 
ads.

Web/In-App Usage Trackers

Profiling Companies

Analytics Providers

Digital Campaigning Companies

Advertising Companies

Figure 6 – Types of Data Processors

Data controllers usually have relationships with multiple data processors. In a few cases, large data controllers 
have captive or in-house data processor arms. However, most small enterprises use the services of external data 
processors to deliver insights and campaigns at a large scale and in a timely and effective manner.
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Data Brokers
Data brokers collect data from data controllers and 
data processors. They also source it directly from public 
records, online activities, and purchase history. They 
resell the data to other enterprises mainly for marketing 
purposes.

“Data brokering” is a USD$350B industry globally. 
However, the industry is at a nascent stage in India. 
It is dominated by large international players, such as 
Acxiom, Equifax, Epsilon, and Experian. India currently 
does not have a regulatory framework governing 
data brokers. This has so far limited the expanse and 
efficiency of their business models (Figure 9).

Types of services offered by Data Brokers
Data brokers offer three categories of services:
• Base services: Data is collected from fragmented 

sources and is stitched together (referred to as 
conditioned data).

• Actionable services: Actionable insights are generated 
from collated and conditioned data. 

• Adaptive services: Insights based on customer and 
external data are sourced specifically for customers.

Deep-dive Research Observations: 
Data Usage Practices 
How do Indian private enterprises typically 
use personal data?
Enterprises in India are currently using personal data for 
four key purposes:
1. Improvement of products and services: Most 

enterprises regularly generate aggregate-level 
insights from users’ interaction with their products 
or services. They use these insights to improve 
product performance and user interface, and 
strengthen internal processes (e.g., quality control 
and response time). These insights help enterprises 
build an engaged consumer base in the long term.

2. Personalisation and customisation: Enterprises 
use personal data to offer personalised 
recommendations at an individual or aggregate 
level. Personalisation includes recommending 
products based on an individual’s browsing and 
purchase history, and offering discounts on select 
product categories. Most enterprises deploy 
personalisation to enhance revenues in the short-
to-medium term while building a loyal consumer 
base for the long term.

3. Targeted marketing: Enterprises use personal data, 
especially transaction, behavioural and interaction 
data, to market products or services in a targeted 
manner. Marketing activities include e-mail or 
SMS campaigns and partnerships with third parties 
(e.g., social media platforms) to deliver targeted 
advertisements. Targeted marketing is a key lever 
for enterprises to acquire new consumers and 
increase revenue per consumer in the short-to-
medium term.

Figure 7 – Maturity of Data Brokers (by type)

Type of Data Broker Maturity Future Trends

Small, local enterprises that collect both online and
offline data, dominate the base services business

Emergency of global players is expected to boost the
actionable services business
A few small-sized start-ups have also started
operating in this space

High Low

The adaptive services business is still emerging in
global markets
The maturity of enterprises in India is expected to
remain low over the next few years

Base Services

Actionable Services

Adaptive Services
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4. Monetisation with third parties: Globally, 
enterprises also monetise personal data, through 
either directly selling data to third parties or 
managing marketing campaigns on behalf of third 
parties. However, as highlighted in the earlier 
section, the data brokerage market (i.e., direct 
sale of personal data) is in a nascent stage in India, 
given the lack of clarity in regulations. Therefore, 
established Indian private enterprises do not 
directly sell personal data to third parties. The most 
prevalent personal data monetisation model in India 
is into managing marketing or advertising campaigns 
on behalf of third parties. In most cases, this model 
helps enterprises supplement their revenues 
from core business operations. However, certain 
enterprises (e.g., social media and email service 
providers) realise a substantial part of their revenues 
from this business model.

Enterprises typically create detailed online profiles 
of individuals based on their personal data to collect 
observed data. These profiles are built using not just 
from user inputs/volunteered data, but also from 
observed data. 

Figure 8 illustrates different online profiles to which an 
individual could potentially be contributing.

Given that most enterprises build these online profiles 
with access to partial information about an individual, 
they may end up building incomplete or inaccurate 
profiles of individuals. Individuals have little or no 
control over the creation and modification of these 
online profiles.

As highlighted above, these online profiles are 
extensively used by enterprises to engage with 
individuals. In most cases, these profiles are used to 
deliver value back to the individual. For example, an 
enterprise can offer discounts on a product that an 
individual mostly purchases. However, in certain cases, 
these online profiles could also lead to discrimination, 
marginalisation, or total exclusion of certain user groups, 
as highlighted in Figure 9. At present, discrimination, 
marginalisation, or total exclusion of user groups based 
on online profiles is limited in India. However, as the 
penetration of digital services increases and enterprises 
partner with each other to collaborate on data, there 
exists a real risk of discrimination.
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Web browser, ISPs, other
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Figure 8 – Detailed Online Profiles of Individuals, based on Personal Data
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What is the extent of data usage in India?
A drastic decrease in data storage costs, along with the 
proliferation of cloud storage, has enabled enterprises 
to collect large amounts of individuals’ personal data.

However, enterprises only use a small portion of the 
data collected. Small-scale enterprises use less than 5% 
of the actual personal data collected, while mid- and 
large-scale companies use about 20% of the personal 
data collected.

Additionally, data utilisation varies by data type and 
scale of enterprise. Figure 10 highlights the extent of 
data usage and indicative use cases by data type.

In the future, with expected growth in digital services 
and Big Data analytics, enterprises will use a large 
percentage of data collected. This will lead to even more 
innovative use cases. 

Credit Card Compamies: Provide personalised recommendations with dining benifits on credit cards

Positive experiences Negative experiences

Insurance Compamies: Charge with high premium on health insurance due to consumption of junk food

Media Compamies: Notify users on the latest news or content regarding political party x

Social Media: Blocks users accounts or marks posts on political views as “unsafe”

Food Apps: Offer discount such as 1 on 1 free drinks at bars/pubs

Cab Aggregators: Charge high prices on weekends when leaving from a location with bars/pubs

Healthcare Apps: Provide promotions on full body check-ups before upcoming adventure trips

Insurance Compamies: High premium on travel/life insurance given risky life style

Banks: Provide alerts for auto-payments; discounts for utility payments

Alternate Credit: Charge a high interest rate on credit cards and other financial products

SAMPLE PORTRAITS CREATED DATA USE CASES
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Supports Political
party x
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Is an adventure
enthusiast
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Type of Data Extent of Usage Indicative Use Cases

 To facilitate targeted marketing (e.g., SMS campaigns)
To share transaction details and make deliveries 

To process transaction payments, bill payments, 
taxes, etc.

To provide health tracking through dashboards
To deliver a service (e.g., prescription fulfilment)

To personalise offers
To address customer queries and issues

To personalise offers and recommendations
To improve products and services 

To provide proximity-based recommendations
To create credit profiles based on transaction SMS

High Low

Personal Identity

Financial History

Medical History

Transaction Data

Behavioural Data

Interaction Data

Figure 9 – Detailed Online Profiles of Individuals based on Personal Data

Figure 10 – Extent of Usage and Indicative Use Cases (by data type)
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Deep-dive Research Observations: 
Data Handling Practices 
What is the current state of data handling 
practices in Indian private enterprises?
To better understand data handling practices in Indian 
private enterprises, we adopted a data handling 
maturity model (Figure 11). The model helps us 
understand the spectrum of practices in Indian private 
enterprises. The maturity model covers three broad 
areas:
1. Data sharing: Includes practices associated with 

data sharing with employees within an enterprise or 
with third parties.

2. Data governance: Includes elements such as the 
sophistication of privacy policies, and internal 
capability building and organisation structure.

3. Data disposal: Includes the practices adopted by 
companies concerning data disposal, including 
account deactivation.

In our research, several Indian private enterprises are at 
the “basic” or “intermediate” stages of maturity for most 
parameters. However, there is a significant variation in 
data handling practices based on the size and sector of 
operations:

• Large-scale enterprises are usually more ‘advanced’, 
compared with early stage and mid-scale enterprises. 

• Enterprises in the healthcare and financial services 
sectors tend to be more ‘advanced’ due to the 
sensitive nature of their data and existing regulations.

• Enterprises with a European presence are often more 
‘advanced’ as they need to comply with GDPR. 

Our observations in each key parameter are discussed 
below.

Data Sharing
• Most enterprises enforce basic data access 

restrictions, such as permitting data access only on 
secure VPNs. Private enterprises also largely prevent 
data transfer through external drives. 

In several private enterprises, API integration enables 
data transfer to third parties. Such third parties are 
governed by only non-disclosure agreements (NDAs). 
However, financial services enterprises enforce 
stringent norms on third parties through source code 
testing, surprise database audits, etc.
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Basic Intermediate Advanced

DATA  
SHARING

• Accessible to a large part 
of the organisation

• Often shared with third-
party players through 
offline means or direct APIs

• Access is on “need to know” 
basis; access is permitted via 
company network/VPN only

• Shared with third-party 
players through offline 
means in an anonymised 
way

• Can only be viewed (with 
views differing by role) and 
cannot be downloaded

• Shared with third-party 
players through offline 
means in an anonymised 
way

DATA 
GOVERNANCE

• Policies are focused on 
compliance and may not be 
written down

• Limited training, with few 
checks on data access and 
usage

• No dedicated data privacy 
team

• Policies are articulated and 
shared with employees

• New employees are trained 
on data privacy

• Database activity and 
queries are continuously 
logged

• Policies are focused on data 
security and data privacy 

• Policies are periodically 
updated

• Training is mandatory and 
sessions are conducted 
regularly

• Data access is regularly 
audited and auto-alerts are 
triggered in case of red flags

DATA  
DISPOSAL

• Users cannot deactivate 
accounts

• Data is not deleted at 
all, given the low cost of 
storage

• Users can opt for 
deactivation of accounts 
through offline means

• Data is mostly not deleted

• Users can deactivate 
accounts and delete their 
data online on the app/web 
portal

• Non-critical data is deleted 
from the system periodically

Data Governance
• In the current scenario, several private enterprises 

tend to have complex privacy policies, often without 
any clear and specific mention of the kinds of data 
collected and its use.

• However, data privacy is usually an afterthought and 
a by-product of data security. Therefore, enterprises 
continue to collect as much data as possible, even if 
they do not have a specific purpose or use case for 
some data fields.

• In most private enterprises, data privacy/security is 
currently the responsibility of the IT team and gets 
limited attention from the C-suite.

Data Disposal
• Several private enterprises do not provide individuals 

an easy option to deactivate their accounts by 
themselves (and might require individuals to send a 
message or make a call to understand the deactivation 
process).

• Additionally, most private enterprises covered in our 
research currently do not give users the right to view, 
download, and partially delete the personal data 
collected by enterprises.

According to these findings, most Indian private 
enterprises view data privacy from a ‘compliance-
centric’ lens. They usually treat data privacy as a ‘bolt-
on’ measure, not something that can be embedded as a 
core component into an organisation’s DNA. 

Figure 11 – Data Handling Maturity Model
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Private Enterprises
Current perspective on data privacy
Data-led innovation is one of the topmost priorities 
for CEOs across the globe. In India as well, several 
executives rank technology-led digital disruptions 
as the most important external force affecting 
their organisations. They have highlighted data-
led innovation as a key strategic priority for their 
organisations. 

As highlighted in the earlier section, to facilitate data-
led innovation and deliver value to users in the form 
of convenience, targeted offers, etc., Indian private 
enterprises are actively collecting and processing large 
volumes of personal data. However, most Indian private 
enterprises currently have a limited focus on “beyond 
compliance” data privacy. The predominant current 
approach across several Indian private enterprises has 
been to focus only on those privacy and data protection 
initiatives that are required for legal and regulatory 
compliance.

Importance of data privacy for Indian private 
enterprises
The extensive use of personal data comes with its own 
set of associated risks, leading to severe consequences 
for private enterprises. These consequences are 
explained below. 
1. Financial Loss: Data breaches and ‘loss of individual 

privacy’ can lead to heavy financial losses, arising 
out of litigation, settlements, and fixing data 
systems. 

Equifax spent USD$439M in investigation costs and legal 
settlements, after suffering a data breach in 2017. The 
breach affected ~140 million customer accounts.

Target lost an estimated USD$18B (24% of the annual 
revenue) in remediation costs, lawsuits, fines, and lost 
revenue, after a data theft involving 70 million customers 
in 2013

2. Loss of Reputation: In addition to financial losses, 
data breaches could lead to a loss of reputation and 
consumer trust. This could in turn lead to the loss 
of valuable customer relationships, a decrease in 
valuation, etc.

PRIVACY 
TODAY – A 
STAKEHOLDER 
VIEW 
(PRIVACY 1.0)
Privacy from the view of private 
enterprises, investors, regulators, 
and individuals



Equifax suffered a significant loss of reputation and trust 
following the breach. In a survey conducted by US-based 
Auriemma Group, ~40% respondents reported that they 
did not trust Equifax at all with their financial information.

Target experienced a 10% decline in customer traffic in 
January 2014 (compared with January 2013)

In our research with individuals, 62% respondents 
reported a strong preference for companies that 
proactively protect their data and 47% respondents 
reported that they would temporarily delete or stop 
engaging with an enterprise, in case of a breach. 

To counter the risks and losses associated with 
data breaches and incidents, a few enterprises have 
started undertaking measures to embed privacy in 
their business operations and pursue it as a long-term 
competitive advantage. 

Apple continues to highlight its commitment to data 
privacy to build ‘privacy-based competitive advantage’. 
This is strongly reflected in its leadership communications 
and features such as anti-tracking and privacy protection 
embedded in its devices.

Indian private enterprises (e.g., Practo) are also slowly 
embedding data privacy as a core business priority and are 
explicitly communicating their practices to all stakeholders.

Investors
Current perspective of investors on data 
privacy
Indian venture capital (VC) investors currently regard 
data as a key driver of growth and innovation in their 
portfolio companies. Several VC investors covered in 
our research encourage their portfolio companies to 
extensively use data to improve products and services, 
and target existing users with customised offers. 

Similar to private enterprises, the current prevailing 
attitude of an investor’s view on data privacy and 
protection is mainly driven by regulatory compliance. 
In our research, data privacy was typically a “hygiene” 
criterion (not a strategic criterion) while making 
investment decisions. Typically, investors do tend to 
prioritise growth and profitability over the risks of data 
privacy. 

However, a few market-leading investors have taken a 
more active role in ensuring data security (as opposed 
to holistic data privacy) in their portfolio firms, through 
a host of initiatives: 
• Technical guidance to portfolio companies on data 

usage and technology

• Implementation of a data security checklist in 
portfolio companies, highlighting ‘must haves’ (e.g., 
strong access controls) and best practices (e.g., 
dedicated team for data security)

• Data security audits with a focus on regulatory 
compliance

• Certification and periodic assessment of data security 
practices of portfolio companies

Importance of data privacy for investors
Similar to private enterprises, investors are also at the 
risk of witnessing financial and reputational losses in 
the event of a data breach or incident at their portfolio 
companies.

In 2018, profiles of ~87 million Facebook users were 
compromised and sold to British political consulting 
firm Cambridge Analytica. Following this, Facebook’s 
share price declined by 24%. Furthermore, the United 
Kingdom’s Data Protection Authority (DPA) levied a fine of 
USD$631,000 on the company. 

In 2016, Uber suffered a breach where personal data of 
57 million Uber drivers and users was compromised. In 
2017, in the wake of multiple scandals, including data 
breaches, Softbank devalued Uber by 30% (purchasing 
millions of Uber shares at a USD$48B valuation, down 
from USD$69B the previous year).

India has the second-highest incidence 
of data breaches in the world, and the 
number of breaches is increasing at an 
alarming rate of 15% annually. In this 
context, it is important for investors to 
take adequate measures to minimise risks 
associated with data privacy.



Regulators
Across the world and in India, technology and data-led 
business models have scaled up at a rapid pace, often 
much faster than the progress in regulations governing 
these business models. Until recently, regulators across 
the world had limited frameworks and laws governing 
data-led business models. However, the EU’s GDPR has 
been a milestone event in defining the contours of a 
broader framework for privacy and data protection.

India started regulating technology and data-led 
business models as recently as 2015, with regulations 
for cab aggregators and e-commerce marketplaces.

Evolution of data privacy regulations in India
Introduced in 2000 (amended in 2008), the IT Act, 
currently governs data privacy regulations in India. 
The act specifies penalties in case of the misuse of 
personal data. In 2011, the Indian government notified 
the IT rules to define ‘sensitive data’ and the guidelines 
governing the use of such data. 

However, in the past decade, innovative data-led 
business models have grown multi-fold in scale and 
maturity, limiting the relevance, applicability, and 
effectiveness of current regulations. 

Data privacy regulations in India received a fillip in 
2017, after the Supreme Court’s landmark judgment 
declaring the ‘Right to Privacy’ as a fundamental right. 
At the same time, regulators across the world have 
initiated the process of updating their data privacy laws, 
with the most noted example being the GDPR by the 
European Union. 

Given these multiple external shifts, Indian regulators in 
the past couple of years have been actively pursuing an 
update to the legal framework for data privacy in India. 
In 2018, several sectoral regulators (e.g., TRAI, RBI, and 
the Ministry of Health and Family Welfare) had initiated 
guidelines/bills on data privacy. 

However, the single most significant regulatory 
development anticipated in India, is the proposed 
PDPB, which proposes to provide an end-to-end legal 
framework for data privacy practices across sectors in 
India. 

The proposed bill is broadly aligned to the EU’s GDPR 
on multiple key aspects. The key highlights of the bill 
are:
• Private enterprises are effectively data fiduciaries, 

responsible for safeguarding users’ interests and 
privacy.

• Purpose limitation: Allows the processing of data only 
for clear, specific, and lawful purposes

• Storage limitation: Allows storage for only as long as 
an enterprise requires data 

• Collection limitation: Limits the collection of data to 
only what is necessary for processing

• Consent validation: Specifies that consent from users 
should be informed, free, clear, and withdrawable, and 
for specific purposes.

• Data Protection Impact Assessment (DPIA): 
Assesses data fiduciaries that process data using new 
technologies or on a large scale. 

• Establish Data Protection Authority (DPA) to oversee 
the implementation of the PDPB.

The bill, once enacted, should set the foundation for a 
robust data privacy ecosystem in India. 

Importance of data privacy for Indian 
regulators
Technology and data-led business models will continue 
to evolve at a staggering pace for a short term. While 
these models will create immense economic value, they 
might also expose individuals to a host of newer ‘data 
privacy’ risks. As digital penetration in India increases 
and as more Indians share a slice of their life with 
online service providers, it is important for regulators 
to safeguard individuals’ rights and control over their 
personal data.

As India makes a rapid leap into the digital age, it will 
be important for the Indian government and regulators 
to facilitate the creation of an online ecosystem where 
the privacy of Indian citizens and the ability of Indian 
enterprises to innovate are both safeguarded. 

Individuals
Current perspective on data privacy
Users of digital services have several data relationships 
with service providers and thereby, share a considerable 
amount of personal data with these enterprises.

In the context of these data relationships, we conducted 
a survey to understand (1) users’ willingness to share 
data, (2) importance of data privacy for users, (3) steps 
taken by users to protect their privacy, and (4) their 
views on data practices followed by private enterprises. 
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1. Users are most willing to share personally 
identifiable data (e.g., name, phone, and email ID) 
and background data (e.g., education qualifications, 
and job details). However, they are least willing to 
share financial data (e.g., bank account details and 
debit/credit card details) and sovereign identifiers 
(e.g., PAN and passport details).

2. Users reported a strong preference for enterprises 
that proactively protect their data, with ~62% 
respondents stating that they were more likely to 
use the services of a privacy-forward enterprise 
(Figure 12).  
 
Furthermore, in case of a data breach, users are 
most likely to take temporary actions, such as 
changing login credentials and temporarily deleting 
their accounts on the app/website. About 20% 
respondents reported that they would permanently 
stop using services in the event of a breach 
(Figure 13).

3. Despite their preference for privacy-positive 
enterprises, Indian users take fewer steps to 
protect their own privacy. For example, more than 
50% respondents stated that they do not read 
privacy policies.

4. Most users do not believe that enterprises are 
taking adequate measures to ensure privacy for 
users’ data. Only 7% respondents believed that 
enterprises take adequate measures to uphold 
user data privacy. However, more than 80% of 
the respondents stated that they would be more 
comfortable with sharing data if enterprises 
communicate more openly to users about 
personal data breaches, enforced graded consent 
mechanisms, and restored ownership of data.

Importance of data privacy for Indian 
individuals
As individuals continue to share personal data with 
enterprises in exchange for value, they are now more 
vulnerable than ever to data-led risks. Three key 
risks associated with the misuse of data for users are 
discussed below:
1. Privacy violation - Loss of an individual’s control 

over the collection, use, and disclosure of 
personal data 

2. Financial loss – Potential fraud arising out of 
the theft of sensitive personal data, such as 
payments details

3. Unfair discrimination, marginalisation, and 
exclusion based on incomplete and inaccurate 
online profiles of individuals

Given the rising concerns around data privacy and the 
associated risks of misuse of personal data, users should 
proactively take steps to protect their data privacy 
online.

Figure 12 – User preference for services that proactively protect user data (% implies the proportion of respondents who are more likely to use or 
purchase from a service provider that proactively protects users’ data)

Figure 13 – Actions taken by respondents in case of a data breach (% implies the proportion of respondents who take the indicated actions in case of a 
data breach)

10%
Disagree

28%
Somewhat agree

62%
Agree

Change login credentials

Temporarily delete account 
on website

Use alternative service provider

Permanently stop using 
the service

No specific action

67%

47%

40%

20%

9%
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As discussed in the previous section, most Indian 
stakeholders do not currently view data privacy as 
a strategic business priority. Consequently, the data 
privacy measures adopted by these stakeholders 
are insufficient to ensure data security and uphold 
user data privacy in the current context. As Indian 
businesses move towards significantly data-driven 
models, it is imperative for Indian stakeholders to adopt 
a coordinated plan of action to create an ‘ideal future of 
privacy’ in India.

Key Principles of the ‘Ideal Future 
of Privacy’
We believe that the ideal ‘future of privacy’ will hinge 
on the following five key principles:
1. Individuals as owners of personal data: Individuals 

need to emerge as the clear, undisputed owners of 
their personal data. They need to have the right and 
ability to access, manage, share, modify, secure, and 
delete this data. Individuals should also have the 
right to share their personal data with only trusted 
entities, for a duration of their choice and use cases 
they are comfortable with.

2. Informed consent: The consent of individuals 
is required when an enterprise collects, uses, or 
discloses personal data. The consent must be taken 
in such a way that individuals clearly understand 
what data being collected, how it is collected, 
how it could be used, and for how long it would 
be stored. Individuals need to be able to withdraw 
consent at any time, subject to any legal or 
contractual restrictions and a reasonable notice. An 
enterprise also needs to notify individuals about the 
implications of withdrawing consent.

3. Accountability: All stakeholder groups need to be 
held accountable for ensuring an individual’s data 
privacy. Any associated rewards and penalties 
should be appropriately shared among the 
participating stakeholders. Penalties need to be 
proportionate and meaningful with respect to the 
nature of data incidents, and more importantly, they 
need to be enforceable.

4. Transparency: Governments and regulators, 
and enterprises and executives need to play an 
active role in maintaining transparency standards 
pertaining to data collection, use, and handling 
practices followed by enterprises.

5. Fair value: Individuals should be entitled to fair 
value (e.g., monetary benefits and improved 
experience) in exchange for the use of their 
personal data.

These five guiding principles form the basis for our call-
to-action for each stakeholder group as detailed in the 
subsequent sections.

FUTURE OF 
PRIVACY – KEY 
PRINCIPLES
The contours of the ‘ideal future’ 
and the potential pathways to 
the ‘ideal future’
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Pathway to the ‘Ideal Future of 
Privacy’
We envision a gradual, three-stage pathway to the ideal 
future of privacy. (Figure 14)

Privacy 1.0
In Privacy 1.0, compliance is the key driver of data 
privacy, with private enterprises following a ‘tick-box’ 
approach to existing regulations. 

We see India is currently in the early stages of ‘Privacy 
1.0’ because of the relatively nascent legal framework 
for data privacy that enterprises need to comply with. 
The expected launch of PDPB is a step in the right 
direction. It will help India move into a ‘mature Privacy 
1.0’ stage and lay the foundation for a subsequent shift 
to ‘Privacy 2.0’. We believe that the PDPB should be 
an immediate legislative priority, even if it is likely to 
be the first step towards creating a comprehensive yet 
business-friendly regulatory and legislative framework 
for data privacy in India.

Privacy 2.0 
Once a regulatory framework has been laid out, we 
believe that the next wave of privacy evolution in 
India will be driven by an increasing awareness of data 
privacy issues among individuals and society at large. 

With increasing awareness, we envision a scenario 
where individuals start demanding greater 
accountability from enterprises, rewarding those that 
respect their privacy, and penalising those that do not. 
We have started witnessing precursors of this evolution 
in societal awareness levels in Europe, following 
the introduction of GDPR. Now individuals have a 
greater expectation of accountability from enterprises 
collecting their data. 

Privacy 3.0
Individuals play the primary role in the third phase 
of the data privacy journey by proactively seeking 
data ownership. This leads to the emergence of 
privacy-based business models that enable users and 
enterprises to manage privacy. Policy makers will also 
amend and strengthen regulations to keep up with the 
evolution of technology and business models.

In conclusion, each stakeholder group will need to play 
an active role in each phase of the journey towards 
building a robust privacy ecosystem in India. 

Establishment of a regularity 
framework

Companies adopt a tick-box 
approach with regulations

Companies demonstrate accountability 
for the data they collect

Establishment of institution to 
improve enforcement of a clear set of 
regulatioms

Individuals are aware and proactive in 
managing privacy

New business models emerge to help 
users own control and manage data 
and gain ownership over their 
narratives

Investors catalyse and scale new 
privacy-led business models

Regulation evolve to keep pace with 
envolving privacy-led business models

PRIVACY 1.0

PRIVACY 2.0

PRIVACY 3.0

“PRIVACY AS
COMPLIANCE”

“PRIVACY FOR
TRUST”

“PRIVACY AS SERVICE
BUSINESS MODELS”

INDIA
is here

Figure 14 - Roadmap for Data Privacy in India
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PRIVATE 
ENTERPRISES

INVESTORS

GOVERNMENT / 
REGULATORS

INDIVIDUALS AND 
CIVIL SOCIETY

1. Shift data privacy focus from ‘Compliance’ to ‘Competitive 
Advantage through Consumer Trust’

2. Shift from ‘privacy as a bolt-on’ to ‘privacy by design’
3. Shift from a ‘technology-driven data strategy’ to ‘tech driven but 

grounded-in-ethics data strategy’
4. Shift from ‘privacy as an IT issue’ to ‘privacy as a Board priority’

5. Shift from data privacy as a ‘nice to have’ to a ‘must have’ 
component during pre-investment due diligence

6. Shift from ‘monitoring data privacy compliance’ to ‘proactively 
managing data privacy risks’ within portfolio companies 

7. Shift from pursuing ‘data privacy within portfolio’ to pursuing ‘data 
privacy for the ecosystem’

8. Evolve core focus of regulation from ‘data security’ to ‘data 
privacy’

9. Shift from ‘imposing regulations’ to ‘enabling compliance’ at 
enterprises

10. Shift from ‘enforcing privacy through enterprises’ to ‘promoting 
privacy through individuals’

11. Shift from ‘isolated regulations’ to ‘globally and locally convergent 
regulations’

12. Shift from merely ‘generating data’ to ‘owning and controlling data’
13. Shift from ‘accepting privacy options’ to ‘demanding privacy 

protection’ from enterprises
14. Shift from ‘witnessing data privacy reforms’ to ‘influencing the data 

privacy narrative through civil society forums’

CALL TO 
ACTION – 
PRIVACY 2.0
14 Steps:
From Privacy 1.0 to 2.0
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Private Enterprises
Indian private enterprises need to play a critical role in 
the transition to Privacy 2.0. In addition to complying 
with the upcoming Personal Data Protection (PDP) 
regulations, we envision select progressive enterprises 
proactively building user trust through robust privacy 
practices. This will enable them in developing a 
competitive advantage that is based on individual 
privacy and trust. 

The changing role of private enterprises in this 
transition needs to be driven by four critical ‘shifts’.

Key shifts for private enterprises 

Shift focus of data privacy initiatives from 
‘Compliance’ to ‘Competitive Advantage through 
Consumer Trust’
In Privacy 2.0 India, enterprises progress beyond 
a reactive ‘tick-box’ approach of complying with 
mandatory regulation, and instead, proactively 
undertake user-centric, trust-building privacy initiatives 
that can help in building a competitive advantage with 
consumers. 

This shift will require enterprises to adopt a proactive 
approach to management and resolution of data 
privacy issues, and to undertake an ecosystem view of 
privacy by taking responsibility of data practices both 
internal and external to the organisation (e.g., vendors 
and third parties). Progressive enterprises will also 
increasingly communicate the value of their data privacy 
initiatives to consumers on an ongoing basis to establish 
Consumer Trust as a source of competitive advantage 
and differentiation.

Shift from ‘privacy as a bolt-on’ to ‘privacy by 
design’
Currently, private enterprises in India largely prioritise 
business growth and customer acquisition over data 
privacy initiatives. In Privacy 2.0 India, enterprises will 
embed ‘privacy-by-design’ principles in their DNA to 
make data privacy a key strategic priority.

Some of the ways in which enterprises can align to 
‘privacy by design’ principles are: 
1. Ensuring “data privacy” is the default setting on 

apps and websites during data collection; 

2. Making privacy practices user-centric through 
graded consent forms, easy-to-access policies, etc., 

3. Managing end-to-end data security from data 
collection to usage and deletion; and

4. Building privacy as an integral element of the 
organisation through institutionalisation of best 
practices, regular audits, incentives, and penalties. 

Shift from a ‘technology-driven data strategy’ to 
‘tech driven but grounded-in-ethics data strategy’
Today, a private enterprise’s approach to Data 
Collection, Processing, Usage, Handling and Storage is 
only limited by their own technological capability, the 
limits of their business model creativity, and the current 
regulatory framework. 

Given how rapidly the field of Big Data analytics and 
AI have evolved, enterprises and society-at-large, have 
not yet had a chance to develop a common ethical 
framework to govern choices in the data value chain. 

In Privacy 2.0 India, Civil Society, education institutions, 
and individuals would all have played their part to 
develop an ethical framework that can guide private 
enterprises and other organisations on the Ethics of 
“what is right” and “what is not right” in the collection, 
processing, handling, usage, storage, and disposal of 
data.

We see the evolution of this societal framework of data 
ethics as a key step in India’s transition to Privacy 2.0.

Shift from ‘privacy as an IT issue’ to ‘privacy as a 
Board priority’
In our research, most private enterprises currently 
delegate the responsibility of data privacy to their IT 
teams. 

In Privacy 2.0 India, as enterprises transition from 
“Privacy as Compliance” to “Privacy by Design”, we see 
Privacy and Data Protection becoming key strategic 
design choices of the organisation, and hence will 
evolve into CEO/Board priorities. IT will departments 
will continue to heavily drive the implementation of 
Privacy standards, but fundamental choices across the 
data value chain will emerge as a genuine CEO and 
Board priority. 

We envision Indian CEO’s increasingly appointing a 
privacy team that includes a Chief Privacy Officer (CPO) 
or Chief Data Protection Officer, to help in designing 
the organisational data privacy strategy, and in driving 
the privacy initiatives. The CEO and CPO will actively 
highlight and reinforce the enterprise’s commitment to 
data privacy through town-halls, in annual reports, and 
through other public forums.
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Investors
In the wake of growing user awareness and more 
stringent regulatory environment, Private Equity and 
Venture Capital investors will need to work closely 
with their portfolio companies to embed data privacy 
practices in the organisational DNA. 

In the long term, investors need to play an active role in 
safeguarding individuals and their agency over personal 
data. This can form a critical pillar of ‘responsible 
investing’, to generate superior, risk-adjusted, long term 
financial returns. 

The changing role of investors in the transition to 
Privacy 2.0 will be driven by three critical ‘shifts’.

Key shifts for PE/VC investors

Shift from data privacy as a ‘nice to have’ to a 
‘must have’ component during pre-investment due 
diligence
Investors should evaluate data practices and potential 
risks emerging from them as a key criterion for 
investment, at par with other critical revenue, customer, 
profitability risks that are considered in routine 
diligence. 

Investors should ensure compliance to regulations, 
account for any additional capital needed in fixing 
data privacy gaps, and develop a robust action plan for 
embedding Data Privacy in the DNA of their portfolio of 
investees. 

Shift from ‘monitoring data privacy compliance’ 
to ‘proactively managing data privacy risks’ within 
portfolio companies
Today, most investors restrict themselves to monitoring 
the compliance of portfolio companies to industry 
regulations. 

In Privacy 2.0 India, we envision investors driving 
a Common Code of Conduct for Privacy and Data 
Protection across their portfolio of investees. Investors 
also need to increasingly engage with the privacy team 
within their portfolio company to inculcate ethical data 
practices in business operations

Shift from pursuing ‘data privacy within portfolio’ 
to pursuing ‘data privacy for the ecosystem’
As key stakeholders in the private enterprise ecosystem, 
PE/VC investors will increasingly need to adopt an 
ecosystem view and collaborate with policy makers, 
industry bodies, and experts in order to collectively 
shape the larger data privacy discussion within the 
ecosystem.

Regulators
Regulation plays a crucial role in building trust in the 
data ecosystem. Currently, privacy regulations in 
India are at a relatively nascent stage. In our view, the 
proposed Personal Data Protection Bill is great first 
step in establishing a more comprehensive regulatory 
framework for privacy in India. Subsequent to the 
introduction of the bill, we believe the focus of the 
government and other regulators will need to undergo 
four critical shifts to enable India’s transition to Privacy 
2.0. 

Key shifts for regulators

Evolve core focus of regulation from ‘data 
security’ to ‘data privacy’
Historically, the focus of India’s regulatory framework 
has been on data security practices of enterprises rather 
than data privacy of individuals. The upcoming PDP 
bill will be a significant first step in adopting a more 
comprehensive and holistic view on data privacy.

In the Privacy 2.0 India, the core objective of 
regulations should be to restore the ownership of 
data to individuals, and to uphold their autonomy and 
discretion to share data with their trusted entities. 

However, Privacy is inherently a more difficult concept 
to define as compared to data security. Hence, the 
government and regulators in Privacy 2.0 India will need 
a constant and proactive engagement with enterprises, 
investors, civil society, privacy experts, legal experts, 
and other stakeholders to ensure that India’s legal and 
regulatory framework for Data Privacy achieves the fine 
balance of encourage enterprise innovation, which fully 
respecting an individual’s right to Privacy. 

In this overall transition to Privacy 2.0, one key 
prerequisite for the government and regulators, will be 
a concerted effort to build the capabilities and capacity 
required for enforcement of regulations and monitoring 
of compliance.

Shift from ‘imposing regulations’ to ‘enabling 
compliance’ at enterprises
In Privacy 2.0 India, in addition to strengthening 
enforcement agencies and mechanisms, regulators 
also build appropriate platforms and forums that 
coach and guide enterprises in adopting privacy 
principles. Through certification and recognition 
programmes, enterprises can be motivated and 
incentivised to comply with regulations. Regulators can 
guide enterprises by providing clear illustrations that 
demonstrate the application of legal clauses. Lastly, 
regulators actively engage and consult with enterprises 
and investors to evolve regulations in line with evolving 
technologies and business models. 
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Shift from ‘enforcing privacy through enterprises’ 
to ‘promoting privacy through individuals’
Historically, in India and across the world, as a first 
step, regulations have focused on driving data privacy 
through enterprises. To ensure a wider discourse on 
privacy, regulators can explore equipping individuals 
with appropriate knowledge and tools that can drive 
demand for data privacy reforms.

Regulators can improve user awareness on privacy by 
creating academic courses and promoting campaigns on 
national platforms. Regulators can also encourage the 
formation of user advocacy groups that can participate 
in an open dialogue to shape the data privacy 
regulations in the country.

Shift from ‘isolated regulations’ to ‘globally and 
locally convergent regulations’
The data privacy journey in India has evolved through 
multiple sector-specific regulations. 

It is essential that policy-makers create an over-arching 
framework for data privacy in India that defines the core 
privacy principles and related regulations. 

Additionally, regulators should extensively study the 
regulations and minimum codes enforced in other 
geographies with the objective of enabling Indian 
enterprises stay compliant and competitive in the global 
market.

Individuals and Civil Society
Individuals in India currently have limited awareness 
and appreciation of data privacy. In Privacy 2.0 India, 
we envision a significant role for users and civil society 
organisations to influence the discourse on data privacy 
in India. There are three underlying shifts for individuals 
to gain true ownership and control over their personal 
data. 

Key shifts for users

Shift from ‘merely generating data’ to ‘owning and 
controlling data’
Currently, users play a passive role in the data value 
chain and ecosystem. They are often constrained by the 
terms set by enterprises to be able to use the services 
offered by them. 

In Privacy 2.0 India, we envision individuals taking 
proactive initiatives to regain ownership of their data 
(e.g., use trusted networks in public, regulate consent 
given to apps/websites for using SMS, Microphone 
and Camera features, etc.).  A key prerequisite 
for this shift will be a concerted effort from Civil 
Society Organisations, Educational Institutions, and 
the Government to invest in increasing individuals’ 
awareness levels on data privacy and their associated 
rights. 

Shift from ‘accepting privacy options’ to 
‘demanding privacy protection’ from enterprises
Most individuals today are unaware of the data privacy 
practices of their service providers. A vast majority of 
individuals (~95% users in our research) accept terms 
and conditions without reading them. 

In Privacy 2.0 India, with increasing awareness levels, 
we see individuals across India demanding for privacy-
positive initiatives from enterprises e.g., use services of 
apps which value privacy, demand control and deletion 
of personal data etc. 

Individuals also hold enterprises accountable for their 
data privacy practices, and exercise their user rights in 
case of violations. e.g., violation of collection/ purpose/ 
storage limitations, improper request or use of consent, 
etc.

Shift from ‘witnessing data privacy reforms’ to 
‘influencing the data privacy narrative through 
civil society forums’
Individuals need to play a larger role in shaping the 
data privacy narrative in the country by promoting 
and participating in civil society. Citizens need to use 
the platforms offered by civil society organisations, to 
participate in discussions with enterprises and policy 
makers on best practices in data privacy. Civil society 
organisations need to help in building awareness on 
Data Privacy issues by actively engaging with users, and 
helping them resolve queries and issues on data privacy.  
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As we have seen throughout the report, data privacy 
is a complex problem to solve in our data-driven 
digital age. In our view, in the “ideal” future for privacy 
(“Privacy 3.0”), individuals take control of their own 
privacy and hold ecosystem stakeholders (especially 
enterprises) accountable for upholding privacy 
principles.

While this might seem intuitive at first, this transition 
can emerge only through the evolution of genuine 
market-based mechanisms that help individuals assume 
the true ownership of their data.  

Privacy 3.0 (incorporating the elements of Privacy 1.0 
and Privacy 2.0) will witness the emergence of newer 
business models. These models will enable individuals 
to own their personal data, while empowering private 
enterprises to protect and safeguard their personal data. 
We believe that although regulators can set penalties 
on enterprises for non-compliance, only market-based 
solutions can let individuals truly assume the ownership 
of data. 

We envisage six distinct business models (Figure 15) to 
gain prominence in the near future. These models cater 
to both end-users (B2C) and enterprises (B2B).

Business-to-consumer (B2C) 
Privacy Models 
B2C privacy models will primarily consist of platforms/
tools that enable individuals to own, manage, and 
monetise their personal data. A few B2C privacy models 
that might gain prominence in the near future will be 
built on three distinct business models. These models 
are discussed below. 

1. Personal Data Store (PDS): A ‘personal data store’ is 
a repository of an individual’s personal data fully-
owned and controlled by them. Individuals can 
store their entire online activity in a PDS, making 
it an exhaustive database of their personal data 
across online service providers. Private enterprises 
can directly request individuals for access to their 
personal data, thereby reinforcing transparency and 
ownership.  
 
This model could adopt a pay-per-use pricing 
structure, with enterprises paying for every data 
transfer that they avail through the PDS. Eventually, 
individuals could also charge a fee from enterprises 
for accessing their personal data.

Examples of players currently offering this service 
include Digi.me and Textile.io. In the Privacy 3.0 world, 
we expect larger technology platform companies to 
launch their own PDS as they already possess huge 
volumes of user data.
2. Preference Management System (PMS): A PMS 

collects an individuals’ goals and preferences 
(financial, fitness, travel, etc.). These preferences 
are used by private enterprises to customise their 
offers, run targeted marketing campaigns, etc. 
This model will help individuals retain control over 
their online narrative as enterprises can target 
individuals based on their preferences (as opposed 
to incomplete/inaccurate online profiles). 
 
This model could generate revenue from both 
enterprises and individuals—enterprises pay a fixed 
fee per conversion and users pay a fixed portion of 
their savings for taking customised offers.

PRIVACY 3.0 
– PRIVACY 
MODELS OF 
THE FUTURE
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Personal Data Stores: Repository of an 
individual's data, fully owned, controlled 
and monetized by the individual. 

Preference Management Systems: 
Collection of users' goals & preferences, 
with access restricted to trusted apps 
identified by user 

Personal Data Monitoring Systems:
User dashboards that monitor third 
party data usage and track 
identity misuse

Managed Privacy Services: End-to-end 
management of companies' compliance, 
legal & technology needs around privacy

Al-led Privacy Solutions: 
Full-service or custom-built AI/ML 
programs to proactively identify 
and manage risks 

Privacy Certification Agencies:
Services that audit/ certify companies 
on privacy practices and suggest 
remedial measures

User-centric (B2C)
Business Models

Enterprises-centric (B2B)
Business Models

Figure 15 – Privacy Business Models of the future

3. Personal Data Monitoring System (PDMS): A 
PDMS is a subscription-based service that enables 
individuals to monitor the use of their personal data 
by multiple third party providers. PDMS service 
providers scout external sources (including dark 
web) to identify any instance of personal data 
misuse. This model is currently at play in the United 
States and other developed countries. 

We envisage this business model to scale up in India 
as a B2B2C model with enterprises offering PDMS 
an add-on service to their employees and consumers. 
This will help enterprises gain an advantage over their 
competitors by addressing the privacy agenda of their 
most important stakeholders (i.e., employees and users).

Business-to-business (B2B) 
Privacy Models 
B2B privacy models primarily consist of platforms/ 
tools/offerings that help enterprises protect and 
safeguard their users’ personal data, in a more efficient 
and effective manner. In our view, a few B2B privacy 
models that could gain prominence in India in the near 
future are discussed below.
1. Managed Privacy Services (MPS): MPS providers 

offer end-to-end privacy management solutions 
to enterprises. These solutions include end-user 
management, capability building, infrastructure 
management, and incident management. 
 
These providers could charge enterprises a fixed 
license fee, along with a variable fee based on 
performance on pre-defined metrics, such as the 
number of grievances addressed, audits passed, and 
risks identified.

2.  AI-led Privacy Services (AIPS): In this model, 
enterprises deploy AI-led tools to identify and 
manage privacy-related risks. The services offered 
could include data mapping, anonymisation, trusted 
enclave creation, user query resolution, incident 
monitoring, and auto-upgrade of infrastructure.AIPS 
providers can charge enterprises a fixed license fee, 
along with a variable fee based on performance on 
pre-defined metrics, such as the number of risks 
identified and time taken to mitigate risks. 

3. Privacy Certification Agency (PCA): A PCA 
evaluates enterprises on their privacy practices 
based on industry-specific data privacy standards. 
Most PCAs will also create and develop their own 
privacy standards, in partnership with industry 
associations, experts, and regulators. A few service 
providers also help enterprises address gaps 
identified in privacy audits. 
 
In this model, service providers charge enterprises a 
fixed fee for each certification. 
 
The above-mentioned six privacy models are an 
illustration of high-potential business models in 
India. We expect newer privacy business models to 
emerge in the near future

The market size of privacy models is 
expected to increase to USD$9−12B 
by 2025.
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Looking into the future of ‘privacy’ 
The past few years have seen growing global 
interest in data privacy. Given recent high-profile 
data breaches and heightened regulatory action 
in the European Union (after the launch of GDPR), 
the privacy discourse is picking up pace in India as 
well. 

Of all the fundamental rights, the ‘Right to Privacy’ 
is possibly the most complex. While the global 
debate on this topic has evolved over an extended 
timeframe spanning multiple centuries, there is 
still no universally accepted definition of ‘privacy’. 
However globally, there is now an increasing 
alignment on the potential risks associated with 
lack of ‘privacy’, especially in the digital age when 
people share a lot of personal data online.

The current discourse on data privacy in India 
has largely focused on the legal dimensions of 
sovereign identity data (Aadhaar). Our objective 
in this report is to catalyse an enterprise-centric 
discourse on data privacy by objective baselining 
data practices followed by private Indian 
enterprises and identifying a potential roadmap for 
the evolution of data privacy in India. 

As outlined in the earlier sections of this study, a 
significant quantum of personal data is currently 
being collected, stored, and shared across different 
entities in the data ecosystem. This is often done 
without the explicit and transparent consent of 
individual data subjects. At every stage of the data 
value chain, the technology driving data collection, 
handling, and storage, and business models built 
using this personal data have substantially evolved 
faster than the standards of data ethics, and the 
regulations governing data protection. 

There are multiple possible pathways that could 
lead to different futures of privacy evolution 
in India. The timelines and actions of each 
group of stakeholders will heavily influence the 
materialisation of some of these future pathways. 

In this report, our underlying aspiration is to 
suggest a pathway that is built on the five 
core principles: individual ownership of data, 
transparency, fair value, informed consent, 
and accountability. Coordinated efforts by all 
stakeholders will be required to bring these 
principles to life. 

CONCLUSION
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