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1. Executive summary

This point of view on ‘IT due diligence considerations and technology enablement for the future’ is based on insights that Deloitte Touche Tohmatsu India LLP’s 
Transaction Services team has gained from multiple IT due diligences, IT separation support, and IT post merger integration projects. The paper also discusses our
findings from focused interviews conducted with PE professionals, senior corporates, and CIOs, across sectors in India. The objectives of these interviews were to 
understand technology’s role in maintaining the continuity of business operations amid the COVID-19 crisis and key learnings therefrom. 

The COVID-19 crisis has affected organisations across the globe and in India; several organisations are struggling to maintain a steady top line and manage with lower 
working capital. Employees’ health and safety is given utmost importance. Reduced travel across sectors meant that organisations have to adopt new ways of working, 
including WFH, which until now was implemented only in limited pockets. 

M&A and fund raising deal activity is currently disrupted. However, once the lockdowns are relaxed and economic activity starts gathering some momentum, deals are 
likely to gain traction. In this context, the importance of IT diligence will increase. More organisations will be keen to understand the quality of technology that the target 
has adopted before finalising any deal. 

Our interviews were aimed at understanding the impact of COVID-19, and how well organisations were geared to deal with such an emergency situation. The interviews 
covered eight representatives from the following sectors: 

One common theme that emerged across the interviews was the importance of technology and how it will have an impact on business in the future. 

IT has become the most prominent internal function in the aftermath of COVID-19, with business and other functions expecting IT 
services and support like never before. IT will truly become the backbone of business in the post COVID-19 period  quoted one of the CIOs. 

Some key themes that emerged from the discussions are mentioned below:

Respond: Prepare/manage continuity Recover: Learn and emerge stronger Thrive: Prepare for the next normal

Action plan for IT enablement: Few organisations 
had IT infrastructure required to deal with such a 
situation. Majority were required to set up a COVID-19 
response team and prepare an action plan to navigate 
through the crisis. 

Mid-term priorities for CIOs: With chances of continued 
lockdown and its possible recurrence, CIOs are focused on key 
KPIs, such as productivity, quality, ramping up minimum 
essential infrastructure and IT staff (to meet increased 
demand), and provision of minimum essential IT security.

Long-term priorities for CIOs: Large set-ups are 
expected to move to cloud and third-party data centres. 
Revamping BCP and DR plans, upgrading IT 
infrastructure, and adapting to new ways of working are 
some long-term priorities to be met within reduced IT 
budgets. 

Technology enablement will be crucial for growth of any business. M&A and fund raising deals, which often overlook technology diligence or delay it until late in 
overall M&A process, will be required to give utmost importance to evaluate a particular target’s technology needs and assess the investment required after 
closing the transaction.
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2. Point of View| Key technology considerations for M&A and fund raising 
deals after COVID-19 (1/2) 

Why IT due diligence will gain prominence?
IT diligence across M&A and fund raising deals will focus on several key aspects, which until now were just checklist items. The COVID-19 situation has clearly 
highlighted that lack of IT diligence may affect a target’s performance, deciding a deal’s success or failure in the long term. 

Focus area Point of view Observations from CIO interviews

IT BCP and DR review IT BCP and DR plans across sectors will 
need to be revisited as a situation 
similar to the COVID-19 crisis has 
exposed the way IT BCP has been 
mismanaged so far.

• A PE professional said that the business of one of its investee companies has been disrupted. 
The disruption was caused by lockdown of the BCP and DR centre, which were expected to take 
over in case of failover of the main data centre. 

• Several considerations, such as WFH, will now be required to feature as part of regular IT BCP 
processes.

• DR plans should be tested with regular updates to ensure effectiveness and usability, and help 
the technology environment resume normalcy. 

IT infrastructure 
upgrade

IT infrastructure needs to be developed 
to enable remote working for a larger 
workforce. 
This includes provision of hardware, 
connectivity, VPN, desktop virtualisation, 
and developing agility to tackle such an 
emergency situation.

• An organisation was supported by the Deloitte India VCS team on a full-scale post merger 
integration, with successful Day 1, Day 100, and full integration. The organisation shared that 
lack of laptops was a bottleneck for employees of the acquired target’s India-based division. 
With only 30% laptop adoption, desktops had to be moved to home locations to enable WFH.

• Productivity monitoring tools may be required to assess work done remotely. 
• The use of collaboration tools will become the norm.

Strong IT and 
business leadership 
and strategy

Both IT and business leadership needs 
to be decisive and work in sync with 
each other with a clear end goal. 

• An organisation interviewed received deadlines set by the leadership, with business leaders 
managing the whole programme ranging from taking business-as-usual initiatives to decisive 
steps. These steps include setting up a COVID-19 response team, in conjunction with the HR, 
quality, admin, communication, delivery, and infrastructure support teams. This ensured that 
remote working teams were working effectively without any loss of productivity and quality, to 
the extent of 100 percent fulfillment. 

• Further, senior leadership reviewed the status every day and took actions based on feedback.

IT budget
IT product 
development
IT portfolio review

IT CAPEX investment needs to be 
reviewed as substantial outlay may be 
required for provisioning of basic 
minimum equipment and connectivity. 

• IT products and portfolio development, which otherwise would have been approved as a part of 
annual IT budgets, will be reconsidered.

• With budget constraints, only mission critical developments will be done. 
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2. Point of View| Key technology considerations for M&A and fund raising 
deals after COVID-19 (2/2) 

Why IT due diligence will gain prominence?
IT diligence across M&A and fund raising deals will focus on several key aspects (which until now were just checklist items). The COVID-19 situation has clearly
highlighted how lack in IT diligence may affect a target’s performance, deciding a deal’s success or failure in the long term.

Focus area Point of view Observations from CIO interviews

Key technology 
considerations while 
working remotely 

While WFH provides ease of work and 
ensures business continuity, protocols 
should be put in place to ensure 
productivity. 
Helpdesk and IT support need to be 
enhanced to ensure users do not face 
any issues with IT systems and 
infrastructure. 

• The key challenge is to maintain the same level of productivity as working from an office 
location. Several companies quoted that IT productivity declined due to lack of interest among 
employees (who are not used to WFH) and required IT infrastructure, to deliver products. 

• Helpdesk prioritisation should be considered with built-in contingencies to support increased 
volumes while accessing IT infrastructure remotely. 

IT security provisions Working remotely may lead to increased 
IT security risks (caused by the influx of 
cyber criminals),  and potential delays in 
threat detection and response. 
This should be checked by providing 
adequate IT security provisions. Using 
cyber security vendors, and 
implementing cyber tools for threat 
detection and controls where required, 
will be the key to safeguard 
organisational data and systems. 

• IT security should be reviewed before making any changes in operations. 
• IT security will need continued investment to be maintained at the levels required by client 

organisations. 
• Security audit should be done with a long-term perspective. 
• Security will also be critical for organisations and sectors, which were earlier looking after IT 

security in-house or outsourcing to known service providers only; they will now be looking to 
explore other service providers for better cyber services at a lower cost. 

• Data protection and privacy need to be considered through PII encryption to avoid loss of 
intellectual property. 

IT - Long-term 
roadmap 

IT roadmap should be planned and re-
planned, ensuring changes are effected 
based on prevailing circumstances. 

• Indian IT teams may be required to often work in shifts to support global teams and clients. 
• Data centre operations will move from in-house to outsourced/cloud platforms, thus ensuring 

zero impact on business operations. 
• Critical business services provided by technology functions and vendors should be reviewed with 

renewed SLAs. 
• Manual processes will be automated in a methodical and disciplined manner. 
• The cloud first approach will be used with aggressive migration to cloud services. 
• Virtual collaboration will be included as a go to option for remote working.
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3. Incremental impact on technology provisioning after COVID-19

How does COVID-19 incrementally impact technology provision across sectors?
Most of the organisations interviewed reported an increase in workload of technology teams, which are already under pressure. After the COVID-19 crisis, IT
capacity planning, along with building new IT capabilities, will be key to optimise technology services and eliminate bottlenecks.

Organisation
interviewed

Typical IT use 
across value chain 

Technology dependency – Before COVID-19 Technology incremental impact – After COVID-19

IT 
apps DC and DR Collaboration

tools
Cloud
adoption 

Overall
technology
dependency

Key technology 
areas affected

After COVID-19: 
Long-term 
priorities 

Incremental 
impact on IT 
provisioning 

BFSI 
organisation

• Banking apps
• Insurance apps
• Trading apps

High Self managed 
DC and DR Medium Low High 

• Provision of remote 
IT infrastructure

• Provision of laptops
• Increased use of 

collaboration tool

• Moving large set 
ups to cloud

• Moving to third-
party DC

High

Pharma 
distribution 
company

• Order management
• Warehouse 

management 
• Collection 

management 
• Payment acceptance

High Cloud-based 
DC and DR Medium High High • Setting up WFH 

culture
• Tech First Digital 

First mentality Low

IT services 
company

• IT app maintenance 
and development 

• Azure app 
development

High Self managed 
DC and DR High Low Medium 

• Connectivity 
• Provision of end 

points
• IT security

• Adopting to be 
an agile IT team 

• IT BCP revamp
High

Digital media 
service 
provider

• Transactional 
communication 
provision such as 
SMS, emails, voice, 
OTP, and chatbots

High Cloud-based 
DC and DR Medium High High • Security and 

compliance issues
• More IT security 

emphasis Medium 

Real estate 
consulting • Internal apps High Self managed 

DC and DR High Low Medium • Setting up WFH 
culture • Cloud adoption Medium 

Cyber Security
Service 
Provider

• Cyber Security 
Solutions High Self managed 

DC and DR Medium Low High • Provision of remote 
IT infrastructure

• Provision of 
smart IT solution Medium 

Flexible
Packaging 
Organisation

• Graphic Design 
systems working on 
high end Mac OS

High

Self managed 
DC and 
managed 
service DR

Medium Low Medium

• Increased use of 
collaboration tools

• Provision of remote 
IT infrastructure

• Improvements in 
data loss 
protection

High
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4. COVID-19 Impact: Case study | Best practices

How technology enablement can help organisations set up a WFH IT infrastructure and culture?
Technology enablement helped an organisation quickly achieve 100 percent WFH. An IT services company’s global president and delivery head described how
they managed 100 percent WFH with a methodical approach.

In this case study, we have considered the experience of a US-based IT services organisation with an Indian offshoring arm. It is interesting to know how they
managed to have 100 percent workforce in the WFH mode across India and the US in the minimal possible time (practically overnight).
With uncertainty caused by lockdowns across the globe due to the COVID-19 crisis, the organisation acknowledged the importance of preparing in advance to
deal with such a situation.

WFH procedures: These were established as early as the second week of March 2020, with the help of a COVID-19 response team (led by global
delivery lead, HR lead, IT lead, and operations leads), across India, the US, and recently acquired target subsidiaries. A daily meeting was scheduled
to monitor the transition to WFH and address any challenges.

WFH testing: It was conducted for 50 percent employees across India and the US to address major challenges and eventually achieve 100 percent
WFH.

Tech enablement: Key focus was on procuring hardware equipment, including Wi-Fi dongle, basic and advanced connectivity, laptops, and desktops
(where laptops were not possible to be procured or client contract required working from specific secured desktops, the company used desktop
virtualisation).

IT security provision: Loss of data and security are key concerns while working away from office locations. Hence a third-party security firm was
hired to ensure required security guidelines were followed while setting up WFH procedures. Organisational assets were put under constant
monitoring to evaluate any additional risks due to WFH .

Client consent: Clients were informed of the changes made to ensure business continuity. The clients, mostly those based in the US, were also
facing lockdowns and could understand the situation, hence provided their consent to allow contractual employees WFH.

Communication: Employees were informed over the weekend to start working from home just before the commencement of lockdown in India.

Productivity and quality: Daily stand-up team meetings were put in place to provide a level of governance. A dashboard was established to closely
monitor key metrics to ensure clients that there is no drop in delivery parameters. The metrics were evaluated daily in scrum meetings.

From this point forward, technology teams will have an even more prominent role - innovating to improve the experience, value and 
security levels for internal and external stakeholders alike – President and global delivery head, IT services company

1. Executive 
summary

2. Point of View 3. Incremental impact on 
technology provisioning

4. Case study 5. CIO interview 
findings



COVID-19 impact IT due diligence considerations and technology enablement for the future©2020 Deloitte Touche Tohmatsu India LLP. 8

Annexure

COVID-19 impact IT due diligence considerations and technology enablement for the future©2020 Deloitte Touche Tohmatsu India LLP. 8



COVID-19 impact IT due diligence considerations and technology enablement for the future©2020 Deloitte Touche Tohmatsu India LLP. 9

5. CIO interview findings | Respond | Action plan for IT enablement  (1/6)

How are organisations responding to the COVID-19 crisis?
Organisations have responded in different ways to the COVID-19 related lockdown. While some organisations had in-built IT infrastructure that was geared to 
support WFH; a few others were required to put up an action plan (that was continuously monitored) for technology enablement to ensure least business 
disruption.

We observed the following key trends: 

Ready-to-use IT infrastructure with minimum investment 
required: Typical consulting companies that follow the “work from 
anywhere” model, on the back of robust IT infrastructure, found the 
transition to WFH relatively easier.

Institutionalising WFH culture: In some organisations, IT 
infrastructure for working remotely has always been available. 
However, the key bottleneck was employees not being used to the 
culture. This resulted in a drop in productivity in the initial few weeks. 
Instilling a WFH culture and enabling employees and users to get 
accustomed to technology, ensured business continuity for some 
organisations. 

Setting up WFH IT infrastructure (incremental change): A few 
organisations had to invest a significant amount in upscaling IT 
infrastructure in a short time, to support WFH. This entailed higher 
cash outlay at a time when businesses are cash strapped and need 
liquidity. In the future, such organisations would do well to ensure that 
they have a good mix of IT Infrastructure resources, incremental 
availability of licences and support, and increased bandwidth, to let 
employees work from office or remotely.

Action plan: A few organisations had anticipated the lockdown. They 
started putting together a crisis management team with an IT 
enablement action plan to support a smooth transition to WFH. In such 
cases, procedures were required to be built and tested; changes were 
to be made where the testing showed weakness; and IT BCP was to be 
revisited and changed to ensure business continuity.                                                                         

Disaster management action plan to enable IT services for 
business users and across internal functions should not be an 
afterthought and has to be always ready and tested.    
- CIO, digital media services provider
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5. CIO interview findings | Respond | IT infrastructure upgrades (2/6)

What IT Infrastructure upgrades were required to enable WFH?
Organisations had to make multiple changes in IT Infrastructure ranging from connectivity improvements, adoption of laptops, secure remote connection to 
desktop virtualisation methods to facilitate WFH. In the future, organisations need to have the right size and mix of  IT infrastructure to support business needs. 

We observed the following key trends: 

• Connectivity improvements: About 80 percent CIOs had to work on 
connectivity improvements to enhance WFH IT infrastructure. In the long 
term, CIOs will look to ensure that the office network is not stretched during 
crisis, and has necessary provisioning of WAN networks to enable access. 
This will help control the incremental online activity that sometimes have big 
implications on stability of IT systems, network robustness, and data 
security. 

• Citrix and VPN adoption: Desktop virtualisation using methods such as 
CITRIX and remote connection tool (for example, VPN) are essential. Many 
organisations had access to both earlier, but with a very low adoption rate. 
Any sudden increase in usage will lead to organisations requiring to focus on 
IT capacity planning, and tracking network hardware and software to ensure 
they support peak demand. 

• Moving desktops and servers at home: A few organisations had to resort 
to moving desktops at home due to reasons such as Mac OS desktop being 
used for production. A manufacturing organisation in Noida had to resort to 
moving servers home as data centres were locked down. Organisations will 
look to avoid these kind of last minute arrangements and have options to use 
personal devices with required end point and network security. Encryption of 
devices moved away from office locations should be looked into, to ensure 
data security. 

• Adoption of laptops: Organisations with lower laptop adoption rates had to 
rent laptops, which meant an increased recurring cost to their already 
stretched profit and loss account. After the COVID-19 crisis dissipates, laptop 
usage is likely to increase. This will mean a change in IT asset arrangements 
of organisations. 

VPN tunnel in my organisation was found to be routed through 
Finland, and hence needed to be reconfigured due to the 
identified slowness in connectivity. This was otherwise never 
previously noticed    – CIO, flexible packaging industry 
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5. CIO interview findings | Recover | Mid-term priorities for CIOs (3/6)

Considering the learnings from the COVID-19 situation, what are medium-term priorities for CIOs?
If the situation persists, the medium-term priority would be to ensure business continuity while maintaining productivity and quality. Minimum essential IT 
Infrastructure and IT security related spend would be needed. Expanding IT teams may be required where services may experience increased demand.

We observed the following key trends: 

• Lack of productivity: CIOs reported a 60-65% decrease in productivity on 
account of multiple reasons ranging from slow adoption of WFH culture, to 
lack of required IT Infrastructure and connectivity. This issue needs to be 
addressed to ensure that business delivers the required quality. Once the 
situation returns to normal, the business will return to delivering at 90-95% 
productivity. 

• Provision of essential IT infrastructure and security: A lot of 
organisations were found short of the minimum essential IT infrastructure, 
and the necessary IT security to ensure data and network security, while 
letting employees work away from offices. In the future, organisations should 
ensure system availability with required scalability to manage increased load. 
Provisions should be made to manage cyber and IT incidents remotely by 
setting procedures in case physical access is not possible .

• Uninterrupted helpdesk and IT support: Many organisations reported 
increased volume of calls logged for helpdesk and IT support. This was 
impacted greatly due to shortfall of employees handling the requests. 
Organisations need to focus on request prioritisation and escalation process, 
and use automation and effective redundant resource utilisation to meet 
increased demand. 

• Increasing IT staff: Some sectors, such as healthcare, e-commerce, retail, 
and BFSI, have witnessed higher activity level in the current scenario. This 
may necessitate quick expansion in IT staff to meet increased demand.

Serving our end-customers is the most important priority for 
us at the moment, and we are banking heavily on technology 
to ensure we do not lose any service time and thereby, any key 
business in the short term    - CIO, pharma distribution company
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5. CIO interview findings | Thrive | Long-term priorities for CIOs (4/6)

What are long-term priorities for CIOs in the changed environment?
Adopting cloud and moving to third-party data centres will be the key. This will entail moving from the CAPEX model to OPEX and freeing up technology 
resources considerably. 

We observed the following key trends: 

• Cloud adoption: Cloud use will increase in the future. In a typical 
organisation, cloud adoption currently stands at 20-30%, while some start-
ups have managed to be 100 percent on cloud. CIOs must understand the 
right mix of cloud availability for their organisations to decrease demand on 
in-house infrastructure, and ensure increased service availability and 
reliability. 

• Third-party data centre adoption: None of the third-party or cloud data 
centres has shown any disruptions during the ongoing national lockdown. On 
the other hand, a few organisations managing their own data centres were 
required to move key servers to home to ensure business continuity. 
Organisations will consider moving away from investing in internal data 
centres to engaging managed and cloud service providers for better services. 

• New ways of working: As quoted by a CIO, the provision of smart 
technology solution that are innovative and agile will be the key, as 
organisations adapt to new ways of working. A CIO quoted that lack of online 
and mobile ordering affected distribution providers in the pharma supply 
chain, to an extent that their business was down almost for a week. This 
resulted in financial and reputation loss. Technology enablement to replace 
manual processes and availability of online and web solutions will be key in 
the future. 

• Revamping of IT BCP and DR set-ups: IT BCP and DR set-ups need to be 
relooked at. Archaic BCP and DR procedures, which were hardly tested, have 
now been put through a real stress scenario. Hence, these should be 
adequately revamped. 

Technology teams will look to rebuild themselves with a clear 
understanding of the specific technology implementations 
required amongst the vast number of technology options 
available in the market    – CIO, real estate consulting 
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5. CIO interview findings | Thrive | IT security provisions (5/6)

What specific security changes will come to fore in the post COVID-19 world?
Cyber security teams need to ensure that systems are secure and well-monitored by providing secure connections, authentication mechanisms, controlled 
access to critical systems, and securing PII data. Critical systems should always be resilient with actionable intelligence, without getting compromised. 

We observed the following key trends: 

• About 50 percent respondents shared that IT security changes would be 
required to ensure data and network security. 

• While the other 50 percent respondents mentioned that the current IT 
security was good enough and they were not required to make any notable 
changes while providing new ways of working. 

• In our view, organisations should look to get to the required maturity on the 
security maturity curve. For this, the following methods may be explored: 

− Using shared security of operations provided by cyber security vendors to 
ensure the availability of basic security features

− Strengthening organisational identity and access Management and 
Security Information and Event Management, improving Data Loss 
Protection and Digital Rights Management where required. 

− Increasing awareness of threats to counter malicious phishing attacks.

− Installing safeguards to prevent intrusion and access to critical systems. 

− Implementing technology provisions rigorously to ensure data security in 
line with data protection regulations. 

Cyber security cannot remain a discretionary spend and can 
no longer be a small component of IT budgets. CISO must be 
a separate department from CIO with full responsibility of 
ensuring IT, Data and Cyber Security, keeping the threat 
actors away    - CIO, cyber security service provider 

50%50%

IT security upgrade

Required Not Required
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5. CIO interview findings | Thrive | IT budget (6/6)

How do you see IT budget being affected?
IT budget will be significantly cut given the cash crunch in organisations after the COVID-19 crisis. However, CIOs should invest in building IT capabilities, 
collaboration, and remote working and security tools, to support preparedness to address such emergency situations.

We observed the following key trends: 

• About 90 percent respondents mentioned that they expect IT budgets to be 
slashed even though some of them had approved IT budgets for FY 21.  

• Few organisations thought they may need to invest more in technology after 
the COVID-19 crisis is over to ensure the business has required technology 
and can move ahead of the curve. These organisations are typically 100 
percent tech enabled and look at their technology not just as an enabler but 
also as a differentiator. 

• In most cases, IT spending in FY 21 will be restricted to basic minimum IT 
outlay required to keep business running with only essential upgrades. 

• The cost model will move towards OPEX from CAPEX with organisations 
exploring cloud and third-party data centres to reduce margins. 
Organisations may also resort to decreasing non-essential IT staff, 
contractors, and vendors, wherever possible. 

• In our view, IT budget remains an essential spend. Organisations should 
invest in newer technologies as tech savvy organisations were able to make 
most of the limited resources available in the current situation, while still 
being able to service end-customers and business users. 

Organisations post COVID-19 will be extra conservative and 
will have increased scrutiny on unwanted expenses. At the 
same time, there will be increased pressure from businesses 
to be digitally and technologically savvy   
- CIO, financial services organisation
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Abbreviation Description 

WFH Work from Home

BCP Business Continuity Plan 

DC Data Centre

DR Disaster Recovery

IT Information Technology

PE Private Equity

BFSI Banking and Financial Services 

CIO Chief Information Officer

CISO Chief Information Security Officer

VPN Virtual Private Network 

PII Personally Identifiable Information

OS Operating System 

Abbreviation
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We help clients create value by taking a hands-on approach to 
quickly identify and execute high impact opportunities that drive 
EBITDA and cash flow.

Our team has completed numerous projects across a broad range 
of industries, and has a proven track record of rapidly delivering 
practical and sustainable solutions to maximise value.

Situations where we can make an impact
• Optimising performance pre/post M&A activity
• Enterprise-wide underperformance
• Profitable company with an underperforming business unit or 
geography

• Financial distress or declining profits
• Responding to industry disruption (new technology, customer 
preferences, competition, regulatory requirements, etc.)

• Charting a path for accelerated growth
• Addressing operational issues
• Stakeholder pressure

Value Creation Services (VCS)
Accelerating the performance of private equity portfolio companies
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