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Foreword by Deloitte
“It was the best of times, it was the worst of times, it
was the age of wisdom, it was the age of foolishness, it
was the epoch of belief, it was the epoch of incredulity,
it was the season of light, it was the season of
darkness, it was the spring of hope, it was the winter of
despair, we had everything before us, we had nothing
before us, we were all going direct to Heaven, we were
all going direct the other way.“
A Tale of Two Cities by Charles Dickens (1859)

It has been over six years since we
released the first edition of our India
Banking Fraud survey and one thing is for
certain: we have all witnessed a dramatic
shift in the state of the macro economic
environment as well as the associated
fraud landscape. These past years have
witnessed changes in the state of our
economy, the growing commitment to
financial inclusion, increased competition
by the advent of new banks, increase in
the number of fraud cases, burgeoning
non-performing assets (NPAs) as well
as the introduction of landmark laws
such as the Insolvency and Bankruptcy
Code, 2016.
Frauds in the banking sector have been
one of the key concerns not just for the
regulator, but also the government and
the banking industry as a whole. In fact
frauds have never been higher on the
board’s agenda, especially in the light
of recent large value frauds which have
had a detrimental impact on the financial
health and reputation of banks. While
there has been a growing awareness

amongst banks to enhance their fraud
risk management framework in response
to regulatory directives and/ or rising
incidents of fraud, there is a clear need
for banks to integrate a larger financial
crime compliance agenda that will work
across the compliance, legal, credit and
operations department.
The real questions still remain: are
banks doing enough? Are the systems,
processes and framework that have
been put in place, effective? Have the
core issues been identified and acted
upon? Are banks aware of the possible
new fraud trends and techniques and are
any steps being taken to detect/ prevent
them? If substantial investments towards
compliance have been made, are they
bearing fruit?
We endeavor to cover some of these
aspects and provide you with banks'
point of view on some of these
developing trends, that we hope you will
find useful.
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Executive Summary
The India Banking Fraud survey, Edition
III explores a range of issues facing the
industry today, as pointers on the strategic
and implementation challenges faced
during fraud prevention efforts. This is the

01

Current perception of frauds in the industry including trends and emerging threats

02
03

third edition of our survey and following
our previous surveys conducted in 2012
and 2015, the current edition looks at
understanding some of the key aspects
below:

Fraud risk management efforts including managing stressed assets

Detection of fraud incidents and the areas of investment for the future
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Impact of digitisation including the key concerns

A comparison of some of the findings across the three editions, indicate that:
2015

2012

Fraud is on the rise and
continues to rise rapidly
than expected

93%

93%

Of this, 64% of respondents believed fraud had
increased by upto 10% over the previous years

Of this, 76% of respondents believed fraud had
increased by upto 20% over the previous years

Despite issues identified in
earlier surveys, the root
cause responsible for the
increase in fraud appears
to be the same and not
adequately addressed

•• Lack of oversight by the line manager or senior
management on deviations from existing
processes

•• Lack of oversight by the line manager or senior
management on deviations from existing processes

•• Difficulty in business scenario

•• Lack of forensic analytics tools to identify potential
red flags across different processes

There appears to be a slight
improvement in the ability
to detect frauds (using
technology), however issues
still remain

•• Internal audit/ legal/ compliance

•• Through a customer complaint

•• Anonymous complaint by an external party

•• During routine account audit/reconciliation

•• Through an internal whistleblower complaint

•• Through an internal whistleblower complaint
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•• Business pressure to meet targets

•• Business pressure to meet targets
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2018

84%
Of this, close to 40% of respondents believe fraud has increased by
over 20% in the last two years
•• New technology/ digital channels that make fraud detection
difficult
•• Lack of forensic analytics tools to identify potential red flags
across different processes

Are banks guilty of underestimating the
problem? And are they doing enough?

Are banks missing the wood
for the trees?

•• Business pressure to meet targets
•• During routine account audit/internal audit/ reconciliation
•• Through a customer complaint
•• Through an internal whistleblower complaint/ through internal
automated data analysis or transaction monitoring software

Are banks getting the bang
for their buck?
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Some of the other key survey findings to note are:
Fraud incidents encountered by your bank in the last two years
51%

23%

20%

Less than 100

More than 200

No incidents

Retail banking

37%

21%

20%

Less than 10

Between 10 and 20

No incidents

Non-retail banking

Note: The top three responses have been highlighted

Types of fraud experienced by your
bank in the last two years

Siphoning/ diversion
of funds

Fraudulent
documentation

9%

15%

ATM 9%
skimming/
fraud

10%

Overvaluation/ nonexistence of collateral

10%

Note: The top five responses have been highlighted

Cybercrime

Average time taken to uncover fraud incidents in your bank
12 to 24
months

Over the next two years, will the cost of anti-fraud
measures increase?

54%
7%

6 to 12
months

25%

21%

21%
Yes

71%

No

Less than 6
months
08

Can’t say
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Areas highest on the agenda, where investment will probably be made over the next 12 months

Upgradation
of technology
to combat
cybercrime

Fraud
detection and
monitoring
systems

Early warning
system/ tool to
help detect red
flags

Artificial
Intelligence
in fraud
detection

Fraud risk
assessment

Note: The top five responses have been highlighted

Do you believe that lapses
in the due diligence process
during loan disbursement
have led to higher stressed
assets?

Does your bank have
concerns related to
suspected shell companies?

59%

67%
Yes

Which of the following measures do you have in place to
proactively identify and manage stressed assets?
An early warning
system that
captures red flags
and signals

Sophisticated credit
rating models and
scorecards to assess
borrowers

14%

15%

Yes

What challenges do you face in implementing a fraud risk
management system in managing stressed assets?

Lack/incomplete information
and data shared, during a
consortium lending situation

26%

Few standards for collection and
storage of risk data in a ready to
use standardised format

20%

Lack of robust data governance
models with respect to data
ownership, data verification and
adherence to data management
standards

14%

24%

Note: The top three responses have been highlighted

A centralised monitoring team
to review exceptions identified
around changes in NPA status
Note: The top three responses have been highlighted
09
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Section I
Are banks guilty of
underestimating the problem?
Since the first edition of our survey (over
six years ago), banks have consistently
reported an increase in fraud incidents
as well as the value of fraud loss
incurred by an overwhelming amount.
However, it is interesting to note that
the actual percentage increase in fraud
incidents experienced (as reported by
respondents in previous editions) has
been consistently higher in comparison
to the expected percentage envisaged
by the respondents from each previous
edition. While the incidents of fraud
have been on the rise, there appears to
be no clear trend as both the nature of

the frauds as well as the reasons behind
them are diverse. The survey throws up
some interesting questions:
•• Is the rise in identification of frauds a
direct result of the banks’ inadequate
fraud risk management systems and
processes; or
•• Is the rise in reported fraud incidents
a direct result of increased regulatory
scrutiny and/or recognition of frauds?

frauds as well as the amount involved
in these fraud incidents have increased
more than three times. The sharp rise
in fraud incidents over the years have
inadvertently left banks feeling extremely
vulnerable. This steady increase in fraud
risks in banks may be symptomatic of
the weakness in the underlying fraud
risk management framework and/ or
processes. The data however, offers little
hope for relief on the immediate horizon.

Statistics released1 by the Reserve
Bank of India, however, indicate that
during the same period, the number of

1
Source: https://www.hindustantimes.com/business-news/reserve-bank-of-india-data-shows-rise-in-big-ticket-bank-frauds/story-MJio0ibsS1V31reOx1yhdN.
html
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Are banks doing enough?
Over the years, fighting the risk of fraud
has assumed centre stage and become
a C-suite issue. Managing fraud has
become increasingly important for banks
not only because of increased regulatory
scrutiny but also due to increased
stakeholder expectations and the
detrimental effect from the actual fraud
loss incurred. Today, a fraud incident is no

longer viewed in isolation or as a one-off
mere compliance issue.
While survey responses indicate that
banks are investing significant amounts
of money in enhancing their fraud
risk management (FRM) capabilities,
it appears to be missing the mark on
addressing some of the core issues.

Across our three editions there seem
to be certain concerns that continue
to be highlighted as primary reasons
behind the increase in fraud incidents.
Despite their recurrence over the years,
there appears to be little that has been
done to help identify the root cause and
mitigate them.

The major contributors to the increase in fraud incidents:

Lack of forensic analytics tools to identify
potential red flags across different
processes

Limited oversight by the line
manager or senior management on
process deviations and managing
day to day responsibilities

New technology/ digital channels
that make fraud detection
difficult

Having adequate prevention methods in place
makes it harder for fraud to be committed.
One such effective prevention mechanism
is to deploy regular fraud detection data
analytics to help identify and monitor the
risks of fraud. It is critical to realise that
data is one of the most important assets of
any organisation. With fraud schemes and
the sophistication of fraud perpetrators
constantly evolving, analytics tools provide
the ability to discern anomalies, patterns,
and trends - including in real time - across
available data that might otherwise go
unnoticed, whether within a business unit, in
a particular region, or across the enterprise.

Any controls put in place by the makerchecker are bound to fail if these issues
remain consistently unaddressed. Is
the focus on business targets forcing
people to overlook the controls, and
if so, what are banks doing about it?
Addressing this issue is one of, if not
the biggest, industry challenges. At
the end of the day, who controls the
controllers?

New technologies, new entrants into
the industry, new regulations and
changing consumer preferences are
combining to disrupt and contribute
to this increase. Existing approaches
seem to have become less effective
at identifying and mitigating fraud
risks. We believe now is the time to
re‑examine the overall approach, to
review what risks are emerging and
what responses are necessary.
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Figure 1: What is the average time taken to uncover fraud incidents in your bank?

12 to 24
months
2%

6 to 12
months
28%

7%
21%

71%

Less than 6
months

Statistics from
Edition II

70%

Figure 2: In case of reported fraud
loss, what has been the average
recovery? (all values are represented as a
percentage of the total fraud loss. For eg:
'More than 25%' should be read as 'More
than 25% of the total exposure)

32%
7%
5 to 10%

18%
2 to 5%

12

4%
Less
than 1%

No fraud loss
reported

7%
No recovery

21%
11%

More
than 25%

11 to 25%
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Figure 3: How is a fraud incident typically detected in your bank?

23%

26%

20%

20%

8%
3%

During review
by a law
enforcement
agency

By accident
6%

4%

Through a
customer
complaint
21%

Through internal
automated
data analysis
or transaction
monitoring software
16%

During routine
account audit/
reconciliation
18%

Through
internal
whistleblower/
anonymous
complaint
18%

Statistics from Edition II

However, the silver lining amongst all of
this is that investments made by banks
over the last few years in enhancing
their fraud risk framework appear to
have borne some fruit. This is supported
by responses received that highlight a
reduction in the detection period as well
as a subsequent increase in recoveries.

Responses suggest that these were made
possible by running routine account
audit/ reconciliation, taking greater
cognizance of customer complaints,
establishing a strong internal whistle
blower/ anonymous complaint channel as
well as making use of internal automated
data analysis or transaction monitoring

software. While there have been some
improvements in the fraud detection
period and consequently recoveries, the
time has come for Banks to pursue a
more strategic and integrated approach
to fraud risk management to ensure
that the issue of fraud is addressed
holistically.

13

India Banking Fraud Survey, Edition III

Section II
Are banks missing the wood
for the trees?
Figure 4: Which of the following types of frauds has your bank experienced in the last two years?
Mobile banking fraud

6%
Cybercrime

Identity theft

4%

Data theft

2%

ATM skimming/fraud

9%

Account take over/
misuse of power
attorney

1%

Mis-selling

6%

Incorrect sanctioning

3%

Multiple funding

3%

Asset stripping

2%

Incorrect financial
statements

4%

Siphoning of funds/
diversion of funds

9%

Over the years there has been a
significant change in the types of frauds
affecting the banking industry. With
the introduction of new technology and
channels for customers, it is becoming
increasingly critical for banks to up
their game. However, a cursory glance
at the responses received, indicate
that traditional fraud typologies still
14

10%

play a significant role in the types
of frauds committed as well as the
subsequent fraud loss that occurs. The
major contributors that seem to be
consistent over the years are fraudulent
documentation, overvaluation/ nonexistence of collateral and siphoning of
funds/ diversion of funds.

1%

Theft of physical assets

8%

External vendor/thirdparty induced fraud

6%

Bribery and Corruption

10%

Overvaluation/nonexistence of collateral

15%

Fraudulent
documentation

In our experience, loans that originate
from third parties/ intermediaries
can appear to be legitimate as these
individuals are aware of the standard
documentation required to get approvals
on loans. However, banks can identify
some of the red flags in such applications
through a thorough scrutiny. Typically,
financial statements submitted as
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supporting documentation for loan
applications can be manipulated showing
either fictitious revenues, concealed
liabilities and expenses, improper
valuation of assets, or limited disclosures.
To ascertain this, banks needs to look
for additional information such as high
levels of cash or current assets (vis-à-vis
other companies operating in the sector),

reported earnings consistently higher
than cash flows, and sudden changes in
inventory/ sales or other income. Further,
should the borrower be making frequent
changes to its accounting policies, clarity
must be sought on the rationale for these
changes.

Many borrowers may not tend to disclose
aspects such as corporate guarantees
to subsidiaries and group companies,
exposure to derivatives/ commodities, off
balance sheet transactions (particularly in
case of special purpose vehicles created),
litigation and disputes, unless asked for
by lenders.

Issue

Root cause

Fraudulent
documentation

Lack of a strong KYC and credit Loan misrepresentation cannot be detected by a review of supporting loan
appraisal process.
documentation alone. To increase scrutiny on documents submitted, they
can be cross-referenced on the Internet for integrity. Additionally, where
possible, information shared can also be validated through multiple publicly
accessible databases for a small cost.

Overvaluation/
non-existence of
collateral

Inadequate due diligence
on the documentation
received and site verification
procedures

In cases where the amount is above a certain threshold, the application
should be referred to a committee within the bank, specially constituted to
carry out a parallel review of the documentation provided. In addition to
parallel review of documentation and specific audit by third parties, banks
should undertake periodic inspection of the collateral pledged with them
to gain comfort. This could include site visits and periodic monitoring of
external sources like Ministry of Corporate Affairs.

Siphoning of funds/
diversion of funds

Lack of monitoring of usage of
funds by the borrower

Implementation of an early warning system can go a long way in identifying
issues at an early stage, enabling banks to take prompt corrective action.

Banks have also experienced a massive
surge in cybercrime incidents over
the last decade. While cybercrime as
a trend is not to be ignored, the actual
losses are, at times, not significant
enough to have an impact on a bank’s
financials. The potentially greater impact
from cybercrime, as highlighted by
the responses received, is believed to
be reputational damage, diminished
customer and investor confidence, and
theft/ loss of personally identifiable
information that together add up to
substantial risks for financial services
companies. These issues ultimately
have the potential to impact the trust
customers have with their banks and in
extreme cases may lead to a systemic
crisis. With organisations increasingly
depending on technology, it is perhaps
not surprising to find that cybercrime
continues to increase in volume,
frequency and sophistication.

Our suggestion

Figure 5: Fraud risks that are currently the biggest concerns for your bank?

12%

Identity theft

15%

Data theft

15%

Funds transfer fraud

17%

Card skimming

22%

Cybercrime

Note: The top five responses have been highlighted
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In light of the impending risks from digital
platforms, banks should consider building
cyber risk management programs to

Being secure
A good understanding of the
known threats and controls,
industry standards, and
regulations can guide financial
services firms to secure
their systems by design and
implementation of preventative,
risk-intelligent controls. Based
on leading practices, banks
can build a “defense-in-depth”
approach to address known and
emerging threats. This involves a
number of mutually reinforcing
security layers both to provide
redundancy and potentially slow
down the progression of attacks
in progress, if not prevent them.

16

achieve three essential capabilities: the
ability to be secure, vigilant, and resilient.

Becoming vigilant
Early detection, through the
enhancement of programs to
detect both emerging threats and
the fraudster’s moves, can be an
essential step towards containing
and mitigating losses. Incident
detection that incorporates
sophisticated, adaptive,
signalling, and reporting systems
can automate the correlation
and analysis of large amounts
of IT and business data, as well
as various threat indicators, on
an enterprise-wide basis. Banks’
monitoring systems should work
24/7, with adequate support for
efficient incident handling and
remediation processes.

Building resilience
Resilience may be more
critical as destructive attack
capabilities gain steam. Banks
have traditionally planned for
resilience against physical attacks
and natural disasters; cyber
resilience can be treated in the
same way. Banks should consider
their overall cyber resilience
capabilities across several
dimensions. First, systems and
processes can be designed and
tested to withstand stresses
for extended periods. This
can include assessing critical
online applications for their
level of dependencies on the
cyber ecosystem to determine
vulnerabilities. Second, banks
can implement good playbooks/
guides to help triage attacks
and rapidly restore operations
with minimal service disruption.
Finally, robust crisis management
processes can be built with
participation from various
functions including business, IT,
communications, public affairs,
and other areas within the
organisation.
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A deeper analysis of the successes and
failures of cyber threat programs may
suggest some of the following potential

Address the
organisational
challenges with decisive
actions that recognise
cybersecurity as a
strategic business
problem, not just an
“IT issue”

actions that leaders can take to develop
a more comprehensive organisational
approach to cyber risk management:

Cyber risk strategy
to be driven at the
executive level as
an integral part of
the core company
strategy

A dedicated
cyber threat
management team
to be established
for a dynamic,
intelligence-driven
approach to security

A focused effort
to be placed on
automation and
analytics to create
internal and external
risk transparency

People and culture
- The “people” link
in the defense
chain can be
strengthened as
part of a cyber-risk
aware culture.

Deloitte’s view
An effective fraud risk management solution can help banks manage fraud risks in a manner
consistent with regulatory requirements, as well as with the entity’s business needs and marketplace
expectations. The key to any anti-fraud program is to have a framework in place that will not only
prevent fraud, but also be able to detect fraud incidents as soon as they occur. Over the years, while
banks have invested significant amounts of money and expect to invest more in the years to come,
it appears that it is still a work in progress. Moreover, with the continuation of the same issues over
the last few years, the question that rises is - the identification of frauds a direct result of an improved
Fraud Risk Management framework or its ineffectiveness?
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Section III
Are you tapping into all that
technology can offer?
Beyond policies, what actions do banks
need to take to have an effective fraud
risk management framework? Looking at

the responses received, it is fairly clear
that limited technology use, fraud risk
assessment and intelligence gathering

may be posing challenges to an otherwise
strong Fraud Risk Management (FRM)
policy (on paper).

Figure 6: What is the status of the following measures in your bank?
Not
started

Planning to
start in the
next few
months

Organization wide fraud control
strategy, policies and reporting
structure

Dedicated fraud investigative cell/
team and associated processes

Intelligence gathering mechanism

Just
started

11%

4% 4%

21%

18%

7%

7%

11%

Dedicated forensic technology
tools for investigation

14%

21%

Fraud risk assessment, carried
out on a regular basis

7%

7%

Whistleblower hotline

11%

4%

18

Partially
implemented

14%

Implemented but
not effective

61%

61%

4%

36%

18%

7%

Implemented
and effective

7%

7%

32%

18%

4%

32%

36%

4%

39%

61%

4%

11%
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Not
started

Planning to
start in the
next few
months

Fraud awareness training and
workshops

Vendor/third party due diligence

Just
started

7%

4%

Employee background check

7%

Customer screening against
negative list

7%

Early Warning System/Tool to
help detect red flags or red flag
accounts

7%

Social network analysis tools and
methods

7%

Partially
implemented

7%

Implemented
and effective

32%

7%

43%

29%

4% 7%

25%

4%

50%

7%

11%

71%

7% 4%

11%

Implemented but
not effective

4%

82%

4%

25%

14%

50%

11%

14%

4%

32%

4%
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Figure 7: Which of the following areas do you think your bank plans to invest in over the next 12 months?
(Responses have been highlighted on a scale of 1-5, with 1 being the lowest and 5 being the highest on the agenda)
Option 1

Option 2

Fraud detection and monitoring
systems

Option 3

7%

Implementing a whistleblower
hotline

Staff training

Vendor/third party due
diligence

Customer education/
awareness

27%

7%

7%

7%

Early Warning System/Tool to
help detect red flags

7%

7%

Tools to help data cleansing
and integration

7%

7%

20

27%

20%

20%

40%

27%

13%

20%

40%

27%

20%

7%

7%

33%

33%

Upgradation of technology to
combat cybercrime

20%

33%

7%

7%

53%

27%

7%

13%

Option 5

13%

27%

Fraud risk assessment

Artificial Intelligence in fraud
detection

Option 4

40%

27%

47%

33%

60%

33%

27%

53%

27%

33%
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Banks need to move to a more systematic
and structured fraud risk management
framework. Ideally, the focus needs to
shift to:
•• Being proactive rather than
reactive – There needs to be a forceful
shift from equipping oneself to respond
to a fraud incident, to preventing
it. For this to happen, the bulk of
controls would need to be designed
and installed at the very first stage
where the risk exposure begins. For
instance, in the case of loans, this could
be at the time the request for a loan
application has been submitted with
a set of supporting documents. The
first line of defence against potential
fraud is often the bank employee who
is part of customer facing operations,
not someone who is part of the internal
audit team or vigilance department.
While mechanisms such as an early
warning system can help identify risks
in the course of business, they will be
impacted by the actions of those in the
first line of defense that is customer
facing staff. This first line of defense
should be given greater accountability
for risk assessment and for developing
and managing the control framework.
As a next step, senior managers should
be required to sign off on the accuracy
of the risk control maxtrix (RCM).
•• Clearly defined roles – Banks need to
have process specific risk control maps
that clearly identify the risk across each
process and the corresponding controls
that can mitigate fraud. As they draft
these control maps, they will gain a
better understanding of the type of
staff (by function and seniority) who
is involved in critical decision making,
and be able to better define their roles
pertaining to anti-fraud measures.

Such a risk map will also allow for
the second line of defense (such as
senior staff or internal audit teams) to
question the rationale for certain risk
related decisions made by the staff in
the first line of defense, with an aim to
effectively drive the control testing and
monitoring of the key risks.
•• Periodic risk and control
assessment – The current risk
assessment process followed by
banks tends to be built on past data
or incidents of fraud encountered.
This can limit them from developing
a holistic risk register that is able
to consider the current banking
environment, key issues that their
competitors are facing and identify
emerging threats. To do this, banks
can undertake periodic stress testing
of their control frameworks by inviting
third party experts to independently
review and test controls. They can also
undertake fraud related knowledge
sharing between banks under the aegis
of industry bodies and associations
to better understand how other
banks are coping with the challenges
faced. Further, employees must also
be encouraged to flag off risk related
concerns to the fraud risk management
departments.
•• Implementing technology tools –
Over the years banks have constantly
identified the following constraints in
implementing a robust FRM.
–– Lack of quality data to support
analysis: Data quality is a challenge,
specifically with respect to customers
and transactions. Most of the time,
data is either incomplete or incorrect.
The lack of a consolidated data store
or warehouse coupled with silos
across business units, operations
and other functions, tends to

create challenges in consolidating
and analysing the data resulting in
inefficient monitoring mechanisms.
–– Proactively identifying red flags:
While there is significant volumes of
unstructured data available within the
bank as well as outside, this wealth of
information may not sufficiently be
utilised to proactively identify
red flags.
–– Lack of a single tool that works
across all business segments and
products: While many banks have
embarked on a digital transformation
journey towards getting a single
view of the customer, the back end
integration of various customer data
(Eg: customer identification details
and products sold to the customer)
along with the operational data (eg:
loan repayment pattern or credit card
usage pattern) is still in nascency. This
means, significant effort is spent in
collaborating data and then analysing
it for fraud risks, thereby making
an early warning system somewhat
underutilised.
–– There is need for a roadmap to
implement an enterprise risk
management and early warning
system. The goal should be to
clearly define the various tools and
technologies that will/ could be
implemented and its integration
into one single dashboard for an
enterprise view of risks, to enable
efficient management decisions.
This should at the minimum include
the integration of loan origination
systems, limit management systems,
collateral management systems and
early warning signals.
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Artificial Intelligence Exploring and tapping
into its true potential
With the number of players providing
financial services in the market growing,
changing customer demands, as well as
a plethora of new emerging products
– have introduced a new dimension of

complexity and increased the difficulty
of managing fraud risks as well as the
processes that need to be monitored,
as they are spread across various
segments2.

Figure 8: Which of the following areas do you think banking institutions are likely to benefit the most, from deploying AI/
machine learning technology?

14%

Treasury

23%

12%
Credit approval
process

Source: “Open banking, open risk?” Published by @2017 Deloitte LLP
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Operations

Fraud risk
assessment

6%

2

10%

13%

Financial analysis/
research

23%
KYC and anti-money
laundering

Fraud detection
(Early Warning
System)
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Figure 9: Across which areas in your bank are you currently using AI applications?

Engage/Interact
with customers
(e.g. customer
facing virtual
assistants, back
office robotics)

Improve the
customer
experience
(e.g. customer
behavior
patterns)

Identify
suspicious
patterns and
red flags

15%

Detect
fraudulent
behavior
None of
the above

17%

11%

30%

13%
To gather data/
information
Others

11%
2%

Figure 10: What are your concerns about using AI?

13%

Poor levels of
internal data
quality controls

19%

Security of data/
Cybercrime

7%

Low support or
no ownership/
accountability

10%

Sustainability

Both banks and FinTechs need to harness
their expertise and experience across
managing fraud and the compliance
landscape, and combine it with innovative
technology and data analytics to address
customer and market problems. One
such avenue is the use of Artificial
Intelligence. While responses received
highlight that only 43 percent of the
respondents have considered deploying
artificial intelligence to help detect
potentially fraudulent transactions, we
realise that AI is still at an early stage of
implementation. In our experience, AI
can employ technology and algorithms
to automatically extract concepts and
relationships from data, understand their
meaning, and learn independently from
data patterns and prior experience3. AI
algorithms can also be used extensively
to derive actionable insights – such as
customer behavior patterns, analyse
unstructured data and reveal patterns,
automate fraud detection and planning.
While presumably the feeling is that AI
and cognitive related technologies will
truly hit its peak 3 to 5 years from now,
we believe that an effort should be made
at this stage to learn about the potential
value, collaborate and put in place a
plan that will help to eventually traverse
the “AI journey”. Challenges highlighted
by the respondents such as scarcity
of technical and skilled talent, limited
understanding of the technology, security
aspects etc., while all justifiable at this
stage, are all natural when at the lower
end of the maturity curve.

28%

22%

Scarcity of
technical and
skilled talent

Limited understanding
of data technology

Using location intelligence to augment, AI can identify transaction anomalies, verify customer place
of business and flag sensitive cross border conditions and proximity risk. Additionally for regulatory
compliance automated metadata, extraction on large volumes of unstructured data can help
understand, identify products, topics and parts of the organisation that are likely to be affected by
regulatory compliance.
3

Source: “AI and You” Published by @2017 Deloitte Consulting S.r.l.
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Stressed assets –
The white elephant
in the room
The upward rise in non-performing
assets (NPAs) has placed the Indian
banking and financial services sector in
jeopardy, and the writing on the wall is
that the situation may not get any better

in the near term. While regulators are
making efforts towards ensuring that
this rising trend is managed, such as the
RBI circular introducing the concept of
a red flagged account, circular on the

revised framework to resolve stressed
assets etc., one of the biggest concerns
in our experience is the possible delay in
detecting fraud as well as reporting and
alerting the RBI and other banks.

Figure 11: Which of the following efforts/systems do you have in place to proactively identify and manage stressed assets?

14%
A centralized
monitoring team to
review exceptions
identified around
changes in NPA status

8%
A system that
automates the
entire customer and
application data
capture for a new loan
application

12%

14%

Conduct independent
borrower background
checks

An early warning
system that captures
red flags and signals
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12%
A system that
automates and
configures the credit
appraisal workflows

11%
Monitor remediation
actions taken for each
early warning trigger

5%
A system that checks
for policy compliances

4%
Advanced analytical
models to determine
the best course of
recovery in case of a
defaulted asset

15%
Sophisticated credit
rating models and
scorecards to assess
borrowers

5%
Periodic reviews
of the automated
mechanism to check
for errors on a
proactive basis
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Figure 12: What challenges do you face in implementing a fraud risk management system in managing stressed assets?

Lack of robust data
governance models with
respect to data ownership,
data verification and
adherence to data
management standards

24%

Lack/incomplete
information and data
shared, during a consortium
lending situation

26%

Few standards for
collection and storage
of risk data in a ready to
use standardized format

20%

Lack of data integrity due to
siloed systems resulting in
non-integration of risk data

14%

17%

While banks have indicated lapses in
the due diligence process during loan
disbursement as one of the major issues
for the stressed asset situation, having

invested in a project and/or providing
continued facilities, they would want to
ensure that the borrower:

Utilises funds
according to
the pre-decided
milestones
on project
implementation;

Reports fairly
the expenditure
incurred and
does not divert
money for nonbusiness plan
related activities;

Conducts
operations in
accordance
with the agreed
business plan;

Banks need to implement a robust
early warning signal including review
of the transactions, the periodic stock
audit reports and undertake a market
intelligence exercise as part of their
continuous monitoring mechanism.

Reports fairly
the results of its
operations;

Responses received to our survey suggest
that the monitoring and remediation
efforts are significantly hampered
due to insufficient and quality of data.
This would require banks to not only
automate the whole credit appraisal,

Lack of sufficient market
intelligence capabilities
deployed within the bank

Meets the loan
covenants/
the terms of
the equity
subscription
agreements; and

Operates in
conformity with
the regulatory
guidelines.

disbursal and monitoring process, but
also requires significant investments in
being able to share data especially in a
consortium lending mechanism.
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Cybercrime – A reality that
needs to be overcome
As per the responses received,
cybercrime has been highlighted as one
of the biggest concerns for banks today.
Additionally, upgrading technology
in order to combat this risk has been
highlighted as the highest priority where

01

03

How are responsibilities, while controlled centrally, also shared across business units and regions?

How long are various data sets preserved (for) in your organisation? Is there any regulatory or policy
requirement to destroy data after the prescribed retention period has been reached?

04
05

How involved are your Board and Management in finalising the workings of the cybersecurity
strategy such as roles and responsibilities, monitoring progress etc.?
What role does innovation play within your larger cyber risk appetite?

06

Do you have a team and a flexible strategy in place that is able to respond to a threat quickly?

How are you able to distribute your cyber risk exposure?

While responses received suggest that
(as a minimum step) cyber security
audits are being undertaken to detect
potential gaps; in order to help improve
the balance between risk and innovation,
some of the other good practices to
consider are:
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One of the important things to
remember is that no one solution/
approach will ever work for banks across

the board. While you can learn from
each other, it is wise to tailor make and
develop your own unique strategy. In our
experience, some of the questions that
you should be addressing are:

What are your budget/ staff allocations to manage cybersecurity?

02

07

banks plan to make investments over the
next twelve months.

Provide general
and role-based
training;

Build vendor
assessment
processes
and enhance
contractual
protections;

Proactively monitor
and scan for
advanced persistent
threats, malware,
potential points of
intrusion, insider
threats etc.; and

Deploy a robust
incident response
mechanism to
be able to swiftly
respond and recover
from any potential
security incidents.
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Closing thoughts
Risks are inherent in the banking
business, but with frauds on the
rise, organisations need to put their
business in order by having effective
control mechanisms in place. Internal
controls can weaken over time due
to technological advances or human

intervention (management override or
collusion) or because of the emergence of
new fraud schemes.
While Banks have made significant
investments over a period of time on
FRM frameworks, systems and controls,

it appears to still be a work in progress.
Banks need to take a comprehensive
view of their programs and investments
and relook at their anti-fraud measures
focusing on the aspects below.

Greater accountability and recognition for fraud prevention: While there is acknowledgement that fraud is a concern
for banks, aspects around who takes accountability for fraud isn’t stressed upon. While every bank employee has a
responsibility to report suspected fraud, there could be cases where they may be put in a position of conflicting priorities,
for example, meeting financial targets. Banks should look at ways and means to provide incentives for employees to
report fraud and fraudulent behavior. Top management should implement policies that encourage ethical behaviour and
demonstrate enhanced ethical culture (“tone at the top”).

Investing in relevant technology: While several survey respondents have pointed to the siloed nature of the banking
industry with little cooperation on sharing customer data across banks, in our view banks need to have a single view
of the customer within their organisation first. This is compounded by the fact that banks are saddled with legacy and
different product systems which hamper the efforts of getting all the data/information required to monitor customer
behavior. Efforts to contain potential fraud need to start internally and to that effect, an information sharing plan (within
the bank) needs to be formulated so that suspicious transactions or poor loan repayment patterns are ascertained
quickly by the internal team. This can ensure that banks are able to implement and respond to early warning triggers,
failing which technology investments may no longer yield results.

Conduct detailed fraud risk assessments: One of the objectives of a fraud risk assessment is to help focus the
management’s attention on significant fraud risks that need to be addressed. An effective fraud risk assessment may
include specific fraud schemes that could be perpetrated against the organisation, based on incidents that have occurred
in the industry. The specific fraud schemes identified can be linked to existing internal controls within the organisation
that can mitigate existing as well as emerging fraud risks and a remediation plan can then be developed.

Creating an ecosystem that supports fraud prevention: Regardless of the size of the fraud allegation or the individual
involved, the organisation should consider having a documented policy of how fraud allegations will be investigated
and resolved. Our survey has indicated that banks’ response mechanism is still a work in progress. A response plan may
include the involvement of third party forensic professionals that can help in responding to fraud incidents. In our view,
effective fraud prevention/investigation may require cultivating an ecosystem of third party professionals – whether to
undertake due diligence on borrowers, or to test existing fraud risk management controls or to undertake investigations
on frauds using forensic methodologies which can stand the test of scrutiny. While banks in the last decade have built an
ecosystem of technology providers, they may consider embarking on building an ecosystem of fraud risk management
professionals till they are able to build these capabilities in-house.
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Methodology
We gathered the views of 43 key C-suite
stakeholders/ senior management
responsible for compliance and fraud
risk management, audit/ finance, asset
recovery from varied financial institutions
based in India. Financial institutions
who participated in the survey included
private, public, foreign, co-operative and
regional rural banks in India.

Each statistic used in this report is
derived from the number of responses
to that question and must not be
considered consistent across the report.
For multiple choice questions and priority
based questions, the weighted average
of responses for that question has been
used to derive the statistics.
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