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1. Foreword 
The financial services industry, especially 
the Banks have been subjected to 
increased regulatory scrutiny. While the 
first few years post the Great Financial 
Crisis (“GFC”) were perceived to be a swing 
of the regulatory pendulum towards 
over-regulation, it is now fairly clear that 
it is a new normal. The robustness of 
any financial system is as strong as its 
weakest link, and the regulators globally 
seem to have realized that. The Bank for 
International Standards Paper on “four lines 
of defence model” for financial institutions 
dated December 2015, establishes 
the importance of the regulators as 
an important component within the 
governance model for financial institutions, 
suggesting increased interactions between 
the regulator and the third line of defence, 
“The Internal Audit Department” within the 
organization. This thought paper resonates 
the changing realities in the marketplace, 
where the regulator increasingly wants to 
engage with the Internal Audit departments 
of the organization. With the supervisory 
approach changing from intrusive on-
site inspections to off-site risk-based 
assessments especially through the use 
of the Risk-Based Supervision (“RBS”) 
Tranche II, Tranche III submissions, the 
changed approach of the regulator in India 
is in line with the global practices. Today, 
the regulator expects the Internal Audit 
function to not only monitor compliance 
and transactions and have an integrated 

view of existing and emerging risks, but 
also to be their extended arms within the 
financial institution. 
In its expanded role, the Internal Audit 
function is expected to provide an 
independent and objective view on both 
the first (business and operations) and 
second (risk and compliance) lines of 
defence, while having a forward-looking 
approach towards proactive identification 
of risks impacting the financial institutions, 
thereby providing a higher level of 
assurance to regulators and external 
stakeholders. 
This document highlights some of the 
key focus areas that have been a subject 
of regulatory scrutiny. The regulator has 
identified vulnerabilities in these domains 
on account of weak or no controls in these 
areas and has been increasingly looking 
towards the Internal Audit departments 
of financial institutions to help them 
addresses these inherent threats. The 
objective of this document is to serve as a 
tool to the Internal Audit departments of 
the financial institutions (primarily Banks) 
for the purpose of planning their thematic 
and targeted reviews for the period of 
2016-17 and determining the large volume 
areas of Banking, where continuous 
monitoring capabilities need to be 
developed from a long-term perspective. 
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2. Hot Topics for 
Internal Audit in 2016 
There is an increased focus of the regulator 
around the globe around cross-border 
transactions and financial technology 
initiatives, and India is no exception to 
that. Since, cross-border transactions 
have a direct impact on the financial 
stability of a country, the regulator has 
been focusing a lot on the governance 
for Trade Finance, Remittances, Global 
Markets and the nature of relationships 
that drive the business from a KYC / AML 
standpoint. Additionally, the regulator is 
trying to assess the risks form a customer 
conduct standpoint even though financial 
technology, today, is not systemically 
relevant. We have specifically articulated 
the top 10 themes important to the 
regulator today and as a corollary becomes 
important to the Internal Audit function of 
the financial institutions (primarily Banks), 
given the symbiotic relationship emerging 
between the regulators and the Internal 
Audit departments. 

Hot Topic # 1 - Trade-based Money 
Laundering

Money laundering through the use of 
trade transactions (especially around the 
import and exports) has been the most 

prevalent practice by fraudsters for long, 
given that trade finance is a business of 
documentation for the Banks. One of the 
most common forms of money laundering 
through trade finance is the route of over 
invoicing, where goods or services of a 
lesser invoice are deliberately invoiced at a 
price much higher than the market rates, 
for the purpose of transferring money 
out of the country. Another commonly 
observed, practice is the creation of 
offshore paper companies with no 
business presence and import and export 
transactions with them by the Indian 
companies, with AML checks being done 
only on the Indian companies and not on 
the offshore companies.  

It hence becomes imperative for the 
Internal Audit teams to understand 
the substance of the underlying trade 
transaction and refer to the underlying 
documents in the context of the nature 
of the business the client is engaged in. 
Information around the nature of the 
client’s business obtained at the time of 
client on-boarding and captured in the 
Core Banking System could serve as a 
useful input during the course of such 

analysis. Additionally, it may also be useful for 
the Internal Audit to work back with the Financial 
Crime team, to develop alerts for specific fraud 
case scenarios and leverage them for the 
purpose of Internal Audit. 

Hot Topic # 2 - Challenges around issue and 
settlement of Foreign Inward Remittance 
Certificates with respect to settlement of 
exports

In the wake of a recent challenge around the mis-
use of Foreign Inward Remittance Certificates 
for one of the Public Sector Banks, the Reserve 
Bank of India (“RBI”) insisted that a special review 
be conducted for the process of FIRC issue 
especially with respect to settlement of export 
transactions by one Bank on the basis of the FIRC 
issued by the other Bank. It would be worthwhile 
to spend some time on the background to this 
issue. Foreign Inward Remittance Certificates 
are issued by the Bank as an evidence of 
receipt of foreign currency. When an exporter 
receives foreign currency remittance in a Bank 
different from the Bank where he has submitted 
his export related documents for clearance, 
the exporter submits the FIRC received from 
the Bank where remittance was received as 
an evidence to the Bank which maintains the 
export related documents for settlement of 
those export transactions and for evidencing 
that the money has been received against 
the corresponding export receivable. In the 
observed instance of fraud with one of the public 
sector Banks, it was found that fake FIRCs were 
provided by the exporters and the Bank receiving 
the fake FIRCs thus incorrectly settled the export 
transactions. The incentive for the exporter to 
undertake this fraud was to showcase higher 
foreign exchange earnings, which in turn helped 
him to get preferred categorization with the 
DGFT and thus higher subsidies corresponding 
to the categorization. 

Some of the common challenges faced by the 
Banks in this domain is as below

 • No way of verifying the authenticity of third 
party FIRCs with the FIRC issuing Banks, till the 
RBI database is put in place. While some Banks 
are proposing to put the practice of notifying 
the FIRC issuing Banks on a post facto basis, 
the risk still remains. 

 • Expired FIRCs (beyond a period of 1 year of 
issuance) may be accepted and settled against 

the export transaction

 • Inaccuracies in the XOS regulatory reporting on 
account of the above

While the RBI is proposing to create a database 
of all the FIRCs that are issued by the Banks as a 
long term measure, the FEDAI (Foreign Exchange 
Dealers Association of India) has suggested a 
quick short term measure w.e.f May 1, 2016, 
where the FIRC Issuing Bank, will address the 
FIRC to the Bank, where the export transaction is 
proposed to be settled. While the FEDAI measure 
still does not do away with the risk of a fake FIRC 
being issued, it is a good short term measure to 
have, while the RBI database will be put in place. 

Given the weak external environment around 
the FIRC process, there would need to be 
significant monitoring around the same, which is 
an expertise the Internal Audit Department could 
offer. 

Hot Topic # 3 - ACU Remittances routed 
through Foreign Currency Nostros instead 
of ACU Nostros   

Asian Clearing Union is a payment arrangement 
whereby the participants settle payments 
for intra-regional transactions amongst the 
participating Central Banks on a net multi-lateral 
basis. One of the objectives of creating the ACU 
mechanism, was to facilitate trade between 
the members of the ACU countries, through 
the use of an ACU Dollar currency and thereby 
conserve foreign exchange reserves in the 
process. Hence, where the origin and destination 
of trade in a transaction is for an ACU member 
country, the settlement needs to mandatorily 
happen through the ACU Nostro under the ACU 
mechanism. Settling the transactions under the 
normal settlement instead of an ACU mechanism 
is viewed negatively by the regulator and has 
also resulted into fines for some of the market 
participants. Some of the challenges faced by 
the Banks is with respect to tagging of such 
transactions as “ACU” and hence the settlements 
sometimes happen incorrectly through the 
normal Dollar Nostro mechanism. Also, the 
inability to identify ACU transactions exposes 
the Bank to the risk of not being able to apply 
the RBI prescribed regulations around ACU in a 
comprehensive manner. 

It would make sense for the Internal Audit 
Departments, to have specific thematic reviews 
conducted for this domain, given the increased 
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regulatory focus and the lower tolerance for non-
compliance in this domain. 

Hot Topic # 4 - KYC challenges around 
on-boarding of Exchange Houses in the 
remittances domain

Exchange Houses are entities in nature of money 
changers in the Middle East, that specialize in 
accepting foreign currency from NRIs based in the 
Middle East for the purpose of onward remittance 
towards remittance in India. For the purpose 
of facilitating remittances, the Banks in India 
enter into tie-ups with Exchange Houses in the 
Middle East. The Exchange Houses vide the RBI 
requirement around Exchange Houses are required 
to adhere to FEMA / RBI regulations around 
remittances and also have themselves subject 
to review by the Banks, with whom they have 
entered into a tie up with. The Banks are in a way, 
responsible for the compliance effectiveness of 
these exchange houses both from a KYC and from 
a transaction monitoring standpoint. 

Given that the Exchange Houses are outside the 
Indian jurisdiction, it is imperative for Banks to 
have all the regulatory requirements built in as a 
part of the tie-up arrangement negotiated during 
the on-boarding process. This would ensure that 
the Exchange Houses commit to the RBI / FEMA 
adherence.

The Internal Audit Department may work 
back with the Financial Crime teams to assess 
the effectiveness of the on-boarding and the 
transaction monitoring framework and put 
together a framework that adheres to all the RBI 
requirements around KYC / AML and FEMA. The 
Internal Audit Department may conduct specialized 
thematic reviews as well as leverage the periodic 
AML alerts that may be implemented with respect 
to transactions routed through the Exchange 
Houses. 

Hot Topic # 5 - Issues around risk 
categorization and periodic review of 
customers from a KYC standpoint

The regulator has clearly laid down the 
requirements with respect to risk categorization 
of clients with a clear guidance on the need for a 
periodic review of the risk categorization of the 
customers, to assess if there has been any change 
in the risk categorization. The Banks evaluate on 
a pre-defined frequency, if there has been any 
change in the risk categorization of the customers 

and in case of any change, document the reasons 
for the same and perform an enhanced due 
diligence, where the risk categorization moves 
upwards from a medium or  a low risk category to 
a high or a medium risk category. However, a lot of 
Banks do not have a Core Banking System which 
would directly support these requirements and 
hence, there are customized MIS developed from 
system dumps for the purpose of monitoring such 
cases of KYC refresh from a risk categorization 
standpoint. Interestingly, this requirement is also 
a data point in the RBS Tranche 3 submissions 
(the format of which has been revised as this 
document goes to print). Further, from a regulatory 
perspective, record retention is very important, 
especially with respect to the ability to store 
and retrieve customer data. Instances of loss 
of customer KYC data or inability to retrieve the 
same may be a poor reflection of the control 
environment within the organization. Given 
the high regulatory focus in this area and zero 
tolerance for errors around it, the may consider 
including this area as a part of its audit calendar. 
Given the large volumes of data in this domain, the 
may also leverage the concurrent audit reports for 
the purpose of directionally determining the key 
focus areas within the KYC and AML domain as a 
part of its thematic review exercise. 

Hot Topic # 6 - Stressed Assets

While there has been a lot of negativity around the 
recent Asset Quality Review exercise, conducted 
by the RBI and the large provisions that some of 
the leading Banks in the market had to make as a 
result of the review, this is actually a positive for 
the Banking system as a whole. Unless the existing 
balance sheets of the Banks are cleansed, there 
would be no room for fresh credit, an aspect that 
is very much needed for an economy like India, 
which is still Bank credit led. While there have been 
many directions by the regulator around debt 
restructuring, SMA classification, SMA reporting, 
NPA monitoring and provisioning, establishing a 
high level of oversight around stressed assets, what 
is needed today is a focus on good credit practices 
with the intention of improving the overall quality
of the loan book. Also, one of the aspects that has 
been observed during times of stress is the tilt 
of the loan book towards retail from corporate, 
which has been the case with some of the Banks 
for a while over the past three years. Hence, retail 
credit assumes a lot of importance in a stressed 
asset environment. Given these factors at play 
today, it would be meaningful for the Internal 

Hot topics for Internal Audit in financial services



Hot topics for internal audit in financial services

1110

Hot topics for internal audit in financial services

Audit Department to balance its focus between 
NPA monitoring (especially around the NPA 
automation and SMA categorization) and credit 
appraisal activities within the credit life cycle. The 
samples selected for the purpose of the audit, 
should be reflective of the balance between the 
retail and the wholesale portfolio for the Bank. 
Some of the key factors (illustrative only and not 
exhaustive) that the Internal Audit Department 
could consider looking at are as below

 • Level of unsecured advances vis-à-vis the credit 
rating of the customer and the credit history 
of the customer with the Bank. Unsecured 
advances to a customer with good credit rating 
but with a limited credit history with the Bank, 
may be a question worth asking.

 • RM wise break-up of the number of exceptions 
sought for a customer credit and picking up 
samples for credit review for RMs with the 
largest exceptions

 • Identifying controls around end use verification 
of loans, especially where the same have 
been prescribed by the regulator. ECBs may 
be a good product to consider from this 
perspective. 

Hot Topic # 7 - Limited automation of 
regulatory reporting in the Trade, Credit 
and Remittances domain
While a lot of progress has been made by the 
Banks around regulatory reporting in the Risk 
and Global Markets domain, from an automation 
perspective, multiple Banks still deploy manual 
methods of compiling data for the different 
regulatory returns in the Trade, Credit and 
Remittances domain. Some of the examples 
that we may consider here, are R-Returns, 
ECB-2 returns and XOS statements. Further, the 
concurrent audit scope in most of the Banks, 
covers timeliness of returns on a concurrent 
basis with limited frequency checks with respect 
to accuracy of the regulatory returns. Hence, 
it becomes imperative to achieve the right 
balance between achieving an assurance on 
accuracy of returns vis-à-vis the frequency of 
coverage. Banks may determine the level of 
manual intervention across different returns 
as a key input for determining the frequency 
of coverage. Enhancing the concurrent audit 
process with higher frequency of checks for 
regulatory returns, would enable the Internal 
Audit Department to have a more sharpened 
focus towards the area of regulatory reporting 

in the form of thematic reviews for certain select 
regulatory returns. 

Hot Topic # 8 - Challenges in the controls 
around underlying documentation for FX 
and Derivatives
The RBI objective of mandating underlying 
documentation for the purpose of undertaking 
foreign exchange and derivative hedging 
transactions by corporates was to prevent 
speculative activities in the foreign exchange 
and derivative markets. While the RBI has 
mandated Statutory Audit Certifications 
which are to be filed by the Corporates on an 
annual basis with the Banks through whom 
they undertake hedging transactions, for the 
purpose of establishing that the hedges taken 
do not exceed underlying exposures, there are 
underlying requirements also established for 
every hedge transaction (FX and Derivatives) 
undertaken at a deal level. Many of the Global 
Markets Sales teams, have always used the 
existence of a Statutory Audit Certification as 
a compensating control, where the underlying 
document for a hedge transaction was not in 
line with the regulatory requirements and this 
opens up an area of regulatory non-compliance, 
on account of the same not being met. Given 
the high level of mis-selling risk existent within 
the hedging space, obtaining a signed term 
sheet and the appropriate underlying are 
important aspects to be considered. The Internal 
Audit Department may leverage the work of 
the concurrent auditor to deep dive into the 
root causes on why a specific underlying was 
accepted, even though the same was not in line 
with the RBI requirements. It has been usually 
noticed that aggressive interpretations of the RBI 
requirements around underlying are the result 
of such cases going un-noticed. An Internal Audit 
focus in this domain, would help unearth such 
root causes and help establish the right tone 
within the organization. An additional point to be 
kept in mind here is that, while the RBI proposes 
to relax the requirements around the underlying, 
the responsibility to ensure the appropriateness 
of the underlying still rests with the Bank, which 
is why this area may become more important 
going forward. 

Hot Topic # 9 - Control environment 
challenges in the new financial technology 
initiatives such as Bank Wallets
While technology is going to be the biggest game 

changer from a financial inclusion standpoint, 
what needs to be kept in mind is that the 
effectiveness of this channel is inversely related 
to the vulnerability threats inherent with them. 
An example of Bank Wallets may be very apt 
to state in this respect, given the increased 
competition that the Banks are facing for the 
payment service providers and the upcoming 
payment banks. While Bank Wallets are gaining 
importance, it would be important to make sure 
the channel is secure from fraudsters and the 
customers do not experience a loss on account 
of a weak design. The Internal Audit department 
could play a very proactive role with respect to 
such innovations, where a special review may be 
conducted prior to the product roll out to identify 
design gaps upfront, thereby avoiding leakages 
from such customer wallets and protecting the 
reputation of the Bank. 

Hot Topic # 10 - Limited oversight over 
the outsourced activities in the Cash 
Management domain
With NIMs coming down on account of the 
downward sloping yield curve, a lot of Banks 
are focused towards increasing their share of 
revenue from fee based income. As a result, 
the focus on transaction banking services has 
increased. The success of the strategy depends 
on the ability to serve the customer better and 
as a corollary is also reflective of the inherent 
reputation risk on account of poor customer 
service. While the Banks can have control over 
the control functions within their organization, 
the outsourced activities pose a higher amount 
of risk, given the dependency on third parties. 
Number of outsourced activities, such as cash 
pick and drop services, ATM vendors, ATM 
security (to name a few), pose a huge amount 
of reputational risk, on account of the lapses 
that can have unwarranted negative media 
coverage. Given the increased competition in the 
market and the need to maintain strong margin, 
outsourcing is a risk that will not go away. Having 
a centralized vendor management framework 
is a response that some of the leading Banks in 
the market have adopted. The Banks as a part of 
the centralized framework have embedded key 
performance indicators (“KPI”) within the Service 
Level Agreements (“SLA”) with the vendors, which 
is monitored on a periodic basis as a measure 
of their efficiency and effectiveness. A review of 
the effectiveness of the framework (including the 
KPI) on a periodic basis, depending on the scale 

of outsourcing, may be undertaken by Internal 
Audit. The review may help identify issues 
proactively and mitigate the risks that could 
possibly arise out of them. Some of the Banks, 
also have a framework, where they have defined 
KPIs as a part of the Service Level Agreements 
with the outsourced vendors
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3. Recommendations 
for Internal Audit
It is very important for the Audit Strategy of the 
Bank to be aligned with their product / service 
portfolio. This would ensure that all the risks 
that are inherent to the key focus areas of the 
organization are addressed as a part of the 
annual audit plan. While the annual audit plan 
can in theory, address and cover all the risks 
that are inherent to the organization, achieving 
the coverage through effective allocation of 
resources is wherein lies the challenge. Some of 
the tools that we have found effective to achieve 
maximum coverage with minimum resource 
allocation are as mentioned below:

Thematic Reviews
The Internal Audit function may determine 
annually, the high priority risk areas for the 
organization in line with the business strategy 
for the year and decide the special reviews that 
it intends to execute for each of the chosen high 
risk themes. Determining the key focus areas for 
each of the chosen thematic reviews will ensure 
that there is maximum impact with minimum 
time investment. The audit function may 
determine the kind of competencies that may 
be needed to conduct the thematic reviews and 
decide on the appropriate consultant / internal 
team mix to achieve the end objective of higher 
assurance. Specialist functions such as Risk 
Management, Global Markets, and Trade Finance 
are usually areas, where Banks could consider 
the co-sourcing option. 

Intelligent Sampling through Analytics
Given the large volumes of data that the Banks 
are dealing with today across different business 
lines, it becomes extremely difficult to provide 
assurance with the traditional form of random 
sampling, given the high level of inherent 
sampling risk. It is imperative that relationships 
between control attributes be defined in a 
manner, that any breakages can be identified 
immediately for further audit. Leveraging 
analytics for the purpose of identifying such 
breakages, will help identify anomalies which 
will serve as the right kind of samples for 

the purpose of audit. This will not only help 
identify the right kind of issues at a transaction 
level, but will also help minimize audit efforts 
in unwarranted areas, especially where no 
breakages are identified. For example:- Number 
of treasury product limit breaches during the 
year and the mapping of the same to the dealers 
who committed the breaches, will help the audit 
team sample dealers with the maximum number 
of breaches, to help unearth the real root cause 
of the problem. 

Continuous Control Monitoring
While concurrent audit is a mandatory 
requirement defined by the regulator for all 
the areas of the Bank, it entails a significant 
cost of compliance to the organization. While 
the key benefit from concurrent audit is the 
perceived higher level of assurance on account 
of the larger sample coverage (100% for KYC 
and Treasury), in reality concurrent audit may 
not always be effective given the extremely 
transaction oriented approach disconnected 
with the process design. Continuous Control 
Monitoring helps bridge this gap between 
processes and transactions, by defining Key 
Risk Indicators (“KRIs”) for every line of business, 
priortizing them, defining the corresponding Key 
Performance Indicators (“KPIs”) and monitoring 
the transactions against these KRIs and KPIs 
and aggregating the information from the Line 
of Business level to the organization level. 
Generating dashboards on a real time basis 
to monitor the KRIs and the KPIs will help the 
Internal Audit department assess the key issues 
within the different lines of business and could 
also serve as a key input for the purpose of 
deternmining the need for any course correction 
in the Internal Audit plan for the year, in the 
eventuality of detecting a new emerging risk 
theme. Continuous Control Monitoring is ideally 
a three tier approach based on a foundation of 
sound data management progressing towards 
continuous monitoring through predictive 
analytics. 
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