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Segregation of Duties (SoD) - A building block for
sustainable user access risk management.

The principle of SoD is based on shared
responsibilities of key business process that
distributes access to the critical functions of that
process to more than one person. Without this
segregation in key processes, there is a higher
possibility of errors and fraud risks.

Business need

With growing regulatory requirements, organisations need a centralised platform where they can
manage user access risks across business applications. In the absence of a Governance Risk
Compliance (GRC) solution, businesses today are facing challenges to:

Manage, monitor, Improve Compare Obtain

report and compliance cross-application comprehensive
mitigate key risks stature while user access, insights for
arising from reducing the thereby effective and
loosely defined cost of controls increasing their timely decision-
user access. operation exposure to making

financial frauds
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Access Control Monitoring Solution (ACMS) is an ABAP
based SAP custom program (compatible with SAP ECC
and HANA versions) that helps organisations manage
their SoD and critical access through a centralised
platform in a robust manner.

Powered by Deloitte India’s Risk Advisory knowledge and
content, it gives our clients access to the golden SoD
rulebook and mitigation controls library, for industry
benchmarking. ACMS also provides stakeholder specific
landing pages, and visualisation dashboards tailored to
suit the varied reporting and monitoring needs of
businesses.

Engagement models

% SoD diagnostics/ User access ACMS tool
health check review advisory implementation

+ Analyses of system health
pertaining to user access

+ ACMS deploymentin production
environment to set up user
access review and monitoring

* ACMS deploymentin production
environment to set up user

. Data extraction from SAP by access review and monitoring

running scripts in production

+ Cross system SOD comparison
environment

+ Tool implementation, building
for third party applications

content and hand over including

+ Offline analysis with output - + Online ongoing monitoring with - End-User training

- SOD violation report / matrix
- SOD dashboard

- SOD reports and dashboards - User Manuals and tool

- Pre-check for SOD conflicts documentation

- Tool maintenance support (if
needed)
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mitigation actions Standard reports and

- Custom transaction analysis ; art
visualisation packs

for redundanc
y - Rulebook and mitigation

controls maintenance

- Tool support
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Benefits of ACMS
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Business challenges

High technology implementation cost
for a centralised GRC solution
(hardware and software licenses)

Difficulty in managing
cross application SoD conflicts

Unavailability of user-friendly reports
to review and monitor user access
conflicts

Lack of awareness with users regarding
sensitive and conflicting access (while
requesting/approving access)

Difficulty in tracking actions for
remediation and mitigation of
identified conflicts

Lack of access to industry leading
practices to manage access related
risks

Dealing with audit findings related to
SOD, sensitive access and user access
review controls

How ACMS can help

Custom solution deployed on existing
SAP landscape. No additional hardware
or software cost to be incurred

One stop solution for compliant user
access management for SAP and other
third-party applications

Insightful reports with SOD heat map
tailored to meet stakeholder
requirements

Capability of pre-check for SOD
conflicts and sensitive access before
granting user access

Centralised solution to initiate and
track mitigation / remediation actions
for SOD conflicts

Includes Deloitte global SOD rulebook
and standard reports for SOD and
sensitive access management

Offers capability to monitor, mitigate
and track user access review activities
on a single platform, while maintaining
required documentation to support
future reviews
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Deployment approach

We propose a three-phased approach to implement ACMS to minimise operational impact and provide a model

that is tailored for your needs

+ Baseline existing rulebook
against business process

Risk content
benchmarking

* Analyse custom transactions
+ Identify critical transactions

» Design benchmarked SOD
rulebook

Key differentiators

Tool design
and deployment

» Design and blueprint ACMS
features

» Develop and customise tool

+ Conduct Unit testing in
development environment

« Conduct User Acceptance
testing in quality
environment

Go live
and training

®)

Create user manuals
Train end users

Set up reports and
dashboards

1. Content

() Tailor made
) | rule book

[T
Combining Deloitte's
golden rule book with
clients’ existing SoD
rulebook and custom
transaction landscape, to
build a tailor made best
practice rulebook

L..J Mitigatior.i

controls library
Providing access to
Deloitte’s global library of
suggested mitigation plans
combined with clients’ risk
and controls matrix to
create a centralised library
for access risks

2. Reduced cost of controls with ACMS

Standardised
visualisation
pack

Standard dashboards, SoD
and violation reports with
key KPIs for effective
decision making

Cost element

Tangible Benefit with ACMS

Hardware

No cost

Software

No cost

License Cost

Works with existing SAP licenses

Dashboarding

Tableau / PowerBi (existing client licenses)

Support & Maintenance

Existing SAP support team
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Sample reports
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