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Digital economy 
and its effect on 
cyber risk
The business and technology innovations 
that organisations are adopting in 
their quest for growth, innovation, 
and cost optimisation, present 
heightened levels of cyber risks. Such 
innovations most likely introduce new 
vulnerabilities and complexities into 

the organisation’s ecosystem making 
them more susceptible to cyberattacks. 
Recent cyberattacks indicate that cyber 
breaches are inevitable and can be 
extremely harmful. Cyber breaches can 
lead to tangible costs, brand degradation, 
and changes in consumer behaviour.

Cyberattack is inevitable 
It’s not a question 
of “whether” it will 
happen, but “when”.

Unlocking the value of cyber insurance | Digital economy and its affect of cyber risk

Source: Gartner, “Innovation Insight for Security 
Rating Services”, Sam Olyaei, Christopher 
Ambrose, Jeffrey Wheatman, 27 July 2018
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Cyber insurance is an insurance product designed to 
help businesses hedge against cyber risks, such as data 
breaches, cybercrimes including malware, ransomware, 
distributed denial-of-service (DDoS) attacks, or any other 
method used to compromise a network, intellectual 
property, and privacy or confidential information. 

What is  
cyber insurance?

Unlocking the value of cyber insurance | What is cyber insurance?
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Need for  
cyber insurance
Cyber insurance has become popular as a cyber-risk 
mitigation measure. Although insurance is a lucrative 
option to cover cyber risks, businesses need to 
understand that the insurance premium is directly 
proportional to their cyber security preparedness. 
Hence, cyber insurance cannot be treated as a risk 
transfer mechanism.

Key drivers for cyber insurance include 
the following:

 • Rising digitalisation of businesses due 
to adoption of cloud, mobile, social 
media and Internet of Things (IoT), thus, 
expanding the threat landscape

 • Evolving threat landscape, with the 
recent ransomware/malware attacks, 
targeting various sectors

 • Increasing awareness on cyber security

 • Drafting of India’s Personal Data 
Protection Bill 2019 and apprehensions 
around implications of the General Data 
Protection Regulation (GDPR)

The rise of coronavirus identified the 
need that enterprises must increase 
corporate resilience and help ensure 
community well-being by embracing 
virtual collaboration tools and 
practices. Recently, your organisation 
may have decided—to perform all work 
virtually in response to the spread of 
the virus. 

 • What does this mean for your business? 

 • Is this a short-term anomaly or a long-
term trend? 

 • How does your organisation continue 
to work and create value in this new 
environment?

 • Does this require you to change your 
operating model?

 • Does the change expose you to 
additional cyber risks?

Cyber insurance can complement an 
organisation’s active security measures 
by providing insurance coverage in 
three broad areas:

 •  Liability for loss or breach of data

 •  Remediation costs associated with 
forensic investigations, notification to 
affected parties, etc., to respond to a 
breach

 •  Regulatory fines and penalties as well as 
associated settlement costs

However, cyber insurance cannot provide 
the following:

 •  Protection from reputational risk – A 
monetary claim can be awarded for an 
information security breach, but the 
insurance carrier cannot repair the 
damage to an organisation’s brand. 

 • Removal of risk – Insurance, whether 
cyber or otherwise, provides an 
organisation with the opportunity to 
transfer risk, but not remove it.

 • Replacement for an information 
security programme – Strong security 
controls and a comprehensive 
information security programme are 
the prerequisites for purchasing cyber 
insurance. Cyber insurance can replace 
such controls and programmes, but 
cannot bring back the original files.

“Cyber insurance is 
only one element of 
risk management and 
it will never be able 
to remove cyber risk 
entirely”

Unlocking the value of cyber insurance | Need for cyber insurance



Unlocking the value of cyber insurance | Challenges faced by organisations buying cyber insurance

8



9

Challenges faced by 
organisations buying 
cyber insurance

Dearth of data leaves 
insurers in the dark 
and buyers with higher 
premiums

The buyers are reluctant on 
sharing data that can help 
insurers evaluate risks and 
this dearth of data leaves 
insurers in the dark.Hence, 
lack of actuarial data on 
cyberattacks inhibits robust 
risk assessment.

This often leads to unrealistic 
or exorbitant cyber insurance 
premiums, which further 
alienates a potential buyer.

Buyers often don’t 
understand cyber risks or 
their insurance coverage 
options

Although the level of cyber 
risk awareness and senior 
management’s attention to 
cyber security is increasing, 
there appears to be a gap in 
terms of translating cyber risk 
into estimates of potential 
losses, which would normally 
be a prerequisite to any 
decision on the purchase 
of insurance coverage. Due 
to lack of understanding of 
financial exposure, many 
companies take insurance 
purchase decisions based on 
industry benchmarking (i.e., 
the insurance amount the 
companies’ competitor has 
bought) rather than assessing 
the actual needs.

Since the description of 
coverage terms, conditions, 
and exclusions are not 
standardised in cyber policies: 

 • Coverage is often written via 
customised policies, resulting 
in varied terminology from 
different insurance providers.

 • Similar products from 
different providers have 
varied features, thus 
challenging value and price 
comparisons.

Cyberattacks keep evolving 
and new risks keep 
emerging 

Inherent volatility of ever-
evolving cyber risk limits 
the value of historical 
experience and undermines 
predictability. The damages 
because of cyber extortion, 
reputational loss, and rapidly 
evolving data and privacy 
landscape make quantification 
of comprehensiveness and 
adequacy of cover difficult.

Cyber risk is spread over a wide 
range of coverages:

Cyber risk may be included in 
many different policies

Complicates efforts to assess 
coverage needs, match policies 
with exposures, and compare 
alternatives

Challenges buyers and their 
intermediaries to figure out the 
best place to put coverage for 
cyber-related expenses

Exposures evolve as new risks 
emerge

Exacerbates buyer uncertainty 
over what coverage they need 
versus what they may already 
have in existing policies

Claims litigation 
uncertainties

Since claims and disputes 
of cyber coverage have not 
reached critical audience yet, 
there is lack of references that 
leaving the buyers uncertain 
over success ratio of the claims 
settlement process.

The buyers fear potential gaps 
in coverage within a policy 
or among multiple policies 
addressing cyber risk. 

Language may be subject to 
interpretation, even litigation, 
when an event occurs.

The buyers will not realise what 
is not covered until after they 
file a claim.

Despite a promising market opportunity and clear coverage needs, various buyers are hesitant in buying these insurances.  
Some of the challenges the organisations face include the following:

Unlocking the value of cyber insurance | Challenges faced by organisations buying cyber insurance
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Measures to keep 
insurance premium low 
or select right insurance
I. Maintain a healthy security posture

Insurers typically rely on cyber risk 
assessments to evaluate the cyber exposure 
of the buyer. Hence, organisations need 
to develop a robust cyber-risk assessment 
mechanism to understand and evaluate cyber 
exposure. 

Although 100 percent security is impossible, 
organisations can implement a number of risk 
treatment measures for prevention, detection, 

and response activities to keep cyber risks 
at an acceptable level by developing a sound 
approach for risk management. While the 
traditional cyber defense mechanisms help 
in thwarting conventional attacks, the future 
attacks will need an all-encompassing strategy. 

The following ten design principles aim to 
provide possible amalgamations of traditional 
and futuristic resilience risk mitigation 
strategies to the organisations:

Unlocking the value of cyber insurance | Measures to keep insurance premium low or select right insurance
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1. Board involvement in information 
security programme oversight

A well-informed board with a clear 
understanding of cyber risks focuses 
on information security throughout 
the organisation. Hence, encourages 
the management and the employees 
to be more proactive in managing 
cyber risks, thus lowering claims 
frequency and the amount of data 
loss.

2. A robust cyber risk management 
programe

A sound cyber risk programme is an 
integral element of business success. 
While being secure is more important 
than ever, Deloitte puts an emphasis 
on the need to be constantly vigilant 
and resilient in the face of shifting 
cyber threats.

3. A capable security operations 
center (SOC)

Insurers will reduce premiums 
if an organisation demonstrates 
implementation of a robust cyber 
risk monitoring programe in the 
form of a cyber-SOC (C-SOC) setup 
using advanced infrastructure, and 
is operated by a team of dedicated 
cyber security professionals providing 
24x7 service. An intelligent C-SOC 
can provide a number of services 
including external threat intelligence 
and capabilities to respond to cyber 
incidents.

4. Seeking security audit reports 
and demarcating security 
responsibilities

Implement three lines of defense 
model comprising the following:

 • First line of defense includes 
functions that own and manage risk.

 • Second line of defense includes 
functions that oversee or specialise 
in risk management, and compliance.

 • Third line of defense includes 
functions that provide independent 
assurance, above all internal audit.

5. Managing third party risks

Some insurance companies require 
annual external assessments. Recent 
history gives examples of most 
breaches that happened due to the 
weak security controls implemented at 
vendors, third parties, or at business 
partners’ end (who had access to 
the systems or data). Hence, it is 
important to assess resilience and 
security capabilities of critical third 
parties and vendors periodically.

6. Data backup and restoration

A pre-defined backup schedule and 
a strategy indicating what to back 
up, when to back up, and on which 
medium to back up, prove to be a 
highly effective recovery strategy. 
The data backup strategy should 
mandate periodic restoration checks 
to ascertain data quality, integrity, and 
usability. Recent ransomware attacks 
have exposed an intrinsic vulnerability 
in IT-DR, whereby the ransomware 
infection has inadvertently infected 
the data and application instances 
replicated in the DR, thereby 
rendering it useless. Golden Data 
Copy is a clean back-up copy created, 
in addition to the data replicated at 
the DR, and is maintained in an air-
gapped environment.

7. Business Continuity with security

Recent COVID-19 pandemic has 
highlighted the need to strengthen 
remote access, as people cannot 
travel to their office locations. Remote 
working has become the new norm 
and is going to be ubiquitous, thereby 
extending the organisation’s perimeter 
and increasing the attack surface. 
Leveraging various collaborative 
tools for video conferencing, online 
meetings, workspace sharing have led 
to sharing of highly confidential and 

personal information, which otherwise 
was not accessible over the Internet. 
Hence, the risk of data leakage or hack 
has increased exponentially. While 
remote working could save many lives 
in a pandemic scenario, if adopted as 
a new business norm increases the 
risk to the organisation, which needs 
to be managed and hence, cyber 
insurance would be the key to manage 
this increased risk. 

It may be time for corporates to look 
at cyber insurance, and for individuals 
to protect their information when 
working from home and executing 
digital transactions.

8. Integrating chaos engineering 
into the vulnerability testing 
programme

Traditional vulnerability programmes 
are limited to the defined periodicity, 
scope, and application boundaries. 
Chaos engineering performs ongoing 
resilience testing by orchestrating 
unexpected failures and assessing the 
system’s ability to recover from the 
outage using designed controls. 

9. Skilled responders and cyber 
aware organisation

Trained, skilled, and experienced 
responders determine an 
organisation’s capability to thwart 
sophisticated cyberattacks that 
originate from highly motivated and 
well-funded cyber criminals. 

10. Compliance with legal and 
regulatory requirements

Organisations must manage the 
compliance and mandates from 
regulations within their industry, 
ensuring they are audited regularly. 
Identifying and complying with 
legal, regulatory, and contractual 
obligations concerning cyber security 
and resilience are fundamental to any 
cyber risk management programme.

A formalized cyber risk 
management program 
is a prerequisite.

Unlocking the value of cyber insurance | Measures to keep insurance premium low or select right insurance
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II. Maintain a good cyber security rating score

To understand the importance of a good 
cyber security rating score, it is necessary 
to understand how insurers assess cyber 
risks and take underwriting decisions. While 
traditional techniques, such as questionnaire-
based assessments are still effective, such 
assessments are time consuming, expensive 
and provide a point in time snapshot of 
performance.

Many insurance companies have entered into 
partnerships with information technology firms 
to improve their access to cyber incidents. 
Solutions are available within market, which 
perform data analysis based on company 
performance and provide comprehensive 
reports including historical data and 
comparisons with industry benchmarks. Using 
such objective analysis, insurers take informed 
underwriting decisions. 

Organisations need to use these cyber 
security rating solutions and monitor their 
cyber security rating score. Such solutions 
report security flaws, contextualize, and 
prioritise the risk information they collect 
so that organisations can allocate resources 
strategically and mitigate risks.

Some of the key features offered by these cyber 
risk rating solutions include the following:

 • Functionality to collect and analyse data from 
surface, deep, and dark web channels

 • Capabilities to perform entity attribution and 
risk analysis of organisations worldwide

 • A consistent rating methodology to generate 
cyber risk scores dynamically

 • A clear focus on third-party cyber-risk use 
cases serving multiple industries

Cyber risk rating services do not replace 
traditional security posture assessments, but 
rather supplement them. A formalised cyber risk 
management programme is a prerequisite.

“By 2022, cybersecurity 
ratings will become as 
important as credit ratings 
when assessing the risk of 
business relationships.”

Source: Gartner, “Innovation Insight for Security 
Rating Services”, Sam Olyaei, Christopher 
Ambrose, Jeffrey Wheatman, 27 July 2018

Unlocking the value of cyber insurance | Measures to keep insurance premium low or select right insurance
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III. Evaluate and compare cyber insurance policies on key 
considerations

Buyers considering cyber insurance 
need to practice due care and diligence, 
regardless of the insurance coverage  and 
should be aware about protocols related 
to forensics and evidence management for 
honouring the claim after a cyberattack. 

Some critical considerations that a buyer 
must make when selecting a cyber 
insurance policy include the following:

Understand your organisation’s risk 
exposure

Evaluate your current cyber risk exposure 
to understand the type and amount of 
cyber insurance coverage required. In 
certain areas, where controls are well 
established and routinely tested, coverage 
may not be required. Risk exposure is 
based on multiple factors. Some of the 
factors include the following:

 • The type and context of information 
transacted and retained

 • Risks of hazard to the affected individual

 • The security level of mobile devices 
carrying sensitive data

 • The encryption level of sensitive data at 
rest and in motion

 • Interruption to business for usual 
operations

 • Loss arising from virus/malware attack, 
introduction of malicious code or 
unauthorised access leading to data 
breach

 • Cost of rebuilding data during acts of 
vandalism

 • Fraudulent transactions undertaken 
due to security breach arising out 
of cyberattacks (including social 
engineering)

Unlocking the value of cyber insurance | Measures to keep insurance premium low or select right insurance
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 • Cyber extortion or threat leading to 
ransom payment

 • Loss arising from unauthorised data 
alternation or stealing of data (including 
social engineering attacks)

 • Loss due to network disruption or 
business interruption

Adequacy of coverage based on cost 
of data breach

Adequacy of coverage needs to factor not 
only risk exposure of the organisation but 
also the cost of data breach. Some of the 
typical costs incurred by an organisation 
dusring a data breach include the 
following:

 • Cost of computer forensic investigation

 • Cost of civil litigations and criminal 
investigation

 • Crisis management and customer 
notification expenses

 • Liability arising out of personal and 
corporate data breach

 • Liability arising out of outsourced 
activities

 • Liability arising out of disparagement of 
products and services, defamation and 
infringement of intellectual property 
rights

 • Defense cost for litigations and in 
connection with proceedings brought 
about by regulators

 • Coverage for regulatory fines and 
penalties

Understand policy complexities

There is a variety of insurance policies 
available, often requiring a rigorous 
underwriting process. Spend time upfront 
understanding the preconditions that 
must be met to obtain insurance. It is 
also important to understand any policy 
exclusions to make sure that you can take 
advantage of the coverage you will be 
paying for.

Understand the claims’ process  
up front

Not all cyber claims are treated equally. 
Understand what is required to file a 
claim and make sure you can satisfy 
these requirements before purchasing 
insurance. During an incident, insurers 
often require organisations to execute 
a formal incident response process—
including maintaining logs, emails, 
forensic scans, and other evidence—using 
methods that preserve the integrity of the 
evidence.

Balance the cost of premium and 
implementation of security controls

While insurance policies may assist in 
transferring risk, organisations should 
analyse cost benefits to determine the 
appropriateness of investing in cyber 
insurance coverage.

Remember
Cyber insurance is for 
mitigating risks that 
cannot be addressed  
in-house.

Cyber insurance 
products are no 
replacement for a 
robust information 
security programme. 
Organisations should 
first develop mature 
information security 
programmes and 
an understanding 
of the total cost of 
their cyber risk. The 
insurance constitutes 
as a significant element 
of risk management 
(i.e., risk transfer) that 
can help organisations  
manage cyber risk.

Unlocking the value of cyber insurance | Measures to keep insurance premium low or select right insurance
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How can we help?

• How to select an appropriate insurance policy? 

• What type of coverage should my organisation get?

• What residual risks does my organisation face with our current cyber insurance?

Deloitte can assist clients in executing a cyber insurance focused risk 
assessment to answer the following questions:

Risk  
assessment

Security and 
privacy  

breaches

Forensic 
investigation

Cyber insurance  
key components

Cyber insurance 
coverage

Crisis 
management

Loss  
of income

Business 
interruption

Regulatory 
response

Credit 
monitoring

Network 
intrusion 

Understanding 
claims

Policy  
selection

Policy  
exclusion  
analysis

Incident  
response

Managing  
claims

Controls  
gap analysis

Provider 
analysis

CYBER 
INSURANCE

Unlocking the value of cyber insurance | How can we help?
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Partner
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