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AI-driven organisations are paving the way for faster 
data-driven decision-making and automation of tasks. AI will 
prove to be one of the key technologies which will help in 
enhancing many public services such as the Passport Seva 
Project (PSP), Goods and Service Tax Network, etc. in India. 
Even the Ministry of Electronics and Information Technology 
(MeitY), Government of India, has been funding projects 
within educational institutions that could provide real-time 
data on landslide monitoring and perception engineering. 

Greater connectivity

The digital transformation of networks will give rise to better 
connectivity at a regional, national, and global level, with 
faster 5G connections, ultra-broadband, edge computing 

of high-powered connectivity in various services such as 

management. 

An innovative blend of technologies like natural language 
processing (NLP), analytics, augmented reality (AR), virtual 
reality (VR), etc., will change the way humans, machines and 
data interact. These new technologies can help build public 
services systems such as, reconstructing training to impart 

Case studies

As public sector bodies are responsible for the collection 
and processing public data – from medical records to 
criminal databases, usage of public utilities and social 

and may lead to disruption of critical city services and 
infrastructure, potentially leading to loss of life or a 
breakdown of social and economic systems.

The rise of millennials, a wide-spread adoption of mobile technologies, increased internet connectivity, cost and budget pressures, and the 
evolving demands of citizens for online availability of government and public-sector services has encouraged the government and public sector to 
abandon analogue operating models in favour of digital systems. We, at Deloitte India, understand the risks brought forth by digital 
transformations and can help government and public sector organisations secure their digital perimeter so that they can better defend 
themselves against such attacks and can better leverage digital opportunities. Deloitte’s holistic approach covers all the domains and aspects of 
the entire public sector ecosystem with a risk-weighted approach. Here’s what it encompasses:

Sources:
Survey questions were sourced from the 2015 MIT Sloan Management Review and Deloitte digital business study
• World Economic Forum - Global Risks Report 2018 (http://reports.weforum.org/global-

risks-2018/preface-2/)
• https://digitalindia.gov.in/di-initiatives
• https://www2.deloitte.com/us/en/pages/public-sector/articles/government-tech-trends.html

• http://www.iaeme.com/MasterAdmin/uploadfolder/IJMET_09_10_087/IJMET_09_10_087.pdf
• https://www.medianama.com/2019/12/223-national-cyber-security-strategy-comments-

invite/

Introduction

Key trends

Threat landscape
In a digital transformation survey by Deloitte UK, that covered 

and interviewed another 140 government leaders and outside 
experts*, it was reported that three-fourths of the respondents 
believed that digital technologies are disrupting the public sector 
and nearly all (96 percent) characterized the impact on their 

standardise the vast amount of data collected by public 
sector organisations and the government, but also enables 
better processing and aids in strategic decision-making. 

mitigation and rapid deployment.

Government, public bodies and organisations are moving 
towards incorporating high-contact and minimum-hassle 
utilities services, customised to individual needs, as well as 
society at large. They are keen to adopt the latest 
technologies to improve customer experience by designing 
clean and smooth-running services. Ambitious initiatives 
such as ‘Digital India’ and the ‘smart-city program’ have 
ramped up the digitisation movement and are trying to 
enable seamless integration between various government 
and public sector departments for delivery of citizen 
services.

The rampant attacks on data, systems and infrastructure has 

protecting personal data. In such a scenario, protection of 

transportation networks, etc., is necessary. In line with this, 
the Government of India is working toward launching a 
National Cyber Security Policy in 2020 (NCSS 2020) based on 
three principles: securing the national cyberspace; 
strengthening people, process and capabilities; and 
synergising through collaboration.

With the rapid growth of digitisation across industries, 
governments and public sector enterprises, businesses across 
the world are embracing new and emerging digital technologies. 
Their aim; to provide user-friendly and seamless government services by 
making them available to citizens online and through mobile devices. Countries 
across the globe have been actively involved in introducing online services to enable 

alongside bridging a communication gap between the government and its citizens.

Power grid systems of a 
European country 

Temporary shutdown of 30 substations, interrupting power supply to 230,000 people in 2015. 

A city in the USA 
Ransomware attack in 2018 that hit several customer facing applications and 5 out of 13 city 

as a precautionary measure. 

Leading bank in Bangladesh The SWIFT messaging network was compromised in 2016 and led to the theft of 81 million USD. 

Personnel management 
systems of a country safeguards. 

State Data Centre (SDC), 
State Wide Area Network 
(SWAN) & Command 
and Control Center – 
Governance, Risk & 
Compliance (GRC) 

State data center cyber advisory services

State Security Operations Center (SOC)  advisory

Smart City Cyber 
Security Assessments & 
Compliance Services

• Cybersecurity strategy and 
policy

• Cybersecurity and threat 
response framework

• SOC architecture and design
• IT network and 

infrastructure security 
• Technology and cloud 

advisory

• Vendor onboarding and 
third party assessment

• Project monitoring
• Application security
• Emerging technology risk 

assessment
• IoT security
• ISMS development and 

implementation


