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The current internal audit climate
As organisations hurtle to a technology-driven, innovation-
oriented, risky, and disruptive future, where is Internal Audit 
(IA)? Despite ongoing efforts to meet stakeholders’ increasing 
list of needs, IA often finds itself playing catch up.

Until recently, the IA profession had not faced the need to 
innovate, let alone reinvent itself. Now, as we enter the new 
normal business environment, organisations face evolving 
strategic, reputational, operational, financial, regulatory, 
and cyber risks. The world is entering the fourth industrial 
revolution where new technologies, digitalisation, robotics, and 
Artificial Intelligence (AI) are dramatically changing the business 
landscape. 

 
 

Expectations of business leaders 
from Internal Audit and IA 3.0
There is no longer a debate on whether internal audit should 
also conduct advisory work, but it has been unanimously 
decided that IA must focus more on advisory work. One of the 
core philosophies of our IA 3.0 methodology involves  
extending the current table stakes, which focus only on 
assurance of controls. IA 3.0 aims to promote an internal audit 
function that will also provide insights into the design and 
implementation of the controls.

Talent creates a conundrum. Surveys and audit committee 
members often lay emphasis on the need for specialised 
skills — in cyber, AI, analytics, and more. Many others stress 
the necessity of having generalised business knowledge and 
rounded skillsets. This is where new and internal auditors with 
different skills and experiences, will be needed, including ‘purple 
people’ and ‘polymaths’. 

Internal Audit 3.0
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Too many IA reports are stale, overly retrospective, poorly 
presented, text heavy, uninspired, uninformative, and ultimately 
forgettable. Conversely, the best reports are timely, impactful, 
risk-prioritised, engaging, and persuasive. Supported by good 
conversations, they provide constructive recommendations to 
enable a positive transformation of an organisation’s culture, 
systems, and processes. IA 3.0 encompasses the right balance 
between application of technology, methodologies, and skill sets 
to finally deliver an impactful report.  

IA 3.0
Through consultation with audit committee chairs, executives, 
chief audit executives, and business leaders, we have developed 
a blueprint that aims to clarify the expectations of internal 
audit and required enablers to meet these, codifying the most 
important elements. We call it IA 3.0, the next generation of 
internal audit.

These three components – Assure, Advise, and Anticipate – constitute the triad of value that internal audit stakeholders now want 
and need. The blueprint above addresses the concerns and requirements that business and IA leaders expect to be a part of their 
internal audit function
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Assure
The core but not the limit of internal audit
Due to time constraints, the IA function is unable to find a 
continual balance between core financial and operational 
processes (in areas such as procurement, payables, payroll, and 
health and safety) and the organisation’s truly greatest risks 
(including cyber, digitalisation, and change management). 

The sheer size and complexity of an organisation’s processes 
and operations makes allocating time and resources to all 
areas difficult. It is only possible to cover a limited ground each 
year and internal auditors are forced to perform audits on a 
rotational basis to find time to provide assurance around the 
greatest risks. 

However, the fact remains that stakeholders require assurances 
over both core processes and greatest risks.

Core 
processes

Truly greatest 
risks

Decision 
governance

Digital 
technologies

Behaviours

3 LoD

Assure
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The solution to this problem fundamentally lies within the 
realms of automation. The ability to identify automation 
opportunities in the internal audit function and reinvent 
the process of audit with the assistance of automated core 
assurance technologies is the answer to tackle the trade-off.

Automated core assurance harnesses analytics, Robotic Process 
Automation (RPA), and AI to monitor controls and flag non-
conformance in real time. A combination of the identification 
of non-conformance and automated reporting can enable 
organisations to remediate these inconsistencies in a timely 
manner, rather than only checking controls every few years 
under a rotational audit plan scenario. 

The chief benefits of automated core assurance are that it:

 • Enables internal audit to deliver both core process assurance 
and strategic risk coverage 

 • Repurposes resources to address the truly greatest risks

 • Spares more time to analyse why certain issues occur, 
including behaviour that contributes to non-compliance and 
remediate issues

 • Shifts internal audit’s paradigm from a reactive to a proactive 
contributor

 • Helps businesses with process and controls design using 
internal audit expertise

By embracing automation and analytical tools, human resources 
are repurposed where they will yield the greatest value, thereby 
providing more effective assurance. Due of this, automated core 
assurance becomes an important aspect of IA 3.0. This enables 
internal audit to shift its paradigm from a historic reporter to a 
strategic business partner.
 
 

Assurance around behaviours
IA 3.0 is positioned to provide assurance around behaviours 
in three key areas: individual accountabilities and whether 
people are fulfilling theirs; operational discipline and whether 
people understand and implement controls; and ownership 
of remediation within the second- and first-line functions. 
Assurance in these three areas can significantly deepen insight into 
professionals’ attitudes and conduct around risk and controls.

Assurance around digital technologies
The biggest worry today is whether IA is equipped to manage 
dynamic technological risks. The relevance of the traditional 
IA techniques is under the spotlight. Many organisations are 
adopting new and emerging digital technologies. The rise of 
robotics and AI presents new and specific risk areas that are less 
understood. 

The lack of regulatory maturity in these areas increases internal 
auditors’ responsibility to be proactive and well equipped 
to identify and mitigate these risks. IA 3.0 urgently needs 
to address new and emerging digital technologies from an 
assurance standpoint. This is because the threats posed by 
people writing, purchasing, and adopting apps and other digital 
capabilities, including those related to Internet of Things (IoT), 
are real and here now. 

This brings us to the most important enabler in carrying out 
assurance activities in these specialised areas – skills and 
capabilities of an internal auditor in an IA 3.0 environment. IA 3.0 
strongly advocates the importance of well-rounded professionals 
who have a combination of both technological capabilities and 
an appreciation of the business processes. ‘Purple people’ who 
possess a mix of business and technology skills, and understand 
cognitive systems in a business context and ‘polymaths’ (experts 
who can ask the right questions, understand stakeholder needs, 
see the real risks, and embrace new ways to provide assurance 
skills) are in short supply, but quite necessary.



7

Internal Audit 3.0 – The future is now

Enhancements to the three lines of defence
When we think of the extension of internal audit’s scope 
into an advisory role, the first thing that concerns us is the 
independence of the IA function. Although this important aspect 
needs to be addressed, it can be protected with sufficient and 
appropriate safeguards. Internal audit needs to rise to the 
occasion and provide their inputs to management in areas of 
their expertise. It should focus on providing assurance in the 
most effective and efficient manner. If there is scope to improve 
the capabilities of first and second lines of defence, internal 
audit should do so. The approach may vary case by case. 
However, the fundamental ideology is that, with appropriate 
safeguards, IA can advise and share resources in improving 
the assurance function and overall risk framework of the 
organisation.

Advise

3 LoD 
enhancements

Assurance by 
Design

Control 
Effectiveness

During change

Advise
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Control effectiveness
Assurance over the operational effectiveness of controls is 
the most primitive aspect of internal audit. Despite it being 
the core, the expectations from the IA function has since 
evolved tremendously that the bare minimum is no longer 
enough. Internal audit must get to work at an earlier stage 
while designing. IA professionals have unparalleled expertise 
in this area and would be much more valuable at this stage 
than during a post implementation review phase. Once again, 
the importance of independence needs to be stressed and 
safeguards need to be taken before IA professionals commence 
their work.

Advising during change
When organisations undergo transformation, internal audit 
could bring a wealth of capabilities in areas of risk management, 
process designs, and control frameworks. It needs to serve 
at an advisory capacity to the leadership, by providing 
insights and calling out concerns in the approach towards risk 
management. In several jurisdictions, IA has a right to attend 
certain committee meetings in areas of risk management at the 
board level.

Assurance by design
An IA environment’s ideal expectation is to reach a point where 
there is a risk universe and control mechanisms that provide 
assurance just by design without the need to manually test 
these controls. This brings us back to automated core assurance, 
where the fundamental philosophy is to provide assurance 
and generate non-compliance reports on a real-time basis. 
Internal audit could liaise with businesses in understanding 
risks and ultimately developing an automated assurance design 
that would eliminate the requirement of deploying resources 
towards mundane control testing.
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Delivering forward-looking insights
Risk sensing
Risk sensing uses a combination of advanced data analytics and 
human judgement. Companies often use large amounts of both 
structured and unstructured data to understand areas of risks. 
Currently these techniques are broadly used to identify business 
risks or improve internal efficiencies. For example, consumer 
product businesses use these techniques to understand 
consumer behaviour by mining data from social media using 
tags and keywords; financial services companies use these 
techniques to anticipate interest rate movement.

A wide range of analytics is being carried out by businesses 
covering areas such as reputational risk, internal themes, and 
trends to improve efficiency, customer sentiment, etc. If used 
right, the concept could do wonders for internal audit.

Accurate identification of key risk areas aligned with business 
concerns could lead to an effective audit, which would also 
deliver great business value.

Anticipate

Risk learning – Getting to why 
Risk learning is a true embodiment of predictive analytics 
where a company creates a database of risks and reasons 
for why things went wrong. It would eventually mature into a 
model where risks could be identified before they occur using a 
series of advanced predictive analytics models (by establishing 
patterns of correlation root cause analysis).

Risk Sensing Risk Learning

Anticipate
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The relevance of the status quo in our existing IA practice needs 
to be challenged. The business environment has gone through 
extensive paradigm shifts in the past decade, but IA does not 
seem to have evolved at the same rate.

The value IA is adding currently needs to be relooked at. IA does 
not need to just adapt to the changes, but also needs to get 
ahead of risks and advise businesses on how to overcome them. 

IA 3.0 adopts a forward-looking methodology and strives at 
addressing these emerging risks. This methodology has been 
developed after years of introspection, and analysis of the 
current IA practices and business expectations.  
 
 

The ideas presented in IA 3.0 could be overwhelming and 
extensive. Before investing resources to modify the existing 
internal audit function, assessing the organisation’s business 
environment and requirements is vital. Aligning the visions of 
stakeholders is important before embracing IA 3.0.

The philosophy of IA 3.0 is to keep pace with change, create 
value, remain relevant, and enhance impact and influence.

Interactions in various forums, studies, and surveys conducted 
revealed that IA professionals manage to raise and deliver on 
stakeholder expectations. Stakeholder needs have undergone  
a shift. IA needs to accept this new dimension; the time to  
upgrade is now.

Conclusive remarks
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