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Section 2
The approach to fraud prevention, 
detection, and response

Key Findings

Accountability for fraud: The majority of respondents said that the Board and CEO/ Managing Director 
had a responsibility to prevent fraud, whereas fraud detection was the responsibility of internal and 
external auditors. Fraud investigation was identified as the responsibility of the audit committee and 
the board.
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Institute periodic Internal Audit

Take serious action in case of incidents of fraud and use such instances 
to set an example within the organisation to prevent future frauds

We have independent auditors who conduct periodic audits

Effective tone at the top, followed by implementing policies for fraud 
and consequence management, code of conduct, etc.

Periodic declarations from employees/management on compliance 
with laws and regulations

Conduct general fraud awareness trainings/workshops for all 
employees

Periodic communication to employees on fraud and its repercussions

Conducting an ongoing due diligence check (Third party/Senior 
Management/Business associate, etc.)

Fraud risk assessment/monitoring of fraud control frameworks—
either manually or using technology such as fraud analytics and fraud 
management systems

Dedicated training programs for select teams/individuals to address 
frauds to which organisations are generally most susceptible, such as 
bribery and corruption, conflict of interest, procurement fraud, etc.

Engage third party forensic experts to assess our fraud risk 
management frameworks at least once a year

Dedicated fraud prevention unit that researches new frauds and 
communicates them to the fraud risk management teams

54%

24%

35%

46%

29%
37%

49%

21%

39%

63%

48%

78%

23%
28%

22%
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Annually

Once every  
6 months

We review 
our measures 
subject to 
regulatory 
requirements 
changing

We don’t review our measures 
unless we encounter an incident

Once a quarter

Once a month

The top three measures taken to prevent fraud include: instituting periodic internal audit, taking 
serious action and using that to set an example within the organisation, and asking independent 
auditors to conduct audit regularly. Fraud risk management measures were reviewed differently by 
different organisations, with 22% of respondents indicating they did so quarterly and 28% indicating 
they did so annually. About 23% of respondents said they didn’t review their fraud risk measures 
unless they encountered an incident.

What measures does your organisation adopt to prevent incidents of fraud? 

How often do you review your fraud risk management measures?
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A majority of respondents (87%) said fostering an ethical 
mindset among employees could prevent fraud in the long 
term. In line with this, the top three approaches taken to 
improve the ethical culture within the organisation include: 
Instituting strong penalties for unethical behaviours, creating 
a platform to openly discuss ambiguous issues and identify 
unethical behaviours, and developing training courses and 
reading material, including case studies, on how ethical 
behaviours apply in the corporate ecosystem.
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72%

54%
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Do you believe fostering an ethical 
mindset among employees can 
prevent fraud?

Which of the following measures have you considered with an 
aim to propagate and strengthen the ethical culture within your 
organisation? 
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Use of technology to mitigate fraud risks is on the rise with respondents identifying the following 
most commonly used techniques/ tools to prevent fraud: reliance on control based reports generated 
by the ERP system (54%), risk based approach for analytics (44%), and traditional statistical analysis 
and data mining tools (41%).

There is increasing awareness of advanced technologies in fraud detection with around a fourth of 
all respondents saying they had implemented or were implementing tools/ techniques such as voice 
search and analysis, link analysis, social network analysis, sentiment analysis, data visualisation, 
interactive dashboards, machine learning, robotic process automation and artificial intelligence.
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Implemented Implementation in progress Not considering

Implemented Implementation in progress Not considering

To help continuously monitor controls, which of the following technologies/applications/approaches have you considered? 

Traditional statistical analysis and 
data mining tools

Identifying applicable fraud 
scheme(s) and then monitoring them 
using custom analytics tool

Use of case management system to 
track control deficiencies identified 
by monitoring tool

In house development with 
consultation from third parties/ 
experts

Identifying incremental areas to 
monitor as well as refining existing 
fraud schemes that are being 
monitored

Risk based approach for analytics

Reliance on control based reports 
generated by the ERP system

Corporate fraud analytics software 
product purchased off the shelf
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Fraud is detected primarily through whistleblower hotlines, followed by an internal audit review. 
About 59% of respondents indicated that fraud related observations were addressed immediately, by 
way of commencing investigations – internally or assisted by third parties. All acts of suspected fraud 
were treated with the same sense of urgency, irrespective of the potential financial and reputational 
implications. 

Using data analytics and 
other technology tools

Via statutory 
audit

By identified 
customer complaints 
or escalations

Through anonymous 
complaints received 

on our whistle 
blower channels

By 
accident

Through the 
grapevine/rumours
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Immediately
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1-2 months

It takes us more 
than 6 months

Within  
6 months

20%
Materiality–

potential value of 
fraud/loss

42%
Any act of fraud is 
dealt with in the 
same manner

Reputational loss 
caused to the 

organisation as a 
result of the act

16%
Seniority of 

perpetrator in the 
organisation

7%
Whether the 
act has also 

affected external 
stakeholders

3%
Whether the act 
has also resulted 
in regulatory non-

compliance

12%

How are potential fraud incidents typically detected in 
your organisation?

Upon identifying an instance of fraud, which of the following factors is likely to drive a stringent course of action in your 
organisation? 

How urgently are any high potential fraud 
related observations addressed?

Via an Internal 
Audit review

59%
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Once the fraud was ascertained, the fraudster was allowed to resign in lieu of filing a legal case in the 
majority of cases (49%). However, a third of respondents indicated that they took legal action against 
the fraudster. Further, existing controls were reviewed and updated/new policies were implemented 
post the incident, 78% of respondents indicated. The fraud was communicated to the Board and 
regulatory authorities (where applicable) as indicated by 35% of respondents.

4% 
No action is taken 

to change controls. 
After all fraud 

could be a one-off 
occurrence

11% 
The fraudster is replaced 
by another member of his 
team to handle operations 
in that function/division

1%
Specific portions of work susceptible 

to similar fraud are outsourced to 
contractors/third parties

Details of the fraud 
and corrective 
action taken is 

communicated to 
all employees

Details of the fraud and 
corrective action taken 

is communicated to 
employees, the Board, 

and regulatory authorities 
(wherever applicable)

Details of the fraud and 
corrective action taken 
is communicated to the 
Board and regulatory 
authorities (wherever 

applicable)

Details of the fraud 
are not communicated 
within or outside the 

organisation

6%
Greater automation is sought 

to replace members of the 
fraud prone function

79%
Existing controls are 
reviewed and updated/new 
policies are implemented

The fraudster is let 
off with a warning, 
irrespective of the 
severity of fraud.

Legal action is taken 
against the fraudster.

The fraudster is suspended 
briefly with loss of pay, post 
which s/he may be reinstated to 
their former position.

The fraudster is 
allowed to resign in lieu 
of filing a legal case.

49%

14%
4%

27% 21% 35% 17%

In the area of ‘taking action on the fraudster(s) post investigation’, my organisation best responds as follows

In the area of 
‘addressing controls’, 
my organisation best 
responds as follows

In the area of ‘Communication of action taken on fraud’, my 
organisation best responds as follows

33%

Some questions allowed for respondents to provide multiple choices. For those questions, the total percentage will exceed 100%.
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Technology is helping organisations to 
proactively manage the risk of fraud. 
In the last two years, it appears that 
organisations have implemented several 
tools to assist them in monitoring 
transactions and flagging off suspicious 
entries. We believe these investments in 
technology have been successful, thereby 
prompting corporates to look at the next 
level of technologies for fraud prevention. 
As the adoption of newer technologies 
by large organisations commences, we 
expect some of these tools to become 
more affordable over time for mid-sized 
organisations to also adopt. Alongside, 
this technology adoption, it is essential 
that investments be made in training of 
resources to optimally utilise these tools. 

In the area of fraud response, there 
appears to be a change in how the 
fraudster is dealt with. Bolstered by 
regulatory reforms, more organisations 
appear to be seeking legal recourse to 
fraud. In such a situation, it is essential 
to understand how to preserve evidence 
in a legally acceptable manner. In 
our experience, most internal fraud 
prevention units and internal audit 
teams prefer to work with third party 
experts for this activity as well as for 
quantification of losses.

There is also recognition among 
corporates of the fact that a change in 
culture towards zero tolerance to fraud 
is essential to prevent future instances 

of fraud. While institutional measures 
are necessary to impart education and 
awareness among employees, it is also 
essential that line managers create an 
environment that is conducive for their 
teams to raise concerns without fearing 
retaliation or bias. In our experience, 
open discussions within teams on 
misconduct and malpractice, alongside 
managers living and demonstrating 
ethical behaviors can accelerate the 
creation of an ethical enterprise.

Our observations
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