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What is GDPR? What is the impact of non-compliance?
General Data Protection Regulation
(GDPR) is a mandate which replaces
Directive 95/46/EC and enters into
application on 25th May, 2018. * Afine of up to €20m or 4% of the controller’s annual
worldwide turnover of the preceding year

How can | “demonstrate” | am complying with the Regulation?

You will need to update or create suitable policies that set out how

you process personal data. You should also consider other compliance
measures, including setting up a clear compliance structure, allocating
responsibility for compliance, staff training and audit. It might also involve

* Afine of up to €10m or 2% of the controller’s annual
worldwide turnover of the preceding year

Our organization is not based in the Our organization provides

EU. Does the Data Protection Officer testing services to technical measures such as minimising processing of personal data,
provision apply to us? organization in EU. It has pseudonymisation, giving individuals greater control and visibility and
Yes, if the non-EU based company access to dummy personal applying suitable security measures.

Does this regulation apply to organizations operating in India? is processing personal data as a data, do we need to comply

GDPR is a borderless and sector/industry independent regulation. It is consequence of: with GDPR?

expected to impact organizations across the globe that do business in
Europe. The applicability of the GDPR is linked to (1) the establishment

of the controller/company in the EU and (2) services provided to EU data
subjects. In situations where the ‘personal data’ is collected outside the EU
and processed outside the EU, GDPR's applicability doesn't hold.

Yes, any Organization using

personal data/personal data

collected in EU needs to comply

* Monitoring their behaviour within with GDPR, even if it is dummy/
the EU. masked personal data.

» Offering goods or services to
individuals in the EU or

Is the fine of 4% of annual worldwide turnover calculated on a
group-wide basis?

Yes. Administrative fines are applied to “undertakings” which are as
defined by reference to the competition law definition in Articles 101
and 102 TFEU - Treaty on the Functioning of the European Union (2007).
This views undertakings as economic units, so potentially includes group
organisations.

* In addition, if the core activities of
your company consist of personal
data processing which requires
regular and systematic monitoring

of individuals on a large scale GDPR protects data privacy

rights for EU Citizens or EU

residents?
Nationality or citizenship is not
Our organization doesn’t have a factor of consideration under
What is the starting point in the journey of GDPR compliance? enough scale and operations to GDPR, it's to do with individuals
- . establish a dedicated team to focus whose data is processed by I have used Commission approved Model Contracts for years - will |
* Assess whether your organization qualifies for GDPR on data privacy or protection. What a controller who is subject to have to renegotiate them?
* Include privacy within the process design can be done to address this issue? the GDPR. The controller or The current Model Contracts are “grandfathered” under the Regulation
What is expected from . Pefine process and a definite purpose for an individual's As (‘T(IjDP.F;aipliedsl'to all organisatigns ’ ]Earocessordbeing in t|Te EUis one until revokgq or replaceq. However, if you are contract.ir?g with a data
o interaction, record consent for the processing personal data worldwide handling EU data subjects actor, and a controller targeting processor it is not clear if the Model Contracts are sufficient to meet the
organizations once necessary data, it is recommended to have a EU data subjects is the other new requirements in the Regulation for processor contracts, however
controls and processes have ¢ Build an gndgrstanding pn \(vhere the data resides and the life cycle GDPR strategy in place and prioritize factor. it recommended to seek inputs / opinions from legal counsel and
been implemented? of data within the organization actions in a phased and risk-based accordingly consider amending them as part of your general review of
Once the implementation is * Adetailed Privacy Impact Assessment (PIA) should be undertaken approach. If deemed non-compliant, existing processor contracts.
completed, there needs to be and documented where ‘high risk’ processing takes place the company may face severe
a robust governance design, penalties, and hence, should set Does GDPR protect only EU
implementation of GDPR aside resources and budget for GDPR Citizen personal data or any
recommendations, monitoring of compliance now. personal data (even for non-
adequate Data Protection controls Our organization has a robust data protection program. Should EU Citizens as well) accessed Can | use the same notice across the whole of Europe? Do | need
and processes. Additionally, metrics we still be concerned about this regulation? or processed or hosted by \ to provide my notice in a local language?
and KPIs should be established Yes, there are changes in GDPR which may trigger updates to an organization having The Regulation should standardise the content of your privacy
to report on and to measure privacy notice, processing based on consent, processing based on establishment in EU or its notices, but it is likely that they will still need to be translated into
compliance with GDPR. automated decision making (including profiling), access procedures processing arm outside EU? local languages if they are directed at a particular jurisdiction.

(including rectification, erasure and objection) etc. Our organization has implemented

GDPR applies to every personal
a Data Leakage Protection solution.

data (to be specific GDPR focuses

/ Won’t that address GDPR’s on “personal data”) that was
requirement? collected within the boundaries
V4 As GDPR applies to all organizations of EU. This includes personal data
” worldwide handling EU data subjects, it is from EU and non-EU data subjects.

~ o - - recommended to have a GDPR strategy It's not a mandate to have a local
- am o o o S S S o o = . — - - in place and prioritize actions in a phased office / presence in one of the EU

and risk-based approach. member states is not required in
order to be applicable under GDPR.




We can help you

Our service offering

Deloitte has a dedicated team of specialists with a deep expertise in privacy data protection programs across large scale and complex
organizations, embedding change and offering a full spectrum of GDPR related services:

GDPR compliance GDPR technology
roadmap impact assessment

GDPR readiness GIobaI' privacy
compliance
assessment
assessment
Privacy programme
Privacy risk and () development
compliance
training @
Governance Privacy strategy
and compliance and roadmap
review (]

development
GDPR program

monitoring and
roll-out strategy

@ Change
programme design
Third party

management

and delivery

Privacy impact Privacy-by-design Incident
assessment and advice and Management
health check application Framework
Data leakage Data discovery
protection mapping, and

inventories
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