
Solvency

• Financial 
performance

• Liquidity
• Profitability
• Funding
• Solvency

Security

• Information 
Security

• Data Security
• Data Privacy
• Physical 

Security

Regulatory

• Competition
• Data Protection
• Market Specific  

Privacy

Corporate 
Responsibility 

• Sustainability
• Labor
• Working 

conditions
• Human Rights
• Quality

Resiliency

• Continuity
• Data 

Recovery
• Product 

recall

Health Safety 
and Environment 

• Environment
• Hazardous 

materials
• Health and 

Safety

Intellectual 
Property

• Identification
• Protection
• Development
• Research
• Licensing

Billing and 
Performance 

• Measurement
• Service 

delivery
• Financial 

Compliance

Integrity

• Anti-bribery 
conflicts

• Interdependence
• Ethics
• Fraud

Scope of Assurance

Monitoring and Reporting: Approach and Methodology

The extended enterprise is the concept that an organization does not operate in isolation. Its success is dependent upon a complex 
network of third party relationships. 

Deloitte has the experience and know how to perform various types of vendor assessments. 
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Deloitte Vendor Risk Management Framework 

Vendor Risk Management Project Management Office (PMO)

Planning Management Document Management Risk Management

Adherence to Project Lifecycle Communication Management Value Add

Knowledge Management
Financial Tracking & 

Reporting
Quality Management

Automation

Work Flow Data RepositoryViews Reporting

Policy, Procedures, Standards and Guidelines 

Data Sources (Company Internal Systems like SAP and so on) 

Key Performance Indicators (KPI)

Manage, Monitor & Remediate

Reporting

SRC Procurement CISO Team Others

Vendor Evaluation
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Vendor Coverage Model
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Contract & On-board

Review MethodReview Type

Contract Risk & Compliance 
Review

• Confidentiality
• Availability

• Integrity

• Service Categorization
• Inherent Risk Profile

• Review Method
• Review Type

• Frequency
• Reporting

InfoSec Review ISO27001/2, 
PCI, etc.

SLA / Performance Review

Integrity & Regulatory review

Incident Review – Forensics, 
Fraud, etc.

Self Assessment

Onsite

Remote

Hybrid

Continuous Monitoring
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