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Financial institutions and corporate firms are facing a growing need for enhanced conduct risk management. A
series of misconduct incidents in financial and non-financial industries have contributed to the heightened attention
to conduct risk. Among financial institutions, typical examples of materialized conduct risk include sales practice of
securitized products backed by subprime mortgage loans (which triggered the global financial crisis), and the
manipulation of benchmark rates like LIBOR. Harassment, labor issues (i.e. illegally long overtime hours),
accounting fraud, data falsification for product quality, and tax evasion are common issues across industries. For
effective management of a range of conduct risks, the following steps are called for.

First, it is necessary to properly define and categorize conduct risk as well as clarify its scope. Conduct risk may
be interpreted as “risk of undermining stakeholders’ benefits, or damaging a company’s value due to the
misconduct of the corporate executives/employees that negatively impacts the clients, markets, environment,
society, employees, etc.” One of the distinct features of conduct risk is that it considers not only a company’s
internal losses, but also the broader interests of the stakeholders such as the company’s clients and employees. In
order to categorize various kinds of conduct risk, it is effective to divide stakeholders into groups, and determine the
area of risk the firm should focus on. Another feature of conduct risk is that it is a “hybrid” risk of conventional
operational risk and compliance. Specifying this unique position in the existent internal risk categories is essential.

Second, firms need to assign a specific department in charge of conduct risk management. Since conduct risk
contains elements from both operational risk and compliance, it involves both the risk management and compliance
departments within a firm. Parts of conduct risk may be already covered by the existent framework of these teams.
However, the perception of clients and society on misconduct are constantly changing, often becoming more
critical. This demands a company’s response in areas that are not defined in within the scope of conventional
business operations. What matters is to ensure the definition of and responsibilities for conduct risk, so that it does
not fall into the crevice of the existing business structure.

Third, firms should recognize that some parts of conduct risk are regulated/standardized and others are not, and
each firm should ascertain their own policies on conduct risk. Regulators are proceeding to reinforce regulation
upon an increasing number of misconduct incidents. For instance, in 2018, the European Union (EU) will implement
detailed regulation called MiFID II for investor protection in market transactions. As for labor issues, the relevant
authorities in Japan are enhancing their supervision on compliance of the Labor Standards Act. In these areas,
rule-based legislation and standards are well established, thus heightened supervisiory effort for compliance is an
unequivocal target. To the contrary, less established areas require respective firms to create and comply with their
own code of conduct. The Japanese Financial Services Agency has prompted financial institutions to implement
“Customer-Oriented Business Conduct” in sales of financial instruments and other activities. This is principle-based
supervision, thus specific measures are left to each institution for their voluntary judgement. Furthermore, areas
such as harassment and tax evasion have yet to have rule-based standards where firms must manage conduct risk
based on their own value judgements.

Finally, firms must establish an internal framework equipped to handle two phases of conduct risk management.
The first is a post-misconduct phase that requires a risk management framework for during and after the incident.
The second is a pre-incident phase with a forward-looking risk management framework that prepares for potential
misconduct by taking preventative measures of risk level evaluation and mitigation efforts. For the forward-looking
conduct risk management, it is effective to develop a process to identify risk factors for internal and external
misconduct phenomena through case studies and scenario analysis, regularly evaluate these frameworks and
create mitigation measures.
Development of these risk management structures and their penetration into firms’ operation can, to certain
extent, benefit from common frameworks within a specific industry. However, since conduct risk management also
includes unstandardized areas, there can be a gap in levels of compliance required in accordance with business
models and stakeholders’ expectations. In order to establish a proper conduct risk management structure firms
have to hold thorough internal discussions on appropriate conduct with reference to practice of regulators and other
players in the industry.
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