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IV. Compliance

1. LHEEA|2F Compliance

B What are compliance and compliance-related risks?
Oy — ) Risk is defined by COSO as “the possibility that events will
occur and affect the achievement of strategy and business
objectives.” Risks considered in this definition include those
relating to all business objectives, including compliance.
Compliance risks are those risks relating to possible
violations of applicable laws, regulations, contractual terms,
standards, or internal policies where such violation could
result in direct or indirect financial liability, civil or criminal
penalties, regulatory sanctions, or other negative effects for
the organization or its personnel. Tnrougout this publication,
“events” associated with compliance risks will be referred to
as “noncompliance” or “compliance violations.”

—
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IV. Compliance

1. LHEEA|2F Compliance

Most compliance violations either inherently cause harm

or have the potential to result in direct harm to individuals,
communities, or organizations. Examples of parties that may
be harmed through compliance violations include customers
(e.g., violations of privacy or data security laws leading to

a breach and theft of personal information, product safety
violations resulting in injuries, antitrust violations resulting in
inflated prices), employees (e.qg., workplace safety regulation
violations resulting in injury to a worker, antidiscrimination or
whistleblower protection law violations), or the general public
(e.g., environmental violations resulting in illness or death).
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V. Operations

1. LHE-SA|2t Operations

20| 2

h (Obijectives) ﬁ Opel'ations —

* Are the controls that your organization has
put into place been properly designed and are
they operating effectively? Your clients are
relying on those controls as you deliver your
services to them. Are your organization’s
operation procedures efficient? Are your
operational and financial performance goals
realistic? Do you safeguard assets against
risk and loss? The operations objective is
meant to focus on the effectiveness and

?ﬁciency of operations.
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