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Who's in charge: The audit committee’s role o
in ethics and compliance oversight

Background HH 24
Corporate compliance and ethical behavior (or their absence) are The many court decisions that have subsequently reinforced 7| HELO|UAL} R WS (Ee BeH BS FA)2 ME2 4 72| U HE2H0|AA0] TS OJALR] & AYS L2foh= o2 YR T2
not new topics; corporate scandals and misdeeds have generated board oversight responsibility for ethics and compliance have 7} OPElLIT). =4 A S0t 7|Y AZHSH HAYHR|= A2 TS| 2elS S LI Mol A Eeleh Zatof 2HE AIISS TR USFHCE 2
media and public interest for decades. However, beginning in involved cases relating to lapses occurring in a variety of contexts: TUSLICEH 2Lt 1990 FE] HE HHEL 0245t YHS U=SH= A= 0}0| AR A= AT 212 L ME|1E 59| E4|7F ZEH=ILICE 02
the 1990s, a series of court decisions reminded boards and contaminated ice cream, product defects, and sexual harassment Z10| O|AFS|QF AYRIO| o2 HBIE|H, ZHE BZ0 2 0I5 92| 4 51 AFH|0|A LR 0] UL 7|91 OAFE|7F AIBHRO| o220} ZIA 0|22
managements alike that their duties include oversight of these in the workplace, among other matters. In cases of this type, the ZZal0 [0 A DT} LA HO TS0 WS 2 A QITH= JHS AT |A| O[3517| SlaH L 2ialof 510, 0|2{5F L 2iS 57| OH= A ZAlo|m=
areas and that they can be held responsible when the lack of Delaware courts have stated that corporate boards need to make 7 Zota |t OHtSH= o2 ZHREICHD WaALCH
oversight results in ethical and compliance lapses. good-faith efforts to exercise the fiduciary duty of care and that a
The first such reminder of board oversight responsibility for failure to make those efforts breaches the fiduciary duty of loyalty. 199644 219|012 SHTHHLIO|A THEE Caremark AIZHS 7(%1
compliance occurred in the Caremark case decided by the Of course, courts were and are not the only ones calling for board AET0|AA0| CHTE O|ALS|O] 2= MAUS 2|22 7|AIZ AHH0IAEL = GAUU0| O|Arele] Z=1 HYS 2M0k= A2 OFgLIL oM g
Delaware Chancery Court in 1996. In that case, the Court stated oversight and accountability. As noted above, ethical and compliance C}. O] AFHOJIA] BHRI2 GHEE 2H10| O|AFS0| M| 2 SH=5IT! "SIA0| CHS SHHZ 82| 2 ZHECI0|UA 22 Q3 7|7t SO HEN HZO| O|(E &
that this responsibility stems from the directors’ duty to act in good breakdowns have long generated media and public interest in the 512|202 HEE 21" 9l0{0fF 5l= 0|AlE|Q| O|R|M HIZEICHT 51%4 HUOT|H, O|AlS|o] HEHO|| CHSH BAIS =HELICH T Zuf 28 AHE,
faith and to be “reasonably informed concerning the corporation” role of the board. Consequently, regardless of whether a financial LIC}, CE5H B2 "SIALC| K I H T A|ABIO| JHEHO 2 E Az AR 25l T DRA! R J|EF S2ARSHI RS A0 "2} S
and “that the corporation’s information and reporting system scandal, an industrial accident, mere negligence, or some other T 2E3I0] YAZQI 2340| UBIO 2 ZASH K HT} O|ALE]Q] o2 24| = S0 OlAfRlE RS =717 "2 OAR] 0| thet HE22 =24 &
[must] in concept and design [be] adequate to assure the board omission is involved, the question “Where was the board?” is not ) )

o oo : R Ol & 4 UEZ BAE|00F SIH' D BALLICE A M7 IEHe. ©
that appropriate information will come to its attention in a timely uncommon. e

manner as matter of ordinary operations.”

" In Re Caremark International, Inc., Delaware Court of Chancery, 698 A.2d 959.
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The audit committee’s role

The cases referred to earlier and similar rulings make it clear that
the board'’s oversight duties extend to compliance and ethics.
However, those cases have not focused on where in the board
structure these duties should reside.

To some extent, that governance gap has been addressed by
statute and regulation. The Sarbanes-Oxley Act of 2002, enacted
to alarge degree in response to a series of financial reporting
scandals in the late 1990s and early 2000s, made it clear that

at least some of these duties belong to the audit committee.
Specifically, Securities and Exchange Commission (SEC) Rule 10A-3,
implementing a provision of Sarbanes-Oxley, states that

“[e]ach audit committee must establish procedures for the receipt,
retention, and treatment of complaints ... regarding accounting,
internal accounting controls, or auditing matters ... and [tJhe
confidential, anonymous submission by employees of concerns
regarding questionable accounting or auditing matters.” As a result
of this rule, public companies that did not already have employee
hotlines were well advised to install them and to report certain
complaints and concerns to the audit committee.

While hotlines may have been implemented initially to deal with
accounting and auditing matters, they have inevitably become
repositories for a wide variety of employee concerns, ranging from
code of conduct violations to hostile work environment matters to
general complaints and suggestions. However, rather than develop
a separate process for reporting non-audit and accounting
matters to others within the company, at many companies the
audit committee received—and continues to receive—reports on
many of such matters. Consequently, the audit committee often
exercises the ultimate governance oversight function for many
types of employee complaints and concerns.

The audit committee’s responsibilities and
resources

While it may have ultimate oversight of such matters, the

audit committee has extensive responsibilities other than

those associated with compliance and ethics. Accordingly, it is
appropriate for the committee to consider whether it is the proper
committee to oversee a particular area of compliance. For example,
there are certain types of risks—generally not involving financial
and accounting matters—that may more properly be overseen by
the compensation or nominating/governance committee, thereby
conserving the audit committee's resources for matters that more
directly relate to its key areas of risk management oversight.

The committee can also consider the processes by which it
receives and reviews information relating to compliance and
ethics. For example, at many companies, the audit committee is
the only board-level committee that receives reports of hotline
submissions. Given the number of submissions and the fact that
many submissions typically do not involve areas relevant to the
audit committee’s jurisdiction, the committee may opt to review
only select submissions that meet a defined threshold of severity
or subject matter relevance, delegating to management liaisons
responsibility to assure that no legitimate submissions slip through
the cracks and/or to report to the committee on trends or on
issues raised in submissions directed to other committees or
members of management. Logistical concerns may also increase
as companies expand the use of hotlines to other stakeholder 0
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groups, such as customers or vendors. (It is important to note, LESH Sf2folE N0|LE S5 Rt 22 CHE OfsHEtAIAL ZLE 0| st
however, that the audit and other committees should not necessarily AMESHE 42 AFQ SHOIM ZA4|7 LS -~ ASLICE J3L S0 A
treat as good news the receipt of few submissions or a decline in the 2 ZAR|SIS| B2 L= QAS|7F HE= HOM 4£7F Z7LE ZASH= 8
number of submissions. This may indicate technical problems that HICA| 2220 2 HIOFS0{A= OF EICH= Z1QIL|C}. Ol= Bl2folof Z =25}
make |F @fﬂcult to access the hotline, poor communications about its 7] {242 71201 2|, &H2folo| JHRA0|LF 2240|| CH3t OHH 0|5, e
availability or purpose, or lack of trust among employees.) 219 7H Alg| HE S2 BojRE 2l £ QAT
The audit committee needs to be aware of, and make appropriate
use of, all of the resources available to it in connection with its ethics ARl B2 A ZE2H0[AUA 25 Aot HHctH 28 7SS
and compliance oversight role. Perhaps the most important resource BE AMHE Y1 MG 2HEHHof ILICE 2IAte] HEE0AA 7|52
is the company's compliance function, which typically performs a QEtMoZ J1 ZQSH A0 2 AR H, 82| & HEZ0|HA T2
critical role in aggregating and reporting to the audit committee 20| ZHF2{0| MO} F 0] CHEF A EHE Z5510] ZAFR 5|0l B 15H=
on the. overall performance and effectiveness ofthe ethics a.nd CI5tS ABHGH O} LHEZIALE CHE 2190 2 SRSl & QAL =2
compliance program. Another resource may be internal audit (IA). A 7152 242 BIAKY| ZO. HIOH BA, 92 U HZal0[olA T3S 2|
For companies that have an IA function, it can be used in a variety L - P -
. . Ofl CHet 24 Z2|E Q3 #& ZRES HY, Ee= 22| B HELH0[AUL
of ways, such as analyzing data, developing standard protocols olito Trors o 5 i imnE B T O D TSl
for following up on ethical or compliance concerns, or assessing QEkS morsts| {5 M| LHESAHE Hafslior 2 B dE Hotehs
whether the company’s internal controls need to be enhanced S Lot YA BEE > UFHC. HELAS SIAF L{R|S| Thfot HOoA_O = A TIEO Ol
to capture ethical or compliance breaches. IA can also work with Foundational elements—risk as a sta rting S Mot S0 ZALRIS7H0[2{%t A S5 d=oh= Tl =20 2 &= 7= Q4 - me|t BEL0[UA LSS FeF Al
f widg variety offuncFions bothlwithin and outside the company pOiﬂt fOl’ ethics and Compliance oversight QELICEH ZAIRIRS7 888 4 Q= r_fg; feloz= LE_'f'_ =Igeli=l Z|I'7|§||9§k|9| E|ﬁ3_
0 assist committees in overseeing these areas. Other resources HERD, ZAIH 7AMEE S0| QOO 0|2{3F AIRIE Q| &t 1=
available to audit committees include internal and external counsel, The audit committee’s remit with respect to ethics and compliance AFRI0| ZEBR| OFS [ ZIAF S| 7} AP 0| TS B | 20| = ZIAIIRIB|0| R2| T ZAEZ210|HA0| CHEE HEHe THOIEI T Al 9o,
investigators, consultants, and others; a combination or “ensemble” is broad and deep and may be difficult to address without a focus A QIAL|Ct 7R 2 Q5 2| AT RHS TR QL0 B ZEH| 022 £ QIALICH
of these resources can help the committee to bridge the gap when on the most important risks. Thus, the first questions that an audit (b ZIAFQIB|7} ZERL0[O1A T 98|12 ZHE5H= TIHOlA D0
other resources may not be adequate. committee might consider in overseeing compliance and ethics 0[2{3 2HE 0|05, & 25k MRS JhxLolola] S 2] Bl R ;o "o 2 ;I-_ ;; =] ElI_;-IlE_E O|01A Z|AT O
‘ , may include “What are the greatest areas of ethical and compliance =hes BRI ST et ZARIREkE M = UH EEE el ATl 7k 2 82| 2 BZ240(AU4 2 A3 3
Beyond these resources, the committee may need to consider new risks we face?” "Are we looking at the right risks, and if not, what PR AIHAl Ol TR NAZ 1245H0F S A QlALICH 2 DoRILI? "9 e SHIZ B|ATE AT E 1 Q=3 1ZR| QITtH
approaches, tools, and processes as the company evolves and risks should we be looking at?” O 2| A= AMHBIOF SH IR " 7F 2 2 Q)& LTt
grows.
The agdit cqmmittee should consider its o,vers.ight of gthics gnd ZAIQIYIBIE BIALO| 7| BIAT TRMAS 1350 92| L ZZ3t0|
compliance in the context of the company’s existing risk profile, OfA ZHES ABHGHOF BHLICE 0| 7(010] 2| AT 2| TEA|A O EX

including its enterprise risk management process and policies
designed to address specific risks. However, relying upon existing
processes and policies may not suffice, particularly for companies
that have just become publicly held or are initiating a product/
service or geographical expansion or other departures from
historical businesses and operations. And even companies that
are mature and/or relatively stable may benefit from a fresh look
at the risks that need to be addressed. This fresh look can be
implemented through a number of approaches, such as peer
company benchmarking or evaluations or assessments conducted

BIASE o517 Yo OIS FAS BEBLICL T2ilt 7|20 ZA
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by independent third parties. o
28511 QULICH OIS 501, DIR YRRE 20204 Uoj F2o|n £

Increasingly, companies are also using data-driven risk AU MEEO|20|R|= 2| AT I T2 N|ARF=CHRZQI O] 7L HiAl
assessments and monitoring. For example, the US Department of S Ztz5H= 2|2S BHESIHALICH BIAP} HIE|0|E"S A=al0|9A
JlUSticetiSSLtde gtuitc.iance' ir; !at(t%'ZOZO. imphasizing Ehis approacllﬂf, T2 00| E55HR] 41 QICHHE ZEAFRIIE )= A ZI0NA 0|12 £2I5H01
in contrast to static, point-in-time risk assessment processes. If a = [N -
company is not integp;ating “big data” into its compl?ance program, A5 TS AEel SUY S S 28 S USHH.
the committee may request management to introduce it to =2 U YA = HI0|E] 7|8 2|AT I L BL|E{Z0| HESHA|
facilitate its oversight role. OI7|L} RS A 2ElEt & QIALICH E5| 7| 550 T E 2
Of course, in some areas, data-driven risk assessments and O 0t 20] 715 & e i ARt OR] LS SAUM=
monitoring may generate unclear or ambiguous results; this may O|H A7t st 2= UELCE [2tA CHE 23 Hi|StL =lH|0|E
be the case in areas where technology and key performance 0|2t O|R5H= 12 2AAA 2 HSHN ZHO|A REESLE 27120
indicators are still developing, such as compliance with policies 2A3E 2eE £5 ASUT @

to address climate change. Consequently, reliance on big data to
the exclusion of other methods may be unwarranted or present
additional risks from a completeness and accuracy perspective. Q
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Next steps and the critical importance of
employee communications

Assuming that the relevant risks have been identified, the committee
should seek management's assistance in determining whether

the company'’s ethics and compliance policies, processes, and
procedures optimally address those risks. The following are some of
the key questions the audit committee can ask about the company’s
ethics and compliance policies:

* Do we have the right policies in place? Are there key risks for
which we don't have policies?

* Have existing policies been updated to address recent
developments, including changes in the company, in law or
regulation, and otherwise?

* Do we have the right management resources to monitor
and enforce compliance with our policies? How are we using
technology to monitor and enforce our policies?

Again, peer company benchmarking and independent evaluations
and assessments can be useful tools in addressing these areas.

However, even the best policies, processes, and procedures

may not succeed if the company is unable to get its employee
communications “right.” To be effective, communications need to
attract and retain employees’ attention, and companies need to
determine whether their communications are achieving these goals
and making their messages “sticky.” The dramatic increase in hybrid
and remote work arrangements in the current environment has
complicated these challenges at the same time that it may lead to
heightened incidence of fraud.

Wrapping it up

The importance of corporate ethics and compliance is not
diminishing; if anything, given the current focus on environmental,
social, and governance issues and a growing focus on corporate
responsibility and so-called “stakeholder capitalism,” it seems likely
that ethics and compliance will continue to grow in importance.
Consequently, audit committees will likely need to maintain

or increase their oversight efforts of these matters. In that
environment, it is important that audit committees view their ethics
and compliance responsibilities holistically, taking into account the
above and other factors, maintain an open posture to keep what is
working, and consider new approaches as needed.
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