Deloitte.

“11elae

CIR[E =] 2AA o} 0|2} 2] FAFA]

Jesse Goldhammer 2| 49l

20224 038
Deloitte Insights



2 ‘ SPEPSEIEEST )Y

Mz

O ZtA A2l L2IE B ER|= CIAE 2I-0| 2ttt Al
CHoll 22152 ‘CIRE A 2[ (digital trust) & &= o £At
S{OF SHCE. CEA| 23l At7 |2t HE O 2 HE] HO|E{et HEE
H53510] O{EfA 012 At FEE RAISHE S A
FLHOF BIT, 7|50] 2HSHHA] TR A12|ofl THEH 9™ &=
¢ ZIststa Q7| Wi20] Ol 1 0= =L} Bf 022 &

O] 2 AOICL OIE &

ol

FHo| Z22l0 2 AIE S3if 7t

r

A G4 HIO R U QC|RE FHEO{L= T 22 7|29
£5|0]| 2 (deepfake)= O|O] A

ofl O|2%{Ct. 0[2{5t At 2 QI5| 2019 3t 0f|LZ| S|AL
o| 2| 1AFAHCEO) 7t 0|3 242t3,000EFHE 3172
SR SISl UES

0|3 A7 | = H| A 2|20f| S 2OIRIT, 2017
E{ 20194 ALO| D{'A 900% O|4 S7t3HoH,
O 7| S0A 2245,0002 £H2f O|Afo| Al

2 xdEns

Lz

N
N
o
N
o
[T

mjo

18]

rok

Pt |'_|.|.

o o 4 D ok

°
o
i
ri
ok
do
oo
Sl
o3
o
lu
H
=
5
nx
=+
il
H-|
Rl
dHofp

|o

Hu

r

rz

fu

mj

41

A

ol

ket

=0}

>

olr

HF

N mjo
N o
‘T° e
orr >
il ;lo
mjo |6
2 g

ol N
|'|=I|=2ﬂ O-I_l J:\:
4 1 ox

39
_|T|_
nx
Ho
N
>
=2
=8
I
re
x
x
Io
b
E
_>'.|_
_\'l_
i)
o
ro
n
X
o

Ho
N
>
Hr
e
X
o
2
>
Hu
rx
=2
=
gy
>~
11
=
!

Soil et 2

52
rlo
E
_I_
un
=
nl
N
e

Ll2(0f CHet 222 OlSHSHAITE, &
CH UM E SRMO R J7|ZO| AO[H Hot 23|

=
= =
A2 0Lt =722 Z0ICt. REE LA MR 27 E 52

A= A2 2ALN? D|HE I O CR[E M2 &
F/H0]| CHol A= OfFH FAR7H 74 Rt U7t? CHfet e
2|7+ 2SIt 24 23t 2015H0)M 20204 AtO] CjR |
L2| 2oret 2AE £517t 0 2|4 2,000240] HZ2E A
O 2 mfofE|=H|,” 0= 12 SHHE =718 HEisHE A0
o= 4 USS 203t

BICHS0| CIAIZ AZ|S HA5H7| s ofciol SafsHof

o
rir
o
il
(Y
¥
N
>
2
pu
x

=
Ao

b _i', 3
=
L]
ni
o
oL}
i)
1°
ro
m
3

mlru X

o Hu
NOUE o
>

A
o
m
rx
o 1l

M2 YELL Y 202
=]

A

ol dl 7tAl F

ZoN

1(p-AI7 |8t H|O|E] ZLIEEH pEEIRE A
f(data trust) PEEAQ! pUA} 7|&) S Tt
EESHO|Z|E Al2|0f| 2FSHO|2 st M2 7|=2| A=

_|T‘_
[i=t
olt
J Hu
r

32
I'

ol
el
lo

a
E2M S0l = 22 S A7 U

ro o
rhr
re
-4
=2
x
rr
dm
Qb
mju
ofm
gg
i)
0E
40
_QE
ol
>
of
19
X
0x
P
H

[P 11
A »8
o
4>
$9
<2
=1
=2
=
=O£
[l
_'.:..!
rhr
nl
1=
ro
o[>
ro
o
ng
rlo
Am
al

30
kom
=
u
2

rx o

rok
10
rz 1
E
i)
N
Mo
o
_l?_
D&
N
o
R
um
>
u
re

H
o
o
o
>
i
M
io
X
4>
H1
Hu
!
i
rz o
°
to

o, & 742

>

o =
50| 278 328 4 I8 HOR HOIC| LinjA| £ 7}
A

AfelH|, 01 Sali 22|50|

r
4m

=
7pIk2 Dj2Hof| 2S5t U= YIEEL $M L= Bl =&

0l 2 % Ck.



‘TIAIE ME[

220|E0| 2120 thst S BTN TINY NS
OfRHRIAN 2, M2 51 HESIT ¢ Sof 2

CIR[E ZHLH(H|O[E /Y, OF7 |-, O Z2(A |01, Ql=2et 5)2f FEY

L —

= TS5 RAISHE 22{2| SH0|| Chet 12, 2, "HAL 7|ELOfaH

BAZ ME[Z Yoottt ol2{3t CIX|E 4
Hotup Az, JHel YE Boot SA|, 2let U




4 ‘ SPEPSEIEEST )Y

54 O MBS £0

S\ =5
. Q
A )
. = ||E= =] |
: ENTER —:
1 |°°° 000000l :
] ]
(%! :
b .
’
Tr || | / \ || || P !
P i ——
| —|
o®o
Q54 LIAY ME|S H0L T2 St 222 0[0[ B[ 4
=5F HHMQI S2M0|| EAF 4= QUCL 2Lt SiMl= &
20| AT} ALE ARG T ZSHE|O] Qs HTHEZMO| M
ERItsES € A0 ULt o2{St AT E2M2 7|2
O| AfO|H CH2H-S CHA|ISIR| = Q42 Z10|H, 25|23 H2tA0|
1 BIHMQI CIR|E ME| 0| M S 7t = ULt 2 A=
Z2(0| A AEHS DeqEt 4 U= Al 7|EHH|O|E] ELEE
It G|O|E{ AlEf, & 71| M £2/42 TefSiCt
Al 7|8t G|0|e{ BL|E{Z 3} Cf|O|E] 2 L AR
2 A= DA MERIE 7HMEH | 2o AIE A8 £+ U=
U2 A8 Al F, A28 0|8 HEdS ASotal MEfA
2uH0j| A Zo4Rke| HIO|E] 2 L ALR-S ST [ Al 2L
E{Z0| =20| & & U= E 71| H|ZL|A AHIE LASHCH
Al= HO|E{7} HS5HR|, HRE|R| Qf11 L2[3h THSkA| &

=
olsH= B £20| E 4 QUCt A5t HOJE, Q2HEl Hlo

e

BE +SC2 Oiofst

% ULk

B, H|O[E, 2t&0| #ZE HI0|H S Z&0
delet= =
ZAS2 017|0f 0iid a2 1,300 =2{2|

HIES AIE5ta Qo A7t 2H2E H0[E RES A
R ZUE ISt

CLEAE Y2 Yoty

| 2 Hlo|

T2 AL

HIEOI =

RAES

30 ﬂJ°J'

S| ZHO| YSES ZBA|Z &
Al
I_

A o (=]
CEEY UEE

1245t GojE{e|

o

ASok=H =201 2 2
2t C|OJE], O[], Ol &4

QUL QB Al TN 52

GolE

O

=ot

S EAlztez
4= QUCH'S MEH| S&SHAI £2 M2 QR E|QUALL Z

Mgt 49

=2| ZAA 20| 2|

=
SAj2} B4, YOI HICI2 S8 STt

Bl

ER ST

—_
Y(grayscale) Hdo| 77 S LIAE
CL'7 Elmjjo|32 2| Y1e|&e

Al-%% |11 Z-IE_I |A|%|-Z-ijl_|.0l*

Ol EME HAMH|(reverse- englneerlng)g.; M CHEF 70%
O| Y& 2 HH0|3 5 AESIT, ™ 0215 £2 42 H|0|H,
2 Z2M|A, CIO[E0flA ZEE S S0il LS AMZIE 4
= Ol £20] ECf.

Al= A1(D) gl B M 22| E I 4= ULt o= ¢
SEIR| %42 H0[E HZE BAISHH LR[S, HIZAAQI A

AL | = 7|EL Ol ¢ A2E EAlsh= Hl =30
£
o)

toz,

Illﬂ

N
I3

2z

fo
N

fo
a2 4
30

I}

|.'20

=

a4

—

i

®

N

N

I

l
50

we

7|

rc

o
242 AR
o]
—_ o

E A4} IDE ZOHH I Z(bot) AY
el d 2T EL 0L} MU 2 AL £
[e]

2271 H|O[E{0]| LiTH M Hots P 71 LRl

sy

-~

J-?- OpN

o mo

4 9uch2

0

=3
=

o
I

=2

|= Al (phishing)t AL3| 33 SZ(social engineering
attack)0| QL=G], HAIZY 7|Hto]

THHT A0 2 E EHELE?

AR HE|E 0|3 S5 B

25 XA
ot

ZA| 2H SEAL2|



75%7t S 7|4t o 22 |E|ATHO] ST HMYY SAS &

[=]
2 4 9l RUBHUHO[2H= B SOfBICh: WS ofg2EA
=
—

= U ClOJE] Jsh ALl 2RE LA5H= BIE FEhs 2l
80%7HA| & &= lCh>

Al= H[O[E{7t O| =5t BIO|| 2EA| ARSE|=5 & 4 QT OIS
212 S7H MOIELE ESHES AIR ZLIEZSI0 ZA,

=01, R2
2, B SS CIRIE ARLof| CHek A2 L2 2 A2

25}| 0.2 ZHOPHCE QEHO| Al 7|HH Content ID' ZHE
2 Z{2HH0| Qs BRI E AldHotl HHA01 ARA0A A
24410 PoI0| AR} AR E|= S BRC

212 LIRS ME| Al AHIE E83H= Wots 1y o
[e]

%*i(homomorphlc encryption)S AF25IH Al £2M0|
US3HE HIO|HE 21 2510 7|2 HIO|EE SH=5t =
E0IA| 1= QIAIES E&% 4 QICE” 2|0 HEsks
(federated learning) 7|t £2M2 AA| H0|E{ ZZ20|Lt
W2 G100 A 2|2 AH0)| 23 H|O|HE 24511 2
2IES USAIZ 5= ACEP OIS S0 AR Al A (Secure

Al Labs)y= BIZist 212 HIO|E{E 25| Qfal gt

[[Oll
_|0II

T oBOR SAl5I7| ofs) et B HBICE Of2f3t
HAMES E5f Hl0JE QEHR 20| AMO|ES EE5ta 7Y
013 b5 9 HOKS 251511 Hl0JE| H U AMR 2l 7+

4 Qlom, watM A7} AlsH At
20l Al 28 TH540| 2 O H|1 ULk

Al= LR 1120 RHES2|9f0] OfL|H, 01M3] ¥ 7ts

0| SCk 2 AR S AR A0 T3 AI2] 18 Ths4
2} BRIEI B 712 HAYS WAL OIS 501, Al HAE
£ 2N/ U SO CHSH OI3H7} HE3 Al 715S 28 4 9
ChOf2f3t 2, 217kt Al Ajolo] el 727t £20] E 49

Ct. O]5f0l| H|@2|20| 1 HEFE Als D A Z CIRE 42|
20| € 4 It YZ0|EQ| o) =M Al HEF
HO|AHLHRIZI| S0l 7[Q)) 54 4= U2H,
ok ZECHE TS = QUC wst Iz

N
e
o

40
rx
o
ry
oE n>

SR EREEE )Y 5

Q|0fl 71&0] o|={et ZAIE 2SI 4 U= YH S SHLAO|CE

WAZ UG DY TYHS BT 4 YA SR

A

ne

T2 QIC* 0218 022 IS0 = 275t 22

1

N
fiE

t

ABH Zat LR[S Al2jo} B2AE| Al SIAIO| £1A7F 2

[y

-
>

42510

(=X
I

E
2HLISH E|0|F HIOIE NIE 2 J22A 7 EssH

=
g

2} AR AR ZEH| 22 £2M0| 2Lt A=A |1 A3

2 Ao 7|tHECt.

ORI dE S5 WA 0 =Ml H|O[E| LIE

CllO[E{7F {22 SHH|0|Ct. MI LM ALO|AA (connec-

tion Science Lab)Q| OJAIQI 2 A MLC| HE2HE (Alex Sa-

ndy Pentland)=“=& fIoiAl= 20| UA|T, H|O|EIE
=

SliAKS SUsHoImal} gick'm BTk 1 HoJEf AlEfo] 1

24
23810| 28 AAS Q5T R2|shs 24Tt OFRI7ER|2
O|E{ AEfO|Lt #E2510| H[0|E{S B3It 0| 22M2 =
LHOI M3t HHE AZ, EA|, £5, BR3IE HIRLA
BYEZ, H|0[E{Q] HASH ALRS EHIBIL SRS LHAISHOY
2 G0|E A3HS Rr2[3HCE 120| HI0[E 29 U AR

—

Cieh Hof Z2ish 2ot SHIE Sall 220A &S ded
o= Crdet ¥2#o| UM, HIoJE] A2 S0|122 7|
S4-HA YIHOR RSt Qo HO[E MEF2 HIOEE
A5 AT QIAO|IES SR/517|T Sh= SHtel 7o
MEE, 2T 0|22 2ol FHSh= L2 TSt A32E2

O[22 Z1Z0i| 0|27 |7FA| Tt FEHZ LIER 4= UCH of|
£0{ 9|2 H|0|E| S ZE0I MIDATAE S| AARTEIY
2| HE SES SHGH=E off, M MAIZCZ 9|7 10 &
7|04 = U=E SILY 0N HAEZMHOE E
2{AE'(Construction Data Trust)7} A& E|0] Alz[gt atst
HE SRE S2ISHCHS H|O|E] MALAILE 1Z40] ZHMOf|A
O|Ef AIEtQ| 0|2 ZESIA|D, 3R] HE0| FHSIR| ¢
7Lt 2AH 02 ME[GHA| 228 4~ UCH [EkA 2212 11ZH0|
22|57 | U5 F7LE OS], 0lof| THaH OfEA|
7{RLIAI0445H0F Sh=R], Z2M|A F Q1A ofTloM 1S

H[O[E

il
3



6 SPEPSEIEEST )Y

HOIAIZR|0fl Chal L1S5HA 124aHOF Bt
HIZLIA 2E0lM HIOJE AER, 22140]1 £ES H(O]
B 2 Y AF 8O = BIE FHS JHMSks A2 &
Ef Al 2 (silo) Z, SHH Z3), ZAE T2 2@ ety
Hof| oier M2 S TSt 0| MS delske ol =201 2 &
ULt 2 AFE 25l 2IHE QRO [K=H
Ho[E] MEQ R Qlol A5ka AR LIEHE=H|, Ol 22(0]
HO[E{2t HIO[E{OflM MY E QAAOIER B B2 LZIE 2

= 7| H=0|ck.

M

IT 20| Af CH|O|E] MEF2, SHtQ| MR 4 Q= HE
AHE AS510] HI0|H 22|et S/E 2t 80[5H 5t 2

£ SYUO2MN CIR|- L=IE JHIZ & QU =

tu

ol

b 22l

rlo

i

HO[E] = mist S/HALE S3lil 2o H0[E{ef QIAMO|
E0f|2t H25t0] Z2fo|HAlRL 2E FHE oHE Zet
OM,% ZAl0f| HIO]E] £40|Lt HO[E] &, 2+

-

e

toh
1
$Q

nx
4>
>~
N

F

[=}
50| 91312 HABE 4 Tk HIOJE] AR E3HAIS!

pa| [

1

m

}-.I

SOT)H A0 AEt Tt kol Hlo[E{ S Br2fst
R3He sRMORE BASIT U QEHOE{QIAEISE
(Open Data Institute)y= ZEIQ| CIFSH ADEA[E] AFE At
HIE Y22 G|O[E] LIEF Al MRS 2Il5H QUCh® 2
2tRE 7|&2 HIO|Ef LEIC 2 5l0i= =OR IR " MBS
7IA| 1 HEQIT Mutof| SR/E[0{0F St CIA[H HEE 2ot

SO 2 MUY 4 YUEE STt Ol S0, OfARTFIES

IBMZ} S| 40| 247 Z RS QRS QPOR HEot|
B LIEfQ] EROEKTroata)S =2

S == RS R To]] =
St 4 QI CH2 CR|H £2MOjIM 0]

=2

= SEICE

2
SHOIO[HE A E = UEE A RBHTE

HO[Ef LEF2 CIX|E 22 RASHE 28 ZRO|ZT
0242 SHZDAISO| HELE. ot SERE AAHRS AR
SHH HIO|E SR/t 2IKRIRI2 ACHZ H2|=|R] 42 O
O[Ff 22t 1 &4 2A|7H LU & QUCt oIS S0 8t
7tofl A2 H|O|E{7 B 2L A ALt Afsl =41 SHo=
CHE =710l fIR[2t HIO[E AME{0fl SAI=IN U= o= UE,

0|2 QI5f| A&t e F S| 227} A2 2YE|0f

_u.

QUA| 42 W A HO[E] BE R IHIYE Ho Yt 2 E
A7} et = QICk. S H|O|E] MER2 ZR27F =2 H[O|

E1S ZAISIE2 HIO[E7} 222 FAHE|0] UEEHE O
Hs| Aol S42| o] ECt. o ZAHIE siZst/| Llofi &

oo

F 222 E Hot B (federated cloud security model)2

T2 4 9Urk ZAoAHs 22+ HloJEf TH=2(cloud-

data fabric, Ctfoh £t QlZatof| ZA &5 HZE

ClIO|E{)S 2+-85t0{ Cl|O|E{7 AH|E I GIO|HE &5t &

C BIXOR HESHs A5Y B WS iS4 Irks
A

iy
Ol2fet 22§ HEOH| £ HIO[E] LIEF2 Crfeh Ao =
A

|

= O =
21S0| HAE M2IE 76t | 2l =71+ Us 2™ 7t

St 220,



7 ‘ SPEPSEIEEST )Y

Ofef CIA[—E A2

2|5 b=

(R

o....o.......
'
n
n
O=====0

EEE T o LT TTEY )
]

Sat9c 2 2 Qs GlO[E AT Al BLIE{ZIS Al
ol Aot 2242 0] Hlo]E U &
£ 7251 0 £20] 2 4 U= HAIS W2 WHAZ| 1

A=
P e L [

=]
HE 95t ClA/E Az

5+ 7|20] LOphR Q= WakS 0f3
5t BAfo] Qlmat ofL|z} 0|2} ChH|S Slsf 3% CIx|
AZ|o| S{AIZ YOF|HL HAE 7
Ch. w2ty B 2 67t S5 242 uigtoz 22
Holut bt 7|02k £ 2 =
2{0fl i3t 0] 7|2 50 SAIZQl A2 ZOISH 1 £ 74|

71& RF 22{0| H|0|T{Y tof] AO{OF SHLCL.

23012 HOJE] 23 W AQA

ZZ ME7FEQ 9l=(trust-less) S2MOZ QL= B2
Aol EZMOo T HZ JissHH BT ARE & Y=
(trusted) HIO[E{H|O| ALt YAS S5

AR 52 HElohs HAHUSS

===
=
re
1o
N
N
=
12
=

O|=&{A

ML T |_I
= AAHE A2[517| IiEof| M2 4 Q= A3 HR 0|
E0{E = ULt Y2AO0|H KM O 2 LA} 7FSSHA|AE]
2 40| apat Hot Jol MH HSE 7HASI5H0], A2 ME

CHE AIAHO0| M2 HZE|O0F Sk 18 2 5 UTh* =
EA|2 7150t 20| S L0| ihEA ZojLtn QoM B2
HES2 A2t 27| M SE Ee Al A HAE E0iM
1 QLR AR ALZ, HAIZ D, CIA = ARk ADE A% S
o] 54212
AE sletA

=52 MR 5 U= A2 7IF

FQ AL AR S LHO|H, MR £ Qe
ASITE HIS5H= Ol A2 §H& UL
2 RABR=H =20
ICt. OISHEARAIS 2 Hl0|E{2L 1 AIRS 2230 2 M
20|51 H|0|E] 21MA RZAMS st

tolie &

St 4 QU= EZHI01 7|8t AIAHO| 90| M3t 3715t

]

oI-
&

ks gy (1)

[

o 4>
;O
4> Am mﬂ

0x
mjo

=0|12

£2

Ch. 2t 222 S2T0| 23 HEL

Il
o J{J

o
AHES 0185H= AjRt0] ZHt

i
ofm
%
E
=
N
u

B HEZ.ES AZH5I0) BR HIAIL M2]7] S0 ALSE A%
Th53t Y2012 23510] 12| AMROA
4 9UCk=0 D|C|of A3 B

So| 20| thS5tD B 018 7H53 Y=ol Cisl
CIR|E Az

Sk O[AF

TE517| 2l 222 282 2AsHL QT

Hlo|ZorEd|A(Safe.press) ZAAAY

EA|2lol| ASE CIRE S 718ttt M2 72 &7t

7 At B3 210 S7HE WO SHE 7|7 A2 B2 AH|

Q12 LU NIF AIYE ESUA| HBEME 242 2150| 7t
SoHH, ESUSHE HZ HiZ| 7\}7|_%_%H+_I%(self-sovereign

identityyS 7HS3HA| 31°2 CHSH AFAIA] AH|A 2 25 AH|



[>

201 280| 7kS3HTt. S S0 A91A0| 23 (Zug) AIYE
= AMTUSS 2lel HAE 2 S s US| T8

| 2 AHIA AT 22 B0 HOE 4 QU2 HTH 0]

i oT ETC 20O [=]

o QAP MIT SRS0] o245k SOI5HA 2ol 3
QE 4 QI B2HOI 7|Ht0| HF THSE M W ZUY
2 A 2t

ULk CA[E ARk,

>-I>

E35| Aosi= S 22 s
O|EQ| 2021'H Z2E =X HEXA| ME2H S}

9| 9F 40%7t LA AHLtO] &

tE Atolct. 22

rO
nx

4, 918 2,

=

EH

= o
3ol ¥sk2 03 2102t
o

A2l A o) dEs] 3 B
Chs S50 HZHE || wH| £7HsSHH|0E T2l
NFT(Non-fungible token, CHA| £7} E2)7} TR At
A[AS QSchz ERHOE R 1 UCE NFTE FA

7} 7+SSICE SHHEHE A2 AR A= 05| S o=

k=1
[S)
C|

BAIEICE Ofic 87 O] AT AZZ $2Z HOpojIA 9l

718 B QA2 of2 Aol 23 QI 48 TS
0] 9Lk O 50| NFTE 212 Hl0[EIS M1l ZTA % 4
S B30| Ef2 3 S OO 43K 2O BAIZ 4

ULt O|E Soli Bk CIO[E7F O EA| AFBE|L QU=A| &

5

A2 FARIEZ SH0IE HI3AH STHARL 0| A5 2(escrow)

0| Z20|| ZHolotrALE 2l & U=R 5t1, LFL 22}

5| S0 AFEZ O 2 ABMEICT MRS &

=y

QACES 0j=2]

roh

b2 S 8AH|A SlALRt A7t 2 H|oHA
(Temasek), DBSQ| &2} 3|AfQI H2E|Q E(Partiory= &8
A3t RIS £0|7| 2fcl EFAIQ1t ADLE Alokg 7[HIo2

Sh= 271 2 2 NAHS A 251D UCES 0] SAHE

0| BAZS hFRR EYUSHPIHA| 3-5K19] AlZH0] 2 X
O HUSHD UCE 0] 7|5S B0 HE U T AF
A5 HBUE ALE 4 9l0f Aol 2[2i2 £5f AIZHS T
23 4 9lC,

O|2fet ZHLIG & AlH|ol = 271512 CIRE MZIE @
A2 71&2 OF2 27| TAH0l| QAT ARl Ei2Y

rok
ru||1

—

2
M(transaction) 22|, 0|84t 24, EHE 4S2EY S

CIRE M2 2= B0M 8

| 713 Aot =0, 7HL(public) =FA219] AIgH
QI QIHIEIE HIZFLF, MY BEDf 4| 2812| B 59| 7|
= 2 HAR QIS LR MRS FYATIE At ER
ME FE5h= S0 AlSHE 4= U0k 2L A SH 0 = =
A 40| UH=|H OfSHARNSO| F=3H| L Ol =7t

AME|THA|, K5 @ L47F 0245t Ak 2 A & L7} S ZAE|of

2o

[¢]

2} 7|42 | 7HA) SER1H A0 2 CiR|e Al

0!

i

E
WO 2 HQILE.S ZiM, YAt HRE{/F Lot Fy
o
=

om
0|r
i
>
=
L3

e
=\‘.=
oﬁ
Hr
i)
o
m
=2
=
rOII
;Z
rok
Hr
1z

[

oo 4> dH

oz

StO1 HIYS20|AHLt oelAei2 WSS BRSOl A

i

T UCE M, P2 7|82 21 BG4S Y27 Hdat by

1=
on
>
L
3
Pl

>.

o
=2

0|
>
Ll
-
2z

0]

>.
i
=
of
n
1+
pass
n
sz

algorithm)®>g &g 4= U, 0] Y2 |S2 L& Ykt
Aol 55t 7|He sh=a17| &A THE0] HIo|EQL ERAM
2 SZ0|| ZI25HA THE = QUL YA ARE7LSASHO|E
(postquantum) AlCHOil CIR R A2 E RAISHH Cho|

2 BBHOFE HO 2 HOIL| 7 53| ‘YA HRY 320

)

o QU US55 7|H, F YA LY 25 (postquantum
cryptography, PQC)2| &80| FE2E Zeg HOICh
PQCE A0l AFE{OIM A LA ARE7} s
U= A2 0 AR = =5t +5H 3| S ARSIt PQC
Aol HARUAOMN ZREE L HEQF 4E 28E

WO Of4&[0] L HIE §820|H |RARZ7HE
A0 2 O MECE S DZ7E7 [EHTL(NIST) = 2024

(o]}

A
o=
i%
=
A
T

30
mlo 2

\I

o/

HIA| G2 Y Ee|SE BRSO AS SHE 51

|_
39

Lt st 22150| PQCE 7|CH5HH AHAIE| 7|2 s &
ZNIAS ZESH7| H20f, HUIHOI AL WA 4-Z0| B4
/0] G2 Y535} BIMA (crypto-agile) S Z& 202 &0l

C}.70 0|ZH| Q5 O|Z0]| LS} QIAI0| SFAME|H C|R|E AlZ[7}



9 SPEPSEIEEST )Y

ZHaE 4= QUL SEOH0F BT O] Z7IQF H =2 Sal 27 H Ot A AR
UM AF3H HIQ ZO|, YA JE|= ESF YAt A5 7| Y i ARLAOIMS 253517| 2f5H QKD AF&S 2| @i5h= X2
(quantum key distribution, QKD)2t Z2 HHHS ALES| AHA[GED QUL

=
Of GOJE] Q53 AIARYS JHME! 4 9/ O R BoILY,

~
to
n|r
e
I_°

QUIE{HIO| A Df2f| A SHASOHAH| FHIBHRA|

=
I
oIl

QKD= YAt Hoh2 ALBS] & FARA 7H0]| 2= 7| S B 23t 7| SH, 2213 20| Lo{HTHH CiR|= A2l 21
o

Ch &2 22 b2 M S AR |Sh= YA 225t 1R E4 AU 21017 | mhZ0)| 2|E2 0|0l ThSt QUALE 71R| 1 7RSSt
IH20]| 7 |& =¥ot= Al =E ZAIZ Z0|CE” St AR FH|E A|ZISOF St 40] Y¥12|E2 10~15E &

Je2iLt QKD 7I&2 S35t TENAC} ISt 37(|9| & OflLt 7IE ZHO R Of|AE|R| T8 42F2] ALO|HHE Ot LA
2= 3|, =2 HIE S Z 7IA| SHAI-O| QUCE7 PAF U] ¥ A4S QIHIEZ| (cryptographic inventory) & 2911 A
RSt MEllE A E He| U EE HRIE IA| MSHE 4= QUCE A DRMAE FE5HH PQC Y12|ES MY L 18i5k=
QKD7t o2 A AME A7 YE LA UCH Ol Z2l= Al7E2 2SIt M2t ZAS2 AL 7| Sat 2k
2|2 AR A0| 5t R0||M= QKDE WOIS U 24 M7 1t S 7|5 MLoj| Cio HESHA| Y11 U0{of ot LS5t B

0| 22447} HI0K2 HEFH B} 9ICHS QKD7H MR E ST QITRHE WHAZ|Y| 9I5| EAF Y Q1M SRS HA
S 97 Q3 NAHOE AIRE 4 IO SIS Of| & 4 QU2 Sfof Sick



CIR[E 47| 22 H1M 10

O
13
ro
EQ
[u]

Ol dst=

M- =22 —

HIHO| HAME OfEA ESE == QUS7? "Io|27t
2{0f| 0|2 = 2Ioi| cHoh HZfsHEAt 2|Ake] CEOZ 7+

5101 519 7zt HIOlE] HaHS A=5tats WA HA
£ B0 MUTHR 715} HA 23| HET0 0}
Bj3{01 0l LIMSI0f Qi Al 7I% RUIEI £2M0| 13}
4ol0 2 A ARAQ! Hmlo| 20f chaf Zmsto] 2714l
NS 21EHe 4 9ick /2 4 22 2245 2230l 7|

Bt £20| EZH2M LY

==
Z
=

off ot B Y2 HYshs ol =20 2 4= UCk. ESHG|

i
g
Al
o
r
2
k=)
= %

Ch. OFRIZO.2 FHAHIA QA7 IES)
A LHOIA A LHA QFHRAIZ TEBITHE Ch2 220
ME FIAke] BIO]E| U E 22 MO| 20| Chah &M o A
2[5t 4 9/ Zolct.

Z7I5Hs HIZLA F3H2 D2 ) ClAY AlZls o of
A 2 DHLTMAZH(CIO) Lt FDYEHSHARH(CISO)
Oto] @47} OLICH CEOS HIZ3HHIZLIA B|HSS B
olaf) 71 ERjoll 2Of3HOF BTt 2|CS 0| 7|t of

2t QiCh 223 712 HAoE ols) M2 CIAY 9

to

40

0| L{BLtE WE x| SASHT Ut 2HSe Mo = 5
Alo| 7|312 2[5t 0fof] ek Saf510] LN Azl
HZ¥5H LI70F BiCH o= A9t 0jae| CIA|E AlZlE S
[543 WHAIZ|7| Qlsl H2 2lSTZ0| A4Ho= 8

Lt7toF Stct.




11 ‘ CIR[E M| 7= 5N

£5{ A 21} 201533 202013 AtO[0f| S 22 CR[H L12| 2 & E5] 71 HUACZ SIIot A0 2 LIEy
=2

F15% 371).5 ofid At=0f| 2H £ LS 7|&20| 24 BE =2 3715t U0 YAl S24ut ¢l

=

o
717} QU A2 LIERITE 27} 4 2T C}2 3 22 BT}

i
I
M
ul
b
o

A H2[ MEe| 24 7|5

B
pass
inl

* ARt HARY EF=HHE £ 2 JTI5t UOMH(35%),
28 9 AL At HEH)| 24 CIR[E MRS skt 4 A
= U2 utHe A0 AlZSt QUL

o BMHSRAQI2 27| 2¢Y HAO HolE Aoz Eolrt
=542 S5 Al 312 O 2 2000%% H2IR4CE. 0f
= =5A210] HAf &9 7t AR A2 ERHCRA
RS S AMHS 7L US 5 A2 OF] H=E9)
Yol =2oHAE EUES EHELE S2FA Z2HE
=2 27|70 S E= AlE ARGOIM oLt 2 A2l 3
3 HAIZ M3 S0IA 1 QLM = mEtA 77k DI &

EH|212 7| Yt HEfA 2ol 2 DA™ Mg FE5)
=

O 42EHOR 25 UEE T 4 US 2OICHS

o YATIES S S Yol Y 27| HA| UTE 224

Lt ME7152 i A2k ARE 71S0| d=eof w2t 2

23t IS Apito] BOMS BSHE Bl B4 2 4 oirt



CIRE H2| 7= B0M

a1
20154~2020'4 Ato] Ofitd SQIE C|A[E 2] £3]

—— loT — AR/NR — 5G

=230l

HZH~200% & &

2015 2016 2017 2018 2019

~800

£ E5{ YE= Quid(https://quid.com)Z E38lf Derwent World Patents IndexZ 21134 Of5h= Z40|C}.

=l =
ZERO0|EE= 0| X2 H|5t= O U0t HE E515 HESIA| AT

_‘N—I
=
ta
o
f

12



13 ‘ CIR/E A2| 7% H 1A

=S
T

12.
13.

14.
15.

Catherine Stupp, “Fraudsters used Al to mimic CEO's voice in unusual cybercrime case,” Wall Street Journal, August
30, 2019.

Johannes Tammekand, John Thomas, and Kristjan Peterson, Deepfakes 2020: The tipping point, Sentinel, October
2020.

Jeff Pollard, “Predictions 2020: Cyberattacks influence society in a broader way,” Forrester, October 30, 2019.

Ping Identity, 2019 Consumer survey: Trust and accountability in the era of data misuse, October 8, 2019.

David Linthicum et al., The future of cloud-enabled work infrastructure: Making future business infrastructure
ready, Deloitte Insights, September 23, 2020.

Spiceworks Ziff Davis, The 2022 State of IT, accessed January 21, 2022.

All information on patents is sourced from Derwent World Patents Index via Quid (https://quid.com). The purpose
of the analysis is to identify general themes in digital trust. Deloitte did not review individual patents while preparing
this analysis.

Deloitte defines organizational trust as the foundation of a meaningful relationship between an entity and its
stakeholders, at both individual and organizational levels. Trust is built through actions that demonstrate a high
degree of competence and the right intent, which result in demonstrated capability (possessing the means to
meet expectations), reliability (consistently and dependably delivering upon promises made), transparency (openly
sharing information, motives, and choices in plain language), and humanity (genuinely caring for the experience and
well-being of others). For more information, please visit: Importance of Trust in your organization | Deloitte US.
Rich Nanda et al., A new language for digital transformation, Deloitte Insights, September 23, 2021.

Nancy Albinson, Sam Balaji, and Yang Chu, Building long-term trust in digital technology, Deloitte Insights,
September 23, 2019.

Gil Press, “Cleaning big data: Most time-consuming, least enjoyable data science task, survey says,” Forbes, March
23,2016.

Manasi Sakpal, “How to improve your data quality,” Gartner, July 14, 2021.

Don Fancher et al.,, Al model bias can damage trust more than you may know. But it doesn't have to, Deloitte
Insights, December 8, 2021.

Debbie Walkowski, “What is the CIA Triad?," F5, July 9, 2019.

Ira Cohen, “The end to a never-ending story? Improve data quality with Al analytics,” Anadot, accessed January 21,
2022.

Sensity, “Fraudulent documents detection,” accessed January 21, 2022; Sentinel, “Defending against deepfakes and
information warfare,” accessed January 21, 2022.

Mina Tocalini, “Living in a deepfake world,” Arts Management & Technology Laboratory, October 21, 2021.



19.
20.
21
22.
23.
24.
25.
26.

27.

28.

29.

30.
31.
32.

33

34.

35.

36.
37.
38.
39.
40.
41.
42.

43.

CIR[E 47| 22 H1M 14

Matt Groh, “Detect DeepFakes: How to counteract misinformation created by Al,” MIT Media Lab, accessed January
21,2022; Tammekand, Thomas, and Peterson, Deepfakes 2020; Nadeem Sarwar, “Scientists discover trick to
spotting deepfakes, but it's not easy,” Screen Rant, September 13, 2021.

Jeremy Kahn, “Facebook says it's made a big leap forward in detecting deepfakes,” Forbes, June 16, 2021.

Curt Aubley et al.,, Cyber Al: Real defense, Deloitte Insights, December 7, 2021.

Avi Turgeman, “Machine learning and behavioral biometrics: A match made in heaven,” Forbes, January 18, 2018.
Ben Dickson, “How machine learning removes spam from your inbox,” TechTalks, November 30, 2020.

Sentinel One, Global ransomware study 2018, accessed January 21, 2022.

Aubley et al., Cyber Al: Real defense.

IBM, How much does a data breach cost—Cost of a data breach report 2021, accessed January 21, 2022.

John Paul Titlow, “YouTube is using Al to police copyright—to the tune of $2 billion in payouts,” Fast Company, July
13, 2016.

Duncan Stewart, Gillian Crossan, and Ariane Bucaille, Keeping Al private: Homomorphic encryption and federated
learning can underpin more private, secure Al, Deloitte Insights, December 1, 2021.

VentureBeat, "Meet the new twist on data encryption that promises better privacy and security for Al," January 16,
2020; Bernard Marr, “What is homomorphic encryption? And why is it so transformative?,” Forbes, November 15,
2019.

Brendan McMahan and Daniel Ramage, “Federated learning: Collaborative machine learning without centralized
training data,” Google Al Blog, April 6, 2017.

Zach Winn, “Enabling Al-driven health advances without sacrificing patient privacy,” MIT News, October 7, 2021.
Dieter Bohn, “Privacy and ads in Chrome are about to become FLoC-ing complicated,” Verge, March 30, 2021.
Fancher et al., Al model bias can damage trust more than you may know. But it doesn't have to. Deloitte Insights,
December 08, 2021.

All information on patents is sourced from Derwent World Patents Index via Quid (https://quid.com). The purpose
of the analysis is to identify general themes in digital trust. Deloitte did not review individual patents while preparing
this analysis.

Jeffery Weirens, Michael Bondar, and Jennifer Lee, New models for building digital trust: An interview with MIT's
Sandy Pentland, Deloitte Insights, April 5, 2021.

Sylvie Delacroix and Jess Montgomery, “Data trusts and the EU data strategy,” Data Trusts Initiative, June 8, 2020;
The Open Data Institute, “How do we unlock the value of data while preventing harmful impacts?,” accessed January
21,2022.

Geoff Mulgan and Vincent Straub, “The new ecosystem of trust,” Nesta, February 21, 2019.

MIDATA, “My data—Our health,” accessed January 21, 2022.

Construction Data Trust website, accessed January 21, 2022.

Deloitte interview.

Deloitte, “To build trust, take data protection to the bank,” Wall Street Journal, July 14, 2021.

Weirens, Bondar, and Lee, New models for building digital trust.

Monique Crichlow and David Castle, “Examining the role of data trusts in smart cities,” Canadian Science Policy
Centre, November 2019.

The Open Data Institute, “Greater London Authority and Royal Borough of Greenwich pilot: What happened when
we applied a data trust,” April 15, 2019.



15

44.
45.
46.
47.

48.

49.

50.

51.
52.

53.
54.
55.
56.
57.
58.
59.
60.

61.

62.
63.

64.

65.
66.

67.

68.

69.

SPEPSEIEEST )Y

Tanya Andreasyan, “Mastercard and IBM join forces for new “data trust,” Truata,” FinTech Futures, March 19, 2018.
Deloitte interview; TIBCO, “What is data fabric?," accessed January 21, 2022.

Deloitte, “To build trust, take data protection to the bank.”

Avivah Litan and Adrian Leow, Hype cycle for blockchain technologies, 2020, Gartner, July 13, 2020; Avivah Litan,
“Hype cycle for blockchain 2021; More action than hype,” Gartner, July 14, 2021.

Deloitte interview.

Thomas Jensen, Jonas Hedman, and Stefan Henningsson, “How TradelLens delivers business value with blockchain
technology,” MIS Quarterly Executive 18, no. 4 (2019): pp. 221-43; Tradelens, “Together, we can set trade free,”
accessed January 19, 2022.

Elinar Stabel, “Hydro and DNV GL launch blockchain for greener metals,” Norsk Hydro ASA, March 1, 2021; Ledger
Insights, “Aluminium firm Hydro pilots DNV blockchain solution for sustainable traceability,” March 2, 2021.
Safe.press, “News certification operated by blockchain,” accessed January 21, 2022.

Jai S. Arun and Alexander Carmichael, Digital identity on blockchain, IBM, April 1, 2017; Tykn B.V., “Self-sovereign
identity: The ultimate beginners guide!,” accessed January 21, 2022.

Consensys, “Blockchain in digital identity,” accessed January 21, 2022.

Elizabeth Durant and Alison Trachy, “Digital diploma debuts at MIT,” MIT News, October 17, 2017.

Linda Pawczuk, Richard Walker, and Claudina Castro Tanco, Deloitte’s 2021 Global Blockchain Survey: A new age of
digital assets, Deloitte Insights, 2021.

Sam Dean, “$69 million for digital art? The NFT craze explained,” Los Angeles Times, March 11, 2021.

Rebellion Research, “Why NFTs could be the solution to the DeepFake problem,” April 11, 2021.

Paul Lee et al., From trading cards to digital video: Sports NFTs kick sports memorabilia into the digital age, Deloitte
Insights, December 1, 2021.

Chrissa McFarlane, “Tokenized blood? How NFTs are transforming healthcare,” Forbes, June 2, 2021.

Deloitte, “Getting smart about smart contracts,” accessed January 19, 2022.

Alex Rad, “Partior enters cross-border payments ecosystem as newcomer with big backers,” The Asian Banker,
September 23, 2021.

Ledger Insights, “JP Morgan, DBS blockchain payment platform Partior launches first pilot,” October 26, 2021.
William D. Eggers and Ruth Hickin, Global technology governance report 2021: Harnessing Fourth Industrial
Revolution technologies in a COVID-19 world, World Economic Forum, December 2021; Matthew Niemerg, “Private
vs. public blockchains for enterprise business solutions,” InfoQ, September 21, 2021; Shea Ketsdever and Michael
Fischer, “Incentives don't solve blockchain's problems,” accessed January 21, 2022.

Scott Buchholz, Deborah Golden, and Caroline Brown, A business leader’s guide to guantum technology, Deloitte
Insights, April 15, 2021.

P. W. Shor, “Algorithms for quantum computation: Discrete logarithms and factoring,” IEEE Xplore, August 6, 2002.
Deborah Golden et al., Preparing the trusted internet for the age of quantum computing, Deloitte Insights, August 6,
2021.

World Economic Forum, Quantum personas: A multistakeholder approach to quantum cyber risk management,
2021.

Buchholz, Golden, and Brown, A business leader’s guide to quantum technology; National Security Agency, “Quantum
key distribution (QKD) and quantum cryptography (QC)," accessed January 21, 2022.

NIST, “Post-quantum cryptography (PQC)," June 14, 2021.



70.
71.
72.
73.

74.

75.

76.

77.

78.

79.

80.

81.

82.

83.

84.

CIR[E 47| 22 H1M 16

Golden et al., Preparing the trusted internet for the age of quantum computing.

Ibid.

Buchholz, Golden, and Brown, A business leader’s guide to quantum technology.

Quantumxchange, “Quantum cryptography, explained,” accessed January 21, 2022; Toshiba Clip, “Securing the
future of a digital society: Achieving secure transfer of sensitive data between remote facilities on a single fiber,”
April 20, 2021.

NSA, “Quantum key distribution (QKD) and quantum cryptography (QC)."

Deloitte, “With quantum computing's rise, cybersecurity takes center stage,” Wired, accessed January 21, 2022.
QuantumXchange, “Quantum communications in real world applications,” accessed January 21, 2022.

NSA, “Quantum key distribution (QKD) and quantum cryptography (QC)."

Kylie Robison, “Here's how quantum computing could transform the future,” Business Insider, March 2, 2021.
Michele Moska and Marco Piani, Quantum threat timeline report 2020, Global Risk Institute, January 27, 2021.
Colin Soutar et al., “How the world can prepare for quantum-computing cyber risks,” World Economic Forum,
September 28, 2021.

Duncan Stewart et al., Quantum computing in 2022: Newsful, but how useful?, Deloitte Insights, December 1, 2021;
Golden et al., Preparing the trusted internet for the age of quantum computing, Deloitte Insights, August 6, 2021.
The number of granted digital trust patents analyzed was approximately 7,000 (between 2015-20). All information
on patents is sourced from Derwent World Patents Index via Quid (https://quid.com). The purpose of the analysis is
to identify general themes in digital trust. Deloitte did not review individual patents while preparing this analysis.
Litan and Leow, Hype cycle for blockchain technologies, 2020, Gartner, July 13, 2020; Litan, “Hype cycle for
blockchain 2021; More action than hype,” Gartner, July 14, 2021.

Gartner, “Gartner 2019 hype cycle shows most blockchain technologies are still five to 10 years away from
transformational impact,” press release, October 8, 2019; Deloitte interview.

Deloitte interview.



17 ‘ CIR/E A2| 7% H 1A

AAf

Jesse Goldhammer | jgoldhammer@deloitte.com

Jesse Goldhammer is @ managing director in Deloitte’s cyber security practice and leads the firm’s
Trustworthy Institutions initiative. He is deeply committed to the safeguarding of public and private

sector data, networks, systems, and people from a wide range of cyber threats. An accomplished

instructor, author, and speaker, he has written articles and given presentations on a variety of cyberand trust-
related topics.

Curt Aubley | caubley@deloitte.com

Curt Aubley is Deloitte’s Cyber and Strategic Risk Groups managing director and general manager for
the Threat Detection & Response. He leads the development of the vision, strategy, solution
development, roadmap, go-to-market, sales, ecosystem, alliances, and overall execution in alignment
with Deloitte’s strategy.

Michael Morris | micmorris@deloitte.com

Michael Morris is @ managing director in Deloitte’'s Cyber and Strategic Risk practice where he leads
Engineering for Detect and Respond. He is responsible for the technical vision, technological
development, operations engineering, and was the chief architect behind the Adversary Pursuit
platform and methodology. He has experience in intelligence operations, advanced offensive and
defensive cyber operations, and tactics and tool development.

Jay Parekh | japarekh@deloitte.com

Jay Parekh is a senior analyst with the Deloitte Center for Integrated Research. He has over six years of
experience in research and analysis focused on emerging technologies and digital innovations related
to cloud computing, augmented & virtual reality, the Internet of Things (loT), and other advanced
technologies. He also focuses on developing Deloitte’s perspectives on cross-industry topics such as
climate change and sustainability.

Diana Kearns-Manolatos | dkearnsmanolatos@deloitte.com

Diana Kearns-Manolatos is a senior manager in the Deloitte Center for Integrated Research where she
analyzes market shifts and emerging trends across industries. She leads Deloitte’s global research on
digital transformation. Additionally, Kearns-Manolatos draws on almost 15 years of award-winning
marketing communications expertise to align insights with business strategy.



CIR[E 47| 22 H1M 18

Contact us

Our insights can help you take advantage of change. If you're looking for fresh ideas to address your
challenges, we should talk.

Industry leadership

Jesse Goldhammer
Managing director | Deloitte Risk & Financial Advisory
+1 415783 7681 | jgoldhammer@deloitte.com

Jesse Goldhammer is a managing director in Deloitte’s Cyber Security practice and leads the firm’s
Trustworthy Institutions initiative. He specializes in helping clients build new cyber and trust
capabilities using cutting-edge technologies.

Deloitte Center for Integrated Research

Diana M. Kearns-Manolatos
Senior manager, subject matter specialist | Deloitte Services LP
+1212 436 3301 | dkearnsmanolatos@deloitte.com

Diana M. Kearns-Manolatos is a senior manager with Deloitte Services LP's Center for Integrated
Research, where she leads Deloitte’s global research on digital transformation.



Deloitte.
nsights

B20|E Zs|AEHel-H20|E A4

nAMYEE

Q2MZ Partner ZAFSl Director HOT LINE
IHMARE REZE EE0|E QIAIO|E HAUHY 02) 6099-4651
sunoh@deloitte.com sahekim@deloitte.com

Deloitte refers to one or more of Deloitte Touche Tohmatsu Limited (“DTTL"), its global network of member firms,
and their related entities (collectively, the “Deloitte organization”). DTTL (also referred to as “Deloitte Global”) and
each of its member firms and related entities are legally separate and independent entities, which cannot obligate
or bind each other in respect of third parties. DTTL and each DTTL member firm and related entity is liable only
for its own acts and omissions, and not those of each other. DTTL does not provide services to clients. Please see
www.deloitte.com/about to learn more.

Deloitte Asia Pacific Limited is a company limited by guarantee and a member firm of DTTL. Members of Deloitte
Asia Pacific Limited and their related entities, each of which are separate and independent legal entities, provide
services from more than 100 cities across the region, including Auckland, Bangkok, Beijing, Hanoi, Hong Kong,
Jakarta, Kuala Lumpur, Manila, Melbourne, Osaka, Seoul, Shanghai, Singapore, Sydney, Taipei and Tokyo.

This communication contains general information only, and none of Deloitte Touche Tohmatsu Limited (“DTTL"), its
global network of member firms or their related entities (collectively, the “Deloitte organization”) is, by means of this
communication, rendering professional advice or services. Before making any decision or taking any action that may
affect your finances or your business, you should consult a qualified professional adviser.

No representations, warranties or undertakings (express or implied) are given as to the accuracy or completeness of
the information in this communication, and none of DTTL, its member firms, related entities, employees or agents
shall be liable or responsible for any loss or damage whatsoever arising directly or indirectly in connection with any
person relying on this communication. DTTL and each of its member firms, and their related entities, are legally
separate and independent entities.

© 2022. For information, contact Deloitte Anjin LLC



