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Editorial
Dear readers,
We are very pleased to present you
with our new special edition of Inside,
specifically aimed at EU Institutions.

This will increase citizen engagement,
public trust and legitimacy, supporting the
success of European projects in the future.

These organizations play a key role in
shaping the world that we live in today,
serving its citizens and organizations,
but also coordinating between each
other, member states and collaborating
with third-party states. This multitude
of stakeholders result in a complex
environment, with numerous challenges
specific to EU Institutions. In this edition we
address some of these key challenges and
various hot topics.

Like other organizations EU Institutions
cannot ignore digitalization, and
understanding how digital technologies
create new possibilities and challenges
is essential. In order to provide an
adapted regulatory environment, and
take advantage of digital opportunities,
including positive social impact and the
management of regulatory risks, EU
institutions can capitalize on a close
cooperation between private and public
stakeholders.

Although acting in a non-profit
environment, European Institutions are
increasingly challenging their existing
structures and looking for ways to optimize
the ways in which they operate. This is
why this year’s edition starts by looking
at how EU institutions can benefit from
organizational and finance transformation,
embracing digital financial systems and
capitalizing on innovative concepts in
Talent Management.
While striving for efficiency, European
Institutions nevertheless need to maintain
their focus on their citizens, through
continuing excellence on policy making
and striving to optimize its customer
experience.

Petra Hazenberg
Partner
Lead Client Service Partner
European Institutions
Deloitte Luxembourg

While digital technologies can support
risk management, they may also generate
new risks. EU authorities need to respond
to these security issues and national
agencies have to cooperate in order to
unify international capabilities and benefit
from a bigger network to minize risks and
maximize cybersecurity.
We hope you will enjoy reading this
magazine and draw some new and
interesting insights from it. We look
forward to receiving your impressions and
comments.
Yours sincerely,

Deloitte Luxembourg
560, rue de Neudorf
L-2220 Luxembourg
Grand Duchy of Luxembourg
Tel: +352 451 451
www.deloitte.lu

Karim Moueddene
Partner
Global Lead Service Partner
European Institutions
Deloitte Belgium
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In the light of the current fast-changing economic
and social context of Europe, in particular
after the 2009 Eurozone crisis, a trend of
organizational transformation is underway.
This crisis has not only affected the EU member
states’ economic growth, it has also exposed
other fundamental problems at both the national
and EU level.
Being exposed to their structural weaknesses, numerous European
countries started to develop recovery reforms and implement rigorous
measures to keep their budgets under control—ultimately aimed at gaining
cost savings and strengthening their organizational performance.
Additionally, EU institutions started to face organizational challenges while
providing support to the member states with more impacts and cost-saving
objectives on their functioning budget. In turn, they responded to the crisis
by aligning their strategic objectives to those of the member states in order
to effectively deal with the national issues.
Putting this in practice, in 2010 the European Commission launched the
“Europe 2020 Strategy” 1 for EU institutions—a ten-year job and growth
strategy—which contains conditions for smart, sustainable, and inclusive
growth. Up to 2020, EU institutions will contribute toward this goal through
a number of strategic objectives, which may require budgetary and
organizational efforts by EU administrations and staff members.
So, how do EU institutions cope with today’s crisis challenges on budget
and organizational management? Let’s take a look at the three main
streams:
01. Achieving cost savings in administrative expenditure
02. Achieving efficiency gains through effective human resource management
03. Strengthening the sustained organizational performance through efficient
processes

1 More details on the Europe 2020 Strategy can be found at http://ec.europa.eu/
europe2020/europe-2020-in-a-nutshell/index_en.htm
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01. Achieving cost savings in
administrative expenditure
First and foremost, the EU budget is set
out through the Multiannual Financial
Framework (MFF), both born in times of
crisis. The current MFF framework runs
from 2014 to 2020 and includes the
activities to be financed according to longterm spending priorities and limits.

In that perspective, the European
Commission voluntarily froze its
administrative expenditure increases
in 2012 and 2014 due to the economic
and financial crisis. This was achieved by
significantly reducing expenditure linked to
buildings, information and communication
technology, publications, studies, missions,
conferences, and meetings.3

During crisis times, two clear trends are
noted within the institutions publications.
For one part, institutions are urged to
make efficiency gains and savings in the
administrative expenditure. For the other
part, they face additional tasks to manage
the effects of the crisis. The European
Commission therefore argues that staff
should do better by working harder and by
identifying those areas for more efficiency.2

Through the mindset to maximize
value for money, in 2011 the European
Commission presented its austerity policy
package, trying to save €1 billion by 2020
in administrative costs. For that reason,
they intended to reduce their staff by one
percent in 2013 with approximate savings
of €20 million, given that the expenditure
for staff remuneration accounts for
more than two thirds of the commission
administrative expenditure.4 For 2015, the
European Commission made a particular
effort in containing all non-salary related
expenditure below the level of the 2014
budget (-1.0 percent), by reducing other
administrative expenditure related to noncontractual obligations.5

Consequently, the European Commission
came forward over the past years with
reforms intended to keep administrative
costs under control. These reforms should
generate more than €1 billion savings by
2020.

Official EU publications indicate that the
current operating and administrative
costs within EU institutions are indeed
quite high; potentially being a sign of EU’s
weaker control over its member states
compared to the strong level of power EU
administrations possess. For 2016, the
MFF indicates that the EU’s administrative
expenses account for about six percent
of the total EU budget, with salaries
accounting for around half of that six
percent. The remaining 94 percent of the
EU total budget is spent on EU citizens,
farmers, businesses, regions, and cities.
In addition, it has been noted that out
of the €155 billion in the EU’s budget
payments, official administrative
expenditure amounts to €8 billion (five
percent of the budget).6 Further cost
savings are planned to be generated as
part of the MFF.

During crisis times, two
clear trends are noted
within the institutions
publications. For one
part, institutions are
urged to make efficiency
gains and savings in the
administrative expenditure.
For the other part, they
face additional tasks to
manage the effects of the
crisis.
2 European Commission (23 January 2012). “Commission calls for savings in EU Institutions.” Available at: http://europa.eu/rapid/press-release_IP-12-35_
en.htm?locale=en
3 European Commission (23 January 2012). “Commission calls for savings in EU Institutions.” Available at: http://europa.eu/rapid/press-release_IP-12-35_
en.htm?locale=en
4 European Commission (June 2014). “Draft General Budget of the European Commission for the Financial Year 2015.” Available at: http://ec.europa.eu/budget/library/
biblio/documents/2015/DB/DB2015_WDVI_en.pdf
5 European Commission (June 2014). “Draft General Budget of the European Commission for the Financial Year 2015.” Available at: http://ec.europa.eu/budget/library/
biblio/documents/2015/DB/DB2015_WDVI_en.pdf
6 European Council (2016). “EU budget.” Available at: http://www.consilium.europa.eu/en/policies/eu-annual-budget/2016/
6
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02. Achieving efficiency gains
through effective human resource
management
What is the impact of these
administrative budget savings on the
institutions’ human resources?
Not only are the institutions increasingly
required to do more with less resources
(due to staff reductions), there is an
emerging need to reform the human
resource management to keep
administrative costs under control and
develop a more efficient organization.
That being said: how do institutions find
the right balance between savings and staff
quality?
After the budget request in 2012 and
2014 representing a freeze in nominal
terms of their administrative expenditure,
the European Commission conducted
a zero growth policy with regards to its
staff numbers in 2013. This has led to the
assignment of new job responsibilities
and priorities by redeploying existing staff
and has asked for no extra staff beyond
those needed in connection with the
countries that have recently joined the EU.
In 2014, they again thoroughly assessed
their budget request for administrative
appropriations for 2015, and set the
objectives to reduce staffing levels by five
percent over five years. To achieve this, they
aim to delegate certain implementation
tasks to executive agencies, reduce the
number of its establishment plan posts
by 1,45 percent, and redeploy a significant
number of posts internally to meet new
priorities (548 posts), which led to a total
staff reduction in the commission of 1,54
percent.7
The commission has been encouraging all
EU institutions and bodies to follow their
rigorous approach when preparing the
budget estimates, both with reference
to staffing numbers and administrative
expenditure.

Following this example, the European
Parliament is committed to reduce the
number of posts by 197 between 2016
and 2019, which includes a target of 60
fewer jobs in 2017. In addition, and through
combined efforts, the European Council,
Parliament, and Commission will reduce the
number of staff by five percent between
2013 and 2017.
Consequently, the majority of EU
institutions recently undertook
major reforms to provide savings in
administrative expenditure while keeping a
stable framework in terms of salary, career,
and HR management. This includes:

After the budget request
in 2012 and 2014
representing a freeze in
nominal terms of their
administrative expenditure,
the European Commission
conducted a zero growth
policy with regards to its
staff numbers in 2013.

•• Lower entry-level salaries
•• Modernizing the career structure
•• Establishing a contract agent category
with lower salaries
•• Raising the retirement age
•• Improving the conciliation between
professional and private life
•• Reducing pension rights
•• Increasing pension contributions
•• Reducing expenditure for travel expenses
of delegations and interpreting costs (the
council)
•• Increasing the standard working hours of
EU staff up to 40 a week
As stated by the commission, the
institutions’ particular working conditions
need to be kept in mind when analyzing
the staff numbers and their deployments.
To name just a few, the importance of the
multi-site presence all over Europe and the
world, the 23 working languages, and the
unique inter-institutional setup should not
be neglected.

7 European Commission (June 2014). “Draft General Budget of the European Commission for the Financial Year 2015.” Available at: http://ec.europa.eu/budget/library/
biblio/documents/2015/DB/DB2015_WDVI_en.pdf
7
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As stated by the commission, the institutions’ particular
working conditions need to be kept in mind when analyzing
the staff numbers and their deployments. To name just a few,
the importance of the multi-site presence all over Europe and
the world, the 23 working languages, and the unique interinstitutional setup should not be neglected.
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Develop a high performance
organization
EU institutions aim to further build on a
high performance organization. To achieve
this, they should strengthen the sustained
organizational performance by putting the
right person in the right job at the right
time, or termed differently, by allocating
the right human resources for better
alignment with the strategic priorities.

A new governance model that aims to create an organization where
employees are:
•• Inspired by the EU vision
•• Encouraged to work at the very best of their ability
•• Encouraged to exchange ideas
•• Inspired to go beyond doing business-as-usual
•• Able to solve complex issues in a collaborative environment
•• Encouraged to innovate and propose new approaches

A new talent management strategy that:
Focus on talent management
Effective talent management requires
EU institutions to focus on managerial
excellence, the development of staff,
their performance, and ultimately to
focus on reinforcing their skills in order
to gain efficiency, keeping in mind their
expectations regarding their careers.

•• Focuses on managerial excellence
•• Strengthens the performance of staff
•• Meets employee expectations regarding careers
•• Contributes to strengthening collaborative skills and knowledge
transfer
•• Attracts talents and millennials
•• Keeps employee retention at a high level
•• Offers skills and personal development activities
•• Drives the organization’s performance and sustainability

•• A comprehensive appraisal framework that:
Develop an appraisal framework
Most EU institutions are now developing a
new appraisal framework, which enhances
the vision of their employees’ performance
throughout the year. The importance given
to this matter confirms that performance is
one of their strategic priorities.

•• Builds a feedback culture
•• Focuses on employees’ career plan and vision
•• 360° appraisal framework
•• Ensures promotions meet employees’ performance and career vision
•• Strengthens and promotes performance of staff
•• Most importantly gives an accurate picture of employees’ performance,
strengths, and weaknesses

9
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03. Strengthening the sustained
organizational performance through
efficient processes
Against the budget pressures and staff
number stagnation, EU institutions face
additional challenges similar to those of
the member states’ public and private
institutions—implying the increase of the
overall productivity and efficiency through

cutting administrative burden, improving
synergies, and collaboration between
public institutions.
One interesting example to be considered
is public procurement. Critical to the
European economic recovery, it represents
approximately 14 percent of EU GDP with
an annual value of nearly €2 trillion.

Demand aggregation through Central Purchasing Bodies (CPBs)
Smart procurement of IT to enhance innovation in the public sector
Electronic tools in public procurement “e-procurement”
Public procurement of innovative solutions

2016

2017

2018

2019

e-Notifications and
e-Access become
mandatory

e-Submission
mandatory
for CPBs

e-Submission
(all CAs) and
e-Invoicing become
mandatory

e-Invoicing
mandatory
for all CAs and CEs

Public procurement processes have
much to learn from digitalization. The
e-procurement integration into EU
institution processes will introduce
improvements that go beyond simply
moving to electronic tools; it will rethink
all the traditional procurement stages,
integrate data-based approaches, and
make procurement procedures more
flexible and efficient.

On the member state level, more
than half of the EU countries have
established strategic documents related
to e-procurement or plan to do so.
Luxembourg, for instance, developed a
central public procurement portal with
the purpose to create an electronic onestop-shop for public procurement, which
centralizes calls for tenders, notices, and
public procurement legislation online.

The EU’s new rules for procurement are
part of a bigger picture that aims to create
a procurement European ecosystem, with
less bureaucracy and higher efficiency,
integrated in the Juncker Commission’s
priority of “A deeper and fairer single
market.”8 To this extant many initiatives
and efforts are putting digitalization of the
procurement system at the heart of public
reforms.

8 European Commission - Press release. “A deeper and fairer Single Market: Commission boosts opportunities for citizens and business.” Brussels, 28 October 2015
10
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Ultimately, the e-procurement reform will
reduce the administrative burden and
the costs, allowing public budgets to be
organized toward productive processes.
In fact, authorities that have already made
the transition to e-Procurement report
savings between five percent and 20
percent.9 Considering the size of the total
procurement market in the EU, each five
percent saved returns around €100 billion
to the public budget.
Reporting processes are being disrupted
as well; new document sharing tools are
arising and replacing the previous reporting
schemes. Many EU institutions are now
using web portals and document sharing
platforms to reduce the reporting efforts.
Digitalization introduced new concepts and
process management methods, such as
“Lean” management methods that seek to
eliminate time-consuming bottlenecks and
inefficient processes and focus on addedvalue activities.
Improving synergies between EU
institutions and initiatives is an alternative
way to address EU institutions’ efficiency
issues, especially within EU investment
funds, initiatives, and financial products.
Ensuring complementarity and synergy
within investment bodies is crucial not only
to amplify investments and their impacts,10
but more importantly to enable risk-sharing
investments and encourage European
funds to invest in high-risk and high-addedvalue projects.

In the long term, fostering synergies
will not only bring more efficiency, it will
ultimately lead to a positive impact on
jobs, growth, and competitiveness across
Europe’s diverse regions by giving a push to
public/private cooperation, bringing more
companies and regions into a harmonized
economy.
One should not forget that, improving
process efficiency is not the only challenge
faced by EU organizations; since the pace
of the economic and political change
is accelerating, EU institutions should
equally be able to adopt more agile ways of
working, investing, spending, and budgeting
in response to changing political agendas.
Conclusion
The climate of austerity since the economic
recession has steered both member
states and EU institutions toward an
organizational transformation.
To cope with the number of challenges,
official publications indicate that EU
institutions have started to take a more
active part in shaping and enhancing their
internal functioning, with the ultimate goal
to achieve a more efficient human resource
management, day-to-day operation, and
cost-saving way of working. Achieving this
has called for strict reforms and measures
at the EU level over the past years. As a
next step, to what extent can the EU further
steer this transformation to adopt more
agile ways of working to respond to the
changing political agendas?

9 European Commission (20 November 2015). “New EU public procurement rules: les bureaucracy, higher efficiency.” Available at: http://ec.europa.eu/growth/toolsdatabases/newsroom/cf/itemdetail.cfm?item_id=8562
10 Establishing Synergies between European Structural and Investment Funds, Horizon 2020 and other research, innovation and competitiveness-related Union
programmes - 2014
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Rethinking your business
with the digital financial
technology
Petra Hazenberg
Partner,
Lead Client Service Partner
European Institutions
Deloitte Luxembourg

Marc Halmes
Partner
Technology & Enterprise Applications
Deloitte Luxembourg

Christophe Vallet
Director
Advisory & Consulting
Deloitte Luxembourg

Although finance transformation initiatives can take vastly different paths based
on the European Union industry characteristics, many challenges are common
across virtually all transformation initiatives. These challenges can be summarized as
such: intensive manual transactional processing, multiple sources of financial data,
conflicting regulated and management reporting, difficulties to reconcile regulation
requirements and best practices, insufficient reporting, and aging systems—these
issues come with the life and history of the institutions. One of the answers from
CFOs is to generate early successes and build momentum by deploying the digital
financial technology that takes aim at these challenges by getting their house in order
before unexpected challenges come knocking.
Today, CFOs are struggling to exploit
their own information
Digital financial systems (DFS) and new
emerging technologies are two key
facets of finance operating models. The
ability to monitor, analyze, and interpret
data has always been at the heart of
the public finance profession. In recent
years, innovation and advancements in
technology for a new generation of DFS
and data storage have enabled public
organizations to start to draw insights
through simplified transaction processing
and data analytics, but they are still far
from releasing the potential that lies in the
financial information—with far-reaching
consequences for the efficient use of
member state taxpayers’ money.
12

The way that the European institutions
collect, manage, and use information is
seen as key to the financial function’s
future; unfortunately, a range of barriers
are hampering efforts to make full use
of data in the government. Financial
information is inconsistently collected
across departments, and different points
of contact record the same information
several times in different ways. As a result,
institutions’ ability to analyze spending,
budget consumption, revenues, and other
financial data across all departments is
limited—and so is their ability to create
valuable management information that
is consistent and comparable across
European institutions.

The age of the current financial systems
is also a major factor. The rate of change
in technology—specifically the ability
to collect, store, and utilize dynamically
vast amounts of data—has outpaced
the ability to exploit it. Since the financial
application landscape differs between
European institutions as a result of standalone buying choices, the decisions taken
in isolation over many years are now
perpetuating an isolated approach to data,
leading them to provide weak information
with an inappropriate financial impact of
policy decisions—and certainly the longterm impact—not clearly understood by EU
decision makers.
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An efficient financial digital ecosystem
to empower decision makers
Finance is part of the nerve center of
most EU organizations, necessary for
communicating and collaborating with
a wide range of internal or external
business partners, each of which brings
its own issues, systems, and ways of doing
operations. Those needs, which help fuel
the complexity, are unlikely to drastically
change in the near future. In fact, given the
operating conditions most businesses face,
the finance department is encountering
increasing demands for support, assistance
for investigation and auditing, and day-today interaction. Nevertheless, that doesn’t
mean it cannot simplify the operating
environment, particularly with the help of
a new generation of digital financial and
reporting systems.
While significant complexity is typically
encountered across the finance units,
there are some areas in which it can be
crippling due to technology constraints:
multiple financial ERP and legacy systems,

homemade obsolete application, and
inadequate system configuration are
the most frequent culprits. Managing
sufficient funding, including cash flow and
cash position, and providing accurate
reporting on time are perennial challenges.
Complexity also plays a major role in longclosing cycles and can thwart ambitions to
tap reliable data at any time, on demand.
The technology evolution of the recent
years provides a fresh opportunity to
address these challenges. These new
technologies, known as in-memory
computing, are usable both on-site and
in cloud platforms. For organizations
looking to improve financial processing
across the new generation of DFS, inmemory computing becomes a foundation
warranting serious consideration for
efficiency and transparency in figures
(e.g., aggregates elimination, multientities integration). When implemented
properly, they can also deliver centralized
transactional processing (e.g., central
journal, accounting ledger integration),

data transparency, and access in real
time (e.g., integrated business planning,
big data, reporting “on-the-fly” with share
tables for transaction and reporting), with
the ability to drill down to line-item-level
detail—all behind a new intuitive digital
user experience.

The way that the
European institutions
collect, manage, and use
information is seen as key
to the financial function’s
future; unfortunately,
a range of barriers are
hampering efforts to make
full use of data in the
government.
13
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Cash Management
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Asset Management
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Reporting

Period-end Closing

Year-end Closing

Budget & Financial
Reports

5

Grant
Management
for Grantee

Grant Management
for Grantee

Reinforce financial and reporting
transparency for business
performance
For CFOs, the fundamental step for the
new generation of DFS is to ensure that
appropriate booking systems are in place in
order to track basic results of operational
performance, track the application of the
financial regulation, and highlight major
operational inefficiencies. Those new
technologies are able to provide reliable
institution-wide information aiming at i)
performing an in-depth analysis at each
level of the organization, for all types of
internal and external operations affecting

An institution that fails
to link activities end-toend with transparency
and details runs the
risk of confusion and
misalignment.

14

financial transactions, and ii) providing a
better understanding of their businesses
to uncover unknown relationships between
the different layers affecting the overall
efficiency of the financial management.
In subsequent stages of maturity
reporting, European institutions will
acquire a stronger vision of the nature of
their costs, and possibly revenues, while
increasing their ability to allocate costs by
permanent/non-permanent organization
units (departments, projects, or initiatives)
through the spectrum of political and
administrative structures. They need to
capture the fundamental nature of their
costs in relation to dedicated funding
envelopes by breaking them down into
several categories, such as variable versus
fixed costs, and direct versus indirect costs.
Consequently, for the sustainable
application of the European financial
regulation with extended functional
coverage (e.g., budgetary accounting,
accrual-based general accounting, cost
accounting, fixed assets management,
revenues increasing the budget), more

Travel
Management

integrated DFS combined with detailed
data storage could significantly help CFOs
provide real insight toward policy and
spending decisions, and better financial
management. It should be integrated
across different activities and planning
horizons. Long-term strategy provides
a clear framework for medium-term
operations and planning and resource
allocation (i.e., forecast and fund
reservation). In turn, these assumptions
should also be reflected in shorter-term
operational activity budgeting (i.e., budget,
fund commitment). As an illustration,
new technologies provide an integrated
processing of financial operations within
public institutions. An institution that
fails to link activities end-to-end with
transparency and details runs the risk
of confusion and misalignment. A failure
to ensure that operational and financial
management are aligned and plans are
shared and properly funded can lead to a
“stop/go” approach to decision making.
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Investing in the digital financial
technology with a CFO perspective
Ask CFOs in European institutions about
the evolution of their financial systems, and
they will expect a reduction of investments
and efforts made, regularly meeting
deadlines, and increasing the value and
benefits of new digital technology in
operations, reporting, and the decisionmaking process. Consequently there is a
growing need to effectively manage the
CFO-CIO relationship. Implementing a new
DFS is not simple matter. It requires focus
on three specific areas—communication,
governance, and value creation—to create
an overall framework for preparing the
future with appropriate system capabilities.
•• Communication and
miscommunication:
CFOs often focus on business financials,
while CIOs often focus on business
capabilities and enabling technology.
They often fault their counterparts
for not fully aligning DFS projects with
company strategy and value creation—a
dynamic that makes getting a handle
on IT priorities and technology costs
particularly important for CFOs. CIOs can
likewise be challenged by cost-cutting
CFOs who may not realize how deferring
costs today delays time-to-value and may
limit future options. Simply put, this lack
of a common point of view and means
of communication between both parties
can lead to a fundamental disconnect
that hinders effectively investing in,
and realizing value from, technology. To
address this disconnect, both should
establish a common language for
assessing and communicating how new
technologies create business value for
finance. Specifically, the conversation
should focus on how technology
improves business processes rather than
just talking about a specific technology or
system.
•• Effective governance:
CFOs and CIOs can help to improve
day-to-day operations by establishing
organization-wide governance models
for major new DFS cost decisions.
This model, with the appropriate
stakeholders, can lead to joint ownership
and better resource allocation, as well as
commitment to, and execution of, DFS

projects. Effective governance models
are likely to have two levels in complex
EU organizations: one for strategic
governance around long-term strategic
initiatives and the other for individual
projects. The first level should address
how IT will support finance in the future
and enforce discipline around large-scale
investments. Responsibility for this level
of DFS portfolio governance should
be shared between the CFO and the
CIO, that serve their mutual interests
for effective and efficient delivery. A
second level of governance needed is
for individual projects. Such tactical
governance allows CIO to get the relevant
users onboard for projects and keep
them on track. Additionally, this overview
allows problems to be identified—and
fixed—in a timely fashion.
•• Focus on value creation:
the creation and stabilization of value
comes with i) the reliability and the
quality of information (timely, accurate,
available, history) supporting each
financial process, ii) the revisited DFS
application landscape and technical
infrastructure that run the financial
processes (execution, standardization,
consolidation, integration), iii) the
technology risk exposure (obsolescence,
legacy system integration, outage or

disaster, vendor dependency). Equipped
with a heat map of finance and DFS
capabilities and vulnerabilities, the CFOs
and the CIOs can develop a shared view
of critical gaps they need to consider
fixing as well as how new technology
can drive the business impact through
improving processes. Before spending
money to address those gaps, they
should sit down with the process owners
in Finance, IT, and also representatives
from other Directorate Generals to
determine the business value and the
cost-benefit of improving specific gaps in
financial processes (e.g., opportunity cost
is a critical piece of spend investment).
The CFOs may need to determine if
funding the unknown or a big-bang DFS is
actually prudent. If they accept the reality
that there will probably be cuts involved
in IT, then an iterative improvement
solution is maybe the best the institution
can hope for. The choices can frame
what they are optimizing—a completely
rational architecture or one that can drive
increasing stability in the organization.
It may not be radical nor world-class,
but in some cases really good may be
good enough. The funding challenge is to
determine when “good enough” works,
versus the need for a radical overhaul or
replacement of existing financial systems.
15
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Let’s start thinking about the future with the digital financial technology
Based on our extensive research with more than 400 experienced or recently appointed Finance leaders, the
“CFO transition Lab” is a concrete answer to support the preparation and the transition toward a new generation
of DFS, in particular with a focus on the three most important resources that must be managed: time, talent, and
stakeholder relationships. The answer is built around Deloitte research into executive transitions and culminates in
a plan with five work streams:
•• Vision and strategic priorities: carrying the finance torch requires a long-term vision of the finance
function, aligned with the clear strategy and priorities of the European institution in sight.

FOCUS

Urgent: It needs to
be done immediately
but can distract
from the priorities
that will advance the
long-term business
strategy

Important: It needs
to be planned
now and executed
over the long-term
because of its
strategic benefit

What
Matters

•• Performance and efficiency: consider where the finance department spends its time and
assess scenario feasibility to overcome the most critical challenges, aiming to sustainably increase
performance and efficiency at work.

Catalyst
Induce behaviours to
execute strategic and
financial objectives
while creating a riskintelligent culture.

Leading edge

Threshold
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Strategist
Provide financial
leadership for vital
strategic business
direction, M&A,
and longer term
strategies that impact
performance
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Stewards
Protect and preserve
the critical assets of
the organisation and
accurately report
on financial position
and operations to
stakeholders

l
ro

t
on

Operator
Balance capabilities,
talent, costs and
service levels to
efficiently fulfil the
finance organisation’s
core responsibilities
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•• Assess and develop talent strategy: get to the heart of the talent issues quickly is at the center of
every successful transition story. Figuring out the team members who will advance the priorities is
critical and needs to occur in an unbiased environment.

How will you recruit
and retain talent?

What skills do you
need to move your
priorities forward?

Where can
you settle
for B-team
people?

Who can you
develop vs.
replace?

Do you have
a succession
plan?

•• Understand and influence specific stakeholders: from building to sustainably managing
relationships with key stakeholders, success will come from having a plan for getting permanent
interactions and influencing decision makers.

Audit
Committee
Chair

Member
States

Finance
Function

Third
Parties

DG

Peer
Executives

Politician
Representatives
Other
EU
institutions

Business &
Functional
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•• Develop business case and roadmap for implementation: Maintaining financial control, the timely
provision of accurate management and financial information to support business decisions and
meet external requirements, implementing an institution-wide technology model, and reducing high
attrition rates are the most frequent “must-do” priorities.

From

To
Process

•• Ad hoc
•• Central decisions

•• Formal
Governance

•• Automated

•• Manual
•• Loose policy
•• Non standard

•• Delegated decisions

Process

•• Globally consistent, tight policy
•• Standard

Technology
•• Duplication allowed

•• Duplication discouraged

•• Excessive manual adjustments

•• Controlled automated interfacing

•• No standard reporting architecture
•• Fragmented divisional system
management

Architecture

•• Agree enterprise reporting
architecture
•• Institution-wide system management

•• Multiple sources of information

•• Single source of truth

•• Varied data definitions

•• Common data definitions

•• High data movement

Applications

•• Minimize data movement
•• Enterprise change management

•• Divisional prioritization

Organization
•• Centralized

•• Decentralized
•• Skilled staff not aligned to process
•• High attrition rate

Organization

•• Internally focused
•• Demotivated-reactive

•• Skills aligned to process
•• Low attrition rate
•• Citizens focused

Culture

•• Motivated-proactive

•• Task focus

•• Member States centric

•• Restricted job rotation

•• Multi-skilled

•• Progression restricted by specialty
•• Local performance management
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Competency

•• Continuous progression
•• Global performance management
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In conclusion
Building a sustainable, evolvable, and efficient DFS for European institutions involves asking a
series of questions for technology and business-process owners. Answering these questions
creates opportunities to use a new generation of technology to create value in critical
processes for citizens, political representatives, and civil servants.

1
The first group of questions should
address the quality of information
supporting each business process:
•• Is the information timely? relevant?
accurate? insightful?
•• Are we leveraging external data to our
advantage?
•• Do we have a common data model
with consistent definitions so that one
version of the truth exists throughout the
organization?

2
The second group of questions targets the
applications and technical infrastructure
that run the organization’s business
processes:
•• How well do current systems support
financial processes? What is the range
of coverage? What level of process
automation have we achieved?
•• How standardized is the application
portfolio and associated processes?
What opportunities exist to drive
operational efficiencies toward greater
standardization?
•• How does the technology enable
automation and reduction in manual
effort to save costs?

3
The third group of questions targets
technology risks to the organization:
•• What risks do we have from potential
technology obsolescence?
•• In the event of a merger, are there any
significant barriers to integrating other
legacy systems?
•• How prepared are we to recover from
outages and disasters? Do we have
defined recovery plans? Are they tested
regularly?
•• What are the biggest business exposures
if DFS experiences unplanned outages?
•• What risks exist with major DFS suppliers?

•• Will the technology choices enable
scalability of process outputs dialing up
or down to meet businesses demand
efficiently?
•• Is the technology reliable, leading to
high availability of the process with low
maintenance?
19
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1. Business-as-usual is no longer an
option
Austerity measures implemented by many
European governments in the wake of the
global financial crisis have led to substantial
staff reductions across all areas of the
Directorates General. A zero growth policy
has contributed to an expected reduction
of five percent by 2018, and requires
the remaining staff to do more with less.
Despite these pressures, the challenges
being faced by the EU are growing, with
2016 having been a particularly difficult
year in light of the Brexit vote and the
ongoing refugee crisis. These challenges
require cohesive, EU-wide responses,
and streamlined, efficient institutions; it is
clear therefore that a “business-as-usual”
approach is no longer an option for the
European Commission.
2. “EUman” capital challenges
Despite the varied roles, missions, sizes,
and structures of the various European
institutions, they largely face a similar set
of human capital challenges, pertaining
to governance, accountability, strategic
planning and budgeting, human resources,
risk and performance management,
process optimization, and organizational

design. Meeting these challenges is a
workforce more diverse than ever, with
the wider European project ensuring a
variety of nationalities and an even greater
variety of attitudes and beliefs represented.
Increasing diversity is just one aspect of a
rapidly changing workforce; with over 50
percent of existing middle management
staff reaching retirement age in the next
eight years, it is not just the racial or gender
profiles of the workforce that are changing,
but increasingly its entire composition.
While facing all of the issues of an
international organization, the European
Commission must, at the same time,
deal with a specific set of challenges and
priorities:
•• Ongoing crises and reduced staffing
have put EU civil servants under intense
pressure to deliver faster results across
a wider range of areas. As an employer,
the European Commission cannot expect
high performance from its staff without
providing the right support.

other employees and can be difficult to
undo. The European Commission must
therefore be proactive in hiring talented
staff who fit their positions well, and then
ensure that all employees are staffed on
assignments which make the best use of
their skills. Lastly, there must be a focus
on identifying and nurturing talent as
well as improving retention measures,
which are crucial in highly competitive
employment markets.
•• Employee motivation and engagement,
as indisputable prerequisites for excellent
individual performance, must remain a
top focus for all EU institutions.
•• Streamline and empower middle
management, with a focus on increasing
the representation of women in middle
and senior management positions.
•• Ensure a fit-for-purpose organizational
structure, which acknowledges budgetary
pressures and the resulting focus on
finding efficiencies.

•• Resource limitations increase the
importance of recruiting the right
people to fill vacant positions, as poor
recruitments increase pressure on

21
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With over 50 percent of existing middle management staff
reaching retirement age in the next eight years, it is not just the
racial or gender profiles of the workforce that are changing, but
increasingly its entire composition.
3. Talent Management and
Organizational Synergies
To address these specific challenges and,
in the words of Commission Vice-President
for Budget & Human Resources Kristalina
Georgieva, to do the best for staff so
that they can do their best for Europe,
the European Commission is working on
two main areas: Implement a new talent
management strategy and increase
organizational synergies and efficiencies.
A. Talent management policy
The European Commission has developed
a new talent management strategy,
focused specifically on easing the burden of
overworked staff, opening up career paths,
mobilizing learning for professional growth,
and supporting managers to better nurture
talent within their teams. The strategy
involves the following five pillars:
01. Managerial excellence: this involves
fostering a culture that recognizes the
importance of managerial staff and
improves the way they’re recruited,
deployed, supported, and assessed. In
particular, investments in professional
development and up-skilling have
diverse benefits, both in terms of
organizational performance and the
retention of talented employees.
02. Recruitment and performance: the
current and future needs of the
European Commission from an
employee capability and competence
perspective need to be identified, so
that a long-term workforce planning
strategy can be implemented that
delivers new recruits with the required
skill sets and abilities. This should
be augmented by a renewed focus
on performance management and
benchmarking, which can inform future
decisions and help identify and address
underperformance.
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03. Desired competency development:
specifying and documenting key
competencies will allow for a learning
and development strategy that delivers
them. Updating learning tools to better
match staff requirements, for example
by focusing on e-learning and providing
flexibility, can optimize resource use,
which is a key concern given prevailing
budgetary circumstances. Proactively
identifying future needs allows for
new L&D strategies and initiatives to
be customized, resulting in outcomes
that are much more likely to be fitfor-purpose. This area is particularly
important given that the commission
is largely an organization of knowledge
workers, hugely depending on the
expertise of its staff to achieve its goals.
04. Fostering a collaborative corporate
culture: encouraging greater
collaboration across different areas of
the European Commission improves
employee morale and helps ensure
the best use is made of specialized
skills within each Directorate.
The development and support
of professional communities and
networks within the commission can
also strengthen knowledge bases and
break down silos, bringing some of the
benefits usually associated with flatter
corporate structures.
05. Careers: supporting EU staff in
managing their careers is win-win,
improving both retention and employee
satisfaction. Promoting the various
career options within the sizeable
network of EU organizations and
facilitating best matches between
service needs and personal aspirations
is important in the face of strong
competition for talent from the wellresourced private sector. The overall
objective is to improve transparency
by clarifying what options exist,

highlighting particular career pathways
and reducing the complexity involved
with changing positions.
The talent management strategy also has a
strong focus on enhancing and harnessing
diversity, given its well-documented
performance benefits and position as a
central value of the EU. Keeping a diverse
workforce committed and motivated is
crucial to the Commission achieving its
policy priorities, and management has a key
role to play in both creating and maintaining
this engagement.
B. Increase synergies and efficiency
On 4 April 2016, the College adopted
a communication on “Synergies and
Efficiencies in the Commission,” which
approved a series of projects aimed at
streamlining supporting processes and
centralizing non-core functions, in order
to liberate resources for redeployment
elsewhere. A review examining possible
synergies and efficiencies identified 45
percent of all jobs within EU institutions
as having significant cross-functional
components in human resources
management, information and
communication technologies, external/
internal communication, and logistics, none
of which currently operate on a centralized
basis. The commission’s objective is to
create, for these four areas, a central
service which will a) further professionalize
each function, b) coordinate all related
spending of the DGs by centralizing the
provision of framework contracts, c)
reinforce selection procedures around the
appointment of functional managers, and
d) implement best practice governance and
reporting procedures.
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Furthermore, more targeted actions will
be implemented by central services within
their respective domain:

Conclusion

•• For human resources management:
A new HR delivery model will be
implemented based on the establishment
of account management units inside DG
HR, each offering support and liaison
functions to a corresponding business
team embedded within each DG.

the wider EU citizenry. This is both important and particularly challenging, in

•• For information and communication
technologies: As a domain leader, the
Directorate General DIGIT will implement
a digital transformation agenda with
common tools, common business
architecture, and digital enablers.
Other synergies and efficiency gains
will come from the Workplace of the
Future program, local data centers, and
standardized ICT equipment as well as
from improved ICT security and financing.

in order to better recruit, support, and develop its prime resource—its

•• For external and internal communication:
Synergies and efficiencies will be reached
through a reviewed governance model,
a digital transformation program,
centralization of framework contracts,
and professionalization of existing
networks.

to be exploited, but ownership of both individual projects and the reforms as

•• For logistics, events, and meeting room
management: Gains will come from a new
logistics delivery model, from centralized
meeting room management, and a
revised conference organization.

In 2015, the European Commission began a long process of changing the
way it operates, with the aims of becoming more efficient and accountable to
the context of a turbulent global landscape and rapidly changing societies.
Lackluster economic growth, the British decision to leave the EU, the election
of Donald Trump as President of the United States, and an ongoing refugee
crisis are all symptoms of the broader challenges facing the EU—most
prominently, growing social inequality and climate change. The European
Commission has taken a significant first step in committing to these reforms,
people. Enabling their satisfaction and performance is paramount if the
commission is to successfully negotiate the myriad of challenges it faces,
particularly in the context of budget constraints and staff reductions.
The pursuit of such an ambitious agenda will have a noticeable impact
upon the organization and the daily work of its employees, and this is
something which must be carefully managed in order to avoid any of the
unintentional consequences sometimes associated with staff cutbacks. The
role of management consultancies and other external partners must also be
carefully considered; they certainly have roles to play and valuable expertise
a whole needs to reside solely with the commission and its people. Attaining
commitment and buy-in from senior management downward throughout
the organization and focusing on the five pillars will be important in terms
of driving these changes from within the organization. As Vice-President
Georgieva has rightly concluded, these changes are about managing the
talent pool of the commission and ensuring that people are where they need
to be and, to the greatest extent possible, where they want to be.

Given the impact of this centralization on
staff members, The European Commission
plans to implement a change management
plan to maintain engagement throughout
the institutions.
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“It’s the customer
who pays the wages”

1

The customer experience
imperative for EU Institutions
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Moving from citizen service toward
customer experience
In the private sector, companies leading in
customer experience (CX) systematically
outperform companies lagging behind,
and as a result, the importance of CX
has become crystal clear. Organizations
have realized that investing in CX has a
direct impact on profits and shareholder
value, and they have reacted. In 2006,
the European Union started to follow
suit by putting citizen service at its core,
launching several initiatives including an
inventory of best practices to prepare
guidelines on how to measure citizen
satisfaction. However, existing initiatives
focus on citizen service rather than the
entire customer experience. They may
be excluding potential gains, as customer
service represents only a part of customer
experience and focuses on one specific
customer group—citizens.
The public sector, especially European
Institutions with their multiple
stakeholders, have an enormous amount
to gain by expanding their view of
customer experience and delivering a
better experience to all stakeholders. A
study by Forrester has shown that the
positive correlation between performance
1 Henry Ford
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and CX is similar across most industries
and also works in the public sector. For
EU Institutions, measurable benefits
of delivering CX include more citizen
engagement, public trust and legitimacy,
as well as increased positive behaviors
(e.g., timely submission of forms) and
compliance, a general reduction in costs,
and even easier recruitment and higher
employee satisfaction.
Let’s start from the beginning - Who
are EU Institutions’ customers and why
do they matter?
The EU’s specific setup, with its three
legislative institutions (the European
Commission, whose members are
appointed by national governments, the
council of the European Union where
governments defend their own country’s
national interests, and the European
Parliament, which assembles directly
elected MEPs to represent European
citizens) results in a complex environment,
where EU institutions have to serve
multiple different customers, with different
needs, including the general public,
its member states, as well as other EU
Institutions and agencies.

The general public and member states
have a very specific role; on one hand they
regularly consume services from European
Institutions directly or indirectly. At the
same time, they also contribute directly or
indirectly to the financing of institutions, or
as Henry Ford so fittingly stated: “They pay
the wages.”
These customers—if we want them to be
willing to continue paying “the wages”—
need to be kept happy, and the best way of
doing this is by maximizing the value that
they receive for their money, while at the
same time reducing the costs that they
have to bear; this is where CX comes in!

“As the customer is the one
who pays, we need to fulfill
two objectives: maximize
their value and minimize
their costs”
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EU Institutions have different types of customers that they serve,
which each have different needs

“The public” needs

Citizens

Member states needs

Companies

Common
needs

Other EU institutions needs
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CX – a holistic view to drive customer
value and efficiency
CX encompasses the entirety of all
interactions that customers have with an
organization. It includes all of the feelings
that a customer can experience before,
during, and after product or service sales
and touchpoints are diverse. They may
include the discovery of a product, but
also the choice process itself or even postconsumption interactions. The combination
of all of these critical touchpoints with
an organization forms the customer
experience. This cannot be equated
with customer service, which focuses
mainly on the transaction rather than the
entire combination of touchpoints. This
complexity is why customer experience
is taking an increasingly pivotal role for
companies. As Bruce Jones of the Disney
Institute states in a recent article in the
Harvard Business Review: “The term
‘customer experience’ is ubiquitous in
business these days. In fact, focusing on
the customer experience has become
2 Sutherland, R. (2010) - “Sweat the small stuff” TED.com
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the single most important way for an
organization to achieve success—often
becoming its key differentiator.”
Further to becoming a differentiator, CX
also strongly contributes to efficiency.
During a TEDx talk following a million
pound upgrade of the Eurostar train rails
to shorten travel time by approximately
40 minutes, the renowned advertising
and customer expert Rory Sutherland
provokingly noted: “For 0.01 percent of this
money, you could have put Wi-Fi on the
trains, which wouldn’t have reduced the
duration of the journey, but would have
improved its enjoyment and its usefulness
far more. For maybe 10 percent of the
money, you could have paid all of the
world’s top male and female supermodels
to walk up and down the train handing out
free Chateau Petrus to all the passengers.
You’d still have five [million] pounds in
change, and people would ask for the trains
to be slowed down.” 2

This statement may seem exaggerated, but
it nevertheless highlights a very important
point: By focusing on the known (in this
case engineering), we may be limiting
our field of vision and miss solutions that
could deliver high value at a significantly
lower cost. It is essential that organizations
take a step back and look at their strategy
through an entirely different lens—the CX
lens.
The CX transformation toolset –
enabling a new CX-centered strategic
transformation
The European Union has already put a
number initiatives in place in order to
put citizen service at the forefront of
its activities. The initiatives include the
development of a an auto-evaluation
framework for public organizations in
Europe, developed by the Innovative Public
Services Group (IPSG), regular recensions
of public opinion (e.g., Eurobarometer),
and a solution to facilitate citizens’ mobility
through digital channels. One of these
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solutions is ISA (Interoperability Solutions
for European public Administrations), a
program aimed to support cooperation
between public administrations in the
European countries and to facilitate
share of information, and are centered on
delivering better customer service.
These initiatives focus more on customer
service rather than on customer
experience. While citizen service is
essentially a key part of the customer
experience, it remains only a part. In order
to further drive value and reduce costs, it
may be necessary to look beyond customer
service toward a more fundamental
change—crafting an organizational strategy
centered on the customer to drive a truly
groundbreaking transformation.

The CX transformation framework helps organizations drive a
customer-centric strategy

Customer centricity

Empathy

Communication

Continuous improvement

Innovation

Co-creation and testing

Culture and organization

Strategy

Choices

Conﬁguration

Integration

Cost

Organizations have
realized that investing in
CX has a direct impact on
profits and shareholder
value, and they have
reacted.
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The “8C” CX transformation toolset
provides organizations with a framework to
develop a CX-oriented vision. Based on the
four key dimensions—empathy, strategy,
innovation, and integration—it allows for
the reevaluation of key aspects of strategy.
Know your customer and communicate
to create empathy
Knowing the end-audience is crucial in
order to create the relevant products,
services, and experiences that the
customer wants. Before crafting customer
experiences, we need to understand
exactly who our customers are by widening
the net to include all stakeholders, what
their needs are, and what their expected
experience3 may be.
Let’s take the example of Amazon or
Netflix, who are fore riders in customer
experience. They use their Big Data
capabilities to anticipate shopping or
television needs to deliver exactly what
customers need and expect, creating
customer satisfaction, engagement,
and loyalty. The public sector can take
advantage of its significant data capabilities
to be reactive to the actual needs of the
society, rather than what are the believed
needs of citizens. By applying this tool,
increased engagement will encourage the
move from “I have to be here” to “I want to
be here.”
The choices you make and your
organizational culture need to embody
customer centricity to drive strategy
The workforce delivers customer
experience on a day-to-day basis and
it is thus essential that it embodies
customer centricity. Daily choices should
be clearly made in the light of customer
experience. In order for employees to
truly embody customer experience while
delivering excellent customer service, but
not focusing solely on it, the organization
needs to have strong and common
customer-centered vision and values.
Whole Foods, a leading grocery retailer
has put the customer at the center of its
vision (“We satisfy, delight, and nourish
our customers”), and in its core values
(“Customers, Meaningful value, Retail

Innovation, Extraordinary customer
service, Education, and Inviting store
environments”).4
Customer experience is not easy
– Your current organizational and
technological configuration may need
to be adapted while closely prioritizing
and monitoring costs
According to Forresters, outdated
structures, processes, and technologies are
a key hurdle to public sector institutions
in delivering the customer experience
that they want. For example, the process
upon the death of a relative in Germany
means that family members must deal with
four different offices, creating a significant
workload for administrations, but above all
a painful experience for relatives.
As a result, public institutions will need
to reconsider structures and processes,
integrating their back-end and front-end
processes. However, you cannot fight
on all fronts, so in order to ensure their
relevance, you need to prioritize initiatives
and investments. Your knowledge and
understanding of your customer is
essential in choosing the right experiences.
Do not rest on your laurels –
continuously improve and co-create
your experience with your customers
Institutions who have designed their
customer experience may be satisfied, but
they need to continuously improve and
innovate. Customer service and service
delivery play a pivotal role here.
In order to make the experience as relevant
as possible, a central role of the final
users is key in the innovation process,
making citizens active contributors to their
customer experience, rather than only
passive consumers. Numerous ways to
co-create exist, including crowdsourcing
service design (c.f. focus box on the right),
or even public private partnerships.
The most appropriate way to engage in
co-creation will depend on the organization
as well as its customers, and should be
carefully aligned with the overall customercentric strategy.

3 Note: According to the disconfirmation theory, the gap between expected performance before using a
service and perceived performance after using it will determine perceived customer experience.
4 Wholefoodsmarket.com – Core values
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Experience co-creation methods:
Service design
Service design describes the process
of crafting services centered on
the customer to deliver useful
services that respond to real needs,
improving user satisfaction. “Service
design addresses services from
the perspective of clients. It aims
to ensure that service interfaces
are useful, usable, and desirable
from the client’s point of view, and
effective, efficient, and distinctive
from the supplier’s point of view.”
(Mager B, “Service Design as an
Emerging Field”)
The designers dive into the needs
and experiences of users and
providers, visualizing and formalizing
solutions to problems that may not
even yet exist today. They look at
behavioral patterns to transform
them into real services
Several methodologies and tools
originating from various disciplines
can be used to involve end-users,
including:
•• Survey to gather end-user feedback
•• Personas, which are end-user
archetypes, allow designers to
keep end-users in mind during
conception
•• Cognitive walkthrough, where
assessors try to use a service as
a new user and are able to detect
usability problems
•• Customer journey mapping
The value of this discipline in public
services was demonstrated by a
project launched in 2013: SPIDER
(Supporting Public Service Innovation
using Design in European Regions).
The partners of this project identified
two social challenges—youth
unemployment and independent
living—and tried to use service
design to find and rethink public
services. Between 2013 and 2015,
SPIDER projects used service design
to create nine new public services,
which are co-designed by more than
900 citizens and have so far affected
the life of 143,555 citizens.
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CX – Embarking on a journey of
discovery
Changing consumers and new technologies
are undermining the preconceived notions
of customer behavior and reinventing the
world in which organizations act today.
While the traditional approach toward
serving customers focused on service
delivery and service level, the paradigms of
the new society mean that the field of vision
of organizations needs to be extended
to include the entire experience that the
customer lives. This does not mean that

customer service becomes obsolete, but
much rather that it becomes a part of the
holistic concept of customer experience.
At the same time, the customer is no
longer a static concept that includes only
direct consumers of services. Much rather,
the customer in a larger sense (including
employees and internal customers)
becomes relevant. In this changing setting,
organizations need to embark on a
customer-centric transformation journey,
which will allow them to improve the
value that they deliver, all the while driving
efficiency.

It is essential that
organizations take a
step back and look at
their strategy through an
entirely different lens—the
CX lens.
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Horizon 2020
at the
crossroads

30

Inside magazine - European Union edition

Petra Hazenberg
Partner
Lead Client Service Partner
European Institutions
Deloitte Luxembourg

Luc Chalsège
Senior Director Consulting,
Public Sector Policy Service
Line Leader
Deloitte Belgium
Dr. Carlo Duprel
Director
Deloitte Digital, Strategy
Regulatory & Corporate
Finance
Deloitte Luxembourg
Eulalia Baulenas Serra
Deloitte Alumni and
PhD Candidate

Horizon 2020 is currently the biggest EU Research and Innovation
funding program. The ultimate goal of the program is to speed up
the number of “breakthroughs, discoveries, and world-firsts by
taking great ideas from the lab to the market.”1 In Luxembourg,
this program has enabled sound projects: from green
transportation and logistics products to projects addressing
societal challenges on the areas of health and care for the elderly.
In 2017, the interim impact assessment of the program will be
released, and with it the performance of the indicators evaluating
this EU tool. Additionally, the interim assessment will provide an
updated evaluation of the value delivered by projects funded
under the predecessor framework FP7. Henceforth and with this
interim assessment, H2020 will either make it or break it: either
the next framework program will be reinforced and its budget
potentially strengthened, or the 12 key areas covered under
H2020 might split into smaller programs.
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The 6-W on Horizon 2020
Horizon 2020 is set up as a program to
fund research and innovation projects
covering the period 2014-2020 with a
budget of €78.6 billion. This budget implies
a more than 50 percent increase relative
to its predecessors, the 7th Framework
Program for Research and Technological
Development (FP7), the Competitiveness
and Innovation Program (CIP) and the
European Institute of Innovation and
Technology (EIT). The current H2020
program specifically addresses three key
focus areas of interest for the European
Union: societal challenges, industrial
leadership, and excellence in science.
Accordingly, these areas each received
a budget of €24.4 billion, €17 billion, and
€29.7 billion respectively. Within H2020
also, the EIT received €2.7 billion and
Euratom €1.6 billion, among other smaller
contributions to stand-alone projects.2

Horizon 2020 is set
up as a program to
fund research and
innovation projects
covering the period
2014-2020 with a
budget of €78.6 billion.
The main goal of this funding is to
contribute to the implementation of the
Innovation Union and ensure that Europe
remains competitive within the world
economy. Funds are released in bi-annual
work programs (hereafter WPs), which
open an average of 50-60 different calls.
Through the constant monitoring of
the usage and functioning of the H2020
funds, the biannual WPs allow for the
reinforcement of the areas that were
under-performing on previous calls. For
instance, the current WP was released at
the end of July 2016 with the intention to
improve competitiveness through a greater
focus on open science.3
Altogether, with the way the requirements
to access H2020 grants are set, the EU
revalidates the practice to request the bids
to be proposed from multinational teams.

32

Hence, it maintains the conviction that
modern innovation clusters do not work on
a single geographical basis, but should be
community-driven4: increasing the ranking
of the EU in the world as a top-notch
technology-driven economy depends more
than ever on the capacity of enhanced
knowledge sharing across member
states. Therefore, the funds under H2020
generally require participants to propose
multidisciplinary teams established in
different eligible countries. Cases are
numerous. For instance, grants to develop
Smart City projects require the joint
efforts of three cities plus three additional
so-called follower cities, all from different
countries. The last call was granted to
Barcelona, Cologne, and Stockholm—the
“Lighthouse” cities—under which these
cities are implementing 12 smart city
solutions in energy, infrastructure, and
transport. These cities are the godparents
of three additional cities from other
countries, which will aim at replicating
the projects with the potential support of
structural funds and the gained expertise
of the Lighthouse cities.5
Although H2020 also invites third countries
to request funding, the majority of the
calls have been granted to EU-based
communities. Since the opening of the first
calls, Luxembourg ranks 23rd in terms of
budget share and accounts for
0,38 percent of the total number of
applicants across the EU-28.6 However,
when the received EU funding is split by
researcher, the ranking for 2015 takes
Luxembourg to the 6th place. Numbers are
sound:
•• There were 141 participants from
Luxembourg receiving €43.19 million:
–– The University of Luxembourg is the
main receiver with €16.28 million and
27 participants
–– Luxembourg-based SMEs received
€9.20 million
–– 4 ERC Principal investigators are funded
with €4.94 million
–– 17 Marie Skłodowska-Curie Actions
(MSCA) funded fellows with €3.83
million

•• Luxembourg strengthened its
international links with collaborations
with Germany (in 167 calls), United
Kingdom (149), Italy (140), Spain (139), and
France (138)
Preparation for the funding programs
Annual monitoring
There are different ways the European
Commission prepares the WPs and overall
funding strategy: annual monitoring of the
ongoing program and impact assessment
on the degree to which goals are being
reached.
The annual monitoring consists of
evaluating the procurement process: the
type of stakeholders who apply, success
rates across the EU member states, and
third countries that are eligible for grants.
This monitoring serves to reinforce and
improve the procurement system. For
instance, due to the consultations on
H2020 applicants, the commission decided
to simplify the application process on the
current WPs relative to previous calls.
Up to now, the first and second monitoring
reports of H2020 have been published.7
Although the reports present little
information on the impact of the funds,
they give valuable information that can be
used to understand the priorities of the
EU in terms of which projects are more
likely to be funded relative to others. In
the communication of the commission
accompanying the release of the 2016
monitoring report, the Commissioner for
Research, Science, and Innovation Carlos
Moedas commented, “We are receiving
ever more applications of ever better
quality. Supporting these projects is not
a cost; it is an investment in our economy
and society. I can only regret that we are
not able to fund even more of the top
quality applications.”8
Although the commission seems to
underline the increased quality of
proposals, the number of rejections
continues to be high and success rates
have decreased from 2014 to 2015, as
observed in the graph below and split by
stakeholder group9:
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It is quite common that on one hand,
potential applicants get lost in the intricate
process of applying for these funds10
and on the other hand they do not have
sufficient time to spend on setting up
or finding a consortium and drafting a
high-quality proposal. A recent interview
to Michael Browne delivered good insights
on successful bids.11 Mr. Browne is the
head of European Research and Innovation
at University College London, which was
recently ranked as the top university in
Europe under the first year of Horizon
2020. He has overseen the award and
delivery of more than 1,000 EU-funded
projects, totaling circa €500 million. In
the interview, he covers the key factors
that, in his understanding, made their
services to applicants so successful: bid
for projects that are developing innovative
products from a business that has at least
an advanced Technology readiness level
(TRL),12 with a strong and multidisciplinary
consortium that covers the entire product
chain.13 Additionally, he sees them applying
for a research area that is receiving a higher
percentage of funding.

Impact assessments
The second tool the EU Institutions utilizes
for evaluating the functioning of funding
on research and innovation is impact
assessment.
The impact assessment covers all of
the cycles of the policy-making process,
including ex-ante, interim, and ex-post
evaluations that feed the preparation
for the distribution of funds within the
framework programs. These evaluations
contain both qualitative and quantitative
indicators established around the key
objectives of the funding framework and
they are meant to measure to what extent
the funds are actually contributing to
improve and strengthen the EU economy
and benefit the society overall. Additionally,
the commission states that these sets of
indicators help to increase accountability
and transparency, and ensure that the
money spent by the EU Institutions gives
maximum returns.

These impact assessments follow the
Guidelines on evaluation and Fitness
Checks recently issued by the European
Commission and are applicable to all
officials and managers in the evaluation
function of the DGs. These guidelines apply
to all types of evaluations of EU policies
and interventions governed by legal
instruments (e.g., Fitness Checks, final, expost, and interim evaluations), including the
Financial Regulation and its Implementing
Rules14.

Although H2020 also
invites third countries
to request funding, the
majority of the calls have
been granted to EU-based
communities.
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Following these guidelines, the EC is
preparing the interim impact assessment
for H2020, which is expected to be
published by the end of 2017.15 The
indicators are tailored to the key goals of
H2020. In terms of quantitative indicators,
the impact assessment surveils the
performance per each interest area (e.g.,
“excellence in science”) which helps assess
the impact of the funds with all the wellknown limitations of such a quantitative
assessment of research output. The main
indicators are16:
•• Number of publications in peer-reviewed
high-impact journals
•• Number of patent applications and
patents awarded
•• Number of prototypes and testing
activities
•• Number of joint public-private
publications
On the other hand, and in terms of
qualitative indicators, the commission
undertakes consultations to both the
public and advisory groups set up around
key research areas.17 Generally, public
consultations aim at targeting grant
participants. The commission sets up an
online survey containing questions on
the participant’s opinion regarding the
contributions of the funds to core societal
and EU objectives.18 For the advisory
groups, the commission prepares a set
of open-ended questions. The answer to
these questions from the advisory groups
is generally published afterward in form of
a positioning paper.
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Finally, other EU Institutions are performing
similar activities to evaluate the functioning
of the grants. On this regard, the
conclusions of a recent impact assessment
produced by the European Parliament
on H2020 seem to point out similar
conclusions to the monitoring reports
from the commission. “It is too early to
assess Horizon 2020’s performance with
reference to employment creation and
dealing with the economic crisis. What
can be concluded with certainty is that
there is a very high demand for funds,
leading to 100 percent absorption of
resources.” However, the report also
concludes on a positive note that there
are “promising signs for Horizon 2020’s
contribution to the achievement of the
EU2020 strategy, for example that the
share of SME participation is in line with
ex-ante expectations (20 percent), which
represents an approximate 4 percent
increase on FP7.”19
Overall, the way the commission performs
these impact assessments seem to be
validated by experts, as both the European
Parliament and the Court of Auditors have
released reports praising the system for
including internal and external checks and
balances and off-setting the potential for
conflicts of interest.20 However, there are
some critical voices. The UK Parliament
reports on certain criticism raised by
the fact that only the indicators of the
commission are used, but there was no
room for additional and external indexes.21
Policymaking in research and
innovation: what can we expect next
and how can we contribute?
According to theories of policy-making,
all policies carry the heritage of the
antecessor ; this implies that the next WPs
will only vary up to a certain extent relative
to the current framework.

On key areas of interest, we expect the
funding for the next WPs under H2020
to address the same main areas that are
currently receiving more attention. This
drives us to industrial technologies, health,
and transport. For the next program
replacing H2020, nonetheless and most
likely, the areas that we consider should
receive greater focus are ICT and the
environment, as both topics seem to
be performing below Asia and America,
according to studies performed by DG for
Research and Innovation.
On stakeholders who are applying for this
research, innovative fast-growing startups
are on the hype. SMEs are allocated in
direct funding of €1.45 billion for 2017
without including the potential for SMEs
to participate in the H2020-funded PublicPrivate-Partnerships (PPPs). On top of that,
three out of the four key indicators are
most likely to be achieved by the private
sector or require their involvement: patent
activities, prototypes, and testing activities,
and a number of publications under PPPs.
The commission has met the 20 percent
budget allocation target for SMEs, and
this will more than likely be maintained
for the next WPs under H2020. However,
we strongly believe in the benefits for
the economy that could be carried by
increasing this target in the next program
that replaces H2020.
Finally, on the quality of the bids, the
proposals containing data management
plans and open data structures should
expect an increased likelihood to be
selected, moreover because such plans
are associated with higher maturity of the
business or public entity applying for the
funds.
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Dubbed as drivers for the Fourth Industrial Revolution by many,1 digital
technologies lead to transformation in traditional business models, to the
way different actors interact with each other, and to new roles for consumers
and businesses alike. Digital technologies are indeed creating a revolution,
disrupting the market in every dimension, and opening doors full of
opportunities. A proactive approach can turn disruption into an opportunity if
one is open to the digital change, rather than trying to react against it.2

A

mong the digital technologies,
there are certainly some that are
standing up as a one-horse race:
these are platforms and blockchain, both
holding major potential for enhanced and
more inclusive collaboration between
consumers, businesses, governments,
and EU institutions. They can be leveraged
to foster stronger relationships and
greater interaction between the various
stakeholders as well as help address
challenges related to transparency and
bridge the gap between citizens and
national or transnational authorities
through different forms of interactive and
collaborative platforms. With the right
combination of regulatory environment
and public awareness about the potential
benefits, these technologies can enable
new “collaborative” models in the digital
economy to arise, based on increased trust
and transparency.

Mobile-izing consumers
This is not a new idea, since consumers
have already been actively participating in
the new collaborative economy through
mobile gadgets and are benefiting from
the services provided by well-known
companies in the private sector (think Uber,
Airbnb, Amazon, and BlaBlaCar) that are
using digital technologies to fundamentally
change the way they engage consumers.
This shift in the way that consumers are
being engaged is driven by the fact that
consumers’ connectivity is becoming more
mobile, to the extent that for the period of
2014-2015 the share of mobile and tablet
page views have finally overtaken those
viewed on desktop.
(Fig.1)

Driven by mobile, platforms and blockchain
(in combination with digital identity) can be
enablers for creating a safe and innovative
digital market, based on the “security-bydesign” and “privacy-by-design” concept
the European Union strives to achieve
and enshrines in the European Digital
Single Market strategy3 and the EU Cyber
Security Strategy.4 However, a fast changing
environment may cause citizens to feel that
they are in less control. Nonetheless, these
changes do not necessarily have to induce
such a negative psychological effect if they
are well-conducted by supportive policymaking, in a way that makes consumers
and citizens in this future “collaborative”
economy more engaged, more informed,
and more empowered.

Figure 15. M-commerce: forecast on the rise/Growth of e-commerce per device 2014-2015
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1 https://ec.europa.eu/digital-single-market/en/fourth-industrial-revolution
2 https://dupress.deloitte.com/dup-us-en/focus/disruptive-strategy-patterns-case-studies/approaching-disruption-for-growth-performance.
3 http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52015DC0192
4 https://eeas.europa.eu/policies/eu-cyber-security/cybsec_comm_en.pdf
5 https://ecommercenews.eu/key-figures-mobile-commerce-europe-revealed/
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Figure 2. Three common platform types that facilitate transactions, interactions, and mobilization
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sector between citizens and national or
supranational institutions, or in the private
sector, is done in a secure way that leads
to further, deeper engagement while also
enhancing consumer experience.

providing them with the necessary and
relevant information in a way that captures
their attention, and platforms can offer
that. There are varying types of platforms
that exist, as indicated by John Hagel in
“The power of platforms,” but essentially
what they all have in common is that they
connect various types of actors and make
resources and participants more accessible
to each other on an as-needed basis.9
Platforms rely on network effects and
the active engagement of its users to be
successful. For example, if a ride-sharing
platform like BlaBlaCar is to be successful,
it needs to have both a large base of
consumers who want to book rides and
drivers willing to offer rides. These network
effects ensure the platform’s sustainability,
since participants rarely leave a vibrant
platform once it is established,10 unless a
better platform comes along—as was the
case with Myspace when Facebook gained
momentum11. (Fig.2)

Source: Deloitte analysis

By 2030, it is estimated that 75 percent
of the world’s population will have mobile
connectivity,6 while reaching the remaining
25 percent would be possible through
offline web apps that rely on service
workers to enable apps to function without
a network connection.7 In European
context, 54% of consumers use a mobile
device to make payments for various goods
and services.8
An increasing amount of people expect to
access information anywhere, at any time,
and for this experience to be convenient,
seamless, and consistent regardless
of the device they use. This is when a
platform, driven by the increased need
for mobility, in the physical sense (e.g., a
platform to facilitate transportation and
geographical relocation) and technological
sense (e.g., a platform that is “responsively
designed” and offers convenient access on
different types of devices), comes into play.
Moreover, it is vitally important that the
sharing of information, be it in the public

The empowering platforms
The acclaimed futurist Paul Saffo talks
about the fact that over the past century
we have moved from the “producer” to the
“consumer” to the “creator” economy and
that each economy is characterized by a
specific scarcity that needs to be overcome.
Whereas in the producer and consumer
economies the scarcities were production
and desire, the scarcity in the consumer
economy is consumer engagement. To
overcome the disengagement, according
to Saffo, the means to beat this challenge is
to offer services through platforms, where
the consumer becomes at once a producer
and a consumer.
The resulting solution is to intelligently and
strategically interact with citizens by

6 http://europa.eu/espas/pdf/espas-report-2015.pdf
7 https://mobiforge.com/news-comment/mobile-technology-trends-2016
8 https://www.visa.co.uk/newsroom/mobile-payments-soar-as-europeans-embrace-new-ways-to-pay-1600684?returnUrl=/newsroom/listing
9 http://dupress.deloitte.com/content/dam/dup-us-en/articles/platform-strategy-new-level-business-trends/DUP_1048-Business-ecosystems-comeof-age_MASTER_FINAL.pdf
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An area where platforms are having an
additional impact is in the shift from pushbased to pull-based interaction. In contrast
to the push-based approach, where a
batch of goods is produced, placed on
the market, and efforts focused on great
marketing to sell the product to consumers
(the hallmark of Saffo’s consumer
economy), the pull-based approach is more
reactive in that operations do not start until
actual demand signals are received from
buyers.12 The implication for information
sharing, if we see information as the
“product,” is to ensure that information
can be “pulled,” on-demand, by individuals
through channels that make it a convenient
process.
Properly designed platforms can help
create and capture new value and scale
the potential for learning across entire
ecosystems.13

No longer would individuals simply
consume, but they are able to create value
through their daily activities.14 This could
lead to a fundamental shift in the role that
the citizens play in the information-sharing
value chain. The power of platforms comes
to the forefront when consumers become
either producers or contributors, so that
their input makes the product better.
Through platforms, consumers adopt “dual
roles” across a wide range of services.
Precious examples are on the hype, as
for instance the current trend of citizens
becoming contributors to policy-making
design through e-participation platforms
or in the case of carpooling platforms in
which consumers can be both passengers
(consuming the service) or drivers
(producing the service). Their more active
involvement also means that they actively
contribute to improving the product or the
service since they are more

likely to be aware of the direct benefits or
shortcomings, tangible and intangible, for
themselves and for all the participants.
However, platforms are empowering
when they are embedded with sufficient
privacy and security features. On this
regard, platforms and e-services, from
e-government and e-voting to e-commerce,
e-health, and even e-taxes, have a lot to
gain from making use of blockchain-based
technologies in a way that promotes
trust and henceforth strengthens the
collaboration opportunities between
actors and people across Europe. Although
most discussions around blockchain have
been mainly focused on its impact on the
financial sector, the technical architecture
of blockchain allows for multiple crosssector applications.

10 https://hbr.org/2015/04/how-to-launch-your-digital-platform
11 http://thefinanser.com/2016/10/four-banking-business-models-digital-age.html/
12 http://dupress.deloitte.com/content/dam/dup-us-en/articles/platform-strategy-new-level-business-trends/DUP_1048-Business-ecosystems-comeof-age_MASTER_FINAL.pdf
13 http://dupress.deloitte.com/content/dam/dup-us-en/articles/platform-strategy-new-level-business-trends/DUP_1048-Business-ecosystems-comeof-age_MASTER_FINAL.pdf
14 http://www.forbes.com/sites/tedgreenwald/2011/10/19/the-creator-economy-futurist-paul-saffo-on-the-new-business-epoch/#a3a2a2c6e80c

39

Inside magazine - European Union edition

Blockchain (inter)Reaction: toward
enhanced trust and collaboration
The blockchain represents a digital,
distributed ledger, consisting of a
network of trusted “nodes” that allow
the transaction of digital assets and
transactions in a trusted, secure, costefficient, and transparent way and relies
on cryptography protocols and algorithms.
Each transaction is recorded on a shared
ledger, each node keeps a copy of the
shared ledger and the transaction and any
change to the nodes must be validated
by the rest of the members of the
network. Therefore, a compromise of any
node of the system would be detected.
The conditions of the transactions are
agreed upon based on pre-defined rules
beforehand between the participants
and the execution process is automated,
therefore leaving out the need for
intermediaries, saving time and resources
(e.g., smart contracts). (Fig.3)

Blockchain in combination with trust
services such as electronic identification
and digital identity (already applied in
member states such as Estonia) presents
a reliable, transparent, and secure solution
that could affect not only transactions in
the financial sector, but also any sector
or service that could benefit from better
traceability and identity management
(such as e-services). It has already been
adopted in several EU Member States
(such as Estonia) and the European startup
environment is quickly evolving. Ultimately,
the results from these technologies
could be more transparency, security,
inclusiveness, and convenience for
individuals and businesses.
Quoting Vitalik Buterin,15 blockchain
platforms and applications such as
Etherum16 (that Buterin is the co-founder
of) create better opportunities for
improved transparency and trust through
“online voting,” “distributed governance,”
and “human collaboration.”

Moreover, they have the potential to enable
other technologies and e-services, which
can significantly affect the way people
interact with governments, businesses,
and with each other. For example,
e-voting, e-participation, and e-democracy
can engage and empower citizens and
allow channels for feedback between
governments and citizens.17 In Estonia for
example, the impact of internet voting
has also demonstrated that it could play
a positive role in the turnout on national
and local elections with a steady increase
since 200518 and to bring down barriers
to political participation. In other words,
blockchain affects different levels of
relationships: government-to-citizen (G2C),
government-to-government (G2G) and
government-to-vendor (G2V).19

Figure 3.

Figure 1. Blockchain: How it works
Blockchain allows for the secure management
of a shared ledger, where transactions are veriﬁed
and stored on a network without a governing
central authority. Blockchains can come in
diﬀerent conﬁgurations, ranging from public,
open-source networks to private blockchains
that require explicit permission to read or write.
Computer science and advanced mathematics
(in the form of cryptographic hash functions)
are what make blockchains tick, not just enabling
transactions but also protecting a blockchain's
integrity and anonymity.

1

transaction Two parties exchange data;

this could represent money, contracts, deeds,
medical records, customer details, or any
other asset that can be described in digital form.

BLOCK N
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validation Blocks must ﬁrst be validated to
be added to the blockchain. The most accepted
form of validation for open-source blockchains
is proof of work—the solution to a mathematical
puzzle derived from the block’s header.
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blockchain mining Miners try to “solve” the

block by making incremental changes
to one variable until the solution satisﬁes a
network-wide target. This is called “proof of work”
because correct answers cannot be falsiﬁed;
potential solutions must prove the appropriate level
of computing power was drained in solving.
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The blockchain represents
a digital, distributed ledger,
consisting of a network of trusted
“nodes” that allow the transaction
of digital assets and transactions
in a trusted, secure, cost-efficient,
and transparent way and relies
on cryptography protocols and
algorithms.

15 Vitalik Buterin explains Ethereum https://www.youtube.com/watch?v=TDGq4aeevgY
16 https://www.ethereum.org/
17 United Nations, United Nations E-Government Survey 2014 E-Government for the Future
We Want, United Nations, 2014. Available at: https://publicadministration.un.org/egovkb/
Portals/egovkb/Documents/un/2014-Survey/EGov_Complete_Survey-2014.pdf
18 http://pubdocs.worldbank.org/en/165711456838073531/WDR16-BP-Estonian-eGovecosystem-Vassil.pdf
19 https://techcrunch.com/2016/11/21/blockchain-technologies-could-transformgovernment-services/?ncid=rss

BLOCK N

PENDING

2

BLOCK N+1

BLOCK N+2

verification Depending on the network’s

3

structure Each block is identiﬁed by a hash,

the chain When a block is validated, the
miners that solved the puzzle are rewarded and
the block is distributed through the network.
Each node adds the block to the majority chain,
the network’s immutable and auditable blockchain.

7

built-in defense If a malicious miner tries to

parameters, the transaction is either veriﬁed
instantly or transcribed into a secured record
and placed in a queue of pending transactions. In
this case, nodes—the computers or servers in the
network—determine if the transactions are valid
based on a set of rules the network has agreed to.

6

a 256-bit number, created using an algorithm
agreed upon by the network. A block contains a
header, a reference to the previous block’s hash,
and a group of transactions. The sequence of linked
hashes creates a secure, interdependent chain.

submit an altered block to the chain, the hash
function of that block, and all following blocks,
would change. The other nodes would detect
these changes and reject the block from
the majority chain, preventing corruption.
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The digitization game: EU policies as
enablers of the digital future?
In order for the EU to take advantage
and also counter some of the disruptive
challenges of digital technologies, the right
regulatory environment is necessary. EU
institutions are key players in the digital
future and regulatory changes are already
underway.
The Digital Single Market is one of the
European Commission’s ten political
priorities20 which aims to create seamless
online experience for EU citizens and
businesses. To this end, the European
Commission announced the Digital Single
Market strategy21 in May 2015 with the goal
to ensure better access to online goods and
services for consumers and businesses,
create the right conditions and digital
infrastructure, and maximize the growth
potential of the EU digital economy. The
strategy as well as the associated initiatives
stemming from it aim to integrate different
digital services and technologies into a
trusted and transparent EU “digital single”
ecosystem. It is based on three pillars:
•• Better access to digital goods and
services: enable cross-border
e-commerce and e-services, better access
to digital goods, prevent geoblocking and
alleviate obstacles when selling crossborder
•• Creating the right conditions and
environment for digital services
and networks, e.g., platforms and
intermediaries, audiovisual media
services and telecom rules, and trusted,
secure digital services through strong
data protection and cybersecurity
frameworks
•• Economy and society: maximizing growth
by a data-driven economy (enabled
by technologies such as Big Data and
Internet-of-Things), interoperability, and
standardization and the benefits of digital
services (e.g., e-government, e-health,
e-energy)

Through the “Communication on the
collaborative economy” as well as the
“Communication on online platforms”, the
EU is raising awareness of emerging trends
and digital technologies and its intention
of harnessing the potential opportunities
arising as a result.
Whereas the Digital Single Market Strategy
outlines the European digital vision, the
Digitising European Industry22 initiative has
the objective to “establish next-generation
digital industrial platforms,” which could
serve as the backbone of the future
European “smart” society and economy
by integrating digital technologies such as
Big Data, Internet-of-Things, autonomous
systems, and artificial intelligence solutions
in cross-sector platforms.
An essential aspect for the EU as it engages
Member States and citizens is the need
to promote and foster trust. There are
already key enabling initiatives for building
trust, security, and confidence across
Europe and among its citizens, e.g., the
General Data Protection Regulation.23
The EU Cyber Security Strategy calls for
“security-by-design” and “privacy-bydesign” principles to be embedded in
European products and services. Another
example is the eIDAS regulation,24 which
will facilitate cross-border access to online
services, administrative procedures, and
goods through electronic identification for
citizens across the European Union. The
harmonization of rules across the Member
States will ensure that a citizen’s eID will be
mutually recognizable from one Member
State to another.
The challenge for the EU and decision
makers will be to keep pace with the rate at
which digital technologies are advancing,
some at an exponential rate,25 to ensure
that these are leveraged to the benefit of
society as a whole. It as an exciting time to
be part of this discussion and to explore the
benefits of digital technologies.

20 https://ec.europa.eu/priorities/index_en
21 http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52015DC0192
22 https://ec.europa.eu/digital-single-market/en/industrial-platforms-and-large-scale-pilots
23 http://ec.europa.eu/justice/data-protection/reform/index_en.htm
24 https://ec.europa.eu/futurium/en/content/eidas-regulation-regulation-eu-ndeg9102014
25 https://dupress.deloitte.com/dup-us-en/tags/exponential-technology.html
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The challenge for the EU and decision makers will be to keep
pace with the rate at which digital technologies are advancing,
some at an exponential rate, to ensure that these are
leveraged to the benefit of society as a whole. It as an exciting
time to be part of this discussion and to explore the benefits
of digital technologies.
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The Mobile Revolution

Platforms

Mobile-enabled transportation:

Futurium: The platform to enable
Policy Making 3.0

The city of Helsinki is aware of this shift
in mobile, evidenced by the ambitious
goal it has set for the future. By 2025, the
city aims to make it unnecessary for any
resident to own a car by implementing an
on-demand mobility system that enables
citizens to find the fastest or cheapest
way of getting anywhere at any time, using
public or private transport. Everything,
from planning to paying, will be done
through mobile devices.26 While 2025 is
still a way off, providing such a service
to its citizens would require input and
interaction between various actors such
as transportation providers, payment
services, consumers, etc. In order to make
this happen, it is likely that this service
will be built upon a technology that is
already making quite an impact today—the
platform.

Amazon GO:
In the retail sector, mobile is a strong
driver of Amazon’s sales growth. Part of its
success can be attributed to how well the
online retailer synchronizes consumers’
shopping experience between its desktop
site and mobile platforms, making it
possible to seamlessly switch and transition
between channels.27 The Amazon Go store
allows consumers to avoid queues and
significantly save time by being able to pick
up the product they like, record the choice
through a mobile app, and leave the store.28
Their choice is subsequently billed on their
Amazon Prime account. This is an example
of the increasing tendency to use mobile
devices (through an app) as a personal
Point-of-Sale and thus, become “mobileized,” in a physical and technological sense.
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It is this kind of effect that the European
Commission can leverage through
Futurium, the e-participation tool
developed to engage stakeholders online
and facilitate the joint creation of ideas to
help design future policies. As a platform
it relies on social networks, open and
participatory engagement, and an online
toolkit to enable the conducting of new
policy-making experiences through
scientific evidence and stakeholder
participation, ultimately making
government processes more transparent,
open, and inclusive.29

BlaBlaCar: The carpooling platform
BlaBlaCar is a prime example of an online
platform that has embraced the shift
toward the collaborative economy by
connecting various stakeholders—drivers
with empty seats to passengers looking
for a ride—through what it calls a trusted
community marketplace.30 BlaBlaCar is the
leading ride-sharing platform in Europe with
35 million members over 22 countries. The
value created by the BlaBlaCar community
through the online platform equates to
an increased efficiency of road transport,
saving money on travel for both drivers
and passengers and reducing the overall
environmental impact of transport.31
Online platforms and
e-participation:
The Communication on Online Platforms32
by the European Commission recognizes
the importance of online platforms for the
European “collaborative” digital economy
and society and raises awareness regarding
the opportunities for businesses and
consumers alike: efficiency gains, increased
consumer choice, improved cross-border
access to services and information, boost
of the data-driven economy, and enhanced
citizen participation in democracy. More

importantly, the Communication recognizes
that a balance needs to be achieved
between ensuring compliance with the
existing EU rules and core values, especially
regarding consumer protection, personal
data protection, and competition, while
also adapting to the new realities and
harmonizing the existing legal framework in
such a way that will enable the collaborative
economy and boost innovation and growth
across sectors.

Adapting to the future of the
collaborative economy:
The Communication on the collaborative
economy33 by the European Commission
addresses the role of the consumers
and different actors in the collaborative
economy in more detail as well as provides
guidance for policy makers in Member
States on how to achieve a balance
between maximizing the potential of
the new collaborative business models
and ensuring compliance with fair
and responsible practices online. The
Communication also aims to clarify
regulatory “gray zones” regarding market
access requirements, liability regimes, user
protection, self-employed and workers,
and taxation. It raises awareness regarding
the potential need to adapt a national legal
framework in order to reap the benefits
as well as counter the risks related to
platforms. The consumer protection
framework needs to be adapted in the
view of online platforms. Last but not least,
the Communication recognizes a new
role for consumers in the context of the
collaborative economy—a consumer and a
producer at the same time.
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Blockchain
Blockchain technology for Member
States’ national governments and
citizens:
In Estonia, a country renowned for
its proactive adoption of innovative
digital policies and blooming ICT sector,
NASDAQ (which runs Tallinn’s Stock
Exchange) provides blockchain solutions
for Estonia’s e-Residency platform34 —a
service, based on “transnational digital
identity”, that allows non-Estonians to
obtain an e-residency card and digitally
sign and encrypt documents, verify their
authenticity, and administer and conduct
business online.
The combination of blockchain and
electronic identification (eID) are the
same technologies that enable Estonian
e-services across sectors such as
e-government, e-voting, e-tax, and
e-healthcare. The Estonian blockchain
company Guardtime35 recently signed an
agreement with the Estonian e-Health
Authority to ensure the data security of
the country’s healthcare records.36 The
Keyless Signature Infrastructure (KSI),37
based on digital signature authentication
and blockchain, ensures transparency,
reliability, and data security for citizens and
institutions alike. It is used to verify and
authenticate all e-government processes
and e-services. These services are enabled
by the advanced digital ecosystem X-Road
(a decentralized and distributed secure
data exchange layer), which serves as the
country’s digital “backbone.”

Slock.it 38 is a blockchain company based in
Germany that provides solutions combining
the Internet-of-Things and blockchain.
The Ethereum Computer,39 which comes
preconfigured to run Ehtereum and
decentralized applications, has the
objective to “build the future infrastructure
of the sharing economy by enabling anyone
to rent, sell, or share anything—without
middlemen.” This would not only make
peer-to-peer payments and sharing
between different parties trusted and
secure, but would also make use of objects
in the physical reality, e.g., rent office
space, smart objects (smart locks, smart
homes), etc. To this end and due to the
cross-sector potential of their solutions, the
company has built varied partnerships in
the energy, ICT, and automotive sector, with
smart home and object manufacturers,
cryptocurrency businesses, hotels, and
startups.

26 https://www.google.com/
search?q=smart+mobility&sourceid=ie7&rls=com.
microsoft:en-GB:IE-Address&ie=&oe=&gws_rd=ssl
27 https://econsultancy.com/blog/10852-12reasons-behind-amazon-s-massive-mobile-success/
28 https://www.theguardian.com/business/2016/
dec/05/amazon-go-store-seattle-checkouts-account
29 http://www.europarl.europa.eu/RegData/etudes/
STUD/2016/556949/IPOL_STU(2016)556949_EN.pdf
30 https://www.blablacar.co.uk/faq/question/whatis-blablacar
31 https://www.blablacar.co.uk/about-us
32 http://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=CELEX:52016DC0288
33 http://eur-lex.europa.eu/LexUriServ/LexUriServ.
do?uri=CELEX:32000L0031:en:HTML
34 https://e-estonia.com/e-residents/about/
35 https://guardtime.com/about
36 http://www.businessinsider.com/guardtimeestonian-health-records-industrial-blockchainbitcoin-2016-3?r=UK&IR=T
37 https://guardtime.com/technology/ksitechnology
38 https://slock.it/faq.md#a1
39 https://slock.it/ethereum_computer.html

Other applications such as BlockPay40 can
change the way consumers interact with
services and pay. The German blockchain
startup offers a free and secure mobile
point-of-sale (POS) based on blockchain
through an Android app. It provides
a “platform” for mobile payments in
multiple digital and cryptocurrencies
with a combination of blockchain and QR
codes. This offers a convenient, traceable
solution with embedded privacy-by-design
features for consumers who can use the
application for services across sectors, e.g.,
e-commerce, hotels, groceries, retail etc.

40 https://blockpay.ch/
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The sheer volume and complexity of new and existing regulations have had the unintended consequence of encouraging
financial service providers to focus on compliance rather than innovation. In parallel, firms have been cautious to innovate
because of regulatory uncertainties underlying the development of new products and the deployment of pioneering
technology. This has led to the emergence of promising technology companies targeting the regulatory environment to
support efficient compliance management from an IT perspective. In our article we will discuss the role played by RegTech
companies in helping incumbents cope with regulatory burdens and the related economic and social impact. Furthermore,
we highlight the role regulators can play in facilitating innovation.

Financial stability is
the new motto, and
deficiencies identified in
regulatory compliance
gave rise to enhanced
frameworks, obligations,
as well as risks

1 Source: Thomson Reuters
2 Source: BBVA Research
3 Source: JPMorgan
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Managing regulatory risks has risen
to become an essential business
management practice
The importance of regulatory risk
management, which is always a critical
challenge for the financial industry, has
reached a heightened position in the
aftermath of the financial crisis. Financial
stability is the new motto, and deficiencies
identified in regulatory compliance gave
rise to enhanced frameworks, obligations,
as well as risks. 492 percent is the rate
by which regulatory change volume has
increased between 2008 and 2015.1 There
is no sign of this trend slowing down; the
financial industry is bound to live with
the fact that regulation will continue to
spread out and deepen. A consequence
is the changing focus of the classic
business model, which now needs to
integrate regulatory risk management as
a key business practice next to product

profitability and meeting customer needs.
Across the world, a variety of financial
blue chip companies have been subject
to heavy fines and penalties for failing
to be compliant. Twenty of the world’s
biggest banks have paid more than
US$235bn (£151.71bn) in fines and
compensation from 2008 to 2015 for
breaching a variety of financial regulations,
according to Reuters. To put this number
in perspective, it is roughly equivalent to
the gross national product of Ireland. The
preventive steps taken by several firms
encompass shifting resources to mitigate
regulatory risks, i.e., allocating up to 15
percent of their workforce to governance,
risk management, and compliance
departments2 and spending an extra €1bn
on controls in 2013 alone.3
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Financial firms must embrace
innovative solutions to face the
heightened risk and compliance
challenges
Financial institutions are currently
managing ever-changing requirements
while being increasingly exposed to
complex multi-jurisdictional facets.
In practice, regulators now demand
much more transparency—meaning an
increasing amount of data to be produced
by financial institutions to improve their
vision of systemic risk and of the behavior
of different agents involved in the financial
ecosystem. In order to gather, analyze,
and compute that data, institutions make
use of a variety of technology systems,
but the truth is that much of this work still
heavily relies on manual processes. It goes
without saying that these processes are
the main cost drivers for firms. As such,
the greater demand for transparency and
rigor has brought the role of technology
to the forefront, boiling the issue down
to the following question: how should a
financial institution address compliance in
an efficient and less resource-consuming
way while improving the quality of data
reported to supervisors?

Historically, financial institutions had the
choice of using large, well-known vendor
systems or building an in-house solution.
In selecting and implementing products,
different challenges arise. First, the
solution must fit into the often complex
and heterogeneous internal architectural
IT environment. In addition, reporting
and visualization tools are typically used
locally within different departments, and
not governed centrally. Finally, regulatory
pressures require a fast implementation,
which often conflicts with financial firms’
development and transformation calendars
and can create additional operational
challenges.
In considering brand name vendors’
commercial models, one realizes that
these are typically associated with multiple
module purchases, meaning that the
full benefits of a solution will only be
realized if multiple modules or add-ons
to a preferred platform are chosen. Once
selected, development and configuration
needs to be done in a proprietary language
while adapting the solution to an already
complex existing IT architecture, which
in turn leads, among others, to high lead
times. Add in high price tags and it is clear
that an agile alternative is required.

Technological innovations continuously
emerge, offering new risk and compliance
solutions and helping financial firms to
comply and manage their risks at lower
cost. Stepping out from the shadows into
the light, regulatory technology (RegTech)
solutions present themselves as able to
tackle several of the aforementioned issues
by providing agility, speed, and data-driven
outputs. These attributes are enabled
through multiple emerging technologies.
Generally, solutions tend to be cloudbased, meaning that data is remotely
maintained, managed, and backed up.
This provides enhanced flexibility through
the ability to customize control over
the access to and sharing of data. In
addition, simplified adding and removing
of service features provides enhanced
performance and scalability while end-toend data encryption provides necessary
security. Cost-wise, the cloud is especially
interesting, as it provides the ability to offer
pay-as-you-go pricing.
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Stepping out from the
shadows into the light,
regulatory technology
(RegTech) solutions present
themselves as able to
tackle severa issues by
providing agility, speed,
and data-driven outputs.
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Besides cloud features, a variety of RegTech
solutions have advanced analytical and
machine learning or artificial intelligence
capabilities. Evidently, data is meaningless
unless it is organized in a way that enables
people to understand it, analyze it, and
ultimately make decisions and act upon
them. As such, analytics is beginning to
help the industry rapidly and automatically
understand not just explicit meaning from
regulation but also the implicit meaning
or “nuance” that is so often a challenge to
digest and assess. Advanced analytics and
assessment techniques can start to “learn”
and support in accelerating the assessment
of new and emerging regulation based on
what has been seen previously and how
that has been interpreted in the same way
neural networks have helped predict fraud
or customer behavior.

Intertwined with analytics is the use of
artificial intelligence. This technology
combined with deep learning capabilities
may be used as a continuous monitoring
capacity, providing close to real-time
insights into the functioning of global
markets, and identifying problems in
advance rather than simply taking action
after the fact.
Lastly, some RegTech solutions use
blockchain, a record or ledger of digital
events distributed between many different
parties that collectively guarantee the
scalability and integrity of that ledger. It can
only be updated by consensus of a majority
of the participants in the system. Once
entered, information can never be erased.
Blockchains contain different type of
information such as transactions as well as
smart contracts. Through the blockchain’s
near real-time settlement achieved through
automation and global consensus, RegTech
solutions can automate compliance
aspects in use cases including regulatory
reporting, where Deloitte’s proof-ofconcept enables the use of Blockchain as a
shared immutable ledger of pre-reconciled
transaction reports. Aiming at improving
transparency, data reconciliation, and
timing issues as well as reducing reporting
costs, the proof-of-concept also allows
regulators to control and monitor
transaction data on a daily basis.
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What to expect
Use cases covered by RegTech solutions are
much broader than regulatory reporting
and decline themselves in many forms.
Yet, they all have one thing in common: the
targeting of a very specific niche.

Through a thorough market analysis
displayed on the website,4 we have mapped
more than 80 RegTech companies offering
solutions that we have attributed to five
categories :

Compliance
Regulatory watch and online library

Regulatory watches and online libraries are platforms showing upcoming and current
regulations. This type of platform notifies the user if a new regulation relevant for his
company comes up.

Compliance project management

Compliance project management tools enable the user to plan the tasks, the resources
and the timeline for upcoming regulations.

Compliance health check

Compliance health check tools show the user if the company is compliant with the
regulation. This is mostly shown via indicators on dashboards and ensures a full and
real time compliance.

Web due diligence and security

Web due diligence and security tools focus on data privacy management and data
security management. The user gains assurance on compliance through artificial
intelligence and machine learning tools. Data loss is thus avoided and fraud detection
facilitated.

Identity
Identity management

Identity management tools embody the step in the process of a new customer/
counterparty relationship. For customers, this part of the process known as KYC (Know
Your Customer).

Identity controls

Identity controls are an ongoing part in the relationship with a client. This may include
Anti Money Laundering checks. It creates big data based reports on/for e.g. customers,
PEP and business relationships.

Risk management
Scenario modelling and forecasting

Scenario modelling and forecasting tools enable to compute future data. This tool is
useful for regulatory requirements such as stress testing.

Risk assessment

Risk assessment tools determine for instance the current exposures and asset
qualities. This tool is useful for computing regulatory requirements such as capital
ratios or liquidity ratios.

Risk reporting

Risk reporting tools enable easier reporting of risk issues

Transaction monitoring
Transaction monitoring and auditing
system

Transactions monitoring and auditing systems enable companies to scan transactions
through technologies like blockchain. Processes are merged in order to reduce costs as
well as increase and simplify the compliance.

Regulatory reporting
Regulatory reporting

Regulatory reporting tools enable a simple and automated way for regulatory reporting

4 https://www2.deloitte.com/lu/en/pages/technology/articles/regtech-universe.html
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Each category encompasses various
subgroups. For instance, “identity
validation” involves both identity
management and controls, where
tools target customer or counterparty
onboarding. Based on biometrics and
access to a multitude of information
databases at once, Know-Your-Customer
(KYC) processes can be facilitated. Identity
controls are an ongoing part in the
relationship with a client and may include
Anti-Money Laundering checks based
on big data reports. In risk management,
several tools provide scenario modelling
and forecasting for regulatory requirements
such as stress testing by computing
future data and allowing for the automatic
reassessment and refinement of processes
in reaction to input from users.
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The potential of RegTech is far greater than
the sum of its current solutions. Indeed, it
has the potential to enable a close to realtime and proportionate regulatory regime
that identifies and addresses risk while also
facilitating far more efficient regulatory
compliance.
As the RegTech space is in its infancy and is
developing rapidly, it is difficult for financial
firms to identify and commit to a particular
technology or solution. In addition, several
constraints remain, such as sharing, storing,
processing, and accessing data. A general
wariness of banks and other financial actors
with regard to RegTech solutions mainly
originates from the need for enforcement
authorities and supervisors to approve
the use of such innovative products and
services as well as apprehensions toward
them being unproven.

For instance, as the ecosystem moves
toward increased data utilization, the
regulatory framework pertaining to the
utilization of data to perform analyses
through advanced algorithms will need
to be assessed. Indeed, how data will be
handled in terms of ownership, analysis,
maintenance, and security will be a
non-negligible aspect of the evolution of
RegTech.
Recently, a progressive approach has
been adopted by regulators such as the
FCA, the Monetary Authority of Singapore
(MAS), and the Australian Securities and
Investments Commission (ASIC). Being
the first worldwide to offer a “regulatory
sandbox,” the FCA aims to provide a safe
place where businesses can test new
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services and business models in a live
environment alongside regulators who
are tasked with assisting these innovators.
The FCA has established a framework of
application as well as safeguards for the
operation of its sandbox. The stated market
objectives for the sandbox are to reduce
time-to-market at a potentially lower cost,
provide better access to finance, and foster
more innovative products reaching the
market.5
For the RegTech ecosystem to grow,
collaboration is required from key
industry stakeholders. Currently,
RegTech solutions are in the process of
understanding business and regulatory
engagements to align their solutions
with regulatory frameworks, while some

financial institutions are working on the
development of their RegTech strategy and
roadmap. On the educational front, we
see professional services firms, startups,
and—rather critically—regulators. As such,
regulators play a large role in fostering
innovation, creating common integrated
standards, and proactively driving
efficiencies in the RegTech ecosystem. With
the development and further innovation in
the RegTech space, regulators and financial
institutions would be able to monitor and
analyze real-time financial information from
all the parts of the global financial services
sector and facilitate a more efficient and
safer financial system.

Looking ahead,
the challenges for
regulators globally will
be to conceptualize and
implement the far-reaching
possibilities of RegTech to
develop the ecosystem
into a foundational base
underpinning the financial
services sector.

In summary
RegTech cannot be labelled as a
buzzword anymore. On one hand, there
is a need from financial institutions to
drive compliance programs with greater
efficiency, while on the other hand,
new technologies foster the creation of
innovative solutions as observed through
our “analysis.”6 While we anticipate a
strong interest by financial firms in
RegTech solutions due to the resultant
competitive advantage, the adoption
of RegTech solutions is slow due to a
variety of underlying challenges. As such,
legitimization of these innovative products
by enforcement authorities and regulators
is key to stimulate adoption. The FCA is one
of the regulators spearheading innovative
initiatives, e.g., through the regulatory
sandbox, which provides a unique
opportunity to pilot this novel kind of
regulatory architecture and eventually make
it viable. Looking ahead, the challenges for
regulators globally will be to conceptualize
and implement the far-reaching possibilities
of RegTech to develop the ecosystem into
a foundational base underpinning the
financial services sector.

5 Source: FCA
6 https://www2.deloitte.com/lu/en/pages/technology/articles/regtech-universe.html
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What is Cybersecurity in the EU about?
Cybersecurity refers to the safeguards
and activities to protect cyberspace from
threats that may harm its interdependent
networks and information infrastructure,
to preserve the availability and integrity of
the networks and infrastructure, as well
as the confidentiality and availability of its
information. This is a challenge shared by
all Member States of the European Union
(EU).
The need for enhanced cybersecurity
cooperation
A cooperation mechanism between
cybersecurity stakeholders is essential to
enable them to provide adequate levels
of cybersecurity in the EU. Various actors
have differing roles in cybersecurity
cooperation. Such actors include the
European Commission, regulators, industry
and national and governmental (n/g)
Computer Security Incident Response
Teams (CSIRTs).

Between 2014 and 2020, CEF contributes
to the goals set for the European single
market by making 33,24 billion euro
available in the form of funding for projects,
various grants and other innovative
financial instruments.

However, many CSIRTs lack resources, have
insufficient supporting infrastructure and
tools, have differences in maturity levels
and are confronted with the challenges
of sharing information that is potentially
confidential and/or personal. As a result,
the potential EU-wide cooperation has
not reached its fullest potential yet.
Cybersecurity stakeholders indicate
that funding of national and EU-wide
capabilities would be one of the key
challenges to be addressed.

CEF investments are aimed at addressing
the missing connections in Europe’s
energy, transport and telecom (including
digital networks) through the deployment
of Digital Service Infrastructures (DSIs).
DSIs are defined in the CEF Telecom
Guidelines as infrastructures which
enable networked services to be delivered
electronically, typically over the Internet,
providing trans-European interoperable
services of common interest for citizens,
businesses and/or public authorities,
and which are composed of Core Service
Platforms and Generic Services.

What is Connecting Europe Facilities
(CEF)?
The Connecting Europe Facility1 (CEF) is
an EU funding mechanism to support
the development of interconnected
trans-European networks in the fields of
transport, energy and telecommunications.

Amongst them, n/g CSIRTs are playing a
key role in enhancing the cooperation by
addressing cybersecurity incidents on a
Member State and EU level.

CEF
TRANSPORT
BROADBAND

TELECOM

CEF
DIGITAL

ENERGY

BUILDING BLOCK DSIs
SECTOR SPECIFIC DSIs

1 https://ec.europa.eu/digital-single-market/en/connecting-europe-facility
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What are Core Service Platforms?
Core Service Platforms (CSPs) are
defined as central hubs of digital service
infrastructures aiming to ensure transEuropean connectivity, access and
interoperability, and which are open
to Member States and may be open
to other entities and states that core
service platforms shall be implemented
primarily by the Union.
This part of a DSI is generally managed,
implemented and operated by the
European Commission and funding
is mostly provided in the form of
procurement of projects.
A distinction can be made between DSIs
that can be applied across a very broad
range of domains (referred to as building
block DSIs) and those that are more
relevant to a specific domain or sector
(referred to as sector-specific DSIs).
An example of a building block DSI is
‘cybersecurity’ which provides services
to enhance the EU-wide capability for
preparedness, information sharing,
coordination and response to cyber
threats.
An example of a sector-specific DSI is
eHealth which provides services enabling
cross-border interactions between citizens
and health care providers as well as
between the health care providers.
What are Generic Services?
Generic Services are defined as gateway
services linking one or more national
infrastructure(s) to CSP(s) and are to be
implemented by the parties connecting to
the relevant CSP.
Generic services are the link between
national infrastructures and the CSPs.
This part of a DSI is mainly managed,
implemented and operated by the Member
States, funding is mostly provided in the
form of grants.
What is the CEF Cybersecurity DSI?
As defined in the CEF Work Programmes
2014 and 2015, the Cybersecurity DSI
should be established to enable Europe to
make full use of its collective capabilities
to improve cybersecurity through timely
and effective collaboration between the
Member States.
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Since 2014
the EU has
started to fund
cybersecurity
both on the EU
and member
state level.

The overall objective of the Cybersecurity
DSI is to prepare and facilitate the launch
of a CSP, composed of cooperation
mechanisms that will enhance the EU-wide
capability for preparedness, cooperation
and information exchange, coordination
in response to cyber threats. This
Cybersecurity DSI is being set up through
projects and initiatives supervised by the
European Commission DG CONNECT.
What is the SMART 2014/1079 project
about?
The project SMART 2014/1079 performs
preparatory activities for the launch of
the Connecting Europe Facility (CEF)
Core Service Platform for Cooperation
Mechanisms for CSIRTs in the European
Union. This project was launched in 2015
by the European Commission and is led by
Deloitte.
The preparatory activities of SMART
2014/1079 supports the vision for the CEF
Cybersecurity DSI to achieve effective and
sustainable cybersecurity cooperation
across borders in Europe through
enhanced collective EU-wide capabilities.
Such capabilities include preparedness,
information sharing, coordination and
aligned response to cyber threats.
So far, the preparatory activities defined
the technical, organisational and functional
requirements of the CSP, a CSIRTs driven
governance structure, the elements of its
sustainability, as well as a roadmap for the
long-term operation of the platform.

…and the SMART 2015/1089 project
The SMART 2015/1089 project was
also launched in 2016 by the European
Commission and has as main objective to
develop and implement the technology
environment and software components
that will support the CSP to be used by n/g
CSIRTs, on a voluntary basis.
Funding via Cybersecurity Generic
Services
In 2016, the CEF Cybersecurity
programme2 allocated 12 million euro of
funding for activities towards increasing
the preparedness of n/g CSIRTs (e.g.
identification, and detection of cyber
threats, cybersecurity awareness
campaigns) and for the establishment
of access points to the European-wide
cybersecurity cooperation mechanisms
(e.g. interfaces to used tools, common
formats such as incident taxonomies).
The specific objective is to support
Generic Services provided by n/g CSIRTs
in all the Member States, building on their
interoperability with the EU cooperation
mechanisms (i.e. the Core Service Platform)
and their services.
The n/g CSIRTs can receive funds to create,
maintain or expand national capacities
to run a range of cybersecurity services
allowing them to interact with other n/g
CSIRTs through the CSP.
What is the role of ENISA?
According to its 20173 Work Programme,
the European Union Agency for Network
and Information Security (ENISA) will
support the development of cooperation
procedures for the EU-level operational
security networks and take on any
responsibilities assigned to it in the context
of the CSP which is to be developed under
the CEF programme.
ENISA will prepare to manage and operate
the centralised components of the CSP of
the Cybersecurity DSI to be implemented
during 2016-2019 under the CEF Work
Programme.
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Conclusion
For the first time ever, in 2017 the
development of cybersecurity capabilities
in the Member States will be also directly
funded through CEF cybersecurity grants. A
number of n/g CSIRTs have already applied
in 2016 to the CEF Telecom Call - Cyber
Security (CEF-TC-2016-3). Another iteration
of calls are expected to be published4 in
April 2017.

Deloitte is actively supporting individual n/g
CSIRTs and other competent national cyber
authorities in all Member States, in order
to successfully apply for the grants made
available via the CEF Telecom Call - Cyber
Security as well as prepare for and execute
the activities planned in the applications
submitted, by supporting these with
Deloitte cyber security services.
For more details please contact the
authors of this article.

2 https://ec.europa.eu/inea/en/connecting-europe-facility/cef-telecom/apply-funding/2016-cef-telecom-call-cyber-security-cef-tc-2016-3
3 https://www.enisa.europa.eu/publications/corporate/enisa-programming-document-2017-2019/at_download/file
4 https://ec.europa.eu/inea/en/connecting-europe-facility/cef-telecom/apply-funding/2016-cef-telecom-call-cyber-security-cef-tc-2016-3
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