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Dear readers,

We are delighted to share with you 

IN10, the annual edition of InsideNow 

showcasing the top 10 articles of 2019.

Ten months ago, the original Inside 

magazine embraced the future, said 

farewell to its printed format, and 

spread its digital wings. With this new 

sustainable medium, InsideNOW 

exclusive insight into all the latest trends 

market on a weekly basis.

This year you have read our articles - 

whether via your laptop, tablet, or mobile 

– liked, commented but also importantly 

rated. So, based on your votes since the 

launch of the platform in February 2019, 

the 42 already released articles and 

compiled them here for you.

We hope InsideNow provides you 

with the information and analysis to 

anticipate the future of your industry, 

and the tools to drive your company 

forward into tomorrow. 
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The business 
environment, as well 
as the regulatory 
outlook, are bringing 
numerous challenges 
to private banking 
executives in the 
decade ahead. 
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The business environment, 
as well as the regulatory 

outlook, are bringing numerous 
challenges to private banking 
executives in the decade ahead. 
During our recent sessions with 
executives from leading private 
banks to discuss the future of 

challenges and uncertainties such 
as the impact of new technologies 
on client interactions and the 
transformation of the value chain 
whose consequences could be 
critical for the shape of the wealth 

management industry.
Dealing with those uncertainties 
requires new ways of strategy 

organisational mind-set. However, 
irrespective of a bank’s future 
beliefs, executives should adopt 

stay competitive. 

1

2

3

4

5
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Clarify key beliefs and strategic focus 

Clarify key beliefs  
and strategic focus

Increase  
organisational  
adaptability

Empower your 
relationship 
managers

Learn to  
partner in the  

ecosystem

Relentlessly  
focus on client 

experience
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Clarify key beliefs and strategic focus
Today, many private banks are stuck in the 
middle. They are too big to focus on the 
needs of a niche client segment that values 
a highly personal touch, but too small to 

a single product group, country, or client 
type–which in our experience kicks in at 
only above €100 billion of assets under 
management (AuM). However some very 
successful players have found a niche 
and achieved impressive returns for their 
shareholders and clients by focusing on 

by needs, not assets. Private banks should 
seek to answer the following questions. 
What should be our purpose and ambition 
in the business of wealth management? 
What distinctive capabilities could we 
leverage to become the best–even if this is 
not in our core business today? How could 
we use these capabilities to create a unique 
value proposition for our selected market? 
What economic drivers do we need to 
focus on for the execution of our strategy?

The choices should be made according 
to the bank’s key beliefs about how the 
future will evolve. To deal with uncertainty, 

strategies that can be deployed if the 

Learn to partner in the ecosystem
Digital technologies are creating an 
exponentially growing number of options 
for creating value for clients, and no single 

private bank needs to determine what 
value it can deliver on its own, what value it 
can deliver by cooperating with ecosystem 
partners, and what value it should choose 
not to provide but leave to others. As 
opportunities emerge, decision-making 
should not be static and collaborations 
with ecosystem partners need to evolve.

from sourcing services along the value 
chain: it involves dealing with partners on 
an equal footing and identifying win-win 
business models. Technologies such 
as API-based platforms for increasing 
connectivity or cloud services to provide 

collaboration. In addition, ecosystems 
are complex multidimensional networks, 
and experimentation is key to success–
thus, private banks should seek to create 
or join a minimum viable ecosystem 
and also recognize that they can be 

simultaneously. 

So, who might private banks partner with? 
This depends on the core needs of clients. 
These may include more obvious examples 
such as insurance companies, asset 
managers, and fund platforms, but also 
less obvious ones such as hospitals, luxury 
stores, supercar dealers, and hospitality 
services. 
 
Last but not least, private banks need 
to accept that in many cases being a 
niche player and joining an ecosystem 
is a more realistic (and less risky) option 
than becoming the orchestrator of an 
ecosystem.

Focus relentlessly on client experience

and/or employee journeys to bring the 
client experience to new levels by focusing 
on the delivery of exceptional service in 
moments that matter. Human-centered 
design of products and services can make 

without necessarily incurring additional 
costs. The starting point, however, is a 
deep understanding of clients and their 
needs. 

The needs of private banking clients can 

occupation, family situation, domicile, 
available time, type of assets, and so on. 
But, do private banks currently make 

their clients? The key to this type of 
deep understanding is the availability, 
accessibility, and validity of (internal and 
external) data–maintained and analyzed in 
full accordance with data protection laws. 

strategy.  

07

Human-centered 
design of products 
and services can 
make a huge 

client perspective, 
without necessarily 
incurring additional 
costs.
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Empower your relationship managers
In response to new technology, changing 
client expectations, and increasing 
pressure on margins, the relationship 
manager of the future will need to be 
more versatile and proactive than today. 
We believe that tomorrow’s relationship 
manager should be able to form a 
community of clients in the digital and the 
real world and to build a strong individual 
brand. 

Private banks should empower their 
relationship managers by providing 
integrated tools, analytical insights, 
and streamlined ways of working which 
reduce the administrative burden. One 
of the challenges for private banks is how 
to foster an entrepreneurial mind-set 
among its relationship managers, while 
maintaining rigorous cost- and risk-
awareness.

Increase organizational adaptability
In an age of uncertainty and rapid 
change, traditional management systems, 
structures, and talent strategies tend to 
become outdated. Many organizations 
have therefore started to become more 

layers: the ecosystem, the organization, 
the team, the leader, and the individual. 
Some banks have started to organize 
their teams according to aspects of the 
customer experience (e.g., “I can easily 

comfort”) across functional silos and 

Others are using informal structures to 
conduct network assessments to guide 
organization design. Experience shows 
that these changes are best implemented 
incrementally, to discover what works for 
a particular organization. For example, a 
private bank could introduce a mission 

Private banks 
should empower 
their relationship 
managers 
by providing 
integrated tools, 
analytical insights, 
and streamlined 
ways of working 
which reduce the 
administrative 
burden. 
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The future of wealth management  
in Switzerland

The Swiss wealth management industry faces 
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contingent strategies

and capabilities

  Focus on relevant client experience by leveraging data management

  Empower relationship managers with tools and insight to maximize their 

  Establish an adaptable organization to drive change and deal with 
uncertainty. 

Conclusion

such as entrepreneurs. 

This multi-disciplinary team might comprise 
relationship managers, investment 

external tax experts, operations specialist, 
and compliance experts. To increase the 
speed of delivering value to the client, 
these teams might employ agile methods 
based on iterative development, teamwork, 
distributed accountability, and accepted 
standard project procedures.

for private banks to prepare themselves 
for the future. But, it is not necessary 
for private banks to initiate all of them 
together. Private banks should move 
forward taking one small step at a time, 
gaining experience with new ways of 
working and developing greater clarity 
about its own business model. This should 
prevent the danger of trying to achieve too 
much in too little time, and also the risk of 
stagnation in the business from denying 
the need for any change.

Private banks should 
move forward taking 
one small step at a time, 
gaining experience with 
new ways of working and 
developing greater clarity 
about its own business 
model.
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Integration of 
sustainability risk: 
changing the mindset 
to develop new 
opportunities
To ensure the transition to a low carbon society 
and to reach global objectives in reducing 
climate change impacts, companies will need 
to integrate sustainability risks within their risk 
management approach.  

Published on 2 July 2019CRO
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While nowadays companies from varied 

the challenge to adapt their activities to 
the regulatory, market, and customers’ 
pressure on sustainability, a range of 
opportunities are also knocking at their 
doors. Sustainability matters expose 
companies to both risks and opportunities. 

investments will reach a longer-term 
stability; it will revisit the investment 
decision process and demonstrate 
accountability to investors.

climate-related risks through the provision 
of guidelines on Climate-related Financial 
Disclosure1, there is still an urgent 
need to set reporting requirements on 
sustainability-related risks and its related 

market. The level of risks and opportunities 
vary depending on the kind of company and 
on the sector in which they operate.

Although there are still lots of questions on 

the move at the EU level as they are working 

risks and how they will be translated into 
concrete disclosure requirements.

Over the last few years, the EU regulations 
have been evolving with regards to 
the disclosure of sustainability-related 
information (e.g. The Non-Financial 
Reporting Directive (2014/95/EU) (NFRD) 
and The Action Plan on Financing for 
Sustainable Growth published by EU 
Commission in March 2018. The European 
Commission towards the Technical Expert 
Group (TEG) and with the support of 
ESMA European Securities and Markets 
Authorities are preparing a new set of 
regulations and propose amendments to 
delegated acts under directives related to 
MiFID II, IDD, UCITS and AIFMD with regards 
to the integration of sustainability risks and 
sustainability factors.

The ambitious targets set by the EU 
for 2030 and 2050, the Paris Climate 
Agreement in 2015, and the United Nations 
Sustainable Development Goals (SDG’s) 
demonstrates the willingness to tackle 
climate-related issues and to ensure the 
transition to a more responsible and 
sustainable society.
In the future, the amended version of the 
NFRD will guide the various industries 
on how to integrate the climate-related 

and disclosure process. The Technical 
Expert Group of the EU Commission 
proposed the alignment between the TCFD 
recommendations and the NFRD.

Sustainability matters 
expose companies 
to both risks and 
opportunities. By 
integrating better 

investments will 
reach a longer-term 
stability; it will revisit 
the investment 
decision process 
and demonstrate 
accountability to 
investors.

12

1   Created by Financial Stability Board toward a dedicated task force - TCFD with the purpose  
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In addition, the consultation document 
presented supplementary disclosure 
information that companies should 
consider to disclose. It should be noted 
that the organizations targeted by the 
NFRD are the Public Interest Entities, 
listed companies, banks and insurance 
undertakings, and other companies 

than 500 employees. In-scope banks 
and insurance companies that perform 
investing and asset management activities 
should include the impact of those 
activities in their reporting2.

Although the non-listed Asset Managers 
and the Private Equity asset owners are 
not concerned by the NFRD, on 18 April, 
the European Parliament adopted a text 
on the “Disclosures relating to sustainable 
investments and sustainability risks” 
that should enter into force beginning of 
2021. This new regulation introduced the 
disclosure obligations over the existence 
of a sustainability risks policy and 
transparency over the consideration of the 
adverse impacts of investment decisions 
on sustainability factors. Concretely, for 
the funds that are recognized as ESG funds 
(funds integrating Environmental, Social 
and Governance characteristics),    

13

Business model

Business model
 • Description of how climate-
related issues might impact the 
company’s business model and 

climate change

Policies and due diligence 
processes
 • Description of the Board’s 
oversight of climate-related 
risks, opportunities and impacts, 
including its knowledge and 
expertise

 • Management role in assessing 
and managing climate-related 
risks, opportunities and impacts

 • Systems and processes in place 
for identifying and assessing 
climate-related risks and impacts, 
and how they are integrated into 
the overall risk management 
framework

Outcomes of policies
 • Monitoring and assessment of the 
company’s development, position, 
performance and impact as a 
result of its policies

Principal risks and their 
management
 • Assessment of climate-related 

over the short, medium and long-
term, providing a forward looking 
evaluation

 • Processes in place for identifying 
and managing climate-related 
risks

 • Impact of the company on 
climate change mitigation and/or 
adaptation

Key performance indicators
 •
performance indicators relevant 
to the particular business

 •
KPIs (Key Potential Indicators)

2   Asset managers and asset owners can be 
considered in the NFRD’s scope only if listed or as 
part of a listed group.

Policies and  
due  diligence

Outcomes   
of policies

Principal risks and 
their management

Key performance 
 indicators (KPIs)

Governance

Strategy

Risk Management

Metrics  
and targets

NFRD Elements
(Broader Sustainablility Approach)

TCFD Recommendations
InsideNow -  IN10 | Integration of sustainability risk
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there will be requirements to demonstrate 
the application of a sustainability-
related risk assessment. In addition, the 
sustainable funds having a positive social 
or environmental impact, will have to 
monitor and demonstrate the achievement 
of the related impact. In addition, ESMA is 
currently proposing to amend the UCITS 
and AIFMD directives to integrate the 
sustainability risk and sustainability factors.

Therefore, we can expect that practices 
on sustainability risk considerations and 
disclosure will soon become mainstream 
for all organizations. The objective is 
to facilitate the investors’ decisions, to 
ensure better management of long-term 
risks but also a better market stability and 
the achievement of the climate change 
objectives towards a better investment 
orientation.

All these future changes will involve an 
adaptation in the governance of the 

We believe that the success of the change 
in the investment mindset will require 
a strong position from the managing/
governing bodies supported by a mature 
regulatory framework in order to clearly 
identify and outline their responsibilities. 
To support that aim, awareness and 
education on what sustainability, climate 

should be developed for all market players.

A key role would also be played by 
the control functions such as Risk 
Management, which will develop a 
dedicated process and framework to 

and report the relevant sustainability risks 
exposure including internal limits and 
stress testing scenarios.

A particular focus is on the integration of 

and sea level rise) and transition risks 
(e.g. policy, liability, technology) within the 
already implemented risk management 
system and the related risks indicators. 
The key challenge we foresee in setting 
up adequate indicators to manage these 
risks, is the valuation of the potential 
losses linked to these exposures especially 
because of the limited data/information 
available in the market.  

be equally important. The monitoring of 
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Shaping the future of investment strategy

While the positioning of decision-makers on 
climate-related issues and the transition towards 

forward in 2015, it was 2018 that saw the start of 
a new wave of action driven by citizens.

The success in the development of 
more sustainable and responsible 
activities will lie in better connection 

worlds. How the companies 
will understand and integrate 
sustainability risk management 
within their daily processes; how it 
will be monitored and reported to 

industry will rely on this information 
and be able to address its investment 
decision-making process accordingly 
will all be important. All of this has a 
common objective: to increase the 
positive impact and achieve global 
climate commitments to limit global 
warming to 2°C. 

Following the recommendations of the 
TCFD, more and more companies are 
now proposing concrete greenhouse 
gas emissions reduction targets 
aligned with the 2°C objectives. Some 
of them are going a step further 
by developing scenario analysis 
demonstrating how an increase of 
the global temperature of 2°C will 

For example, aviation activities may 

be impacted by the increase of fuel 
cost as well as by the occurrence of 
extreme weather events causing 

agribusiness, an increase in drought 

directly the production, the food cost, 
and the capabilities to deliver quality 
product. Conversely, climate change 
may bring new business opportunities 
such as development of agriculture or 
the development of tourism activities 
in some countries. 

Over the coming months, it will be 
key that risk management processes 
integrate the climate’s physical and 
transition risks, so as to allow the 

position to continue relying on a 
strong, reliable, and complete risk 
management process . 

Organizations that will integrate those 
risks and opportunities today will be 
able to stabilize their transition over 
the coming years and to address new 
market demand in a new model of 
society.  

Conclusion

sustainability risks should be included in the 
compliance charter and in the multi-year, 
compliance-monitoring plan, setting the 
control activities that need to be performed 
on a risk-based approach. Lastly, the role 
of the third line of defense, i.e. the Internal 
Audit will be important to provide comfort to 
the management and governance bodies to 

assessed, and monitored. 

When it comes to the fund industry composed 
of various service providers, sustainability will 
be part of the initial and ongoing due diligence 
performed by the delegators. They will be able 

whose existence may damage the interests of 
a UCITS/AIF or its investors.

The due diligence activities will then integrate 
the sustainability risks and factors. The 
risk exposure may be considered higher, 

industry such as the Investment Advisors 
or Portfolio Managers. The sustainability 
risk management process is a complex 
exercise and will involve all the stakeholders 
of the fund value chain to avoid that non-
compliance with the sustainability guidelines 
and regulation by one of the relevant 
stakeholders, could jeopardize the whole 
risk management process and lead to high 
reputation damage.

Due diligence activities to be performed on 
services providers, in this sense, should not 
be limited to the delegated tasks but should 
also take risk management procedures 
implemented by the delegates to manage 
their own sustainability risks exposure into 
account.

15
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Transposition of the  
Anti-Tax Avoidance 
Directive in Luxembourg 
A closer look at interest 
limitation rules
Christophe De Sutter  
Partner  
Cross Border Tax  
International Tax 
Deloitte

Orianne Wajnberg 
Senior Manager 
Cross Border Tax 
International Tax 
Deloitte

Luxembourg has just introduced new 
interest limitation rules as part of the 
transposition of the Anti-Tax Avoidance 
Directive. Our authors will provide:
  An overview of the new rules
  An analysis of the impact in Luxembourg 
for group companies
  A look across the borders at what other 
EU member states have chosen. 

Published on 19 February 2019CEO
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On 21 December 2018, Bill no. 7318 
(“Bill”) transposing the Anti-Tax 

Avoidance Directive (“ATAD 1” or the 
“Directive”) was enacted into Luxembourg 

on or after 1 January 2019. Among other 
new measures voted upon, a new Article 
168bis will be added to the Luxembourg 
Income Tax Law of 4 December 1967 
(“LITL”), aiming to transpose the “interest 
limitation rules” as proposed by the 
Directive (Article 4 of EU Council Directive 
(EU) 2016/1164 dated 12 July 2016).

With the aim of harmonizing fair and 
comparable taxation among EU members, 
interest limitation rules were fostered by 
the EU council to prevent group companies 
from reducing their overall tax liability 
through excessive borrowing.

Overview of the new rules
Under Article 168bis LITL, a taxpayer’s 

“interest expenses on all forms of debt 
and other costs economically equivalent 

to interest and expenses economically 
incurred in connection with the raising of 

of its taxable interest revenues and other 
economically equivalent taxable revenues. 
However, any exceeding deduction, 

(“EBC”), will be restricted to 30 percent of 
the taxpayer’s tax-based earnings before 
interest, tax, depreciation and amortization 
(“EBITDA”). Exempt income and related 
expenses are excluded from the EBITDA 
calculation.
Luxembourg opted for several relief 
options proposed by the Directive, which 
enables the deduction of EBC when 
certain conditions are met. They can be 
summarized as follows:

 • De minimis rule for EBC capped at €3 
million

 • Full deduction of EBC if the taxpayer is a 

purposes with no associated enterprises 
or permanent establishment

 • Deduction of EBC linked to loans 

infrastructure (subject to certain 
conditions)

 •
undertakings

 •
purposes: fall back to a consolidated 
group-wide test

 • Ability to carry forward, without time 
limitation, EBC (i.e., EBC that cannot be 
deducted in the current tax period)

 • Ability to carry forward, for a maximum of 

the portion of the fraction representing 
30 percent of the EBITDA that is not 
absorbed by EBC deducted during the 
current tax period)

 • Grandfathering: loans issued before 
17 June 2016 would be excluded from 
the scope of the interest limitation 
rules provided that they have not been 

InsideNow -  IN10 | Transposition of the Anti-Tax Avoidance Directive in Luxembourg
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We hope that Luxembourg will take 
this opportunity to clarify certain 
terms missing from the national law 
or to conclude on the meaning of 
certain terms used in the Directive 
that could be perceived by taxpayers 

on the type of expenses that can be 
included).

Interaction with pre-existing 
rules: recapture rules

One might expect that there will be a 

limitation rules and pre-existing non-
deductibility rules. Indeed, before the 
introduction of interest limitation rules, 
Luxembourg had already established 
rules (e.g., recapture rules) with the 

deferred limitation of certain expenses 
economically linked to exempt income 
or/and exempt assets. For example, in 
cases where a Luxembourg company 
performs both holding and operational 

recapture rules and new interest 
limitation rules could lead to taxation of 
all of the taxpayer’s EBITDA instead of 
the anticipated 70%.

Therefore, the combination of the 
two rules without subsequent change 
could (i) defeat the object of the 
Directive—intended to only tax 70% 
of the taxpayer’s EBITDA—and (ii) 
cause unintended damage to the 
competitiveness of Luxembourg, unlike 
other EU members that have revoked 
their pre-existing limitation rules and 
replaced them with the new one. We 

the combined application of existing and 
new interest limitation rules.    

Relief options:  
grandfathering of loans

As detailed above, taxpayers may 
exclude borrowing costs arising 
from debt concluded before 17 June 
2016, as long as there have been no 

agreement.

Additional guidance would be helpful 

that would prevent a taxpayer from 

rule (e.g., change in the interest rate 
to meet the arm’s length principle).

Although the Bill excluded the option available in 
the Directive to consider the EBC at a tax group 
level, the government committed to passing a new 

2019. As we expect a revision of the Bill in the 
coming months, we would hope that Luxembourg 
lawmakers will also take the opportunity in the new 
draft law to clarify a few missing items that were not 
detailed in the Directive or the Bill:

Additional guidance 
would be helpful 
on the type of 

loans that would 
prevent a taxpayer 

the grandfathering 
rule (e.g., change 
in the interest rate 
to meet the arm’s 
length principle).
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An overview of the choices made by 
Luxembourg’s neighbors
As the Directive provided for various 
complementary relief or escape options, 
each member state may apply the rules 

a range of choice for each EU member 
might undermine the aim of global 
harmonization sought by the EU Council.

While Luxembourg seems to have ticked 
most of the boxes proposed by the 
Directive, Belgium and the Netherlands 
have chosen not to apply group relief 

example.

In addition, France, the Netherlands and 
Germany have chosen not to apply the 
exemption of interest limitation rules 
on loans issued before 17 June 2016 
(grandfathering of loans).

Finally, unlike in Luxembourg, the de 
minimis rules for EBC are anticipated 
to be capped at €1 million instead of €3 
million in the Netherlands and in France 
(depending on French thin capitalization 
rules).

As the Directive 
provided for various 
complementary relief 
or escape options, 
each member state 
may apply the 

Luxembourg.
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services. Our approach combines insight and innovation 
from multiple disciplines with business and industry 
knowledge to help your company excel globally.
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Overview of some of the relief/escape options chosen by 5 EU member states1

Group companies with a presence across 
Europe will need to start slowly adapting to 
the new regulations imposed by the OECD 
and EU Council. In particular, they will need 
to manage the combination of options 
chosen by the various EU member states.

The next item on EU members’ agenda 
would be the transposition of the second 
part of the Anti-Tax Avoidance Directive 
(“ATAD 2”) where group companies would 
potentially face an additional layer of 

ability to deduct expenses (as a result of 

anti-hybrid rules with third countries).
With that in mind, we are looking forward to 
seeing how Luxembourg will manage all the 
interconnecting layers of limitation rules 
and mitigate any unintended multiplication 
of non-deductibility in both Luxembourg 
and across Europe. 

Conclusion

Luxembourg Belgium France Netherlands Germany

Grandfathering  
of loans

Yes Yes No No No

EBITDA calculated  
at tax group level

In process of  
being added

Yes Yes Yes Yes

accounting purposes
Yes No Yes No Yes

De minimis rules
Yes

€3 million

Yes

€3 million

Yes

between €1 million 
and €3 million 

depending on thin 
capitalization rules

Yes

capped at €1 million

Yes

€3 million

Ability to carry forward 
EBC

Carry forward  
of EBC without  
time limitation

Carry forward  
of EBC without  
time limitation

Carry forward  
of EBC without  
time limitation

Carry forward  
of EBC without  
time limitation

Carry forward  
of EBC without  
time limitation

Ability to carry forward 
unused interest

5 years’ carry 
forward of unused 
interest capacity

5 years’ carry 
forward of unused 
interest capacity

5 years’ carry 
forward of unused 
interest capacity
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The profound impact 
AI will have on asset 
servicing is inevitable. 
Among other challenges, 
the asset servicing 
industry is constrained 
by poor integration of 
technology platforms and 
a large manual workforce. 
By combating issues such 
as these, AI can show the 
great impact it can have 
on day-to-day operations. 

AI is disrupting the day-to-day 
operations of asset servicing. The 

AI revolution has started and within 

spectrum will drive dramatic change. 
Certain unique characteristics make this 
especially true for the asset servicing 
industry. The industry is constrained by 
relatively poor integration of technology 
platforms, which introduces process 

1. 

Customer expectations are changing, 
driving higher demand for technology 
enabled services. A stringent regulatory 
environment imposes requirements that 
slows down innovation. 
Furthermore, the industry consists of a 
large workforce doing mostly manual, 
repetitive tasks. Key trends will indicate 

eliminate these shortcomings2. 

AI in Asset Servicing

Published on 30 July 2019CIO
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2   The future of asset servicing: Shaped by three disruptive technologies. Deloitte 2017.

InsideNow -  IN10 | AI in Asset Servicing



24

What are the key ai trends in the asset 
servicing industry?

AI market spectrum. Interference on the 
lower range such as RPA can be a quick 
win to increase productivity and pave 
the way towards more sophisticated AI 
implementation. This will create an asset 

from what we know today. Seeing how and 
where AI can disrupt the status quo will 
help asset servicers create a conceptual 
roadmap for their industry.

RPA is an easy way to introduce AI with 
low complexity. RPA enables automatic 

transaction processing, data manipulation 
and response triggering – implementing 
this automation across the value chain 
can reduce the manual workload and save 
time for more complex tasks. Automation 

of around 35 percent, consistency 
in task execution, and reduced error 
susceptibility2.

Intelligent automation moves toward 
less human intervention and higher 

analytics and scripted task bots. Cognitive 
analytics goes further tomimic functions 
of the human brain such as natural 
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language processing (NLP) and pattern 
recognition. This can lead to automation 

value (NAV) dissemination, fee billing, 
and client reporting. These services will 
create meaningful insights and metrics for 
strategic decision-making.

Narrow AI moves toward image and 
speech recognition, deep learning, and 
natural language understanding (NLU). 
Know your client (KYC) and anti-money 
laundering campaigns can be implemented 
by combining narrow AI and the larger 
amounts of available data3. AI-enabled 
analytics and CRM tools will provide 

client servicing models. These tools can 
equip sales teams with easier and quicker 
access to relevant content4. 

Quantum computing and natural language 
generation (NLG) lie within general AI that 
aims to automate human intelligence. 
Automated portfolio commentary 
platforms though NLG, in conjunction with 
portfolio analytics software, will save time 
and improve customer communication 
through high quality, consistent 
commentary5.

How to ensure quality AI outcomes?
The increased implementation of AI in 

concerns. This is especially alarming, due 
to the lack of international regulatory 
standards for AI in asset servicing6. 
Proactive AI governance starts with a data 
governance-operating model with clearly 

data owners, data stewards, and the data 
governance committee7. AI should be seen 
as an asset – thus after AI implementation, 
the model should be maintained as any 
other business asset. Deloitte encourages 
the following principles to ensure quality AI 
outcomes:

With AI implementation comes 
the responsibility to monitor the 
appropriateness, completeness, and 

integrity of data. This requires up-front 
business and technical checks involving 
the operational workforce to create 
accountability8. Quality should be ensured 
along the data value chain throughout 
data collection, data quality controls, data 
aggregation, and reporting9. Monitoring 
AI use cases over the long-run will ensure 
that the AI output remains appropriate and 
answers current business questions.

Do not reinvent the wheel
It is important to know what has been 

learnt and knowledge gained in the 
industry. The Institute of Electrical and 
Electronics Engineers’ (IEEE) Ethically 
Aligned Design (EAD1e) details foundations 
for transparent and impartial intelligent 
systems6. The CSSF’s (Commission de 
Surveillance du Secteur Financier) white 

recommendations10. 

The asset servicing industry could reuse 

governance. Integrating AI measures with 
existing data policies, would already cover 
certain key considerations.

Two heads are better than one
The industry should collaborate to set 
a generally accepted AI implementation 
code. Regulators will be more prone to 

asset servicing industry than that of a 
single company6. Such a collaboration 
would be possible through the 
establishment of a new working group or 
with the support of an existing body such 
as the Association of the Luxembourg 
Fund Industry (ALFI) and the European 
industry association, EFAMA.

Unbox the black box
AI results can be complex and hard 
to explain. Transparency will help 
ensure high quality outcomes and 
avoid risky AI decision-making. Part 
of AI implementation should involve 
understanding the reason behind the 
results. This investigation should include 
checking for bias and unfairness in the 
training data as well as in the algorithm 
itself. Additional back testing for model 
maintenance would ensure that results 
stay accurate over the long-run. The AI 
decision-making process must be clear, 
transparent, and explainable to realize the 
full potential of responsible AI11. 
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How can asset servicers prepare for ai 
disruption?
Key AI trends highlight the large impact 
of AI in asset servicing. This can lead to 
major disruption if companies who are not 
prepared. Companies who anticipate and 

improved productivity, and an evolving 
client base. In order to capitalize on the 
upward growth trend, asset servicers will 
need to invest in supporting technology12.

The Deloitte Analytics Catalogue has 
multiple AI use cases across the banking, 
insurance, and investment management 
sectors. This gives a broad overview of 

implementation. To take advantage of 

our data valorization and monetization 
approach dedicated to information 
management (IM) is the ideal solution.

Deloitte also has an innovation framework 
accelerator, which manages the process of 
idea generation, selection, implementation, 
and decommissioning.

It is clear that AI is disrupting and will 
continue to disrupt the asset servicing 
industry. Be prepared. It is important to 
analyse your resources and assess possible 
use cases. Select the relevant use case to 
assure starting with quick win topics where 
your business has the needed data and 
infrastructure in place, keeping data quality 
in mind throughout.

Start small, but start right. Deloitte 
recommends six steps that can help asset 
servicers be industry leaders in the AI 
revolution2. 

Senior management skillset
Technology-focused management is 
integral in fostering a technology-focused 
business culture. Strategic decisions should 

Align hiring plans

labor-intensive tasks, to more automated 
tasks will pave the way forward. Recruiting 
tech-savvy individuals and developers early 
on will drive AI implementation.

Strengthen client relationships
Disruption would allow more time for 
value-added services and client time. 
Asset servicers can add value by providing 
regulatory and market intelligence to 
clients.

Smart small... and fail fast or scale up
Meaningful data valorisation use cases 
should be assessed through a POC as well 
as underlying technological assets in order 

foundation in you AI journey.

Multiple goals will shift the direction 
towards measurable success. Joint 
ownership between technology and 
operation increases the probability of 
reaching goals.

See change as an asset
Innovation leaders and a company culture 
that embraces change will ensure trust 
in the midst of undeniable technological 
disruption.

Technology focused 
senior management

Align 
hiring plans

See change 
as an asset

Strengthen client 
relationships

multiple goals
Start small… 
and fail fast or scale up 

PREPARING 
FOR 

DISRUPTION

Six steps to become a leader in the AI revolutionSix steps to become a leader in the AI revolution
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Analytics & Information 
Management

The world is changing, fast. 
Customers are demanding 
a more personalised 
experience. Competitors are 
appearing out of nowhere. 
Governments and regulators 
are demanding faster and 
more accurate reports. The 
most important answers 
to your complex business 
challenges may be hiding 
in your data. Those who 
can make sense of the vast 
quantities of information at 
their disposal are coming out 
on top. But in a world where 
the amount of information is 
doubling every 2 years, how 
can we keep up?
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Technology focused 
senior management

Align 
hiring plans

See change 
as an asset

Strengthen client 
relationships

multiple goals
Start small… 
and fail fast or scale up 

PREPARING 
FOR 

DISRUPTION

Six steps to become a leader in the AI revolution

It is always better to be the disruptor than to be disrupted. AI trends prove to 

the lower end of the AI spectrum – simple automation could cut around 35 percent 

tasks. This would pioneer for subsequent introduction of other AI implementations 
throughout the AI Market spectrum. Now is the time for asset servicers to 
start formulating tactical and strategic plans. Be proactive and incorporate AI 
governance from the get go. Six practical steps can guide asset servicers to be 
ready when the technologies’ tipping point arrives and AI changes the day-to-day 
of the asset servicing industry. 

Conclusion

2   The future of asset servicing: Shaped by three disruptive technologies. Deloitte 2017.

5   AI use cases. Deloitte 2019.
 

7   DAMA-DMBOK Functional Framework. Data Management Association 2014.
8   Innovation vision and Framework. Deloitte 2018.
9   BCBS 239 – a zoom on the scope. Deloitte 2017.

11   Unboxing the box with GlassBox. Deloitte 2019.
12   Investment Management: Technology go-to-market. Deloitte 2018.
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Remember the exact 
day when smartphones 
changed our lives? Not 
really. That’s because 
smartphones have 
evolved subtly and almost 
imperceptibly. They have 
changed over the years, 
from IBM’s unwieldly 
Simon in 1994 to Apple’s 
iPhone X weighing 174 
grams in 2018.

The hyper-capable 
smartphone never 
gets old - or does it?

We have undergone an even more 
profound change ourselves. In 

smartphone ever launched in the 1990s 
was not successful at all. It was seen 
as a work tool and the preserve of the 

Nowadays, its role in the workplace 
and increasingly its use as a tool to 
facilitate remote working are just two 
of the many features of these diabolic 
devices. To quote the Samsung S4 lock-
screen, smartphones have become “life 
companions” for us. We have become 
accustomed to periodically checking 

networks, and capturing the most 
special—and even the most mundane—
moments of our lives with our phone 
cameras. Beyond these obvious features, 
what are the main activities consumers 
these days are using their phones for?

This, and 69 more questions were posed 
to 1,004 people living in Luxembourg for 
the 2018 edition of the Deloitte Global 

Mobile Survey. The Luxembourg dataset 
is part of Deloitte’s multi-country study of 
mobile phone users around the world. The 
study comprises approximately 54,150 
respondents across 35 countries and 6 
continents. Touching upon a variety of 
themes, the results obtained shed light 
on the ever-increasing trend in the use of 
mobile devices.

Luxembourg is one of the European 
countries with the highest smartphone 
adoption level. Among the people 
surveyed in fact, as many as 94 percent 
possess one. Unsurprisingly, the adoption 
rate has increased in recent years at a rate 
of 3 percent on average, compensating 
for the sharp decline in the adoption 
of “regular mobile phones”. With their 
increasing adoption rate, smartphones 
are at the center of the daily routine of the 
average person in Luxembourg, helping 
them with a great variety of activities.

One of these activities is banking. Up until 
the beginning of the new millennium, if a 

Ronan Vander Elst  
Partner  
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Andy Fossion  
Senior Consultant 
Deloitte Digital 
Deloitte
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client wanted to check their bank balances 
they had to call their trusted bank advisor 
and request for the end-of-period balance 
to be sent to their home, via post, or they 
had to collect it in a branch. Over the past 
20 years, computers have slowly rendered 
lengthy phone calls obsolete, allowing 
people to check their accounts from 
the comfort of their own homes. Today, 
more people check their bank balances 
on a smartphone than on a laptop: 34 
percent of the people surveyed check 
their balances periodically using only their 
phones. Unlike in the 1990s, no voice 
calls pass through their phone lines, only 

customized and colorful charts showing 
their expenditure over the prior month. 

Luxembourg provide a mobile solution, 
whether via an app or a mobile-friendly 
website, to allow customers to view live 
updates on their accounts on a weekly, 
daily, and hourly basis.

Looking at charts and statistics on their 
spending habits is not all that consumers 
are doing with their smartphones, though. 
In 2018, 65 percent of consumers in 
Luxembourg have used their smartphones 
to purchase a product online and 
up to 18 percent have done so on a 
weekly basis. The popularity of mobile 
payments relies on their simplicity. For 

and transactions require just a touch—
eliminating the need for heavy wallets and 

As of now, 42 percent of the people 

recognition to authorize online money 
transfers and 55 percent to authorize         

In 2018, 65 percent of consumers 
in Luxembourg have used their 
smartphones to purchase a product 
online and up to 18 percent have  
done so on a weekly basis.
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payments. Our lives therefore seem to 
have become easier and easier, with 
traditional signatures and forget-me-not 
pin codes being overwhelmed by foolproof 

All of this suggests that the market for 
mobile banking products and services 

Meniga and BudgetInsight partnering 
with decades-old institutions to provide 
the best experience for end customers. 
But what do customers look for, as a key 

digital banking solution? The top three 
criteria for Luxembourgish customers 
are the security of the solution, the 
basic banking features provided, and the 
ease of use of the solution. Surprisingly, 
of the customers surveyed who use 
mobile banking platforms, the younger 
generations seem to be more concerned 
about security, with 75 percent of 
youngsters aged between 18 and 24 
ranking security as the most important 
criterion, whereas only 63 percent of 
customers aged 65 or older felt the 
same. Could this mean that the younger 

generations are more aware of the risks of 
cyberattacks?

In addition to becoming “pocket 
accountants”, smartphones are also 
increasingly turning into “portable 
doctors”. Looking to the other side of the 
world, for example, the US Food and Drug 
Administration approved 36 connected 
health apps and devices in 2017, providing 
medical support to consumers. The power 
of these apps is phenomenal, ranging 
from the basic medical diagnosis provider 

an overview of the health of consumers’ 
organs through a portable ultrasound 
scanner connected to a smartphone. 
These trends suggest that in the near 
future most routine medical tests will be 
“smartphone mediated”. This means that 
there will be much less need for lengthy 

or packed hospital emergency rooms, as 
people will just consult their smartphones.

Like small, ubiquitous, vital totems, 
smartphones have truly taken over 
consumers’ lives from every perspective. 

But will the adoption curve plateau 
at some point? According to tech 
enthusiasts, the answer is yes. A few 
years from now, smartphones will not be 
uniquely essential tools anymore, because 
everything will be mobile and connected. 

One of the key drivers of this change is 
the increasing pace of connectivity: 5G 
will allow devices to absorb and process 
a vast amount of data in milliseconds, 
transferring it to remote locations. In 
this scenario, smartphones might not 
retain their absolute dominance in the 
world of connected devices and will 
instead be overwhelmed by the myriad 
of smaller, equally powerful, connected 
tools. Expected to be adopted in 2020, 
5G will mark the end of entertainment 
as we know it, allowing seamless live 
streaming of videos, movies and even 
live broadcasting of virtual reality 
content. In transport and manufacturing, 
increased connectivity will allow for the 
implementation of autonomous and 
connected truck “platoons” that will 
require no human intervention.

Expected to 
be adopted in 
2020, 5G will 
mark the end of 
entertainment as 
we know it, allowing 
seamless live 
streaming of videos, 
movies and even 
live broadcasting 
of virtual reality 
content.
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Global Mobile Consumer Survey 2018  
Luxembourg

Would you like to have more insights on trends 
relating to the use of mobile devices  
in Luxembourg?

Despite the incredible impact 5G is likely to have on our lives, consumers do 
not yet seem to have fully grasped its importance. When asked whether they 
would immediately switch to a 5G data plan on their smartphone, less than one 
third of the people surveyed in Luxembourg replied that they would voluntarily 
do so. The rest said they would wait until they felt they had to switch so as not 
to be left behind. Thus, as of now, our smartphone-dominated society does 
not seem to care about the upcoming technologies that might wipe away our 
beloved life companions. But will this trend continue forever, is the smartphone 
ready to be forgotten and, most importantly, are consumers ready to replace it 
forever?  

Conclusion
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banking sector?
Pascal Martino  
Partner  
Strategy & Regulatory 
Consulting  
Deloitte

Ronan Vander Elst  
Partner  
Technology & Entreprise 
Applications 
Deloitte

Erika Bourguet 
Director 
Strategy & Regulatory 
Consulting 
Deloitte

Xavier Turquin 
Senior Manager 
Deloitte Digital 
Deloitte

While some predict the end of the banking 
industry altogether as a result of digital 
disruption, we see potential for private banking 
growth—provided the industry embarks upon 
a journey of transformation as it enters the new 
digital era.
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An evolving private banking sector  
in Luxembourg
In 2015, BBVA chairman and CEO 
Francisco Gonzalez predicted that 
up to half of the world’s banks would 
disappear. Three years later, Gartner is 

2030.

In Luxembourg, the private banking 
sector has faced considerable headwinds 
in the last 10 years. Now, digitization is 
reshaping the world and transforming 
expectations. Clients of all ages are 
accustomed to the convenience of digital 
across all sectors. “Digital” does not stop 
at technology; it is a way of experiencing 
and doing business.

The banking world is becoming 
increasingly aware of the importance 
of digitization. In 2011, the term “digital 
banking” appeared once, on average, 
in the annual reports of the 20 biggest 
European banks. In 2016, 55 occurrences 
were recorded on average.

The industry is transitioning to a new 
digital era in which it will be essential to 
address changing customer expectations, 
respond to the threat of disruption from 

Using a structured approach built 
around three guiding questions will help 
an organization to face these complex 
problems:
 • How digital are you?
 • How digital do you need to be?
 • How do you get there?

How digital are you?

understand the starting point. Therefore, 

transformation plan is to assess the 
digital maturity and positioning of one’s 
organization.

Assessing the digital experience

benchmark, digital experience, relates 

key aspects of the customer journey to 
explore: digital presence, engagement, 
consultation and transactions, advice, and 
additional services.

Pascal Martino  
Partner  
Strategy & Regulatory 
Consulting  
Deloitte

Ronan Vander Elst  
Partner  
Technology & Entreprise 
Applications 
Deloitte

In this respect, Deloitte Digital created the private banking digital 
maturity assessment to cover two dimensions:

Digital experience

Assesses the presence of digital 
throughout the comprehensive 
customer journey from the very 
start of the relationship

Digital readiness

Assesses the level of penetration of 
a digital mindset in the culture and 
organization, from digital programs 
or potential strategic partnerships 
to the adoption of digital governance

Digital presence
How visible is the bank on digital channels? 
We study the availability and visibility of 
information on various channels.

Client engagement

conducted? We observe how the bank 

interactions with client. The question is 
mainly the smoothness of the process 
and whether there is an element of digital 
activation.

Consultation and transactions
How does the client perform day-to-day 
operations? These include standard 
features such as viewing their portfolio 
status and performing transactions.

Advice
Do digital tools help produce or deliver 
advice? Many banks are struggling to 
provide advice tailored to customers’ needs 
and to use digital tools as a support for the 
activities of the account managers.

Additional services

investment services and traditional banking 

have disrupted the market by bringing 
in alternative services, which banks are 
starting to incorporate into their business 
models.
 

The industry is transitioning to a new 
digital era in which it will be essential to 
address changing customer expectations, 
respond to the threat of disruption from 
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Assessing digital readiness
Digital readiness relates to how equipped 
the organization is to deliver a digital 
experience. It assesses how far a “digital 
mindset” is being incorporated into its 
culture and structure. This is characterized 
by three key elements and underpinned 
by two accelerators: technology and 
innovation.

Digital strategic positioning
How does the bank view itself in terms 
of digital? We look at the bank’s digital 
vision and positioning regarding the PSD2 
regulation.

Digital transformation program
Does the bank have a formalized transition 
program? Private banks demonstrate 
varying levels of maturity in their digital 
transformation program, including 
objectives and content.

Internal organization
How digital is the internal organization? 
This includes, for instance, digital 
governance and project management.

Technology and innovation
What kind of technology does the company 
possess? Although technology is only one 
aspect of digital, it is an accelerator of any 
digital transformation plan.

How digital do you need to be?
Results of the private banking digital 
benchmark study
The benchmarking study uncovered 

regarding the maturity of ongoing digital 

Three clusters stand out, and we have 

Leaders, Followers, and Laggards, 
respectively.

The Leaders perform well in terms of 
digital experience and digital readiness 
relative to their local competitors. 
These are mostly global private 
banks that have initiated their digital 
transformation and are backed by their 
group.

The Followers, although possessing a 
similarly strong level of digital readiness, 

to their clients. These are typically local 
private banks that have started to think 
seriously about digital.

The Laggards
banks that have yet to clearly consider 

model, struggle with their traditional 
organizations, and display low digital 
experience and readiness.

The positioning of the actors is strictly 
relative to each other and not an 
absolute evaluation of digital maturity.

Indeed, the term “maturity” refers to a 
level of development, and “digital” is a 
concept in perpetual evolution. Given 
the speed at which technologies and 
attitudes are evolving, it is important to 
remember that digital maturity is only 
a snapshot of the situation today. The 
trajectory will be shaped by individual 

initiatives.

Given the speed at 
which technologies 
and attitudes 
are evolving, it 
is important to 
remember that digital 
maturity is only a 
snapshot of the 
situation today. 
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Pivoting to digital maturity

Applying seven “digital pivots” across the enterprise can help 
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How do you get there? 
Choosing the digital transformation 
path
To look beyond the static snapshot, 
Deloitte Digital studied the competitive 
dynamics and trajectories of the actors. 

consciousness of local players has grown 
strongly over recent months as a result 
of market evolutions and new customer 
expectations. 

Laggards are repositioning themselves 
with tactical developments, Followers are 
increasing their organizational maturity to 
deliver an improved customer experience, 
and Leaders are improving the customer 

structure. This translates into an initial 
upwards move, then a shift to the right of 
the matrix with the barycenter shifting to 
the upper-right quadrant.

The status quo is evolving, and private 
banks need to move at least at the 
speed of the market to retain their 
positions. Indeed, today’s leaders are not 
guaranteed to be the digital champions of 
tomorrow.

Such widespread change means that it is 
imperative for banks to decide in which 
direction and at what pace they want to 
advance. Essentially, they must answer 
the second core question of the digital 
transformation process: How digital do 
you need to be?

Once, private banks know how to position their digital maturity compared to local 

destination for their digitalization journey by answering the second question: “How 
digital do you need to become?”  

Conclusion
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Customer interactions have been transformed, 
geographic constraints lessened, processes 

Whilst this increasing connectivity undoubtedly 

technologies, designed primarily to share information 
rather than protect it.

The rewards for getting cyber risk management right 
include peace of mind and competitive advantage, 
while the costs of getting it wrong include business 
disruption and unwelcome regulatory scrutiny. This 
article looks at key trends in cyber risk and regulation 

looking to stay ahead of the pack.

Cyber risk
The management of cyber risk continues to be a 
fast-moving challenge, with most analysis concluding 
that the number and severity of cyber risks continues 
to rise despite ever-expanding levels of investment. 

and will remain so throughout 2019, with key trends 
including:
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Geopolitical uncertainty 
& state-sponsored cyber 
activity

Financial institutions risk becoming 
entangled in political disputes, as 
cyberspace is used increasingly to 
facilitate covert and overt state-
sponsored actions. These actions have 
resulted in multi-billion-dollar damage 
and disruption to civil infrastructure 
around the globe, as demonstrated 
by the 2017 NotPetya malware attack. 
This worrying trend shows no signs of 
changing. Financial institutions should 
expect to be directly or indirectly 
targeted and will need to regularly update 
their risk assessments to account for 
evolving threats.

Building a citadel

institutions aware that, while 
synchronous (instant) replication across 
a network facilitates customer activity 
and meets business and availability 
needs, this functionality also allows 
cyber-attacks to disrupt multiple systems 
across their network in seconds. This was 
demonstrated on a number of occasions 

attacks and were locked out of business-
critical systems. This resulted in a push 
to develop air-gapped, asynchronous 
data storage and recovery solutions, to 
safeguard critical assets and allow them 
to be recovered in a timely manner after 
an otherwise catastrophic event.

Cloud security
Business as usual now means migration 

regulators are expressing growing 
concern that concentration risk could 

institutions rely on the same cloud 
service provider. While institutions can 
aim to manage this through monitoring 

their ability to obtain clarity on areas of 
potential concentration risk.
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Developing  
an integrated approach

Destructive attacks are important but 
maintaining business as usual brings its 
own risks. For example, it is no longer 
enough to examine related risks in 

be gained from taking decisive action to 
break down the silos between domains. 
These include:

 • Pooling scarce engineering and 
machine learning resources to 
encourage innovation, increase 
automation, and reduce false positives

 •
on customer due diligence, digital 
behavior, and transactions to increase 
accuracy and enable faster customer 
on-boarding

 • Aggregating information streams from 
AML/CTF, cyber, and fraud to speed up 
investigations

 • Unlocking innovations in data 
integration to improve data collection, 
monitoring and analytics, and risk 
assessment and alert handling

Regulation

The regulatory landscape—for both cyber security and data protection—has seen 

risk as a core operational risk, and an expectation for senior management to ask the 

also receive growing regulatory scrutiny regarding how they manage cyber risks. The 

The focus on operational risk noted above 
is clearly demonstrated in the European 
Banking Authority (EBA) guidelines 
on Information and Communication 
Technology (ICT) Risk Assessment under 
the Supervisory Review and Evaluation 
process (SREP), which specify criteria for 
competent authorities (i.e. regulators) 
to use when assessing ICT risk as part 
of operational risk. The guidelines 
account for the evolution of cyber risks 
together with the increasing potential for 
cybercrime and possible cyber terrorism 
and acknowledge widespread reliance on 
outsourced ICT services and third-party 
products.

Furthermore, and in the same vein, 
the EBA draft guidelines on ICT and 
security risk management will establish 
requirements for credit institutions, 

providers (PSPs) on the mitigation 
and management of their information 
and communication technology risks 
(including Cyber security risks). These 
guidelines are part of a larger trend 
of mounting supervisory pressure on 

tangible improvements to their IT and 
cyber security resilience and have the 
potential to set the scene for future local 

Evolution of red teaming

A trend for regulator-driven frameworks 
for intelligence-led red teaming is gaining 

(TIBER-EU), UK (CBEST), Hong Kong (iCAST), 
and Singapore (Adversarial Attack Simulation 
Exercises). These are implemented and 
carried out by national supervisors, and use 
intelligence from real attacks, with the goal 
of improving resilience. They aim to enhance 
the standardization and coordination of 
cyber-defense testing and could provide 
a blueprint for a global standard that has 

is the potential for these frameworks to be 
adopted by other critical sectors.

AI Risk

In the same way that cloud migration 
is now impossible to ignore, so too 
is business innovation involving 

incorporated into a range of functions. 
This is often trialed in labor-constrained 

ripe for automation. But the technology 
may also introduce new risks by removing 
human intervention and judgement and 
placing trust in algorithms that were 
designed to enhance the customer 
experience, but which may never have 
been subject to robust security testing.

European Banking Authority (EBA) guidelines

...it is no longer enough 
to examine related 
risks in isolation. 

institutions have 
realized that there are 

from taking decisive 
action to break down 
the silos between 
domains.
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GDPR  
insights

Red teaming isn’t the only trend 
seeing growing adoption. The General 
Data Protection Regulation (GDPR) 
is more than six months old, and 

requirements in a variety of ways. 
There is a split in the market between 
the laggards and the leaders. Some 
organizations are just starting a gap 
analysis to embark upon GDPR programs. 
They have nothing in place and have 
made no progress. At the other end 
of the spectrum are organizations 
that have completed their program 
and embedded it and are now putting 

by , for example, driving reductions in 
unstructured data.

NIS  
directive

The NIS directive came into force the 
same week as the GDPR but has been 
overshadowed by its cousin. It proposes 
measures for a high common level 
of security as regards network and 
information systems across the EU, and 
member states had until 9 November 
2018 to identify the relevant Operators 
of Essential Services (OES) in their 

infrastructures are two of the seven 
industry sectors covered by the directive 
and relevant institutions are advised 
to monitor legislative activity in their 
countries of operation.

Proposed EU  
Cyber Security Act

Adding to the array of EU measures 
on cyber security, the proposed act 
includes a permanent mandate for ENISA 
(the EU Cybersecurity Agency) and the 

framework for ICT security products. 
Negotiations are ongoing and may result 
in ENISA obtaining the power to conduct 
audits of critical infrastructure. This 

that are considered critical, with a risk 
of duplicating existing frameworks. 

voluntary nature means it should have 

many of which already face more 
stringent rules arising from other EU 
initiatives.

Conclusion 

be greeted by diverse trends 
in terms of cyber risks and 
regulations. They will need to 
respond by preparing for growing 
geopolitical instability and 
regulatory changes, developing 
an integrated approach to fraud, 
and embedding security into 

value from participating in red-
teaming exercises, honing incident 
response procedures, and 
improving resilience across the 
organization—all key to surviving 
and thriving in 2019.

Global Cyber Risk

Deloitte helps 
organizations prevent 
cyberattacks and protect 
valuable assets. We 
believe in being secure, 
vigilant, and resilient—
not only by looking at 
how to prevent and 
respond to attacks, but 
at how to manage cyber 
risk in a way that allows 
you to unleash new 
opportunities.
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Hybrid cloud has reinvented itself in recent years 
and now looks set to become the new normal. Cloud 
management is the magic ingredient that makes this 

Just a few years ago, the cloud had 

industry all had a grasp on the topic. 
However, those days are gone as the 
term has been evolving and morphing 
into new and exciting services, with 
everyone now heading towards the 
concept of the multi-cloud. The term 

a multi-cloud model. Depending on the 
source, the numbers change a bit, but 
the intention is clear. Multi-cloud and 
hybrid cloud set-ups are the new normal 
with around two-thirds of enterprises 
expected to include these within their 
frameworks by the end of 2019. 

Hybrid cloud
A guide to a  
new approach

Published on 16 July 2019CIO
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There are many players in this space 
already, and some of the industry’s big 
names are investing large sums into hybrid 

enhancement and build-out, such as:

 • Red Hat, in the process of being bought 
by IBM, has acquired a start-up that 
specializes in managing storage across 
multi-cloud environments (NooBaa)

 • Amazon Web Services (AWS) launched a 
raft of hybrid storage services, as well as 
a service that allows customers to run 
AWS cloud in their own data center (AWS 
Outposts)

 • VMware multiplies announcement of new 
products which are building integration 
points with Public Cloud providers: 
VMware Cloud on AWS, IBM Cloud for 
VMware Solutions, GCP plug-in for 
VMware vRealize

 • Google has made its hybrid and multi-
cloud platform, Anthos, generally 
available

Developments such as these highlight the 
trend of trying to strike a balance between 
the modern (public) cloud and the on-
premises (cloud) model. Let’s get started 
and dig into hybrid cloud and unravel the 
mystery surrounding this change in the 
world of cloud computing.

Hybrid cloud – what does it actually 
mean today?
When considering hybrid cloud, it is best 
thought of as ‘a mix of public and private 
cloud deployments operating in separate 
entities, even at the edge of the network, 
but with an overall capacity to be managed 
as one cloud’. The magic ingredient here is 
to merge the cloud management into one 
component, ensuring seamless operational 
capacity.

While this sounds simple, it is far from that. 
Once you dig into the technical aspects, 
and consider the relatively young business 
of cloud, it gets a lot more complicated.
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What does it take to implement hybrid 
cloud?
Building an actual hybrid cloud can be 
conducted in a variety of ways. We have 

how it can be done, AWS Outposts and 
Commvault (product suite) respectively.

AWS Outposts
AWS Outposts bring the AWS Cloud into 
customers’ data centers, on-premises 
facilities, or remote locations. They provide 
the same AWS services that customers 
already use in the cloud, but running 
locally. AWS Outposts come in two variants:

 • Native AWS: Accessed through the 
same APIs and client SDKs used for 
cloud services, it provides EC2 and EBS 
services, and will be later complemented 
with database (RDS), container (ECS, EKS), 
or AI (SageMaker) services

 • VMware Cloud on AWS: Accessed and 
managed via VMware vCenter Server 

technology, it lets customers leverage on 
their existing skills and tools

AWS Outposts are fully supported and 
managed by AWS, and they are updated 
and patched regularly. Their modular 
design provides fast replacement of failing 
parts during maintenance, and easy 
upgrade of hardware following customer’s 
needs.
They are composed of standard 42U racks, 

on an AWS Nitro system. 
A top of rack switch allows connection to 
the local network. Outposts need to be 
constantly connected to the AWS region 
they belong to via VPN or AWS Direct 
Connect.

Commvault

move, back-up, or restore any kind of data 
from and to on-premises infrastructure, as 
well as directly in public clouds. It supports 
complex scenarios like backing-up a  

Building an actual 
hybrid cloud can 
be conducted in a 
variety of ways. We 
have selected two 

illustrating how it 
can be done.
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local VMware virtual machine in Microsoft 
Azure Blob Storage, and then restoring it in 
AWS as a converted EC2 for instance.

Commwault’s solution can be installed 
on-prem or consumed in a software-as-a-
service mode. It comes with a wide range of 
connectors to allow simple cloud restore/
back-up. Some of these are:

 • Databases: Alibaba RDS, AWS RDS, 
Google Cloud Database, etc…

 • Storage: Amazon S3, Azure Blob Storage, 
Oracle Cloud Storage Service

 • Compute: Amazon EC2, Azure and 
Azure Stack VMs, Google Cloud Platform 
instances, etc…

 • And more: Salesforce, Google Mail, etc…

management and support, but develop 

a greater extent, without increasing the 
burden of management and control/
governance.

pitfalls from hybrid cloud solutions?
 
Flexibility

providers and technology as well as the 
scalability this provides. The combination 
of private and public cloud solutions 
provides for a very scalable solution, which 
can be used for scaling out of the private 
cloud option. Hybrid cloud therefore 
assists in mitigating the possibility of cloud 
bursting, where cloud storage demands 
exceed the capacity of private cloud.

As a hybrid cloud solution is scalable, 
it is possible to deploy, grow or shrink 
the solution as deemed necessary in 
each case, as well as using uniform 
management interfaces. Such capability 

throughout the month or quarter or 
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year, or indeed, when it is possible to 
take advantage of cheaper temporary 
public cloud resources. Typically, this can 
be done for workloads that are not time 

Cost

aspect, although this depends on how 

architected, as well as the overall scale of 
the solution. With hybrid cloud solutions 
you are in control of what resources you 
consume and hence what you will be 
invoiced for.

However, hybrid cloud is not a one-tool-

it is likely that other solutions may be a 
better match. Cost for instance, might 
not always be optimized when selecting a 
hybrid cloud solution.

Complexity

is the complexity involved in setting 

proper way to interconnect the cloud 
environments, you’re simply juggling 
multiple clouds, and that results in a less 

than a true hybrid cloud.

Technical skills
Another negative area may be the lack 
of technical skills, which might not be 
in-house for some organizations, and 
therefore makes a public cloud approach 
more appropriate.

Security and data protection
Hybrid cloud solutions can increase 
security by letting you choose where 
workloads and data are performed or 
stored. They also allow for a private cloud 
to remain behind customized security 
architecture and only scale-out to public 
cloud when needed, limiting data exposure. 
However, hybrid cloud can create a larger 
attack surface and data traversing cloud 
networks can be susceptible to the same 
security risks as public clouds.

Latency
A more technical point, but critically 
important, is the consideration of latency. 
Many applications are still latency sensitive 
and if data is being transmitted between 

poor performance and the perception that 
the UX is bad.

Hybrid cloud can be a strong solution that combines the best parts of multiple cloud 

leveraging the public cloud when the need arises, but without having to expose your 
data on the public cloud (except when you want to). It also provides a potential path 
to IT modernization for those organizations looking to start with cloud migration, 
while limiting data exposure and remaining compliant with certain privacy and 
security requirements.  

Conclusion
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CFC rules  
and their application  
in Luxembourg

As a part of the transposition of the EU Anti-Tax 
Avoidance Directive into its national legislation, 
Luxembourg has also introduced controlled foreign 
company rules. These rules are completely new to the 
Luxembourg tax system and apply to Luxembourg 

 
1 January 2019.

As a part of the transposition of the 
EU Anti-Tax Avoidance Directive (“EU 

ATAD 1” or the “Directive”) into its national 
legislation, Luxembourg has introduced 
controlled foreign company (“CFC”) rules. 
These rules are completely new to the 
Luxembourg tax system and apply to 

starting on or after 1 January 2019.

The EU ATAD 1 Directive allows member 
states to choose between two basic 
options. Under the CFC rules, a taxpayer 

categories of undistributed (passive) 
income (Option A) or undistributed income 
from non-genuine arrangements (Option 
B), of a greater than 50 percent controlled, 
low-taxed, direct or indirect foreign entity 
of the taxpayer/parent company.

Luxembourg opted for Option B provided 
for by the EU ATAD 1, meaning that it can 
tax the undistributed income of a CFC 
arising from non-genuine arrangements 
that are put in place essentially for the 
purpose of obtaining a tax advantage.

This is to be interpreted as situations in 
which Luxembourg resident companies 

Functions (SPFs) that manage assets of 
a CFC. Here, reference is clearly made to 
transfer pricing concepts as developed 
under the BEPS action points, among 
others. This choice thus demonstrates 
Luxembourg’s full alignment with the 
OECD transfer pricing principles, which 

legislation by application of articles 56 
and 56bis LITL. 

Christophe De Sutter 
Sponsoring Partner 
Cross-Border Tax 
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Overview of the Luxembourg CFC rules
Under the Luxembourg CFC rules, a 
Luxembourg taxpayer is required (as 
a general rule) to include in its taxable 
basis the net income of foreign collective 
undertakings or foreign permanent 
establishments that qualify as controlled 
foreign companies in application of the 
CFC rules. A foreign collective undertaking 
or a foreign permanent establishment 

if:

2.1. 3.
The Luxembourg taxpayer, itself or 
together with its associated enterprises, 
directly or indirectly (i) holds more than 50 
percent of voting rights, or (ii) holds more 
than 50 percent of capital, or (iii) is entitled 

2.1. 3.
The actual corporate income tax paid 
by the foreign collective undertaking or 
the foreign permanent establishment on 

between the Corporate Income Tax that 

in Luxembourg and the actual Corporate 
Income Tax paid in the CFC state (“subject-
to-tax test”);

2.1. 3.
The income of the foreign CFC is not 
taxable or is tax exempt in Luxembourg.

Luxembourg has opted to apply the 
option provided for by the Directive and 
has decided to exclude from the scope of 
application of the CFC rules foreign entities 

not exceed 10 percent of their operating 
costs (with some exclusions from the 
calculation of the operating costs).

application of the CFC rules
Municipal Business Tax has been 
excluded from the scope of application 
of the CFC rules. As such, it is 
disregarded for the purposes of the 
subject-to-tax test performed to assess 
whether a foreign entity/permanent 

not. Similarly, a net CFC pick-up at 
Luxembourg taxpayer level is subject 
only to Luxembourg Corporate Income 
Tax and not to Municipal Business Tax.

The net CFC pick-up is to be included 
in the taxable basis of a Luxembourg 

year of the foreign CFC ends and 
proportionally to the ownership 
percentage (deemed to be) held by the 
Luxembourg taxpayer in the CFC.

The net CFC pick-up is limited to the 
revenues generated by the assets and 
risks located in the CFC, yet controlled 

located at the Luxembourg taxpayer 
and determined based on the arm’s 

56 and 56bis.

A tax credit is provided for a foreign 
tax paid by the CFC on the part of the 
net CFC income included in the taxable 
basis of the Luxembourg taxpayer.

Interaction with double taxation 
treaties
In line with the opinion of the Council of 
State expressed during the legislative 
process, the CFC rules should not 
apply to foreign CFC permanent 
establishments located in a contracting 
state outside the European Union 
where the taxation right to the income 
attributed to a foreign CFC permanent 
establishment lies with the state 
where the permanent establishment is 
located.

On the contrary, if a foreign CFC 
permanent establishment is located in 
an EU member country, the CFC rules 
should apply and should prevail over 
the application of a respective double 
taxation treaty.

Unless further guidance on how 
to interpret this is issued by the 
Luxembourg tax authorities, the 
situation must be assessed on a case-
by-case basis.
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Assessment of the practical impact 
of the CFC rules for Luxembourg 
taxpayers

As the CFC rules are completely new to 
Luxembourg tax legislation, certain aspects 
of their practical application will need to 

need to be issued by the Luxembourg tax 
authorities.

We believe that the impact of the CFC rules 
should be assessed on a case-by-case 
basis and the following two-step approach 
should be followed:

01. 
as foreign CFCs of the Luxembourg 
taxpayer

02.  Assessment of whether (and to what 
extent) the income of a foreign CFC is 
to be attributed to the Luxembourg 

People Functions performed in relation 
to the income-generating assets/risks 
of a CFC

for by the Luxembourg CFC rules, almost 
all companies within a group structure/
foreign permanent establishments of a 
Luxembourg taxpayer may qualify as CFCs 

if they do not pass the subject-to-tax test.

As such, it is important to determine for 
every entity/permanent establishment 

at Luxembourg taxpayer level in relation 
to the income-generating assets and/or 
risks of CFCs (so called “unilateral test”). 

CFCs are indirectly held by EU intermediary 
companies.

Luxembourg tax legislation or in the 

People Functions” is only mentioned in the 

to Permanent Establishments. Without 

in line with the recommendations of the 
2010 Report, we believe that the character 
of the main income-generating assets and 
activities of a CFC will be decisive for the 

By way of example, the following activities 
performed at Luxembourg taxpayer level 

 • Participation in the day-to-day 
management of a CFC (mainly in a 
situation where the same persons 
are appointed as the managers and/or 
employees of both a Luxembourg resident 
taxpayer and its CFC)

 • Performance of Key Entrepreneurial 
Risk-Taking (KERT) functions in relation 
to the origination and management of a 

 • Performance of Development, 
Enhancement, Maintenance, Protection, or 
Exploitation functions (DEMPE functions) 
in relation to the IP asset located at the 
CFC, without direct oversight or control of 
these activities by a CFC

taxpayer level in relation to the income-
generating assets and/or risks of a CFC, 
the CFC net income of the Luxembourg 
taxpayer is to be determined in line with 
the applicable transfer pricing rules 
(articles 164ter 4.1, 56, and 56bis LITL) 
and on the basis of a complete value chain 
analysis.

Multinational groups present in Luxembourg should assess the impact of the CFC rules 
on their structure and Luxembourg companies. The CFC rules are completely new to 
the Luxembourg tax legislation and follow in principle the wording of the Directive. 
While the Luxembourg CFC rules do not go beyond the minimum framework required 

application (as it is the case for any new law and in absence of any Luxembourg case 
law). 

functions’ concept) is needed for the practical application of the CFC rules. The 
assessment of their impact is to be done on a case-by-case basis and taking into 
account the character of the assets and activities of the foreign CFCs of a Luxembourg 

them.  

Conclusion

Global TMT 
Predictions 2019

See what the future holds 
for technology, media and 
telecommunication.
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The retail banking distribution 
model is inherited from times when 

Nowadays, both digitalization 
and the cultural shift it triggered 
have drastically changed clients’ 
expectations regarding retail in 
general and banking in particular. 
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It may sound like a cliché to argue that 
consumer behavior has evolved in the last 

20 years across all sectors and industries, 
but that does not make it any less true. This 
natural evolution is the product of several 
factors. These include the incontestable 
digitalization of business activities, as well 
as the underlying cultural shift as a new 
generation of digital natives came of age 
as market participants. They shop less 
in physical stores and when they order 
a t-shirt online they are used to tracking 
their order as it is prepared, shipped, and 
delivered. 

Plus, they usually have the option to leave 
a review on the website. So, why wouldn’t 
they expect an analogous experience 
when taking out a mortgage loan? These 
challenges are having an indisputable 

structures. Henceforth, rethinking and 
transforming their organization must be at 
the top of their priority lists. For them to 

their distribution models and devise plans 
to enhance and streamline the customer 
experience.

Reviewing the distribution model is no 
easy task. It should involve considering 
multiple dimensions, with a particular 
focus on networks, employees, and clients. 
Banking networks are a strength, but they 
are also a burden. Most networks are 
relics of the times when branches were 
the only banking distribution channel and 
clients’ needs were such that, when a spot 
was free in town, it was either bought by 
a bank or by an optician! Nowadays, as 
customers reduce the frequency at which 
they visit their branch, the same branches 

the slow decrease of interest margins and 
limits on fees. Knowing that only 13 percent 
of those aged 18-24 visit their branch more 
than once a month, banks have logically 
started to think about contracting their 
current networks. However, the process 
is quite complex and includes in-depth 

analysis of several key variables. These 
include the branch’s revenue, health, book 
value, network meshing, etc. Branch types 
should also be reassessed from a strategic 
standpoint.

Changes in clients’ needs and behaviors 

employees. Nowadays, most information 
or routine tasks clients used to ask for 
at the front desk can be found/carried 
out online. Based on this observation, it 
seems clear that the traditional counter 

self, will disappear in the near future as 
more people are moved into advisory 
roles. The upskilling process, if linked to 
an ambitious, forward-looking jobs and 
skills plan, will make the change must 
smoother, and maybe even less painful. 
The goal is to avoid passively accepting 

the size of the workforce per area and per 

to make employees more adaptable and 
capable of providing a better service to the 
client. This is essential if the transformation 
is to be a commercial and human success. 
To that end, HR departments have an 
essential role to play, for instance regarding 
workforce planning.

by the transformation. On the one hand, 
their current allocation to a portfolio is 
not necessarily always based on optimal 
reasoning. For example, it may be that 
one client relationship is managed by two 
managers or even worse: by two branches! 
On the other hand, changes to the network 
and the upskilling process will shake up 
the current situation of numerous clients. 
It therefore seems essential to harmonize 
and optimize the handling of banking 
relationships to better address clients’ 
needs and expectations. This is also an 
opportunity to enhance clients’ knowledge 
of the bank and leverage new tools such as 
big data analysis.

Nowadays, 
most 
information or 
routine tasks 
clients used 
to ask for at 
the front desk 
can be found/
carried out 
online.
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This portfolio harmonization will build 
on bank employees’ new skillsets and 
clients’ new behaviors and needs, with the 
ultimate goal of boosting sales and overall 
satisfaction based on the “right advisor for 
the right client” principle.
Even though the review will not be a piece 
of cake, it is a necessary step if banks 
are to stay in the game. In parallel to this 
revamping work in relation to networks, 
employees, and portfolios, it is also 
important to rejuvenate sales practices and 
processes to enhance and streamline the 
entire customer experience.

Banks are already fairly advanced when it 
comes to new sales practices. It is already 
possible for clients to sign a contract on 
a tablet, organize a videoconference, 
communicate over secure messaging, 
and much more. This small sample of the 

anecdotal: it sets the tone for a meaningful 
revision of retail banking sales practices. 
This shift will entail an ambitious training 

practices and empower branch managers. 
More than a foreman or forewoman, the 
branch manager should, after appropriate 

training, become a vital pillar of the 
organization: they should act as both a 
coach and a pilot, giving and receiving 
feedback so as to better understand and 
support team members. This necessitates 
a thorough change management plan. 
In addition, banks must review CRM 
processes, management software, and 
sales action plans, including the new input 

the new constraints of the omnichannel 
approach. 
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It is undeniable that new technologies 
have strengthened the omnichannel 
banking model. Clients are now free to 
choose whether to interact with the bank 
via the internet, a mobile or landline 
phone, e-mail or many more channels, and 
their interactions must be appropriately 
managed so that they do not get lost 
along the way. For example, a client should 
be able to call about their ticket on the 

Furthermore, clients should always feel 
that—no matter the channel—a human 
being is answering their question. 
Technologies such as speech analytics, 
speech to text, electronic signatures, and 
even facial recognition do not replace the 
relationship manager: they support them.

The whole ecosystem of retail banking 

cultural, structural and technological 
changes, in particular with regard to the 
additional sales time they generate for 
branches. Sales processes have improved 
exponentially since the start of the digital 
revolution. Now, the main challenge is to 
ensure consistency across all processes 
despite digitalization. Just imagine how 
a client would feel if they sign a contract 
on a tablet and receive a letter two weeks 
later asking for a copy of their ID. It would 
not make sense! The purpose of new 
technologies is not only to supplement 
existing “physical” tools and communication 
methods, but to combine the best of both 
worlds to ensure a simple, convenient, and 
personalized client experience.

The purpose of new technologies is not only 
to supplement existing “physical” tools and 
communication methods, but to combine the best 
of both worlds to ensure a simple, convenient, and 
personalized client experience.
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Distribution challenges are here and 
they are unavoidable. Rejecting the 
fact that current banking distribution 
models are, for the most part, quite 
outdated, would be like arguing 

overhauling the current model is 
indeed a challenge, but it is also 
an opportunity. Reorganizing the 
network, adjusting the workforce 
structure, and rationalizing portfolios 
are necessary steps to move toward 
a more customer-oriented and 

tools have emerged from the recent 
technological paradigm shift, it would 
be such a pity not to make use of 
them to streamline and enhance the 
client experience! Retail banks that 
make the transition in good time will 
get a clear cost advantage resulting 

more commercial time resulting in 
more client loyalty and indeed more 

the door to a general improvement in 
service quality.  

Conclusion

2019 Banking Industry Outlook

There’s a new kind of promise in the banking industry—
and possibly no better time than now for transformation. 
Economic fundamentals are strong, the regulatory climate 
is favorable, and transformation technologies are more 
readily accessible, powerful, and economical than ever 
before.

55

InsideNow -  IN10 | Old standards versus new behaviors: the retail banking distribution model gets a fresh lick of paint



56

Simply choose your subject and dive into our informative 
articles that share the latest ideas and insights from industry 
leaders and market experts. 

Dear readers,
Thank you for your continued support 
and interest in our magazine, InsideNow. 
We look forward to sharing many more 
engaging articles with you throughout the 
year as the industry navigates the ever-
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