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1. Navigating the Cyber threat 
landscape

The financial sector remains one of the most 
targeted sector
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Financial institutions are increasingly exposed to cyber risks  

Navigating the Cyber threat landscape

Financial risk related to 
fraudulent financial 
transactions (Direct 

Financial loss)

Operational risk, 
particularly related to 

unavailability and integrity 
of systems and data

Regulatory and 
reputational risk

Breach of professional 
secrecy and / or data 
privacy due to data 

leakage 

The convergence of forces is increasing the likelihood 
and impact of cyber risks

Businesses rely on cyber

Regulatory pressure

Digital technologies

Threat actors with varying 
motives

Digital 

Revolution

Highly 
Skilled

Attackers

Government

& 

Regulatory

• Motivation for attackers to 
target financial institutions 
(e.g. theft of personal data or 
confidential information, business 
disruption, fraudulent payments, 
etc.)

• Complexity of attacks and 
sophistication of malicious 
actions in cyberspace continue to 
increase

• Massive adoption of Digital 
technologies inherently 
oriented for sharing: Internet, 
cloud, social, mobile, etc.

• Attack surface is bigger, 
presenting more 
opportunities for attackers

• Increased pressure from 
regulators to enhance 
cyber resilience for 
financial institutions

• Various regulations resulting 
in more regulatory 
pressure on financial 
institutions

Business & 
Operating 

Model

• New businesses or business 
models are being created on 
cyber technologies

• Cyber technologies are now core 
to mission critical business 
services.
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Main lessons from the front-line

Navigating the Cyber threat landscape

17%

of breaches affected Public sector entities 

What was the most targeted 
sectors in 2020?

of breaches affected Professional services

12%

9%

 In 2020, the Finance industry was among 
the most targeted sectors due to its 
immediate and direct relevance for financially-
motivated threat actors.

56%

External actors (mostly Organized crime)

Who’s behind the breaches 
targeting financial services?

Internal actors

Business partners

43%

1%

 Financial gain: As in past years, 
financially motivated attacks 
continue to be the most common.

What are their 
motives?

 External threat actors targeting FSI tend 
to be far more sophisticated than the 
average cyber criminal (criminal syndicates). 

 Internal actors: Majority of incidents are 
accidental and caused by “negligent” or 
“careless” employees (e.g. sending emails 
to the wrong people).

Sources: Verizon Data Breach Investigations Report 2021

of breaches affected financial organizations

9%

of breaches affected healthcare organizations

96%

3%

1%

Financial

Espionage

Ideology
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Major attack vectors observed in 2020*

Navigating the Cyber threat landscape

Source:  2020 Cyber Security Trends Report by Deloitte Cyber Threat Intelligence 

Main attack vectors remain the same, however malware trends have evolved 
& actors continue to increase the complexity of their attacks

• Ransomware - the most prominent cyber threat, 
increasingly sophisticated: Since late 2019, ransomware 
operators have employed the double extortion technique 
leading to data leakage in addition of the availability risk  

• Infostealer malware – One of the most observed 
malware type: Most common types of infostealers gather 
keystrokes, screenshots, system network activity, or 
credentials 

• Phishing campaigns – Human factor is the weakest link: 
One of the most common entry points used by ransomware 
operators. Majority of attacks carried out by APT adversaries 
used spear phishing campaigns as an entry point

• Attacks against web applications: Attacks where threat 
actors exploit unpatched and/or misconfigured systems, 
thwart authentication mechanisms, etc. to compromise web 
applications (incl. cloud based email servers)

• Supply Chain attacks: Threat actor seeks to damage an 
organization by targeting less-secure elements in the supply 
chain. The SolarWinds supply chain attack was undoubtedly     
one of the biggest and most impactful cyber attack of 2020

• Unintentional incidents: Incidents where unintentional     
actions directly compromised a security attribute of an   
information asset (e.g. accidental data disclosure, configuration 
errors, etc.)

• Denial-of-Service: Any attack intended to compromise the 
availability of the networks and systems. Includes both network 
and application layer attacks

• Malicious email campaigns using COVID-19 as a lure: 
Threat actors began distributing malspam campaigns, as well 
as performing phishing and ransomware attacks, using 
COVID-19 as bait
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Insider threats as one of the most prevalent attack pattern targeting FSI

Navigating the Cyber threat landscape

Insiders are particularly dangerous because unlike outsiders working to penetrate the organization, they typically have legitimate access 
(sometimes privileged access) to systems and networks, which they need in their daily jobs.

”Careless” or 
“negligent” 
workers who 

mishandle data and 
systems, break use 
policies and install 

unauthorized applications

They do not intend to 
put the organization at 

risk, but do so non-
maliciously by behaving 
in insecure way or by 

making errors

Two types of Insider threats 

“Malicious” 
insiders who use 

existing privileges to 
steal information for 
personal gain or to 

collaborate with 
malicious external 
threat actors to 
compromise the 

organization

Sources: ENISA 2020 Sectoral threat analysis
Fortinet – Insider threat report 2019-2020
Ponemon Institute’s 2020 Cost of Insider Threats Global Report

Type of insider threats that surveyed companies are 
most concerned about 

71%
Inadvertent data 

breach/leak
(e.g., careless user causing 

accidental breach incl. phishing)

65%
Negligent data 

breach
(e.g., user willfully ignoring 
policy, but not malicious)

60%
Malicious data 

breach
(e.g., user willfully causing 

harm)

Majority of insider incidents are unintentional and 
caused by “negligent” or “careless” employees.

Intentional 
threats

Unintentional 
threats

21
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COVID-19: a transformation increasing the attack surface 

Navigating the Cyber threat landscape

Prior to the Covid-19 outbreak, 27% of users globally worked remotely on the average weekday. As of March 31, 2020 more than 60% of 
users work remotely. The current pandemic crisis has amplified some already existing threats and vulnerabilities. 

Behavioral Risk amplified by Covid-19 context

• Anxiety and stress may cause workers to pay less 
attention to security policies and behaviors

• While working isolated from their home, users       
behaviors may change and make them more    
vulnerable to various threats

• Threat actors massively used COVID-19-related        
social engineering techniques  

Technical Risk amplified by homeworking

The heavy 
adoption of 

homeworking 
practices and the 
Covid-19 context 
are increasing the 

threat level
Between March 12-26, 2020 

there were over

+400K
incidents of spam emails 

pertaining to Covid-19

On April 18th, Google announced that:

“During the last week, we saw 18 
million daily malware and 
phishing emails related to COVID-
19. This is in addition to more than 
240 million COVID-related daily spam 
messages.”

• Inappropriate and unsecured remote access 
infrastructure 

• Inappropriate authentication practices to 
remote access solutions

Remote access management

• Increased use of unmanaged personal devices 
for business purposes

• Sharing sensitive information on personal email 
or unmanaged cloud solutions (shadow IT)

• Installation of unapproved software on 
corporate devices

• Working from unsecured environment / 
network

Misuse of devices/assets
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What are the cost factors?

Navigating the Cyber threat landscape

Loss of intellectual property (IP)

Above the surface: 
well-known cyber incident costs

3

4

5

2

1

Cost of fraud (e.g. fraudulent payment) Insurance premium increases

Investigation of the breach Increased cost to raise debt

Regulatory and industry fines Revenue loss & business disruption

Notification of customers Lost value of customer relationships

Below the surface: 
hidden or less visible costs

3

4

5

2

1

6

7

Cyber remediation activities Devaluation of trade name

6

7

Public relations/crisis communications Value of lost contract revenue

Legal fees and settlements
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2. Main cyber regulations applicable 
to financial institutions

An ever increasing pressure from 
regulators to improve Cyber resilience 
across the industry
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Cyber risk in the post-crisis EU prudential regulation agenda

Main cyber regulations applicable to financial institutions

2008

From financial 
resilience

To digital 
operational 
resilience

Financial 
Crisis

EBA Guidelines 
on ICT Risk 
Assessment 

under the SREP

EBA Guidelines on 
ICT & Security risk 

management 

2017 2019
Digital 

Operational 
Resilience Act

Establishment of 
Single 

Supervisory 
Mechanism (SSM) 

2014
Banking Union

2012
Basel III

2009 2020
Legislative 

proposal for Digital 
Operational 

Resilience Act

Though Cyber risk and digital resilience 
are part of operational risk, they have 
been less in the focus of the post-crisis 
regulatory agenda

 The reform that followed the 2008 
financial crisis primarily strengthened 
the financial resilience of the EU 
financial sector, only addressing Cyber 
risks indirectly in some areas, as part of 
the measures to address operational risks 
more broadly

The ever increasing reliance on ICT 
poses a challenge to the operational 
resilience of the EU financial system

 Despite the progress made through 
national and European targeted policy and 
legislative initiatives, further work is 
necessary to strengthen banks’ ability 
to absorb operational risk-related 
events (e.g. pandemics, cyber incidents, 
ICT failures, natural disasters, etc.), which 
could cause significant operational failures 
or wide-scale disruptions in financial 
system 

Focus is now not only about financial 
resilience but also Cyber resilience

 Regulators are increasingly focusing on 
risks stemming from reliance on ICT and 
are trying to enhance institutions’ 
resilience through adapted standards

 Recent EBA guidelines are now 
addressing ICT and Security risk in a 
more comprehensive manner

 More to come with DORA (Digital 
Operational Resilience Act)

12 to 18 months
EBA Guidelines 
on outsourcing 
arrangements

NIS Directive 
& GDPR

2016
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What are the key concerns from regulators ?

Main cyber regulations applicable to financial institutions

Considering the rapid pace of technological change, the mass digitization and the proliferation of new types of cyber-threats, many regulations 
and guidance documents have already been published at local and European levels. One of the key concerns for regulators is the ability 
of institutions to withstand a sophisticated attack, and among the work already underway, three considerations stand out going forward:

Financial institution 
stability

A greater ambition for 
cyber-resilience

System-wide risks

Many regulations have already 
been published at local and
European levels providing 

cyber regulatory requirements
and more general guidance 

applicable to the fund industry.

1

2

3

Stability implications of a successful major 
cyberattack and ability of a financial 
institution to continue to provide its critical 
functions.

Increasing risk of contagion to other 
institutions and financial services including 
cyber-threats arising from recourse to third-
party service providers

Baseline standards are being pushed to 
challenge institutions to become more 
ambitious in pursuing their cyber-defense 
and resilience
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Main Regulations, Directives and Guidelines at European level

Main cyber regulations applicable to financial institutions

Authority Reg. name Summary

Cross-industry cyber regulations (not specific to financial services industry)

EU Commission

General Data Protection Regulation 

(EU) 2016/679

Personal Data Protection Regulation: Controllers and processors of personal data must put in place 

appropriate technical and organizational measures to implement the data protection principles

Directive on security of network and 

information systems (NIS Directive –

2016/1148) 

Directive on security of network and information systems: Provides legal measures to boost the overall 

level of cybersecurity in the EU. The Luxembourg legislator has adopted the Law of 28 of May 2019 

implementing the NIS Directive into the national legislation. 

Direct Cyber requirements applying to banking institutions through EBA/ESMA

European Banking 

Authority (EBA)

EBA guidelines on outsourcing 

arrangements (EBA/GL/2019/02)
Set out specific provisions for the governance frameworks of financial institutions:

EBA Guidelines on ICT and security 

risk management   (EBA/GL/2019/04)

Establish requirements on the mitigation and management of information and ICT and Security risks. 

Implemented through CSSF circular 20/750 with an extension to all professionals of the financial sector (PFS).

EBA Guidelines on ICT Risk 

Assessment under the SREP 

(EBA/GL/2017/05)

Guidelines are addressed to competent authorities (regulators) and are intended to promote common 

procedures and methodologies for the assessment of the Information and Communication Technology (ICT) 

risk under SREP.

European Securities 

and Markets 

Authority (ESMA)

ESMA Cloud outsourcing guidelines 
The Guidelines are intended to help firms identify, address and monitor the risks arising from cloud 

outsourcing arrangements
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Luxembourg regulatory framework – Main applicable CSSF circulars (1/2)

Main cyber regulations applicable to financial institutions

Over time, the CSSF has further published several circulars addressing different aspects of cyber. The following table outlines the main circulars 
that have already been published by the CSSF and where some specific cyber regulatory requirements are defined.

Circulars
Credit 

Institutions

Investment 

Firms 
Mancos

Specialized 

PFSs

Circular 11/504 – Frauds and incidents due to external computer attacks

Circular 12/552 as amended – Central administration, internal governance and risk 

management

Only for professionals 

performing lending 

operations

Circular 13/554 – Evolution of the usage and control of the tools for managing 

information technology resources and the management access to these resources

Circular 15/603 – Security of internet payments (in case of provision of payment 

services)

Circular 15/611 – Managing the risks related to the outsourcing of systems that allow 

the compilation, distribution and consultation of management board/strategic documents

Circular 17/654 as amended – IT outsourcing relying on a cloud computing 

infrastructure (in case of such reliance)
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Luxembourg regulatory framework – Main applicable CSSF circulars (2/2)

Main cyber regulations applicable to financial institutions

Circulars
Credit 

Institutions

Investment 

Firms 
Mancos

Specialized 

PFSs

Circular 17/656 – Administrative and accounting organization; IT outsourcing

Circular 18/698 – Authorization and organization of investment fund managers 

incorporated under Luxembourg law (introducing req. on management of IT and 

security risks incl. cyber attacks, IT and business continuity, outsourcing, etc.)

Circular 18/704 – Guidelines of the EBA on major incident reporting under PSD2

Circular CSSF 20/750 – Requirements regarding information and communication 

technology (ICT) and security risk management (implements EBA guidelines 

EBA/GL/2019/04)

Circular CSSF 21/769 - Governance and security requirements for Supervised 

Entities to perform tasks or activities through Telework
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Common topics across EU and local regulations (1/2)

Main cyber regulations applicable to financial institutions

Cyber-governance

1

Role of the board

• Role of the board of directors or other 
body responsible for general oversight 
of the financial institution

• Approval of framework for 
cybersecurity policy and strategy

Roles or functions:

• Creation of a role or function 
responsible for cybersecurity, such as 
a chief information security officer 
(CISO)

Independence:

• Compliance with the principles of the 
three lines of defense model

Cyber-risk management
framework

2

Cyber-risk/threat identification, 
assessment and treatment:

• Risk management process to identify, 
evaluate and treat Cyber risks

Regulatory reporting:

• Cyber-incident reporting, including 
nature of cyber-incident, measures 
taken following the cyber-incident and 
initiatives to avoid recurrence

Third-party risk:

• Management of risk exposures arising 
from third-party vendors 

• Outsourcing management, including 
outsourcing policies and identification, 
management and monitoring of cyber-
risks

Cyber-control
framework

3

Cybersecurity standards:

• Define the most adapted control 
framework for mitigating risks

• Meeting internationally accepted 
information security standards helps in 
identifying the scope of information to 
be protected and provides standards, 
guidelines and best practices to 
manage cybersecurity-related risk

Cybersecurity policies, procedures 
and systems:

• Define a security policy instantiated 
into security standards and related 
procedures 

• Implement systems and procedures to 
safeguard the security of information 
in terms of availability, confidentiality 
and integrity
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Common topics accross EU and local regulations (2/2)

Main cyber regulations applicable to financial institutions

Cyber-awareness and
training

5

Awareness and training

• Training programme for all staff to 
ensure that they are trained to 
perform their duties and 
responsibilities consistent with the 
relevant security policies and 
procedures to reduce human error, 
theft, fraud, misuse or loss.

Cyber-resilience

6

Incident monitoring, response and cyber-
notification

• Monitoring of the IT function and related cyber-
incidents 

• Response and recovery plans to limit the impact 
of cyber-incidents; crisis communications 

• Timely notification and reporting to regulators

Testing:

• Vulnerability hardware and software scans; 
threat-led penetration testing; testing prior to 
information system launch; Cyber-incident 
response plan testing 

• Testing of business continuity policy and 
disaster recovery plan and

• Periodic independent system review by qualified 
party
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More to come with the Digital Operational Resilience Act 

Main cyber regulations applicable to financial institutions

 In September 2020, and following a joint advice from the European Supervisory Authorities (EBA, ESMA and EIOPA), 

the EC published a legislative proposal for a Digital Operational Resilience Act (DORA)

 DORA is designed to develop a single regulatory and supervisory rulebook for ICT operational resilience in 

the financial sector. The objective is to consolidate and upgrade ICT risk requirements throughout the financial 

sector (including managers of alternative investment funds and management companies) to ensure that all 

participants of the financial system are subject to a common set of standards to mitigate ICT risks 

 Concretely DORA will address:

Most important aspects of the DORA proposal

Proposal for a Digital Operational Resilience Act (DORA)

Harmonizing ICT and security risk 
management rules across financial services 

(expending from EBA guidelines)

Bringing critical ICT third party providers 
(including Cloud Service Providers) within the 

regulatory perimeter

Improve digital operational resilience testing by 
conducting mandatory and regular threat-led 

penetration testing

Harmonize ICT and cyber incident classification 
and reporting

DORA already contains the future architecture of the technical digital requirements needed to support the widespread arrival of technologies such 
as blockchain, digital assets, and the increased use of data. 
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Appendix
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EBA guidelines are addressing ICT & Security risk in a comprehensive manner

Main cyber regulations applicable to financial institutions

Although a diversity of guidelines and regulations has been issued over time on the topics of IT and cyber (e.g. IT outsourcing, cloud computing, 
cyber-resilience, continuity, security aspects specific to payments services, etc.), EBA Guidelines on ICT and security risk management are 
now addressing IT and cyber-risks in a more comprehensive manner.

Set supervisory expectations for the 
management of ICT  and security risks

Applicable to Credit institutions, 
investment firms, payment service 
providers and PFS

Supersede Guidelines on security 
measures for operational and security 
risks of payment services

1

2

3

EBA Guidelines on ICT and security risk management (EBA/GL/2019/04) 
implemented in Luxembourg through circular CSSF 20/750

Entered into force on 30 June 2020

4

ICT governance 
and strategy

ICT risk 
management 
framework

ICT Project and 
Change 

management

Business 
continuity 

management

Information 
security

ICT Operations 
management

ICT Risk domains 
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Governance and security requirements for Supervised Entities to perform tasks or 
activities through Telework

Main cyber regulations applicable to financial institutions

Risk Analysis to identify and 
evaluate risks, and calibrate 
mitigating controls

Teleworking policy laying 
down the general framework for 
using telework 

Monitoring of the use of telework 
and control by internal control 
functions

ICT & Security measures (policies, access rights, 
devices and infrastructure security, vulnerability 
watch, logging, etc.)

In the context of the COVID-19 crisis, Banks 
have massively used telework solutions. In 
response to the growth of Telework the 
CSSF issued a new circular (21/769):

• Applicable to all Supervised Entities of the 
financial sector

• Will not necessitate any prior approval 
by the CSSF

• Will enter into force on 30 September 
2021

• The Circular does not apply during 
pandemics (for example, COVID-19) or 
other exceptional circumstances that have a 
similar impact on general working 
conditions

Main 
requirements 
from Circular 
CSSF 21/769
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Appendix: More about Deloitte Cyber
A global firm with strong local presence, covering all aspects of cyber security

30+ centers globally

Deloitte’s global network of Cyber Intelligence Centers operate around the clock 365 days a 

year to offer cyber security solutions, 12 located in EMEA region

• Deloitte named a global leader in cybersecurity consulting, and security operations consulting 
by ALM Intelligence in 2018

• Named the undisputed worldwide leader in Risk Consulting by IDC in FY18

• Ranked #1 globally in security consulting by Gartner for 7th consecutive year [2012-2019]

• Strategic Risk Consulting, Cyber Consulting Services, Security Consulting Services, Digital 
Forensics and Incident response by IDC, ALM, Gartner and Forrester in FY18

GLOBAL CYBER RISK NETWORK 

#1

VIGILANT
We provide clients with advanced cyber threat intelligence, threat monitoring, 
threat hunting, and security analytics capabilities to protect their most critical assets. 
We offer advanced managed security services and incident management delivered 
through a global network of connected 24x7x365 Cyber Intelligence Centers

RESILIENT
We combine proven proactive and reactive incident management processes and technologies to rapidly adapt and 
respond to cyber disruptions whether from internal or external forces

SECURE
We focus on establishing effective controls around the organization’s most sensitive assets 
and balancing the need to reduce risk, while enabling productivity, business growth, and cost 
optimization objectives

CYBER STRATEGY
We help executives develop a cyber risk program in line with the strategic objectives and risk appetite of the organization

Advanced Threat Readiness and Preparation | Cyber Risk Analytics | Security 
Operations Center | Threat Intelligence and Analysis

Cyber Incident Response | Cyber Wargaming

Infrastructure Protection | Vulnerability Management | Application Protection | 
Identity and Access Management | Information Privacy and Protection | Cloud 
Security 

Cyber Strategy, Transformation, and Assessments | Cyber Risk Management and Compliance | Cyber Training, Education, 
and Awareness

MARKET LEADERSHIP 

1.4K+ 
.
Our cyber risk professional are accredited in the following technical certifications: CISSP, CISM, 
COBIT, ITIL, CDPP, CEH and more

30K+ 

CISSP 
certified 

professionals

Risk management and security professionals globally, 17,000 dedicated cyber risk 

service practitioners worldwide

We serve of the Fortune Global 500 companies 

giving us tremendous reach, industry expertise and client experience to leverage 
across the globe

80%+ 
OUR
CYBER RISK 
PORTFOLIO
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