
The first cybersecurity law in Luxembourg is coming
Introducing security and incident notification requirements for 
operators of essential services and digital service providers
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Introduction
The Directive (EU) 2016/11481 (hereafter ‘the NIS Directive’) 
entered into force in 2016 and had to be transposed by the 
Member States into national laws by 9 May 2018. The aim of the 
NIS Directive is to achieve a high, common level of network and 
information security, across the EU. The NIS Directive establishes 
security and incident notification requirements for Operators of 
Essential Services (OES) in critical sectors such as banking and the 
financial market infrastructure; and for Digital Service Providers 
(DSPs), including online marketplaces, search engines and cloud 
services. The Directive lays down obligations for the Member 
States of the EU. In addition it creates a cooperation group to 
facilitate strategic cybersecurity information sharing, as well as it 
establishes a CSIRTs network to boost operational cybersecurity 
cooperation.

On the 3th of October 2018, the 
Luxembourg government issued 
the coordinated text of the draft law 
implementing the NIS Directive into 
national Law (hereafter ‘the draft law ’), 
modifying the law of 23 July 2016 creating 
the Haut-Commissariat à la Protection 
Nationale, as well as the modified law 
of 20 April 2009 creating the Centre de 
Technologies de l'Information de l'Etat. 
This article is mainly intended for 
Operators of Essential Services (OES) 
and for Digital Service Providers (DSPs) 
operating in Luxembourg and will cover the 
following key questions:

 • Which authorities have been designated 
in Luxembourg?

 • Which security requirements will apply to 
OES and DSPs in Luxembourg?

 • Which incident notification requirements 
will be applicable to OES and DSPs in 
Luxembourg?

 • What are the sanctions for non-
compliance with the obligations?

 • What are the next steps?

1. https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2016.194.01.0001.01.ENG&toc=OJ:L:2016:194:TOC
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Which authorities  
have been designated  
in Luxembourg?

2. https://web.ilr.lu/ 
3. http://www.cssf.lu/en/

National Competent Authorities 
(NCAs) in Luxembourg
According to Art. 8 (1) of the NIS Directive, 
each Member State shall designate one 
or more NCAs for the security of network 
and information systems (‘competent 
authority’), covering at least the sectors 
referred to in Annex II and the services 
referred to in Annex III of the NIS Directive. 
Art. 3 of the draft law establishes the NCAs 
in Luxembourg which are the Institute of 
Regulation2 (ILR) and the Financial Sector 
Supervisory Commission3 (CSSF). 

As shown in the above figure, the ILR 
will be considered to be the NCA for the 
energy, transport, drinking water supply 
and distribution sectors as well as the 
health sector. According to the Art. 4 of 
the draft law it will also be a single point 

Figure 1 - NCAs in Luxembourg

of contact (SPOC) that will coordinate NIS 
related activities and ensure cross border 
cooperation.
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financial sector in Luxembourg, within 
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4.  https://www.govcert.lu/  
5.  https://www.circl.lu/ 

Computer Security Incident Response 
Teams (CSIRTs) in Luxembourg
According to Art. 9 (1) of the NIS Directive, 
each Member State shall designate one or 
more CSIRTs, which shall comply with the 
requirements set out in point (1) of Annex 
I, covering at least the sectors referred to 
in Annex II of the NIS Directive. Art. 1 (19) 
and Art. 1 (20) of the draft law identifies the 
following CSIRTs: CERT Gouvernemental4 
(GOVCERT.LU) and Computer Incident 
Response Centre Luxembourg5 (CIRCL).

While GovCERT will perform its CSIRT tasks 
related to incident handling for network 
and information systems of the State, 
CIRCL will perform the CSIRT tasks related 
to incident handling for private entities. 
Therefore, any public entity operating in 
any of the 7 sectors referred to in Annex 
II of the NIS Directive, falls under the 
responsibility of GOVCERT.LU while any 
private entity falls under CIRCL. This also 
means, that entities that are both private 
and public fall under the responsibility of 
both GOVCERT.LU and CIRCL. 

Figure 2 - Designated CSIRTs in Luxembourg
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According to Recital 4 of the NIS Directive, 
both Operators of Essential Services (OES) 
and Digital Service Providers (DSPs) shall 
ensure the security of their networks 
and systems to promote a culture of risk 
management. Security requirements 
provided by the daft law for OES and DSPs 
are largely based on the requirements 
set by the NIS Directive. The table on the 
following page illustrates the security 
requirements as reflected in the Chapter 
III and IV of the draft law. The table clarifies 
if requirements apply to OES, DSPs or to 
both. 

Under the Art. 10 (2) of the draft law, the 
listed requirements do not apply to micro- 
and small enterprises as defined in Art. 
2 of the Commission Recommendation 
2003/361/EC6. DSPs with less than 50 
employees and whose annual turnover 
and/or annual balance sheet total does 
not exceed 10 million EUR are exempt 
from security and incident notification 
requirements. For this reason requirement 
A is yes/partial for DSPs.

According to the Art. 8 (1) of the draft law, 
the security of network and information 
systems shall be adapted by implementing 
measures based on the associated risks. 
However, the draft law suggests taking into 
account “l'état des connaissances” which 
does not have the same meaning as the 
“the state of the art”. The French version of 
the Directive, and therefore the draft law, 
appears to be less strict than the English 
text of the Directive. OES should therefore 
take into consideration the English version 
of the NIS Directive as it refers to a more 
established concept. 

Which security 
requirements will apply 
to OES and DSPs in 
Luxembourg?

6.   https://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=uriserv:OJ.L_.2003.124.01.0036.01.
ENG&toc=OJ:L:2003:124:TOC 

The draft law goes further than 
the NIS Directive, by allowing 
the NCAs to appoint an external 
auditor to monitor the effective 
implementation of information 
security policies. 
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Under the same Article of the draft law, 
the ILR and CSSF are empowered to 
request OES to use risk analysis tools that 
can be imposed by means of regulations. 
Such tools, for instance, can be based on 
technical guidelines on security measures 
proposed by European Union Agency 
for Network and Information Security 
(ENISA). In accordance with Art. 9 (2), after 
consulting with OES, ILR and CSSF may 
give binding instructions to OES to remedy 
deficiencies.

With regard to binding powers, Art. 9 (1) 
para 2 of the draft law goes further than 
the NIS Directive, by allowing the NCAs to 
appoint an external auditor to monitor the 
effective implementation of information 

security policies. This is a similar 
practice to the one established in the 
telecommunications sector (legal regime 
established by the law of 27 Feb 2011 on 
telecommunication services7).

For DSPs, Art. 10 (1) of the draft law 
suggests to take into consideration the 
recent Implementing Regulation of January 
20188 laying down a number of technical 
provisions relevant when managing the 
NIS risks. Thus, for instance, it clarifies the 
essential security elements of systems and 
facilities, business continuity management, 
as well as of monitoring, auditing and 
testing. It also provides certain parameters 
for determining whether an incident has a 
substantial impact.

7.  http://legilux.public.lu/eli/etat/leg/loi/2011/02/27/n1/jo
8.  https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32018R0151&from=EN 

Security requirements OESs DSPs

A.  Take technical and organisational measures to manage the 
risks posed to the security of networks and information 
systems [Art. 8 (1), Art. 11 (1)].

 

B. Provide to NCAs information needed to assess the security 
of networks and information systems, including security 
policies [Art. 9 (1) para 1, Art. 12 (1) para 1].

C.  Provide to NCAs evidence of effective implementation of 
security policies, such as the results of security audits [Art. 8 
(1) para 2].

D. Provide to NCAs any information needed to control the 
effective implementation of security policies [Art. 8 (1) para 
3, Art. 11 (1) para 3].

E. Remedy any failure to meet the security requirements 
[Follow the binding instructions to remedy deficiencies 
identified [Art. 9 (2)] ].

F. Remedy any failure to meet the security requirements [Art. 
11 (1) para 2].

G. Designate a representative in the EU when not established 
in the EU, but offering services within the EU [Art. 9 (1)].

(partial)
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Which incident 
notification requirements 
will be applicable to OES 
and DSPs in Luxembourg?
The draft law introduces a number of 
incident notification requirements. 
OES shall notify any incident having a 
“significant” impact while DSPs shall notify 
any incident having a “substantial” impact 
without undue delay as referred in Art. 8 

(4) and 11 (3) of the draft law. The draft law 
however does not clarify the undue delay. 

The criteria to determine the impact 
mentioned in Art. 8 (5) and 11 (4) are shown 
below.

Figure 3 - Criteria to determine impact of incidents

Criteria to determine  
significant impact

Number of users affected by incident

Duration of the incident

Geographical spread with regard to area affected by incident

Criteria to determine  
substantial impact

OES

DSP Extent of disruption of the functioning of the service

The extent of impact on economic and societal activities

It is foreseen to introduce a unified 
incident notification platform in order  
to notify incidents directly to CSIRTs  
and/or NCAs.
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As mentioned in Art. 8 (3) and Art. 8 (5) of 
the draft law, further clarification of the 
modalities of incident notification such 
as the “undue delay” and the format to 
be used when reporting incidents are 
expected to be clarified by the relevant 
NCA. This means that it should be expected 
that the ILR and/or the CSSF may issue 
such guidance at some point.

Figure 4 – Activities related to incident notification in Luxembourg

Art. 13 of the draft law states that service 
providers falling outside the scope of the 
draft law, if they experience incidents 
having a significant impact on the services 
they provide, notify the relevant competent 
authority on a voluntary basis. 

The figure below shows the actors 
and their activities related to incident 
notification. 
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Incident notification requirements 

1a.  OES shall notify incidents to ILR or CSSF if having a significant impact on the continuity of its essential 
services, including where the impact is due to relying on 3rd party DSP [Art. 8 (4) and Art. 11 (5)]

1b.  ILR or CSSF shall transmit incident notifications to relevant CSIRTs [Art. 8 (4)]

2.  DSP shall notify incident if substantial impact [Art. 11 (3)]

3.  GOVCERT and CIRCL shall send a report once a year to the ILR (SPOC) [Art. 11 (7)]

4.  ILR or CSSF may request the OES to inform the public about an incident [Art. 8 (8)]

5.  GOVCERT, CIRCL, authorities or CSIRTs of Member States concerned may request DSPs to inform the public 
about incidents. [Art. 11 (8)]

6.  ILR, CSSF, GOVCERT, CIRCL, the authorities or the CSIRTs of other Member States concerned may inform the 
public about an incident. [Art. 8 (8), Art. 11] 
 
Note: Under Art. 8 (8) and Art. 11 (8), NCAs or CSIRTs may compel both OES and DSPs to inform the public 
about the occurred incident. This means an entity can be obliged to disclose the information about an 
incident even when it is contrary to its interests or position on the market. However, the draft law does 
acknowledge that that making such information public should reflect a compromise between the public's 
right of being informed of the threats and the possible commercial consequences.

7.   ILR, CSSF, GOVCERT and CIRCL shall consult and cooperate with the CNPD in case of violation related to 
personal data [Art. 8 (3)]

8.  ILR, CSSF, GOVCERT or CIRCL shall inform other affected Member States of incidents [Art. 8 (6) + Art. 11 (3)]

The table below lists the requirements corresponding to the arrows in the figure in the previous page.

OES shall notify ILR or CSSF (the notification 
shall subsequently be transmitted to 
GovCERT or CIRCL), while DSPs directly 
notify GovCERT and/or CIRCL. In 
accordance with the commentary of Art. 10 
of the draft law, neither ILR nor CSSF have 
the authority to supervise the activities of 
DSPs. This can be explained by the fact that 
under Recital 60 of the NIS Directive, DSPs 
are subject to “light-touch” and reactive 
ex-post supervisory activities. Therefore, 
incident notification requirements will 
automatically apply to all DSPs, without 
prior obligation to contact the NCAs. 

Under Article 10 of the draft law, it is 
foreseen to introduce a unified incident 
notification platform in order to notify 
incidents directly to CSIRTs. An example 
of a widely used platform for incident 
notification and exchange in support of the 
NIS Directive is the Malware Information 
Sharing and Threat Intelligence Sharing 
Platform (MISP)9. However, it is important 
to note that in accordance with the opinion 
of the Council of State, both OES and DSPs 
should have the option to notify either the 
NCA(s) or the CSIRT(s).

9.  http://www.misp-project.org/compliance/NISD/ 
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In accordance with Art. 14 of the draft 
law, in case of failure to comply with the 
obligations, OES as well as DSPs may be 
sanctioned. The sanctions regime is based 
on the existing Luxembourg regulation for 
the electricity and natural gas markets. 
Listed penalties will be exclusively of an 
administrative nature, such as warnings, 
reprimands or fines of which the amount 
can go up to 125,000 EUR. The fines will 

The final version of the draft will only 
become law after the promulgation by 
the Grand Duke and its publication as a 
Memorial in the official journal of the Grand 
Duchy of Luxembourg. Therefore, the final 
law transposing the NIS Directive could be 
expected by the end of 2018.

By the 9th of November 2018, Luxembourg 
as a Member State will have to identify a list 
of Operators of Essential Services with an 
establishment on their territory for each 

subsector. In addition, further clarifications 
of “undue delay” and other details of the 
incident notification procedures are to 
be provided by ILR or CSSF under Art. 
8 (3) and Art. 8 (5). More information is 
also expected concerning the unified 
notification platform that is intended to be 
used by entities to directly notify incidents 
in line with Art. 8 and Art. 11 of the draft 
law. 

What are the sanctions for 
non-compliance with the 
obligations?

Conclusion and next steps

10.  http://www.aed.public.lu  

be imposed by the ILR and transmitted 
to the Administration de l’Enregistrement et 
des Domaines10 (AED) to be collected. This 
means that ILR as a regulatory institution 
will levy the fines against OES or DSPs 
while AED will be responsible for their 
administrative handling. While calculating 
the fines, authorities will have to take into 
account the gravity and the frequency of 
non-compliance with the law. 
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