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The challenge

Incumbents face particular pressure to transition, as they need 
to innovate to compete with digital natives. This brings significant 
execution risks and puts them in a new end‑state risk environment 
where they must learn to understand the vulnerabilities of fully 
digital systems. At the same time, if banks do nothing they will face 
a growing obsolescence risk from legacy systems. Digital native 
banks or ‘neobanks’, for their part, are rapidly scaling‑up but 
will find themselves challenged by the risks of more complex 
technology systems as they broaden their customer base and 
product offering.

All three stages of digitalisation risk identified in this report 
[Figure A] have given rise to difficulties for the banking sector in 
recent years. The costs and complexity of technology adoption 
and maintaining the resilience of new systems and their backups 
can often appear daunting for bank boards and senior executives 
considering change programmes.

Most banks also face scrutiny from regulators over their 
preparedness to manage the exposure of new systems to cyber 
and other technology risks. But in some cases, regulatory 
expectations for what constitutes sufficient preparedness 
have been unclear. The changing regulatory approach to 
technology risks is therefore timely to the extent it brings greater 
clarity and certainty. Regulators in the EU have used the term 
‘operational resilience’ to refer to their expectations that 
banks should continuously adapt to threats in order to 
withstand, absorb, and recover from severe disruptions 
to their business services (including but not limited to cyber 
and IT‑related incidents). The banking industry must consider the 
implications of this shift in mindset carefully.

It is now critical for banks and regulators to work together to 
create the conditions where a systemically‑important bank can 
safely transform its business model to be as digitally‑enabled as 
today’s digital‑native challengers while remaining operationally 
resilient throughout. This would help solve an important problem 
in European banking – one we describe in this report as the 
Resilience Frontier [in Figure C]) – where incumbent banks 
presently struggle to manage operational resilience risks in 
large‑scale technology adoption.

But this challenge is not one for banks to face in isolation. 
While there is a lot that banks and regulators can (and must) do 
on their own, their individual actions will only take them so far. 
The highly connected nature of technology systems in 
the financial sector requires a more joined‑up approach. 
This need is compounded by the growing importance of 
non‑financial third parties, such as cloud service providers (CSPs) 
to which banks are operationally exposed to but over which they 
have little direct control.

It is now critical for banks and regulators 
to work together to create the conditions 
where a systemically‑important bank can 
safely transform its business model to be 
as digitally‑enabled as today’s digital‑native 
challengers while remaining operationally 
resilient throughout.

Figure A: Three stages of operational resilience risk in the digitalisation journey

Obsolescence risk Transition execution risk End‑state risk 

Primarily faced by incumbent 
banks today

Faced by banks during digital 
adoption initiatives

Faced by digital native banks 
today but not fully understood 
at scale 

Regulatory activity is undergoing a profound shift to focus on risks arising from technology in 
the financial sector. This is happening as firms (and, in the case of this paper’s focus, banks) face 
mounting competitive pressures to transition to more digitally‑enabled business models to control 
costs and keep pace with customer demands in an era of much faster innovation cycles.
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These conditions mean there is now an imperative for 
collaboration at all levels between the sector’s players – 
both public and private. We have identified five broad types of 
collaboration [in Figure B] that should be front‑of‑mind for banks 
and their regulators in strengthening the operational resilience of 
the banking sector.

Given that only one of the five collaboration initiatives we highlight 
is entirely within an individual bank’s control, banks must engage 
each other, their trade associations and regulators to emphasise 
the importance of collective action in enabling the banking sector’s 
digital transition to proceed efficiently and securely. Inaction could 
result in a less resilient financial system for all.

Integration of 
resilience-related 

functions

Coordinated 
regulatory 

crisis 
response

Inter-firm 
information 

sharing

Collective crisis 
recovery 
schemes

Consistent 
cross-border 

rules

Collaboration levels

Cross‑functional collaboration within banks

Cross-sectoral collaboration among firms

Cross‑border collaboration among authorities

Figure B: Collaboration initiatives to support operational resilience in the banking sector

“ I think we will have to wait and see to what extent firms can 
achieve full collaboration. In a way, they sort of have to.”1

Lyndon Nelson,Deputy CEO of the UK Prudential Regulation Authority and Co‑Chair of the G7 Cyber Expert Group, July 2019

But collective solutions can often take years to establish. The need 
for banks to improve their operational resilience is too urgent 
to put on hold. It is indispensable that bank boards and senior 
executives understand the commercial and regulatory imperatives 
of managing technology risks well and are prepared to invest 
appropriately in their capability to do so. This report sets out 
how the growing pressure for the banking sector to digitalise 
rapidly can mean that focusing on operational resilience, even 
through individual measures, will yield significant regulatory and 
commercial benefits well into the future.
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Operational resilience risks from 
digitalisation
Recent high‑profile events have demonstrated 
the resilience challenges that banks face 
in managing their IT infrastructure and the 
cyber risks to which information systems are 
increasingly exposed. The attention given to 
these challenges at a political level, shows the 
level of scrutiny that banks can expect these 
events to continue to attract.

Banks are under pressure to upgrade their legacy systems, 
which pose a risk to their operational resilience in their own right. 
This represents a critical challenge for the banking sector as boards 
and senior executives consider how best to make significant 
investments in digital platforms, automation, artificial intelligence, 
and third party outsourcing to ensure they can stay competitive in 
an innovation era and manage their costs effectively. IT systems 
with weak operational resilience can put those objectives 
at risk, as well as the security of a bank’s customers, 
counterparties and many other stakeholders.

The innovation taking place in the European banking market is 
clear. Neobanks challenging incumbents for market share generally 
rely on digitalised and automation‑heavy business models, both for 
their front‑end services and back‑office operations. Open Banking 
has created the conditions for FinTech challengers to offer more 
innovative products and access significant amounts of data from 
banks’ customers.2

Recognising these competitive pressures, incumbent banks have 
also embarked on a digital and technological transformation journey 
to replace old legacy systems supporting their core businesses, 
rationalise their operations and reduce their costs. Deloitte’s 2019 
Global Digital Risk Survey shows that firms across all sectors are 
making significant progress in adopting Cloud technologies and 
Application Programming Interfaces (85% and 76% overall adoption 
rates, respectively), but that there is still a significant way to go in 
adopting next‑generation technologies such as robotic process 
automation, machine learning and blockchain.

An environment of already strict cost control and tightening 
margins creates an incentive to invest the minimum necessary 
amount in managing IT risks. Core technology resilience activities 
require significant budget and resources, the inclusion of key 
stakeholders around the business, including robust board 
involvement, and clear governance arrangements across a bank’s 
three lines of defence. While banks in Europe are investing heavily 
in their cybersecurity capabilities today, we have observed 
relatively less investment directed to IT resilience 
capabilities more generally.

A bank’s transition to a more digital business model can 
often be a very costly undertaking, and may be severely 
knocked off course by a mishandled operational disruption. 
In some cases, mismanaged IT change programmes, data breaches 
or poor communications in response to a disruption have resulted 
in abrupt changes to banks’ senior leadership. These are not risks 
for any executive team to take lightly.

Box A: What do we mean by 
a ‘digitalised’ bank?
Digitalisation does not have a universally 
agreed definition, and will mean different things 

to different banks (and even to different teams within 
a bank). However, when talking about the digitalisation 
and automation of banks in the context of this paper, we 
broadly mean the following four transitions:

1. The migration of some or all of a bank’s current 
operations onto the Cloud, and their subsequent 
secure running on the Cloud.

2. The automation of manual processes (both in the 
front and back‑end of the business), such as the use 
of robo‑advice programmes.

3. The removal or reduction of manual input 
for individual decision making with the use of 
algorithms, straight through processing and 
artificial intelligence.

4. The use of digital platforms, apps, in the interaction 
between banks and their clients or target market.
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The type of operational resilience risks faced 
by a bank will depend on a number of factors, 
including its size, geographical footprint, product 
offering, IT infrastructure and reliance on third 
parties to deliver critical services.

Considering recent operational disruptions more carefully, we 
see three broad stages of technology resilience risks that banks 
and their regulators must consider along their technological 
transformation journeys.

Stage 1: Obsolescence risks: the risks posed by transitioning to 
a digital business model should not detract from the fact 
that banks will need to make the transition eventually. 
Inaction is not a solution. Besides the competitive 
downside of less flexible and agile systems that are 

ill‑equipped to support next‑generation products, this state is 
also untenable for banks because legacy systems pose a number 
of unique but well‑known risks that supervisors are taking very 
seriously.3 Legacy systems are less flexible and require specialist 
(and increasingly rare) expertise. The firms selling the programmes 
they run often stop offering updates, increasing the banks’ 
vulnerabilities to cyber‑attacks. The growth of legacy systems over 
time, and the often numerous applications that run on, or via, 
them may create unique but unknown points of failure. These may 
only reveal themselves when disruption occurs, and potentially 
amplify other disruptions into full crises. Finally, these systems do 
not easily integrate with new programmes, hindering the rapid 
development of new products and offerings.

Stage 2: Transition execution risks: the risk that the adoption of 
new technologies will inadvertently weaken resilience or 
cause the deterioration of critical business services due 
to adoption errors or temporary vulnerabilities. This has 
been a recent focus of financial services supervisors 

in Europe, and a topic we looked at earlier this year.4 In these 
cases, supervisors increasingly expect to see banks demonstrate 
a clear understanding of how upgrades to their existing digital 
infrastructure, the development or acquisition of new IT systems, 
or the transfer of manual activities to a new automated system 
could go wrong, and have an ‘unhappy path’ plan in place to 
recover from disruptions that may arise. Every incumbent bank 
needs to take a measured approach to change and transformation 
given the complexity and layering often found in their legacy 
systems. Transitioning too many systems at once could compound 

the risk of error, especially if a bank does not have the necessary 
resources, technical understanding or procedures in place 
to execute the transformation successfully. The high costs of 
safeguarding resilience or management concerns around the 
reputational risks of operational failures might incentivise banks’ 
executives to delay these crucial but costly programmes.

Stage 3: End‑state risks: the post‑adoption risk characterised by 
the less‑well‑understood vulnerabilities found in digital 
networks and the interdependencies of automated 
systems. A financial sector that is much more dependent 
on interconnected technology systems will face new 

risks to its operational resilience that will not be immediately 
understood either by banks or by supervisors, and often not 
until the vulnerability has caused a disruption or been exploited. 
The potential, suggested recently by the European Central Bank 
(ECB),5 for banks that rapidly adopt new technologies to increase 
their susceptibility to cyber‑attacks (or to cyber breaches spreading 
more quickly through their systems) must be considered in 
this context. From the perspective of the end‑state risks of 
digitalisation and automation, supervisors may challenge banks’ 
plans to transform their business models for a number of reasons. 
These may include instances where a bank does not demonstrate 
robust plans for:

 • detecting and defending against the potential cyber 
vulnerabilities their new systems might face;

 • the back‑up contingency processes they will put in place for 
automated systems that could fail; and

 • the substitute systems they will rely on if they are no longer 
able to access third party outsourcers such as cloud service 
providers (CSPs).

Some end‑state risks are similar for both incumbents and 
digital‑native or neobank challengers, but the scale of incumbent 
banks merits particular consideration for how their digital 
transitions could create unique end‑state risks. Digital systems may 
mean fewer small‑scale disruptions due to less human‑induced 
errors, but they do carry potentially greater tail risks when an error 
is replicated on a large scale. High impact disruptions (referred 
to as ’severe but plausible’), have shown that they can spread 
rapidly between the systems of different entities and potentially 
undermine the confidence or well‑being of a large group of 
customers. A sustained operational disruption to the business 
services of a large, systemically‑important bank, would pose 
a significantly greater threat to the functioning of financial markets 
and economic activity.

Resilience along the digitalisation and 
automation journey
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A financial sector that is much more dependent on interconnected 
technology systems will face new risks to its operational resilience 
that will not be immediately understood either by banks or by 
supervisors, and often not until the vulnerability has caused 
a disruption or been exploited.

Box B: What are supervisors looking for 
from banks in their approach to operational 
resilience?
To supervisors, operational resilience is about 

reducing the risk of major disruptions occurring, but also 
(and perhaps even more so if you assume such disruptions 
are inevitable) an effective and timely recovery from 
a disruption.

The approach to operational resilience proposed by UK 
regulators in 2018 represents one of the most nationally 
joined‑up efforts, seen so far, to establish clarity for financial 
services firms over how operational and cyber resilience 
should be strengthened in response to current and 
future risks.

In our paper on the UK supervisory approach: Time to 
flourish: A practical guide to enhancing operational resilience 
in the UK financial services sector,6 we identify five key areas 
that we expect regulators to ask banks to make the focus of 
their resilience work:

1. Business services: banks should adopt a business 
services view. This will focus time, effort and resources 
on what is important to the customer, consumers more 
generally and the sector as a whole.

2. Impact categories: business services should be 
prioritised by their relative importance to three main 
considerations: financial stability, viability of the 
bank, and harm done to customers or other market 

participants. They should also be mapped to their 
supporting operational dependencies, including 
technology systems and hosting facilities.

3. Impact tolerances: banks should express their tolerated 
threshold for harm, financial loss or to avoid a systemic 
event caused by severe but plausible disruptions to 
important business services and set an objective to 
ensure that threshold is not breached. These are not 
just time‑based but clear business statements of 
outcome‑based objectives.

4. Communications: banks should think through how to 
manage prompt and meaningful communications during 
a disruption, including ensuring the necessary capacity 
to do so, to maintain confidence in the organisation and 
reduce harm caused.

5. Scenario testing: once tolerances for disruption are 
established, they should be tested against dynamic 
scenarios to prove they can be met.

Although the UK is, thus far, the only jurisdiction to 
establish a supervisory framework around ‘operational 
resilience’, other European regulators have been pursuing 
similar initiatives. The European Banking Authority’s (EBA) 
November 2019 Guidelines on ICT Risk Management7 
establish similar supervisory standards for banks. In 2019, 
the European Supervisory Authorities (including the 
EBA) recommended that existing EU financial services 
legislation be revised to include explicit requirements for 
firms to include operational resilience as part of their risk 
management activities.
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Operational resilience is not only a challenge faced by banks in isolation. It is equally important to 
consider it as a sector‑wide challenge for the industry as it faces the commercial demand to adopt 
new technologies rapidly.

Taken together, the scrutiny by supervisory authorities as well 
as the operational and potential reputational risks of technology 
adoption can present a difficult set of obstacles for bank boards 
and senior executives considering how to pursue digitalisation 
and automation.

It is possible to conceptualise these obstacles as a ‘Resilience 
Frontier’ for business model change in banks and in the banking 
industry as a whole. The Resilience Frontier [shown in Figure C] 

represents the aggregate operational resilience challenges 
that are currently complicating or disincentivising the banking 
sector’s journey towards digitalisation and automation. 
The Frontier does not represent a hard or well‑defined barrier, 
but demarcates a business model configuration beyond which 
banks currently will struggle to enter or operate in safely due in 
large part to operational resilience risks.

The Resilience Frontier for digital 
adoption in banking
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Small scale, 
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Figure C: The Resilience Frontier for digital adoption in banking
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Box C: What about digital‑native banks?
The European banking market already has 
a number of digital‑native banks, or neobanks. 
These face different operational resilience 
challenges to larger incumbent banks. 

Neobanks do not have the same legacy or obsolencece 
risks as incumbents, and generally operate on a smaller 
scale and with a more limited product offering. This could 
change, however, especially with a rapidly growing client 
base. An event such as the acquisition of a competitor 
could add complexity to IT systems if not well managed, 
and legacy issues may start to build up over time. 
In addition, supervisors may push for greater investment 
in redundancies and contingencies as a neobank scales, 
given that the impact of any disruptions would affect more 
customers as well as other financial institutions.

Neobanks, therefore, are also challenged by the Resilience 
Frontier, but from a different perspective. As digital natives, 
they already contend with ‘end‑state’ technology risks in 
their business operations, albeit at a smaller scale and 
level of complexity. Their typical customer is also more IT‑
savvy, and likelier to expect instant 24/7 access to services, 
making outages more easily noticed. As they expand their 
customer base and product offerings, added supervisory 
scrutiny and the increasingly complex technology risks 
brought by managing larger operations with deliberately 
lean delivery models, will likely make managing their 
operational resilience more challenging than it is today. 
This could become an obstacle in their growth plans, placing 
an additional burden on the already challenging task of 
capturing market share from incumbent banks.

One important observation from the Resilience Frontier 
model is that being fully digital and automated at 
a systemically‑significant scale is a business model configuration 
that has yet to be achieved in the European banking industry. 
Nevertheless, given that most senior executives at banks 
understand that the competitive future of the industry relies on 
investing heavily in digitalisation and automation, it is important 
to understand how this transition can be made without falling 
foul of the technology‑related obstacles that so often frustrate 
the banking sector’s best efforts today.

The task therefore is to find solutions that allow the banking 
sector to identify clearly and manage the risks to its operational 
resilience when adopting new technologies. If done successfully, 
the pitfalls for banks of automating and going digital at 
a significant scale will be better understood and mitigated by 
both banks and their supervisors. This shift in understanding 
and capability – effectively ‘pushing out’ the Resilience Frontier – 
would facilitate the technological transformation of the banking 
sector by addressing some of the most prominent technology 
risks that exist today.

This is why the work being done now by authorities across 
Europe holds significant promise. The banking sector will 
ultimately lead in pushing out the Resilience Frontier, but 
clarifying the supervisory expectations that banks can expect 
to face with regards to their operational resilience will provide 
banks with a much‑needed roadmap for moving forward.

One important observation from the 
Resilience Frontier model is that being fully 
digital and automated at a systemically‑
significant scale is a business model 
configuration that has yet to be achieved in 
the European banking industry.

The Resilience Frontier demarcates a business model configuration beyond which banks 
currently will struggle to enter or operate in safely due in large part to operational 
resilience risks.
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Cross‑functional collaboration within banking groups

In the integration of resilience‑related 
functions: starting by looking inwards, banks 
need to enhance the level of collaboration between 
internal functions that play a role in operational 

resilience. As banks move towards a more digitally‑enabled 
business model, functions carrying out important resilience 
and technology risk management tasks across the three lines 
of defence will perform sub‑optimally if siloed. As well as 
heightening the risk of duplicative work, a lack of coordination 
among these functions can also produce poor management 
information, where operational and security insights that 
could provide strategic value to boards and senior executives 
will be missed. Such coordination opportunities can be found 
throughout bank functions. In countering cybercrime, it is 

increasingly important for cyber security teams to align with 
money laundering and fraud teams. In developing effective 
responses to operational outages, communication teams 
should be included in all crisis management planning and 
provided with specific training for mitigating potential harm 
during a disruption to business services. Whether through the 
creation of new cross‑functional forums, or fully re‑structuring 
reporting lines, roles and responsibilities, banks face a pressing 
need to improve how they define the governance of operational 
resilience (including cyber) across their organisation.

The collaboration imperative for building 
operational resilience
The clarification of the regulatory and supervisory 
approach to operational resilience in banking 
is an important step in the evolution of the 
European banking sector. It is, however, not 
enough in itself.

Digital technologies, much like the financial sector, exist in 
a complex and highly‑interconnected system where weaknesses 
can be rapidly transmitted between banks and between 
countries due to shared systems, common vulnerabilities, or 
little‑understood interdependencies (such as shared code). 

Building operational resilience in isolation, either at the bank or 
national level, could make building a more resilient financial sector 
more complicated and costlier.

To strengthen the sector’s resilience, the public and private 
sectors need to think about collaboration differently from how 
they view cooperation in more traditional fields of financial policy 
and risk management. Considering the different levels at which 
collaboration between stakeholders can produce better outcomes, 
we have identified the following five areas of collaboration 
that we believe will play a pivotal role in building the 
sector’s operational resilience in future.

“ If the industry is unwilling or incapable of collectively preventing such disruption, for 
example by creating critical data backups and operational plans to mitigate against the 
consequences of cyber attack, then the Regulators must act. In the absence of market 
initiative, the Regulators should take stronger action to foster market solutions, or to 
enforce regulatory ones, to mitigate the risks of severe operational disruption.”8

UK Parliament Treasury Committee report on IT failures in financial services, October 2019
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Cross‑sectoral collaboration between financial services firms

In using joint industry initiatives to share 
information and leading practice: banks and 
other financial firms need to develop mechanisms 
to share cyber threat intelligence consistently and 

rapidly, as well as response and recovery leading practice, 
with their peers in order to strengthen the sector’s collective 
cyber defences. The emphasis placed on information sharing 
in the ECB’s 2018 Cyber Resilience Oversight Expectations10 for 
financial market infrastructures with an advanced level of cyber 
maturity sets the right tone. UK authorities took a step towards 
putting this into practice with the establishment of the Financial 
Sector Cyber Collaboration Centre bringing together financial 
services firms deemed to be Critical National Infrastructures to 
share information on cyber‑attacks and carry out joint cyber 
simulations. Such initiatives, however, must be rolled‑out 
across jurisdictions and strengthened in order to ensure that 
they meaningfully change industry practice. These can be 
reinforced by joint industry exercises, particularly cross‑border 
ones such as the recent Quantum Dawn V simulation.

In creating collective crisis recovery 
mechanisms: interest is growing among banks 
and authorities in Europe in industry‑led data vault 
initiatives such as the U.S. Sheltered Harbor scheme, 

where a bank’s data backups of customer accounts and 
other critical information are stored securely and decentrally. 
The UK Financial Policy Committee has already recognised that 
a widespread data corruption event would represent one of 
the most severe operational resilience scenarios the sector 
could face11, and the Bank of England’s (BoE) 2019 Future of 
Finance Report12 recommended the BoE investigate whether 
it should mediate the development of a similar initiative in 
the UK. While a number of important issues around legal 
barriers and data privacy will have to be considered carefully, 
there is potential for collaborative data vault initiatives to 
strengthen the operational resilience of the European banking 
sector as a whole. Participation in such initiatives would also 
help individual firms show their supervisors the steps they 
have taken in order to meet their expectations around the 
substitutability of their systems and services.

“ No single actor – not the federal government, nor any 
individual firm – has the resources to protect markets from 
cyber threats on their own”9

Quantum Dawn V Fact Sheet. SIFMA. 2019
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Cross‑border collaboration among public sector authorities

In the development of rules around cyber risk 
and broader operational resilience: greater 
international consistency or interoperability 
should be prioritised to enable banks to meet 

their individual and collective objectives more effectively. 
Regulatory fragmentation could force banks to contend 
with duplicative or contradictory requirements in different 
jurisdictions. These inefficiences (such as inconsistent incident 
reporting requirements) could shift valuable resources 
towards compliance activities and away from more holistically 
assessing operational vulnerabilities and responding to them. 
Some level of consistency can, and should, be found at the 
international level through the G20 and the Financial Stability 
Board. The 2018 finalisation of the Cyber Lexicon was an 
important step forward. Nevertheless, where a level of rules 
consistency cannot be achieved by the G20, other fora, such 
as the G7 and the EU, should go further to collaborate on 
a deeper level. We believe such regulatory collaboration is 
particularly needed in the approach taken to Cloud migration, 
identifying concentration risks arising from its use, and 
any method of direct oversight regulators might eventually 
establish over CSPs.

In developing response procedures to 
a severe operational event: cross‑border 
collaboration between financial supervisors and 
other authorities (such as central banks, finance 

ministries, and security and intelligence agencies) will be 
critical in order to ensure that the public sector response to 
a major operational crisis in the global financial system is as 
effective as it can be. A crucial part of this is quickly sharing 
solutions (such as patches) and other leading practices to 
respond to a rapidly spreading or mutating threat. The work 
of the 2019 G7 French Presidency and the G7 Cyber Expert 
Group to organise a global cyber crisis simulation and an 
inter‑authority communications protocol was an essential 
initiative that should be repeated and expanded in scope on 
an annual basis.

“ This is why coordination is a pre‑requisite, not an easy one 
but a necessary one. While remaining realistic, there will 
not be a ‘world organization for cybersecurity’ for obvious 
reasons, including trust. Hence, coordination should be 
cross‑jurisdictional.”13

Francois Villeroy de Gallhau, Governor of the Banque de France. 2019
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The individual imperative for building 
operational resilience
Greater cross‑functional, cross‑sectoral and 
cross‑border collaboration are all key, if not 
indispensible, ingredients in strengthening the 
operational resilience of the banking sector to 
a level that can facilitate its ongoing digitalisation 
and automation. Given the pace at which the 
complexity and potential impact of cyber threats 
and technology risks are growing, it is clear that 
the public and private sectors do not have much 
time in which to adopt these initiatives and make 
them work.

Many of these initiatives are arguably already overdue. Banks will 
have a much greater degree of control over progress in the 
collaboration of their internal teams than over cross‑industry 
and cross‑border initiatives. They should nevertheless engage 
vigorously with their peers, industry associations and regulators to 
encourage such collaboration at all levels. Despite this, if external 
progress is slow (as it has been in many areas), banks simply 
cannot afford to wait for better conditions before taking 
decisive steps to strengthen their own operational resilience. 
There is an urgency in the banking industry today that creates 
an imperative for individual action. While individual initiatives will 
be less successful in moving the Resilience Frontier faced by the 
industry as a whole, they remain essential for banks to defend 
themselves better from mounting supervisory scrutiny and the 
technology risks found at any point in their digitalisation journey.

Adopting a resilience and business services mindset, based on 
the basic principles of operational resilience in the financial sector 
[set out in Box B], should be the starting point. In doing so, it will be 
crucial to consider which investments will enable banks to mitigate 
the potential harm done to customers and stakeholders during an 
operational disruption, understand the resilience of the systems 
and processes underpinning business services, and strengthen the 
coordination of the functions that are critical to them.

Although these investments can often come with high costs, 
and sometimes only produce a measureable return in the longer 
term, the business case that boards and senior executives should 
consider for prioritising operational resilience has grown much 
stronger in recent years. As we set out earlier this year, we see 
a business case for investment in operational resilience resting 
on five pillars:

1. Better response capabilities and reputational defence: 
enabling executives to gain a comprehensive understanding of 
a disruption, react more promptly in a crisis, reduce potential 
harm done to customers and counterparties, and present 
accurate information to internal and external stakeholders.

2. More cyber‑secure systems: better understanding 
of a bank’s IT interdependencies and vulnerable attack 
surface can reduce the likelihood of a cyber‑attack creating 
a sustained disruption.

3. Business efficiency and long‑term cost control: banks with 
rationalised and better understood IT systems will spend fewer 
resources fixing recurring issues.

4. Greater systems flexibility and adaptability: banks with 
more secure IT infrastructure will more easily embark on, and 
reap larger benefits from, business model change including 
divestments, mergers and acquisitions.

5. Aligned with the regulatory direction of travel: banks 
that can show they have integrated operational resilience into 
their business strategies will be less likely to face supervisory 
resistance to change programmes. This pillar of the business 
case is perhaps a tipping point for articulating a compelling 
value proposition for investment in operational resilience.

Recent events in the financial sector have demonstrated a clear 
link between a bank’s technology resilience and its ability to 
transform itself into a leaner, more cost‑efficient and competitive 
organisation. Boards and senior executives that understand this 
link first – including its opportunities and its dangers – will be better 
able to place their bank at the forefront of the industry’s digital 
transformation. Our view is that such a digital advantage, built on 
resilient systems, will strengthen confidence among regulators, 
shareholders and customers and put banks in a much stronger 
position to succeed in an increasingly competitive landscape.
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