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Operator: 
This podcast is produced by Deloitte. The views and opinions expressed by podcast speakers and guests are solely their own and do not reflect the opinions 
of Deloitte. This podcast provides general information only and is not intended to constitute advice or services of any kind. For additional information about 
Deloitte, go to Deloitte.com/about. Welcome to On Cloud, the podcast for cloud professionals, where we break down the state of cloud computing today 
and how you can unleash the power of cloud for your enterprise. Now here is your host David Linthicum. 
 
David Linthicum: 
Welcome back to the On Cloud Podcast, your one place how to find out how to make cloud computing work for your enterprise. This is an objective 
discussion with industry thought leaders who provide their own unique perspective around the pragmatic use of cloud-based technology. Today on the 
show we have my good friend and colleague, and host of Architecting the Cloud, Mike Kavis, and we're going to take a look at 2021 so far and what we can 
expect for the rest of the year ahead. How're you doing, Mike? 



 
Mike Kavis: 
Pretty good. I can't remember the last time we had a chat on one of these. It's been a while. 
 
David Linthicum: 
I think it was around re:Invent, when re:Invent—actually when we could be physically at re:Invent. It was at re:Invent. 
 
Mike Kavis: 
Wow. Maybe the last time I've seen you in person. 
 
David Linthicum: 
[Laughter] We just can't talk about any sports. Anyway, so this has been a pretty exciting year. Obviously 2020—everybody this time last year thought the 
whole cloud computing market was going to suffer. Most companies kind of had the same unique perspective. And it wasn't the case. Suddenly, everybody 
started running to cloud and cloud migration started to accelerate, and need for cloud consultants such as us also accelerated, and also the market 
demands kind of accelerated. But here we are in 2021. Things are kind of getting a bit more mature. What do you see happening in the market today? 
 
Mike Kavis: 
I agree. I think one of the things COVID did was made people sit back and focus, and I think a lot of the outlier projects went away and they started doing 
more, longer-term strategic things around, all right, we've been doing the cloud for a while. Let's get serious. Let's get real. Let's rethink how we deliver 
cloud services. Let's rethink how we're organized. Let's look at our operating model. Let's improve reliability, resiliency. I'm just seeing so much more of 
that, where in the past it was more cloud strategy, TCO, how security worked, where now I think so many customers have reached a level of maturity, it's 
like, well, how do we become a high-performing company now? 
 
David Linthicum: 
Yeah, I think it's kind of coming to the conclusion—we were talking a bit about this before we started to air—but that this is IT. Even though we transferred 
a lot of on-premise systems into the cloud, and there are some better resources in the cloud, we still have to deal with the monotony of running an IT 
system: resiliency, management, security, ops. And we're doing so in a much more complex world, where we're also dealing with the on-premise systems—
those haven't had a tendency to move away that quickly—and also the stuff in the cloud. And, so, we're getting into the point where the cloud really kind of 
gets into the operational changes, the cultural changes, really kind of the heavy lifting in what it's going to take to get the cloud past say 35 percent 
penetration, which is where it is in most global 2000 companies, to the 70 percent mark. That extra 30 to 40 percent, that's going to be a tough trod. What 
are your thoughts? 
 
Mike Kavis: 
It is. In a lot of cases, the stuff that's in the cloud was either built new or was the low-hanging fruit. There are some really complex, hard things to move to 
the cloud, and that's where the rubber really meets the road there. 
 
David Linthicum: 
Yeah. Different databases suddenly—in other words we kind of went to very standard databases. It was relational databases. Now it's all purpose-built 
databases. Now we move those purpose-built databases into the cloud. And we're moving into a centralized model, and now instead of a centralized model 
we're moving to an edge-based model in many instances and using those to augment the existing cloud systems. And the ability to secure all these systems 
and govern all these systems, and manage and monitor all these systems really is going to be the problem to solve over the next five years. Kind of that's 
the way I see it. 
 
Mike Kavis: 
Yeah, I agree. I think a lot of the early cloud implementations were single cloud, and now we're dealing with multicloud, hybrid cloud, edge computing, and 
each one of those has their own operational solutions, and it's just becoming too much. And as we were talking before the show, there's this need for—it's 
funny. We talk about CMPs, the cloud management platforms. Those came to cloud when cloud first started. Everyone ran out and bought them but there 
was nothing to do with them, and they kind of sat and went away. Well, there's the need now, right, because we're in every cloud, different lines of 
business and different multiple clouds. Just it's getting entirely complex, and I think the need is back. I just think those tools need to step it up a level to 
where they were when they first came out in the marketplace. 
 
David Linthicum: 
So, Mike, it seems like we're getting into a much more complex world. We have multicloud deployments. People are leveraging more than one cloud brand, 
public cloud brand. They may still have private clouds around. They may have edge computing around. And they're trying to figure out how to do 
management and monitoring and security to cover all aspects of this, and we're starting to see some tools emerge. But, ultimately, the problem is there, 
but we're still trying to mature the tooling around solving the issue and kind of taking things to the next level. So, we're going to be focused on this I think 
for the next three to five years. What are your thoughts? 
 
Mike Kavis: 
I agree. I've actually been working with a number of SaaS providers lately who, whether they like it or not, have to support many, many clouds, because if 
you're in certain industries, certain industries don't want you on certain cloud providers because they compete. So, they have strategies that have four to 
five clouds, a private cloud solution and three or four—depending on what countries they're in—three or four different public cloud providers, and at the 
end of the day the end consumer, end user needs a common experience, right? They don't care if you're in four clouds or one cloud. And how do you 
provide that common experience if you're using 20 different tools from 5 different providers, right? So, it's getting really, really hard, and I think the tools 
are getting there but it's really hard to have a true single pane of glass across multiple cloud solutions, especially if they're not being built in some kind of 
consistent manner. 
 
David Linthicum: 



Yeah, I'll even go on you one better. It's not having a single pane of glass over and above the existing public cloud providers in a multicloud world, things like 
that, but it's even including traditional systems in the mix. And now we have edge computing on the horizon and that seems to be inclusive as well. And it's 
not just management and monitoring, but they're looking for overreaching abstraction layers to deal with security and to deal with governance, and to deal 
with monitoring and management, and resiliency and reliability, and these sorts of things, so they allow their operations to scale. I think the big thing 
here—it's not that we're unable to solve the issue; it's just that when we solve the issue by tossing tools and money at it, it doesn't necessarily make it 
scalable. 
 
In other words, we can't just throw an infinite amount of money after management and monitoring. This has to be around the use of people in an efficient 
way. And, so, if people are expensive, and, ultimately, we're trying to get a culture of innovation and the ability to provide agility and things like that, 
centralized command and control and the ability to put all of these things behind an abstraction layer, again whether it's security, operations, governance—
all these sorts of things kind of merge into the same concept—that's where people want to go. So, we have a long way to go before we get there. What are 
your thoughts? 
 
Mike Kavis: 
Well, not only that, but we have to put all that stuff in place without destroying the agility of delivering in the cloud. A lot of times we put real rigid controls 
on things and it solves a security compliance thing, but it makes it really, really hard to deliver at the speed cloud provides. So, we have all this complexity, 
we have this need to control some of it and manage it in a consistent manner, yet we still need to allow people to move as fast as possible. It's a really hard 
problem, and it's a combination of technology but it's also a combination of people and process and architecture. 
 
David Linthicum: 
Yeah, I think moving forward—I think you just hit the nail on the head. And, so, if we're moving in the cloud to enable these businesses to leverage cloud as 
a force multiplier so they can be more creative, faster deployment to market, things like that, we can't really take those benefits away from them, or else it 
doesn't make sense to move to cloud. And, so, actually as people are dealing with these complexity issues, I do see people come back to me with a response 
that, well, we're just not going to allow multicloud to come in. We think it's too complex, too difficult to operate. Well, in doing so, you're not going to 
provide the developers and the people who build these solutions to build your business with all of the capabilities they need to be as exceptional as they 
need. And, so, in other words, we're reducing choice—choice is where complexity comes in—but we're going to eliminate the business benefit of choice, so 
therefore we're kind of cutting off our nose to spite our face as we're driving this stuff into the future.  
 
And I think businesses—they're at quite a dilemma, because I understand that, by leveraging technology and providing additional choices, you're going to 
have 100 pods within the organization that are agile-building their way into many different solutions, and therefore we have different security solutions, 
storage solutions, analytics solutions, AI solutions, all those sorts of things, and all those things have to be operated and have to be managed. But if we're 
restricting the access by putting governance on the solutions they're able to leverage, we're reducing the value and their ability to build those solutions 
correctly. Am I off base? 
 
Mike Kavis: 
You're right, and companies—the unicorns that we follow who are delivering stuff at scale—have come up with a tradeoff that they're always measuring. 
But they have a lot of standards on how you build and manage software. Once those are established, they give the pods, these teams, the trust and 
autonomy to work within those constraints. So, they have some constraints. Like if you're looking at a big cloud provider, they have constraints on this is the 
infrastructure you're going to consume and this is how you're going to build highly-reliable systems, and then they step out of the way, and of course 
security is baked into that. And that's the dilemma each company has, is what do we control? How much do we control and how much do we allow 
autonomy so we have that happy tradeoff where we provide safe environments but people can still deliver at speed? And what, like you mentioned, is the 
advantage of the cloud? If it still takes six month to do everything, you might as well not even bother, right? 
 
David Linthicum: 
Yeah, and if you think about it, if we're going to be empathetic, I mean, if you and I were sitting in a pod and building an application and they came in and 
say, "Well, you know you had 20 databases to pick from? Now you have two. You had ten different programming languages to pick from and now you have 
one. You had had three cloud providers and now we have one." I mean, ultimately we'd end up sending our résumés out. I mean, it just—it restricts the 
ability for the developers to be exceptional at what they're looking to do. Now the tradeoff would be if we have too many choices. There has to be some 
sort of architectural governance where we're not getting off in different directions and making things too complex and unmanageable. So, this becomes 
kind of a tradeoff. And, so, what would your advice be to organizations that are looking to do that tradeoff? And how does this affect the operations model? 
 
Mike Kavis: 
Well, it affects it a lot, and a lot of it also depends on your cloud strategy. If your cloud strategy is to be totally cloud agnostic, then those choices you make 
means you have to build and manage—like the database solution, right? If we're going to be cloud agnostic, then it's up to you to provide all those different 
databases as a service. If you're going to allow them to go up the stack and say, "You can use the native cloud databases but these three," then that's a fully-
managed service and you don't have to do that. So—and there's tradeoffs to that, right, the lock-in versus portability and all that. So, each one of these 
decisions, you have to weigh how fast can we enable people to move with how can I manage it and how can I secure it, and there is no great answer to that. 
But too often, the focus is on management and control and not enough on delivering software fast and efficiently. 
 
David Linthicum: 
So, Mike, I think the battle moving forward is going to be looking at this tradeoff. In other words, if we're going to enable the creativity and innovation 
within the company, we're going to have to provide them a certain number of technologies to allow them to be creative and innovative. But we have to find 
standards. We have to find standards in how we deal with security, how we deal with management and monitoring, how we deal with operations. All these 
sorts of things are just really kind of the fundamentals of IT. So, do you think this is really us as we're moving into more modern technology, more modern 
technology in the cloud, getting back to the fundamentals and I dare say drudgery of traditional IT systems in the fact that we have to, in essence, replicate 
the same sort of controls and the same sort of management capabilities we had on premise in the cloud, hopefully with better technology? But there has to 
be some limitations, some restrictions, some control that occurs as we move to any kind of new technology, inclusive of the cloud. 
 
Mike Kavis: 



So, I'm going to give you a yes and no answer, right? And as you know—we've been through 30, 40 years of technology—everything's an iteration of the 
thing before. And a lot of the principles still apply as to how you implement them to change. Like ITIL now—there's a huge fight between “DevOps" engineer 
and ITIL, and to us that's old school. Whether you leverage ITIL or not, those concepts of event management, capacity management, change management 
still apply. Maybe you don't need 12 architectural review boards to do it, but you need to accommodate a lot of those services through automation, 
through AIOps—there's different ways to accommodate it. 
 
So, one of the challenges of the cloud is no matter how good or bad our processes were in the datacenter, we knew what they were because we'd been 
working on it for 20 years. Then you go to cloud and it's greenfield, and a lot of people's first attempt at the cloud was all about building the software and 
not enough focus on how you operate. So, when things broke all heck broke loose, right, because we didn't know how to react because, again, no matter 
how good or bad it was in the day, we knew what to do. So, yes, we need a lot of the governance, we need a lot of controls, but a lot of the governance I 
would call governance as code now. You can build a lot of that in. You can fail builds if it doesn't meet certain security and governance standards. You can 
do continuous compliance now and detect things—hey, here's a firewall port that opened and it shouldn't be opened. Let's auto-remediate that and close 
it. So, it's a lot more proactive. You still need to establish what those policies and controls are, but a lot of it can be implemented through code these days 
and through proactive monitoring. 
 
So, yes, we still all need those things. We need to implement them differently and we need to not implement them in silos, right? I think that—I came from 
the mainframe days and you just bowed to the owners of the mainframe and did whatever they said. And we've been carrying that model through, through 
client-server up till today, and it needs to change. It needs to be here's the policies; let's work together to help implement that in a way that still allows you 
to get your work done. 
 
David Linthicum: 
So, Mike, as we move forward with cloud computing and digital enablement, ultimately the ability to find that kind of nirvana where we're able to optimize 
operations around how we're building applications seems to be the objective. And, so, if we're going to do that, then we're going to have to leverage kind of 
new approaches—not necessarily new approaches; it's been around for a few years—things like infrastructure as code where the developers would define 
their platforms on behalf of what the applications need. This kind of frees me up as an operator because I'm not trying to guess what configuration the 
platform is, and we're not necessarily pushing the developer into a particular static platform capability such as leveraging mainframes, the way it was in the 
past, and that seems to hold some promise. What are your thoughts? 
 
Mike Kavis: 
I agree, and we're kind of shifting to sys admins and operators becoming product owners, and the product that they own is a cloud platform, the guardrails 
on top of the cloud provider, or providers of choice, and their customer is the developer. So, this is a different mindset, and what they're operating is the 
services I'm providing you are up, and the developers are operating what they build on top of that, and that's where you start seeing the SRE model kicking 
in, both SRE at the platform level and SRE at the application level. And it's really changing models and it's forcing more collaboration between 
administration and development, which is a trend we like to see. 
 
And traditionally, what the issue has always been has been trust, right? And that's why we have CAB reviews and all these meetings. But now trust is in the 
automation. So, we trust that the platform that they're giving us with the blueprints that they're giving us work, and then we can define our own platform 
on top of it by putting these Legos together. And we trust that the developers are doing the right thing because the CI/CD pipeline is kicking out security 
faults and standards not being met and those types of things. And then operations becomes more proactive. We trust that automation is working, and we 
allow things to flow faster, but we're proactively checking to make sure that faults aren't happening, security risks aren't coming up, we're not falling out of 
compliance. So, it's a different model and it requires a high degree of collaboration between teams that traditionally didn't work that closely together. 
 
David Linthicum: 
Yeah, and also I think it's putting the emphasis on the developer to deal with some of the operational details that—what quite frankly I think a lot of 
operators used to get wrong, because there wasn't good communication with the developers, the silos that you mentioned earlier. And now that we have 
DevSecOps and the ability for these folks to collaborate together this is a matter of kind of being excellent at operations by leveraging developers kind of as 
the first line of defense to setting up a productive way to do operations. So, even though it's getting more complex, we should place automation in the mix. 
 
That allows us to operate these things better, not necessarily having these overreaching magical tools that'll do everything and anything, but really kind of 
coming together with a series of a tool stack that's going to provide that ability for the developer to define what ops is, what the platform is how things 
should be managed, how things should be run, resiliency, all these sorts of things, and it gets into the operations team and they do nothing but follow the 
scripts, in essence, automated playbooks for making them successful with these applications and how they're administered. What are your thoughts? 
 
Mike Kavis: 
I agree. They follow the scripts, and now they have time to look more proactively at where are the bottlenecks in this system, where can we improve 
reliability and resiliency. So, it's less of a checklist—and 50 percent of your time—like in SRE, the model is 50 percent of the time I'm doing ops; the other 50 
percent of the time I'm focusing on how do I make this system more resilient. So, there's a lot of that. And then going back to our earlier discussion about 
how much do you control, that's what's baked into the platform. So, whatever it is you need to control, whether that's you can only use these services or 
you must have a key management system like X, that's baked into the platform, and that's what you run on behalf of your developer community. The 
developer now, if you allow them, can make whatever they want on top of that, but they're also responsible for running it. 
 
And I have an old story. Way back in the '80s we hired this developer and said, "You're going to do a code review." And he'd never done one before and he 
goes, "Well, if I knew I was going to do a code review, I would've coded it differently." I'm like, "That's why we do code reviews." Well, it's the same thing 
here, right? If I'm going to run it, maybe I'm not going to take this shortcut here because I don't want to get woke up at 3:00 in the morning. 
 
David Linthicum: 
Yeah, the reason when you did code reviews, you had to document your code, which means lack of job security. [Laughter] So, looking forward into where 
we're looking to go, I think we're going to have a couple of other issues that are going to start to pop up the end of 2021 and certainly in 2022, and that's 



kind of the fact that we've gone through all the easy applications to migrate. And, so, we've migrated the best-architected, the most common systems, 
systems that were built maybe in the last ten years. Sometimes we did lift-and-shift refactoring to make these things happen. 
 
And now we're looking at a series of applications, and in most instances it's going to be 70 percent of the applications that are currently running, that are 
going to be migrated to the cloud that are going to be much more difficult. And the reason they were picked or weren't picked initially is because they were 
going to be much more difficult. Now we're going to make the final five, ten miles to the cloud. We have to deal with these applications, these different 
databases. Some of them are on traditional systems, meaning mainframes. Some of them are a bit of spaghetti code and are going to have to be rewritten 
in order to make them manageable in the cloud. All of these additional work things have to happen. Do you think things are going to go much slower before 
they go faster? 
 
Mike Kavis: 
It's going to be a mix. If it's how do we lift and shift this big monolith, that's going to be slow. If it's how do we re-platform it, not that it's going to be fast, 
but it's going to be a smoother transition. But do you remember back in the SOA days when the plan was we're just going to make all these stovepipe 
systems headless and we're going to create this new digital experience on top of it? That's kind of how these old clunky monoliths are going to go. So, we 
already see some of our clients where the mainframe's a system of record and that's all that's left, is the system of record, and there's this whole new digital 
experience on the cloud. 
 
Unfortunately for some of these companies, they've had to build their own data synchronization between the cloud and the mainframe, and I think that's 
another area where I want to see better tools coming up because companies have invested a lot of money building that, a lot of time, and there's a lot of 
technical depth there. And if someone can come up with—I'm sure we're going to get a bunch of calls from our vendor friends after this. "I got it! I got it!" 
But we really need some better tooling in that space to make that a smoother transition. I'm sure the cloud providers will come up with solutions, but we're 
most likely going to need more cloud-agnostic solutions in that space. 
 
David Linthicum: 
Yeah, I couldn't agree more. In looking at this stuff from a research point of view looking at the existing applications that need to move and may need to be 
refactored, and the fact of the matter is I think it's uneconomical for them to be rewritten completely from scratch and redeployed. And it's kind of a rock 
and the hard place, between leveraging the tooling that can take you to the next level such as mainframe emulators and things like that, into something 
that's going to really give you a rock solid solution that's not only going to port the application's behavior in the data and therefore the value to the cloud, 
but improve upon it. 
 
And as you make it more operational, better resiliency—I think we're unable to improve on these things as they move from platform to platform and we're 
not necessarily solving the issue. And I think the big part of it is going to be IT's ability to make some very core decisions about what moves, what doesn't, 
and what kind of remains on premise or even remains in a managed service provider or a COLO provider until they can find additional analogs that exist in 
the cloud. And I think this is going to be in many instances kind of a hurry up and wait and wait for the tooling to mature, the clouds to mature, and really 
for this third wave or second wave of folks to take things to the next level. 
 
Mike Kavis: 
Yeah, and then there's this whole thing about data, right? So, you've got data moving across all these clouds, costing a lot of money, slowing—latency. 
You’ve got all these issues. It's just getting more and more complex. Some might just wait and see on some of these harder solutions, wait till there's 
something more economic out there, but there's going to be some that blaze a trail and figure these things out. 
 
David Linthicum: 
I think ultimately there are some tough decisions that are going to be made, Mike, and moving forward we're going to have to look at the viability of these 
different applications and datasets that exist on premise and how we're able to move them into the cloud or move them into other platforms as well, such 
as managed service providers and COLO. So, I think the next set of data and the next set of applications are going to be much tougher to move, not because 
they're something that we just picked last, but we understood that they were going to be more difficult to make the migration. And, so, we picked them last 
hoping the technology would improve over time. 
 
And I think there has been some improvement in the technology, but moving forward, this is going to take some tough decisions in terms of what moves 
now, what moves later, and what needs to move over to other different platform analogs and other systems. While the majority of it's going to be in cloud, 
we still have to make some IT decisions where we're looking at the viability of the applications over time, the value to the business, and also the economics 
around moving the thing now and whether it's going to make the business any money. Anyway, that's interesting thoughts. 
 
So, if you enjoyed this podcast, make sure to like and subscribe on iTunes or wherever you get your podcasts. Also don't forget to rate us. Also check out 
our past episodes including the On Cloud Podcast hosted by Mike Kavis on his show Architecting the Cloud. If you'd like to learn more about Deloitte's cloud 
capabilities, check out DeloitteCloudPodcast.com, all one word. And if you'd like to contact me directly you can reach me at DLinthicum@Deloitte.com, L-I-
N-T-H-I-C-U-M. So, until next time, best of luck in building your cloud projects. We'll talk again soon. You guys take good care. Be safe. 
 
Operator: 
Thank you for listening to On Cloud for Cloud Professionals with David Linthicum. Connect with David on Twitter and LinkedIn and visit the Deloitte On 
Cloud blog at www.deloitte.com/us/deloitte-on-cloud-blog. Be sure to rate and review the show on your favorite podcast app. 
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