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Preface

We are delighted to present the inaugural Deloitte Luxembourg ‘2014 Survey of IT Internal Audit practices
in the Luxembourg financial sector’. Respondents to the survey include local banks as well as “Primary IT
systems operators” Support PSFs.
Technology is a critical component of any operation and a key enabler for achieving business objectives.
From that perspective and considering recent changes in the regulatory environment, notably CSSF
Circular 12/552 on central administration, internal governance and risk management, and Circular 12/544
on the optimisation of the supervision of Support PSFs by risk-based approach, we thought it was time to
capture insights on the local practices of Internal Audit functions to evaluate and improve Information
Technology risk management, control, and governance.
We hope you find this report both helpful and insightful in benchmarking your Internal Audit function and
that it assists you in developing coverage of risks related to IT.

Stéphane Hurtaud

Laurent de la Vaissière

Partner
Information & Technology Risk

Directeur
Information & Technology Risk
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Scope and objectives
Deloitte Luxembourg launched the ‘2014 Survey of IT Internal Audit practices in the
Luxembourg financial sector’ in order to characterise how Luxembourg Banks and Support
PSFs view, implement and maintain internal auditing of Information Technology
Answers were collected via written questionnaires between February and April 2014
Approx. 80% of the 38 respondents are banks with employees ranging between
~20 and 2,000+ (580 on average); the remainder are Support PSFs (art. 29-3)
with employees ranging between ~20 and 500+ (240 on average)
Which of the options below best describes
your primary business?

Number of employees in your organisation at the local level:

37%

32%
26%

21%

18%

21%

16%
13%
8%

8%

Universal
Bank

Private Bank
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Investment Support PSF
Management

Other

1 to 25

26 to 50

51 to 200

201 to 500

501 or more
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Internal Audit Function
Almost half (45%) of the respondents fully manage their Internal Audit function
locally with another third (34%) of respondents recoursing to partial outsourcing to
an external company or their parent group
How many internal auditors* (including IT auditors)
does your organisation have at the local level?

Our internal audit function is:

1 full time equivalent
Fully managed at the local level (no
outsourcing performed)

45%
2 to 3 full time equivalents

Partially managed at the local level
and partially outsourced to an
external company (e.g. Audit
services company) or at
the Group level (e.g. Head Office,
shared competencies centre, etc.)

34%

24%

4 to 5 full time equivalents

8%

6 to 10 full time equivalents

8%

11 or more full time equivalents

Not applicable/do not know
Fully outsourced to the Group

32%

18%

11%

5%

Number of internal auditors* (including IT auditors)
vs. average number of employees at the local level:
Fully outsourced to an external
company

© 2014 Deloitte Tax & Consulting

16%

1 full time equivalent
2 to 3 full time equivalents
4 to 5 full time equivalents
6 to 10 full time equivalents
11 or more full time equivalents
* Including full time contractors

58
110
460
550
1.841
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IT Internal Audit Function
The vast majority (84%) of respondents have access to IT auditors either via their
local staff, their parent group, or an external company
Nearly 19% of respondents have 1 local full time equivalent in charge of IT audit
Do you have Information Technology (IT) auditors within your organisation?

How many IT auditors* does your
organisation have at the local level?
47%

40%
16%

40%

18%

13%

26%

Yes, at the local level
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Yes, at the Group level

Yes, via an external company

No

1 full time
equivalent

2 to 3 full time 4 to 5 full time
equivalents
equivalents

* Including full time contractors
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IT Internal Audit Function (cont’d)
The following provides more details on the sourcing of IT auditors depending on
the size of respondents’ organisations
Availability of Information Technology (IT) auditors to the organisation vs. number of employees at the local level:

1 to 25

26 to 50

51 to 200

201 to 500

501 or more

Yes, at the local level

0%

0%

30%

50%

75%

Yes, at the Group level

33%

14%

30%

50%

17%

Yes, via an external company

33%

43%

20%

0%

8%

No

33%

43%

20%

0%

0%

Presence of Information Technology (IT) auditors* at the local level vs. number of employees:

51 to 200

201 to 500

501 or more

100%

33%

33%

2 to 3 full time equivalents

0%

67%

44%

4 to 5 full time equivalents

0%

0%

22%

1 full time equivalent
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* Including full time contractors
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IT Internal Audit Function (cont’d)
For those respondents having access to IT auditors, they generally have 6 years or
more of experience and hold the CISA professional certification. The typical annual
budget allocated to training and certifications is in the range of €1,001 to €2,000
What is the average annual budget† allocated to
trainings/certifications for your IT auditor(s)?

What is the average years of IT audit experience*
of your IT auditor(s)?
47%

No specific budget is allocated

8%

€0 to €500

8%

37%

€501 to €1,000

5%

€1,001 to €2,000

13%

13%

€2,001 or more

3%

11%

NA
1-2 years

3-5 years

6 years or more

55%

NA

What are the professional certifications passed by your IT auditor(s)?
Certified Information Systems Auditor (CISA)

58%

Certified Information Security Manager (CISM)

21%

ISO 27000 series (e.g. ISO 27001 LA or ISO 27005 RM)

21%

IT Service Management related (i.e. ITIL)

21%

Certified Information Systems Security Professional (CISSP)

16%

Certified Internal Auditor (CIA)

13%

Certified in the Governance of Enterprise IT (CGEIT)
Certified in Risk and Information Systems Control (CRISC)

5%
3%

NA
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* including previous years of experience in an audit services
company, in another financial services institution, etc.

39%

†

budget per IT auditor
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IT Function
Most respondents fully perform locally IT system management/operation activities
and IT hosting services, and partially outsource IT consulting, development and
maintenance activities; a third of respondents have an IT Function of +100 FTEs
Which options below best describes your IT function’s activities?

Partially
Fully outsourced
Fully managed at
Fully outsourced Not applicable/
outsourced
at the Group
the local level (to the Group or
to a Support PSF
do not know
level
a Support PSF)
IT system management/operation
activities are
IT consulting, development and
maintenance activities are
IT hosting services are

58%

37%

3%

3%

0%

34%

61%

5%

0%

0%

50%

32%

3%

13%

3%

How many IT professionals* does your organisation have locally?
34%

18%
13%

13%

11%

8%
3%

1 to 5 full time
equivalents

6 to 10 full time
equivalents
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11 to 20 full time
equivalents

21 to 50 full time
equivalents

51 to 100 full time
equivalents

* Including full time contractors

>100 full time
equivalents

NA
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Audit Universe
While the vast majority of respondents have defined a Global Audit Universe including
IT-related risks which is updated yearly, less than one third (29%) of respondents base
their IT Audit Universe on a standard framework such as COBIT
Have you defined a Global Audit Universe?
92%

Yes and it includes
both operational and
IT-related risks

5%

3%

Yes, but it includes
only operational risks

No

Which option below best describes your IT Audit Universe?

74%

39%
29%

On average, how often do you update* your IT Audit Universe?

26%
8%

13%

Every 2 years

Every 3 years or
more

5%

5%
Every year
We developed IT Audit Universe
We apply a
is developed
our own
standard
framework (e.g. framework based dynamically
based on current
on the
COBIT)
projects and
specificities of
risks
our organisation
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NA

* an update may include addition of a new topic, adjustment to a priority level, etc.

NA
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Audit Universe (cont’d)
In their IT Audit Universes, fewer respondents address cloud computing, mobile
computing, software licensing, end user computing, and controls exercised by
outsourcers (either via on-site controls or reliance on third party assurance)
Which of the domains below are included in your IT Audit Universe?
Disaster Recovery and Business Continuity Planning
Logical Security
Change Management
Incident and Problem Management
Privileged Access Management
Segregation of Duties
IT Governance (e.g. Strategy and Project Portfolio Management)
Software Development Life Cycle
Privacy/Personal Data
Cyber Security
End User Computing (e.g. spread sheets)
Software Licensing
Mobile Computing
Cloud Computing
NA

92%
89%
89%
89%
87%
79%
66%
63%
58%
55%
45%
45%
42%
26%
8%

With respect to the outsourcing domain, which of the elements below are included in your IT Audit Universe?
Outsourcing policy
Outsourcing contracts
Outsourcing monitoring (e.g. Relationship management, Service…
Outsourcing decision process
On-site controls at the outsourcer
Reliance on third party assurance (SOC report, etc.)
NA
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74%
74%
74%
47%
42%
29%
11%
11

IT Internal Audit Plan
The vast majority of respondents have a duly approved pluriannual IT Internal
Audit plan; half of the respondents consult their Head of IT and Head of
Management in setting up this plan
Do you have a duly approved pluriannual IT
Internal Audit Plan?

Which of the following executives are involved in the setup
of the IT Internal Audit Plan (e.g. to identify key risks, etc.)?

Head of IT

8%

50%

18%

32%

13%
Head of Business function

79%

32%

Head of Management

58%

0%

Yes

No
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NA

34%

Yes

10%

No

20%

30%

34%

16%

40%

50%

60%

70%

26%

80%

90% 100%

Not applicable/do not know
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IT audit assignments
A majority of respondents include and detail in advance IT audit assignments in the
Global Internal Audit Plan; they also have some level of integration between
Operational and IT internal audit assignments
How are “IT audit assignments” included in the
Global Internal Audit Plan?

What best describes the integration between Operational
and IT internal audit assignments?

They are included and detailed in
advance

61%

They are included, but not detailed
in advance
They are included in a separate IT
Internal Audit Plan
NA

All IT Audit Universe domains are
covered as part of IT internal audit
assignments

32%

24%

3%
Some IT Audit Universe domains
are covered as part of Operational
internal audit assignments

5%

55%

On average, how many IT audit assignments
do you perform every year?
All IT Audit Universe domains are
covered as part of integrated
internal audit assignments

45%

18%

18%
NA

11%

8%

5%

3%
0

13%

1 to 2
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3 to 5

6 to 10

11 or more

NA
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IT audit role
Few respondents have an IT audit team which is proactively consulted as a trusted
internal advisor for significant IT projects or issues whereas the Institute of Internal
Auditors’ standards plan for performance of consulting engagements
Which of the following options best describes the role of the IT audit function within your organisation?

34%

29%

21%

16%

Focused – IT audit team is
essentially dedicated to executing
the IT audit plan
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Reactive – IT audit team may be
involved in significant changes
within the organisation (e.g.
significant IT projects
or issues) and IT audit plan
may be adjusted as needed

Proactive – IT audit team is
proactively consulted as a trusted
internal advisor for significant IT
projects or issues

NA
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Key contacts
For more information on the ‘2014 Survey of IT Internal Audit practices in the
Luxembourg financial sector’, or on our services in the field of internal audit
outsourcing/cosourcing, please contact:
Information & Technology Risk
Roland Bastin
Partner
+352 451 452 213
rbastin@deloitte.lu

Business Risk
Laurent Berliner
Partner
+352 451 452 328
lberliner@deloitte.lu

Stéphane Hurtaud
Partner
+352 451 454 434
shurtaud@deloitte.lu
Laurent de la Vaissière
Directeur
+352 451 452 010
ldelavaissiere@deloitte.lu
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