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Why do models fail during a crisis?
The COVID-19 global pandemic has caught many businesses off guard, as an 
economy slowdown of this scale was thought to be impossible. 

This is especially so for businesses heavily reliant on a wide range of statistical 
models for regulatory reports and risk management, such as banks. 

These models were typically built with data period ranging from three to five 
years, with the majority covering a benign period of the economy. Models 
built with such data generally perform well during “normal” times, therefore 
producing results which reflect the long-term average, with minor short-term 
adjustments. 

Inexperienced models tend to over or under react in extreme scenarios. 
This has certainly been the case with the major disruption the pandemic has 
brought on the economy. 

The pandemic has forced, most banks to think of alternatives to derive a more 
realistic result, that is by human intervention on model adjustments, scenario 
analysis, and comparison with past crisis performance. 

Ideas that were not considered in the past are now realised and implemented swiftly. Examples include: 

 • Implementation of credit robots, which supported credit officers in processing credit facility request. Over 
24,000 applications were processed in 24-hour operating mode, at times representing up to 100 virtual workers.

 • Putting Robotic Process Automation (RPA) to work now, amid the virus-related pressures, can help position 
a bank to weather the challenges of the future. RPA can be used to aggregate customer details from a range of 
different systems and applications – providing a warehouse of high quality customer data suitable for immediate 
analytics use.

 • Use of artificial intelligence (AI) to understand client needs and behaviour of the next generation and for 
fraud prevention. In difficult times of the pandemic, AI can help to use real-time data analytics as an early 
warning system for monitoring purposes.

What can risk managers do?

The real crisis is not model 
failure, but being unprepared in 
addressing model failure. 

Risk management is a practice 
under-appreciated during normal 
times. However, businesses with a 
well-established risk management 
practice tend to be more resilient 
especially in difficult times. 

This is where Model Risk 
Management comes in. 
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Common model issues observed 
during COVID-19 adjustments

Strategies to overcome COVID 19 model risk
To address the challenges presented by COVID-19 and the risks of quick-fix solutions, banks should develop their 
own two-phase strategy. 

Managing Model Risk in the long-run:
While Phase 1 provides a quick, short-term relief to model issues, Phase 2 lays out the foundation to establish a 
proper model risk management culture within the business setting. To achieve this, it is essential to understand 
the fundamentals of model risk.

Model failure
Speed at which solutions and 
adjustments are being deployed 
increases the risk of model 
underperformance and failure

Contradictory
messages and decisions 
Adjustments and underlying 
assumptions applied 
inconsistently across different 
types of models

Inability to launch
effective redevelopment
Lack of perspective on the new 
normal and its impact on 
business

Moving to a crisis-operating model for model risk management
• Inventory of model adjustments and model at risk
• Consistent model-mitigation actions
• Timely review of model adjustments
• Short and long-term redevelopment plans

Moving to the next level of the model risk management journey
• Overview of models at risk and model contagion
• Model contingency plan
• Dynamic MRM dashboard
• Flexible and versatile talent pool

Ph

ase 1

Phase 2
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What is Model Risk?

A model is a system that represents the performance or behaviour of an entity or state of affairs based on a set of 
assumptions encompassing economic, statistical, mathematical and/ or theories.

Models are implemented for strategic purposes and business simulations in the financial service industry. Through 
careful analysis based on different sets of scenarios, financial institutions (FIs) are able to enjoy a more efficient 
allocation of resources by acquiring:
 • greater insights into business opportunities and risks; and
 • actionable insights to devise business strategy and manage business operations

Model risk refers to the risk of model failure or inaccuracy which could potentially lead to adverse outcomes for 
model users and the firm. 

Risks may stem mainly from poor model outputs and human error - a risk contributed by one or more of the 
factors below:

 • Poorly specified model – model assumptions are not aligned with business practice or conceptual 
framework and lack of model overlay to address model inadequacy

 • Technical errors – model is not statically sound 

 • Data issues – modeling data is incomplete, inaccurate, and biased. 

 • Incorrect model use – A model’s use is not aligned with its purpose and the user’s intention

 • Process errors – lack of governance and controls to reduce human error and ensure that the modeling 
process and model use are performed correctly. 

 • Human errors – Misinterpretation of model outputs and lack of proper understanding of model 
management, model usage, and model requirements.
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Why must we manage 
Model Risk?

The focus on model risk management continues to gain 
momentum due to the following: 

 • Increased demand on models in relation to accuracy, 
granularity, scope, capacity, and speed

 • Greater stakeholder expectations to business performance, 
documentation, accountability, governance, and risk 
management

 • Better technology and software to support modeling work 
and model deployment

The changing business landscape has been driving innovative 
product designs, technological advances, regulatory requirements, 
and other internal and external forces. 

Given the significant potential impact that model errors can have 
on financial results, it is crucial for senior management to instill 
a strong risk culture within the company, supported by a sound 
model risk management framework. 

As a result, industry stakeholders appear to be at an inflection 
point with increased prioritisation for model governance. Once 
companies realise the significance of their model risks, companies 
will be compelled to establish a new model risk management 
framework or improve an existing framework.

C O N T R O L

M E A S U R E

I
S
K
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What are the building blocks for 
Model Risk Management Framework? 

The four essential building blocks for a sound model risk management framework are: 

 • Pillar I: Model governance

 • Pillar II: Modeling standards

 • Pillar III: Model validation & monitoring

 • Pillar IV: Model risk management culture

In establishing these key building blocks, it is important to understand that the framework does not need to be 
overly complicated, and organisations should focus on core basic principles. As such, there is no one-size-fits-all 
approach where companies are required to identify what meets their requirements and suits their culture best.
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Model governance
Establishing a model governance program lays the foundation for a solid framework, management 
oversight, and internal controls throughout the model life-cycle management. 

Key features of such a program include model risk management policies and standards, modeling roles 
and oversight, controls, and documentation. This exercise includes defining what constitutes a model, 
establishing a model inventory, performing model risk assessment, and reporting.

The program should also institute a framework to define the responsibility matrix and processes for key 
functions to identify and manage model risk, covering the entire life-cycle of a model. 

With a responsibility matrix, there needs to be a clear distinction for reporting lines and incentives to 
reduce or address potential conflicts of interest. 

Leading practices in model governance include: 

 • Well-maintained and centralised model inventory 

 • Clearly defined stakeholders chart and responsibility matrix

 • Periodical model risk review and model life-cycle management

Modelling standards
Standards for developing, implementing, and using models help reduce model risk and allow companies to 
leverage industry best practices across the organisation. 

For example, protocols for model development and change management, including appropriate testing, 
documentation, and communication, are key for limiting the risks associated with model development and 
maintenance. 

Model design and coding standards help maintain consistency of model structure and use across all 
modeling purposes and types, such as third-party and end-user systems. Documentation of modeling 
activities and decisions are also essential. With a uniform coding standard, it helps to ensure the models 
can be handover from one owner to another easily.

It should: 

 • Cover all aspects of the model life-cycle and be sufficiently detailed so that the model can be 
independently validated

 • Be jointly owned by developers and model users

 • Be formally approved by all parties

Model theory, development, implementation, use, and limitations should also be properly documented. 
The completeness, accuracy, and relevance of data should be assessed, as well as the appropriateness of 
assumptions and interdependencies used within the model. 

Reports should display clear interpretation of model inputs, assumptions and outputs, and explain 
limitations to ensure that senior management make informed decisions. 

Ongoing testing and questioning of the model should be promoted. Model tests should consider both 
expected and unexpected scenarios to conduct reasonability checks on the outputs of the model as well 
as to test the model’s functionality when assumptions are changed. 

Model users should also participate in assessing on-going performance and functionality of the model. 
This practice provides feedback for the model development stage, making it an iterative process.

Pillar I

Pillar II
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Pillar III

Pillar IV

Model validation & monitoring 
Model validation should provide an ongoing, effective challenge of a model, ensuring it continues to be 
suitable for its intended business purpose. 

It should include both quantitative and qualitative assessments and should be performed both prior 
to model implementation, and periodically afterwards. Model validations should be applied to both in-
house and external vendor models and should span the model life-cycle. The Concepts of independence, 
incentives, and influence should also be applied. 

The key elements of model validation include: 

 • Evaluation of conceptual soundness 
This is the critical review of the model development process, including theoretical soundness, financial 
mathematics, consistency with industry practices, and market inputs and assumptions. Sensitivity analysis 
and stress testing are common methods used during this phase of validation. 

 • Ongoing monitoring
This is the assessment of the accuracy and completeness of data feeds and comparison of models to 
alternative information sources and models. It also should include analysis of overrides for potential model 
revisions. 

 • Outcomes analysis
This is the routine comparison of model outputs with actual outcomes, which should be carried out 
using a combination of quantitative and qualitative testing, parallel outcomes analysis, and back-testing. 
Results falling outside of predetermined thresholds indicate the potential need for model recalibration or 
redevelopment.

Model risk management culture 
A leading practice approach for effectively managing key risks is a “three lines of defense” structure 
consisting of ownership, controls, and compliance. The three lines of defense framework provides a 
systematic approach to communicating model risk management and controls by clarifying essential roles 
and responsibilities. 

While an understanding of the core components of model risk is important, the implementation of a 
model risk framework and changing the underlying culture are equally crucial. The goal of the framework 
should be to provide an effective structure for management and communication of modeling activities 
and model risk, while promoting greater understanding of model uses and their impacts. 

This approach can facilitate changing the governance mindset and embedding model risk management 
into the culture of the organisation. 

When setting up a model risk framework, there is typically a strong focus on what rules are to be followed, 
with prescriptive policies and standards. 

Understanding what needs to be done is important, but there is a risk of the program being so 
rules-based that true change in the culture of the organisation regarding how models are developed, 
implemented, and used is sacrificed. A key objective should be to embed model governance culture within 
the organisation. 

Rather than just focusing on compliance, the framework should provide guidance, standardisation, and 
clear communication channels, characteristics that can lead to long-term, improved efficiency in model 
development activities with enhanced governance. 

For sustainability of model governance, there should be a focus on partnering with model developers and 
users to teach and increase awareness of model governance benefits and best practices. This way, the 
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Laying the foundation for Model Risk 
Management (MRM) Framework
Given the risk appetite and ambition level for model risk management, building the framework cover across three 
maturity stages, focusing on four key areas:

Where do we start?
The diagram below illustrates the three stages of setting up a Model Risk Management Framework:

Governance, policies and controls: The roles and responsibilities for an 
effective Model Risk Management include senior management, model 
developers, model validators (2nd and 3rd lines of defence), model owners, 
and model risk manager.

Model validation process: Perform model validation tests and 
performance review for models whose model risk is deemed high and 
integrate model validation into the bank’s risk culture.

Development implementation and use: More robust and automated 
controls around model development and model usage.

MRM platform: Central contact platform for the Model Risk Management 
coordination activities.

Model Risk 
Management 
(MRM) 
Framework

Stage 1 Stage 2 Stage 3

Foundation
Lay the foundation of MRM 

framework

Implementation
Implement the key functions of MRM

Integrated MRM
MRM value creation via integrated 

platform

 • Basic MRM policy
 • Roles and responsibilities

 • Updated MRM control framework 
and rationalisation

 • Strategic integration with model risk 
appetite 

 • Continuous MRM monitoring
 • MRM risk awareness & mind-set

 • Model definition
 • Periodical model discovery
 • Basic model inventory

 • Basic model categorisation and 
model risk quantification

 • Continuous model risk 
quantification enhances MRM 
analytics and reporting and 
capabilities

 • Documented validation procedures
 • Separate model development and 
validation team

 • Periodical coordination between 
MRM, development, and validation 
processes

 • Clear model prioritisation 
throughout organisation

 • Optimal use of process automation/ 
robotics

 • Scattered platforms  • Basic, but centralised
 • Start with tooling requirements and 
vendor selection

 • Integrated MRM platform
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The future of machine learning 
in risk modelling 
Model development and validation can be a highly manual process that could be prone to human errors. 

Bank credit risk functions struggle to leverage technological evolution due to regulatory constraints requested by 
authorities. Every financial institution desires a fast, compliant, and effective process to develop models that can 
accurately measure and control risk. 

Enabled by technology, risk functions have an opportunity to improve the quantification of risks. The use of black 
box solutions remains however a constraint. At Deloitte, we have developed ZenRisk, a disruptive solution that 
allows financial institutions to make smarter decisions by leveraging on machine learning and modern analytics. 

ZenRisk is an end-to-end platform that enables continuous predictive model design and maintenance. Our team 
assists financial institutions to make smarter decisions through a new way of leveraging on analytics in building 
streamlined, tailored, and compliant end-to-end model design.

In addition, our solution maintains total transparency, auditability, and clear outputs that regulators and 
businesses can understand while significantly improving prediction capabilities. This approach achieves time 
reduction for model development from several months to a few weeks. Consequently, also reducing cost.

It accurately measures and controls risks; including capital and provisions as well as reduces model risks. The 
hybrid modeling ensures interoperability with existing model frameworks or decision systems. Modelers are 
empowered and able to focus on business analysis. 

Case Study
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Value unlocked for our clients

Our solution is the result of the convergence of 
human and artificial intelligence and benefits 
from our history of long-term knowledge of risk 
management in banking.

ZenRisk explains the 
black-box Machine 
Learning algorithms 

and helps FIs to 
significantly increase 

revenues.

Reduction of losses
• An improvement in the 

model quality by a few 
percentage points of the 
accuracy power saves 
future losses in millions.

Increase in profitability
• Erroneously rejected 

but solvent customers 
are included in the 
portfolio by using new 
models.

Saving of economic and 
regulatory capital
• Expected losses are 

estimated more precisely
• Reduced RWA and thus 

lower equity/capital 
requirements.

Reduction of the model 
maintenance costs
• The annual 

maintenance effort for 
data analysis, 
validation and 
calibration is significantly 
reduced by self-learning 
procedures.
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Back to basics is an effective 
approach 

Model governance activities have expanded over the last few years, and many organisations are in the process of 
developing new approaches to model risk management. However, there is no “quick fix” for this. 

Several hurdles still exist, including resource constraints, company cultural barriers, organisational structure, 
and modeling systems. Programs built on the core principles of model risk management can help to position 
developers and users for success. 

At its most basic, model risk management is about continuing to question and understand models. Developers 
and users should know how models work and understand signs of when they do not work. They should know 
who is using the models and for what purpose. Instead of overly emphasising prescriptive rules and focusing too 
much on compliance, developers and users will benefit from understanding the basic principles of model risk 
management. 

Holistic model governance program can accomplish that by establishing the framework and support necessary to 
meet today’s model governance best practices while creating a sustainable method for ongoing management of 
model risk.
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