
The Industry 4.0 paradox
Overcoming disconnects on the path to  
digital transformation



Deloitte Consulting LLP’s Supply Chain and Manufacturing Operations practice helps companies 
understand and address opportunities to apply Industry 4.0 technologies in pursuit of their busi-
ness objectives. Our insights into additive manufacturing, the Internet of Things, and analytics 
enable us to help organizations reassess their people, processes, and technologies in light of 
advanced manufacturing practices that are evolving every day.
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WHEN BUSINESS LEADERS talk about 
digital transformation, they often use the 
term “Industry 4.0” in the same breath. 

In fact, it can be argued that these two concepts 
go hand in hand. Deloitte has described Industry 
4.0 as the integration of digital information from 
many different sources and locations to drive the 
physical act of doing business, in an ongoing cycle. 
Throughout this cycle, real-time access to data is 
driven by the continuous and cyclical flow of infor-
mation and action between the physical and digital 
worlds. This flow occurs through an iterative series 

of three steps, collectively known as the physical-
digital-physical (PDP) loop1 (figure 1).

In the first stage, physical-to-digital, informa-
tion is captured from the physical world to create 
a digital record. That data is then analyzed in the 
digital-to-digital stage to draw meaningful insights. 
In the final stage, digital-to-physical, those insights 
spur action and change in the physical world. The 
result is a more flexible system capable of adapting 
to and learning from changes in the environment.

Our digital transformation survey reveals both 
insights into what drives organizations to seek 

Around the physical-digital-
physical loop
A look at current Industry 4.0 capabilities

Around the physical-digital-physical loop



2

digital transformation as well as a deeper story 
about how they are navigating this loop: the actual 
creation, use of, and—most importantly—ability to 
act upon data derived from connected technolo-
gies. This ability to fully harness each stage of the 
physical-digital-physical loop is crucial to the full 
realization of Industry 4.0—and many organizations 

may not yet be able to execute this 
fully in practice.

Traveling the loop—
but not always 
finishing the journey

While most respondents have 
the first stage of the PDP loop in 
place, and many have the second, 
far fewer are yet able to harness 
the last, most important stage—

the ability to act on the data they have analyzed. 
Physical-to-digital. More than 90 percent of 

respondents report gathering at least some data from 
the physical world via enterprise resource planning 
(ERP), customer relationship management (CRM), 
or product lifecycle management (PLM) systems, 

Source: Deloitte Center for Integrated Research.
Deloitte Insights | deloitte.com/insights

FIGURE 1

The physical-digital-physical loop and the technologies used

1. Establish a digital record
Capture information from 
the physical world to create a 
digital record of the physical 
operation and supply network

2. Analyze and visualize
Machines talk to each other 
to share information, 
allowing for advanced 
analytics and  visualizations 
of real-time data from 
multiple sources

3. Generate movement
Apply algorithms and 
automation to translate 
decisions and actions from 
the digital world into 
movements in the physical 
world
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The ability to fully harness each 
stage of the physical-digital- 
physical loop is crucial to the full 
realization of Industry 4.0. Many 
organizations may not yet be able 
to execute this fully in practice.
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or nontransactional internal systems such as email. 
More than half of respondents also report collecting 
data from some form of Internet of Things (IoT), 
whether field-based (57 percent) or facility-based 
(58 percent), while 51 percent utilize predictive 
model outputs.

Digital-to-digital. When it comes to being 
able to analyze and extract value from the data—
the digital-to-digital stage—confidence among 
respondents abounds. Those who have access to 
data report feeling fairly confident in how well they 
are able to use it. Seventy percent believe they use 
nontransactional systems extremely effectively. At 
the same time, however, 
just 50 percent believe they 
use ERP and PLM systems 
extremely effectively—a 
noteworthy drop from the 
91 percent who use these 
tools.

However, as capabili-
ties grow more advanced 
and expand to include con-
nected assets, confidence 
declines: 41 percent report 
using facility-based IoT 
extremely effectively, while 

40 percent say the same 
for field-based IoT, and 
39 percent for predictive 
models. Respondents who 
rated their effectiveness in 
using the data “somewhat ef-
fectively” were at 41 percent, 
39 percent, and 38 percent, 
respectively, for these three 
capabilities—suggesting that 
many executives are still 

gaining familiarity with and ability to effectively use 
data from connected systems.

Digital-to-physical. Making that last leap 
back into the physical world is perhaps the most 
important step, and the one that truly classifies a 
process as “Industry 4.0.” In this regard, slightly 

more than half of respon-
dents—54 percent—rated 
themselves as capable of 
using data to make decisions 
in real time, while 45 percent 
said that they don’t currently 
have that capability but are 

building it. This suggests that many organizations 
recognize that this capability is important, and 
harbor an active desire to be able to fulfill that last 
mile of the Industry 4.0 journey. 

Interestingly, respondents who reported 
significant ROI from digital transformation initia-
tives, as well as those who noted that they plan to 

While most respondents have the first 
stage of the PDP loop in place, and 
many have the second, far fewer are 
yet able to harness the last, most im-
portant stage—the ability to act on the 
data they have analyzed.

Making that last leap back into the 
physical world is perhaps the most 
important step, and the one that truly 
classifies a process as “Industry 4.0.” 
In this regard, slightly more than half 
of respondents—54 percent—rated 
themselves as capable.

More than half of respondents report 
collecting data from some form of IoT. 
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significantly increase their investments in digital  
transformation, were likelier to note that they 
are already capable of using data to make deci-
sions, suggesting that those who invest in digital 
transformation can benefit from more informed 

decision-making (figure 2). 
This suggests that, as companies become 

more involved in digital transformation and build 

their capabilities, they are likelier to realize its  
benefits—and keep investing to further grow their 
expertise. 

Getting around the loop

The impact of digitally transformative tech-
nologies on organizations will likely only continue 
to grow. These connected technologies make 
it possible for organizations to access data to 
drive action throughout their business. To do 
so, however, they should first be able to not only 
create information, but be able to derive insights 
from it—and act on those insights. 

To fully leverage Industry 4.0, organizations 
can:

• Focus on completing the PDP loop as a 
roadmap for technology investments—
particularly that last, most important step of 
being able to act upon the data generated by con-
nected systems. The result can be a more flexible, 
adaptive organization. To be sure, the ability to 

Note: Less than 1 percent of respondents selected “No, and we are not in the process of building that capability.”
Source: Deloitte Industry 4.0 investment survey, 2018.

Deloitte Insights | deloitte.com/insights

FIGURE 2

Respondents who reported realizing significant ROI from digital 
transformation initiatives and those who plan to significantly increase 
transformation investments were likelier to be able to use data to inform 
decision-making   
Does your organization have digital technology in place that enables insights from data 
to be used to inform decision-making in real time?

Total respondents

Those who have realized significant ROI from digital transformation initiatives

Those who plan to significantly increase digital transformation investments

Yes No, but we are in the process of building that capability

64%

63%

54% 45%

37%

36%

As companies become more 
involved in digital trans-
formation and build their 
capabilities, they are likelier 
to realize its benefits—and 
keep investing to further 
grow their expertise.
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generate and analyze data is highly valuable, 
but organizations should explore and invest in  
technologies, talent, and capabilities that 
can enable them to use it to drive their 
businesses forward. 

• Recognize that investment begets 
Industry 4.0 success, and increases the 
risk that those who haven’t gotten started 
could be left behind. Executives who report 
seeing significant ROI on their digital transfor-
mation investments are much likelier to report 
the ability to act on information and complete 
the PDP loop. Those who plan to significantly 
increase their investments responded similarly, 
suggesting that success begets success. But what 
this also means is that the gap between those 
organizations that have gotten started and those 
that are waiting to do so will likely only widen in 
the future, as those who see success continue to 
build upon it. 

• Consider the talent you’ll need—both to 
drive the loop and understand how to leverage 

the information it generates. Leading talent will 
be needed, not only to implement Industry 4.0 
technologies but also to produce data and drive 
responsive action.

• At the same time, realize you may already 
have more tools than you think. More 
than half of respondents already have tools at 
their disposal: IoT data collation, ERP systems, 
social media listening, and predictive modeling. 
Organizations may want to first build on their 
existing capabilities, enabling them to identify 
and make more targeted investments in what 
they actually need. 

It can be difficult to keep pace with the changes 
brought about by the emergence of Industry 4.0. 
But by understanding and leveraging the PDP loop 
as a guidepost, leaders can better understand how 
to use connected technologies to drive value for 
their organizations.

1. For further information about Deloitte’s perspective on Industry 4.0 and the physical-digital-physical loop, see 
Mark Cotteleer and Brenna Sniderman, Forces of change: Industry 4.0, Deloitte Insights, December 18, 2018. 

Endnotes
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INDUSTRY 4.0 IS real and increasingly inhabits 
nearly every corner of the modern industrial or-
ganization. Our survey results appear to confirm 

the faith that leaders are placing in the promise of 
digital transformation—both in terms of human and 
financial capital. But any undertaking as profound 
as digital transformation may uncover what is often 
unforeseen (or unforeseeable), once the initial wave 
of investment activity takes hold and enthusiasm 
somewhat recedes.

In the preceding chapters, we aimed to highlight 
some disconnects, or paradoxes, that can emerge as 
organizations pursue digital transformation initia-
tives. Each of these paradoxes lays bare some of the 
gaps between where a digital organization currently 
is and where it may want to be. But these paradoxes 
can also be seen as opportunities for an organization 
to recognize the white space within their operations 
and potentially derive more value from their digital 
transformation investments.

There is no single way to successfully traverse 
the path of Industry 4.0, and no single paradox is 
necessarily more immediately pressing than any 
other. But the findings from our research suggest a 
few final high-level observations:

• Digital transformation is not some 
abstract endeavor separate from core 
organizational strategy and purpose. 
Once it is undertaken, it becomes central to the 
organization, touching upon every aspect of the 

company—from profitability to supply chain 
management to the very ethos of the organiza-
tion itself. Digital transformation is potentially 
so much more than simply a means to do some-
thing faster or more cheaply. 

• Digital transformation does not have a 
single definition. It is, ultimately, what a 
given company uniquely makes of it and hopes 
to achieve from it. Digital transformation serves 
the needs of the organization; no two digital 
transformation initiatives are identical.

• Digital transformation may profoundly 
affect talent. It is imperative that the newly 
digital organization thoroughly understands 
and responds to its talent needs, including 
helping legacy talent understand how their roles 
may be reshaped.

• The culture of the digital organization 
should be inclusive. A full array of people 
throughout the organization—at all levels—drive 
digital transformation and ensure its viability on 
a daily basis. Their voices should matter.

The changes digital transformation may bring 
about in organizations will evolve, perhaps in 
ways no one could have anticipated. This is to be 
expected as the foundational technologies that com-
prise Industry 4.0 and drive digital transformation, 
themselves, evolve at an ever-faster pace. But it 
seems almost certain that, however that evolution 
unfolds, the era of Industry 4.0 is here.

Breaking the paradoxes
The path to transformative change in the age of 
Industry 4.0

The Industry 4.0 paradox
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