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Report on EU Data Protection Authorities

Introduction
DPAs are facing busy times. Whilst their primary task is to enforce the application of the GDPR and ensure compliance, the GDPR entrusts the 
DPAs with a number of additional tasks. They are responsible for awareness, guidance, handling complaints and conducting investigations – to 
name just a few of their tasks.

In some circumstances, the GDPR also requires organizations to actively work with their DPA(s). Organizations must, for example, cooperate in 
investigations, consult their relevant DPA for certain high-risk Data Protection Impact Assessments (“DPIAs”), obtain DPA approval for Binding 
Corporate Rules (“BCRs”) and report certain personal data breaches within 72 hours.

It is therefore important for organizations to not only identify which DPAs they may need to engage with in the future, but also develop their 
knowledge on the characteristics of these DPAs. Some organizations may consider establishing a working relationship with their DPA(s), to ensure 
smooth communication in times of need.

At Deloitte we understand these needs. We have therefore conducted extensive research into certain key characteristics of the DPAs. The 
research seeks to paint a detailed picture and to provide you with a closer look at factors that may influence a DPA’s way of working. Some key 
topics include data breach reporting, resources, guidance issued and enforcement actions taken.

The results of our research will be published in the upcoming weeks in sub-reports. The comprehensive final report will also be available for 
download at the end of this period.

In this first edition we present our findings on how to report personal data breaches. It provides an overview of the practicalities surrounding 
and key links that may be useful in the crucial 72 hours.



Reporting a personal data breach
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Reporting a personal data breach

Reporting is not harmonized and thus preparation is key!
The GDPR has introduced a duty for all organizations to report 
certain types of personal data breaches to the relevant DPA. The 
notification must in principle be conducted within 72 hours after 
having become aware of the breach.

Although the GDPR seeks to harmonize data protection legislation 
across the EU, the practical means of reporting have not been fully 
harmonized and differ significantly between countries.

Detecting, mitigating and reporting a personal data breach can be 
exceptionally stressful. In these demanding times, organizations 
may well benefit from sufficient preparation. Part of this preparation 
includes knowing where to report, how to report and which 
languages to report in, et cetera. This may help ensure that no time 
goes to waste in those precious 72 hours.

For organizations operating in multiple countries that may need to 
report personal data breach to a different DPA, depending on the 
nature of the breach at hand, understanding different notification 
requirements is an important preparation step. This may help ensure 
that no time goes to waste in those precious 72 hours.

This report therefore presents an overview of the reporting 
requirements in the 28 EU Member States*, as well as observations 
on how to best report data breaches in different EU jurisdictions.**

An overview of the detailed results can be found in the Appendix.

* Awaiting any further developments regarding Brexit, the Information Commissioner’s Office (the Data Protection Authority of the United Kingdom) still falls within the 
scope of this research.

** Germany has a federal DPA as well as different DPAs on state-level. Our research only encompasses the federal German DPA. Therefore, we will refer to the Federal DPA 
(“Bundesbeauftragter für den Datenschutz und die Informationsfreiheit” or “BfDI”) as the “German DPA” in this report.
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Language of reporting
What languages can you report in?
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Reporting a personal data breach

Language of reporting
An essential step in understanding the requirements for reporting a 
personal data breach, is knowing the language of the reporting form.

Any potential language barriers may lead to difficulties or delays in 
reporting a personal data breach. It is best to be prepared ahead of time.

Whereas some DPAs have made an English version of their reporting form 
available, the majority of DPAs (68%!) exclusively allows for the reporting of 
data breaches in the local language(s).

Of the 28 EU countries, only 8 provide reporting possibilities in English 
(namely: Cyprus, Finland, Greece, Ireland, Luxembourg, Malta, Sweden and 
the United Kingdom).

The Czech Republic is categorized as “unknown”, as the Czech DPA has not 
made an official reporting form available and thus cannot be reviewed. 
Organizations seeking to report a data breach to the Czech DPA are 
required to contact the DPA by e-mail.

This research only looks to the official reporting options as indicated by the 
DPA. It does not take into account whether the DPA would accept a form 
submitted in English, despite the questions being in other languages.

An overview of the reporting languages can be found in the Appendix.

English Reporting Form?

No Unknown Yes

68%

3%

29%
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Reporting a personal data breach

Language of reporting

English Reporting Form Available

Luxembourg

Ireland

Greece

Malta

Sweden United Kingdom

Cyprus Finland
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Reporting options
How to report?
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Reporting a personal data breach

Reporting options
Modern times ask for a swift and time-efficient reporting 
mechanism, preferably a fully digitized reporting form. Therefore, 
it is useful to know which DPAs have made a digital reporting form 
available on their website.

A “digital reporting form” is referred to as an online form which 
can be filled out right away and submitted through the website of 
the DPA. It does not include any forms that can be downloaded from 
the website, saved and sent (e.g. via e-mail).

Not all DPAs use digital reporting forms, only 46% of DPAs have this 
option available.

The most common alternative to a digital reporting form is a 
downloadable form that needs to be filled out and sent to the DPA 
by e-mail.

Other reporting options (see next page for more):

Post Visit DPA E-mail Call Fax

No
54%

Yes
46%

Digital 
Reporting 

Form?
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Reporting a personal data breach

An overview of the reporting options

Digital reporting form, is available for:

 • Belgium, Denmark, Finland, France, 
Germany (BfDi), Hungary, Ireland, 
Lithuania, the Netherlands, Poland, 
Portugal, Slovakia and Spain

E-mail, is available for:

 • Austria, Bulgaria, Croatia, Cyprus, Czech 
Republic, Estonia, Greece, Italy, Latvia, 
Luxembourg, Malta, Romania, Slovenia, 
Sweden and the United Kingdom

Post, is available for:

 • Austria and Bulgaria

Call, is available for:

 • The United Kingdom

Visiting the DPA, is available for:

 • Bulgaria and Latvia

Fax is available for:

 • Austria

10

Report on EU Data Protection Authorities  | Part 1: Reporting a Personal Data Breach



Number of questions on reporting form
How many questions?
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Reporting a personal data breach

Number of questions on reporting form
Reporting a personal data breach may require varying degrees of 
effort, depending on where reporting is required.

Time-consuming forms may be an unwelcome surprise at a time 
when every second counts. The number of questions on a reporting 
form can provide an indication of the extensiveness of the reporting 
process at a given DPA. 

By counting the number of questions on the available reporting 
forms, we were able to categorize them on the basis of their level of 
comprehensiveness.*

Questions about contact details (e.g. name, phone number) were 
counted as one question.

Although there is not a one-on-one correlation between the number 
of questions and the time necessary for completing a form, taking 
note of these differences may help in avoiding unforeseen delays 
during the first crucial hours after a data breach has been detected.

* Four DPAs are not included in these findings (Bulgaria, Czech Republic, Denmark 
and Spain). Those DPAs either do not have a reporting form available on their 
website (Bulgaria, Czech Republic) or only give site visitors access to the full form 
after they have logged in (Denmark, Spain).

>50

<20

40-50

30-40

20-30

Cyprus, Greece, Hungary, Malta and Slovenia

Austria, Croatia, Italy, Romania, Slovakia and Latvia

Belgium, Ireland, the Netherlands and Luxembourg

Sweden, Estonia, Finland, France and Portugal

United Kingdom, Germany, Lithuania and Poland
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Reporting a personal data breach

Number of questions on reporting form

Lowest number of questions

8

Croatia

Average number of questions

35

All DPAs*

Highest number of questions

>70

Hungary

* Four DPAs are not included in these findings (Bulgaria, Czech Republic, Denmark and Spain). Those DPAs either do not have a reporting form available on their website
(Bulgaria, Czech Republic) or only give site visitors access to the full form after they have logged in (Denmark, Spain).
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More information?
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More information?

Contact Deloitte’s Privacy Response Services
Preparation is key. Knowing the characteristics of your DPA(s) is an important component of preparing for a personal data breach.

At Deloitte’s Privacy Response Services, we aim to enable you to prepare for privacy emergencies. We support in understanding the impact 
and practical implications of personal data breaches before they actually occur, as well as assisting in the response where necessary.

For more information on Deloitte’s Privacy Response Services and other privacy-related services, please contact:

Annika Sponselee
Partner
M: +31 (0)6 10 99 93 02
E: asponselee@deloitte.nl

Shay Danon
Manager
M: +31 (0)6 13 72 10 52
E: sdanon@deloitte.nl
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Appendix
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Reporting a personal data breach

Overview of Data Protection Authorities (1/3)

Country Language(s) of reporting Digital Reporting  
Form?

Number of 
Questions

Link to 
reporting form

Notes

Austria German No <20 Link E-mail, fax or post

Belgium Dutch, French Yes 40-50 Link E-mail, post or visit DPA 

Bulgaria Bulgarian No Unknown No reporting form provided 

Croatia Croatian No <20 Link E-mail

Cyprus
Greek, English (cross-border 
processing only)

No >50 Link E-mail

Czech Republic Unknown No Unknown N/A No reporting form provided 

Denmark Danish Yes Unknown Link Log-in required 

Estonia Estonian No 30-40 Link E-mail

Finland Finnish, English Yes 30-40 Link N/A

France French Yes 30-40 Link N/A
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https://www.dsb.gv.at/documents/22758/844171/Meldung+von+Verletzungen+des+Schutzes+personenbezogener+Daten+gem%C3%A4%C3%9F+Art.+33+DSGVO.pdf/cffc6756-1996-460d-a0bc-c5e29b4889ff
https://www.gegevensbeschermingsautoriteit.be/meldformulier-voor-gegevenslekken
https://azop.hr/info-servis/detaljnije/izvjesce-o-povredi-osobnih-podataka
http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/All/C66E9E93F4A5D0D4C22582AA00225D7F?OpenDocument
https://www.datatilsynet.dk/anmeld-brud-paa-persondatasikkerheden/
https://www.aki.ee/et/poordu-inspektsiooni-poole/rikkumisteate-edastamine
https://tietosuoja.fi/ilmoitus-tietoturvaloukkauksesta
https://www.cnil.fr/fr/notifier-une-violation-de-donnees-personnelles


Overview of Data Protection Authorities (2/3)

Reporting a personal data breach

Country Language(s) of reporting Digital Reporting 
Form?

Number of 
Questions

Link to 
reporting form

Notes

Germany German Yes 20-30 Link
Additional options: e-mail,  
fax or post

Greece
Greek, English (cross-border 
processing only)

No >50 Link E-mail 

Hungary Hungarian Yes >50 Link
Log-in required. Additional 
option: e-mail

Ireland English Yes 40-50 Link Additional option: e-mail

Italy Italian No <20 Link E-mail

Latvia Latvian No <20 Link E-mail or visit DPA

Lithuania Lithuanian Yes 20-30 Link
Log-in required. Additional 
option: e-mail

Luxembourg French, English No 40-50 Link E-mail 

Malta Maltese, English No >50 Link E-mail
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https://www.bfdi.bund.de/DE/Service/Datenschutzverstoesse/datenschutzverstoesse_node.html
http://www.dpa.gr/portal/page?_pageid=33,211142&_dad=portal&_schema=PORTAL
https://www.naih.hu/adatvedelmi-incidensbejelent--rendszer.html
https://forms.dataprotection.ie/report-a-breach-of-personal-data
https://www.garanteprivacy.it/documents/10160/0/Allegato+1+Modello+segnalazione+data+breach+PA.pdf
https://www.dvi.gov.lv/lv/personas-datu-apstrades-aizsardzibas-parkapuma-pazinojuma-iesniegsana/
https://www.ada.lt/go.php/lit/Pranesimas-apie-duomenu-saugumo-pazeidima-bdar/4/1
https://cnpd.public.lu/fr/professionnels/obligations/violation-de-donnees/violation-donnees-rgpd.html
https://idpc.org.mt/en/Documents/Notification breach template.pdf


Reporting a personal data breach

Overview of Data Protection Authorities (3/3)

Country Language(s) of reporting Digital Reporting 
Form?

Number of 
Questions

Link to 
reporting form

Notes

Netherlands Dutch Yes 40-50 Link N/A

Poland Polish Yes 20-30 Link Additional option: e-mail

Portugal Portuguese Yes 30-40 Link N/A

Romania Romanian No <20 Link E-mail

Slovakia Slovak Yes <20 Link N/A

Slovenia Slovene No >50 Link E-mail

Spain Spanish Yes Unknown Link Log-in required 

Sweden Swedish, English No 30-40 Link E-mail

United Kingdom English No 20-30 Link
Additional options: call or 
e-mail
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https://autoriteitpersoonsgegevens.nl/nl/onderwerpen/beveiliging/meldplicht-datalekken
https://www.biznes.gov.pl/pl/e-uslugi/00_0000_00
https://www.cnpd.pt/DataBreach/(X(1)S(wvcnxhflaihoamtykrgberpn))/DataBreach.aspx?AspxAutoDetectCookieSupport=1
https://www.dataprotection.ro/servlet/ViewDocument?id=1100
https://dataprotection.gov.sk/uoou/sk/dp/dp-breach
https://www.ip-rs.si/zakonodaja/reforma-evropskega-zakonodajnega-okvira-za-varstvo-osebnih-podatkov/kljucna-podrocja-uredbe/prijava-krsitev-varnosti/
https://sedeagpd.gob.es/sede-electronica-web/vistas/formBrechaSeguridad/procedimientoBrechaSeguridad.jsf
https://www.datainspektionen.se/globalassets/dokument/blankett-2-anmalan-av-personuppgiftsincident--eng.pdf
https://ico.org.uk/for-organisations/report-a-breach/personal-data-breach/
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