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                    DATASHEET FOR CITYSYNERGY PROTECT 

KEY CAPABILITIES 
 
 

 Identity Management 

 Access Management 

 Security Protocols 

 

PRODUCT OVERVIEW 
______________________________________________ 

 

CitySynergy Protect is a security and compliance protective layer that 

secures the data flow from external domains, IoT devices and applications 

that form the managed ecosystem around the Command Centre, while 

simultaneously ensuring full data regulation compliance. CitySynergy is a 

platform built with security by design principles.  

In today’s world, consumer and regulatory expectations around security, 

consent, and privacy continue to increase steadily. Meanwhile, the legal, 

financial, and reputation costs of failure are exploding, as data sets become 

bigger, more complex, and even more personal. With their silos and point 

solutions, most of the current security models are too slow, too error-prone, 

and too reliant on human scaling to address this challenge.  
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Some highlights: 

• It ensures data is protected along its flow: it offers a protection shield 

that avoids access to sensitive data; ensures there’s no usage abuse 

over open data. 

• It allows for access and management of shared data and open data. 

Its management of open data & shared data flow control is reinforced 

with standard integration with a Command Center Authorization 

Access Management. 

• It segregates business data from each application owner (either city 

departments or third party providers). 

• It develops and configures the extension authorization methodology 

covering all the informational attributes on the city / smart places 

services. 

• It encompasses SSO and GDPR compliance, among several others. 

 

 

Identity Management 

A framework of policies and technologies to ensure that the proper people in a city or smart place has the appropriate 

access to technology resources. 

 

KEY BENEFITS 
 

 Secure communications and 

the entire user session from 

device to backend data 

stores. 

 
 Provide appropriate access 

to legitimate users based on 

dynamic and adaptive 

policies. 

 
 

Identity Repository  
_____________________________________________ 
 

Is a battle-tested directory server that provides the scalability and reliability 

needed to support the most demanding cloud and IoT applications, with 

minimal infrastructure and human resources.  

The solution’s innovative design enables ultra–high–speed performance as well 

as transparent load balancing, multi-master replication, and state–based 

recovery. 

The internal CitySynergy identity directory, could trust in external systems by 

federation features. 
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KEY BENEFITS 
 

 High availability: Supports 

real-time replication and 

automatic and transparent 

failover and recovery. 

 Scalability: Distributes 

data across any number of 

servers, supporting 

millions of users and 

devices without incurring 

large hardware costs or 

performance degradation. 

Identity Federation 
_____________________________________________ 

 

Is a secure way for CitySynergy to get access to identity information owned by 

external systems. 

The identity information only exists in the city or smart place internal system. 

Through federated identity, CitySynergy can also have access to the needed 

information for service management purposes.  

The key to federated identity is trust: to make sure the information is 

transmitted only to a trusted place, the system requesting the information has 

to trust the sender system, to ensure they are getting accurate and trustworthy 

information. 

 

 
 

 

KEY BENEFITS 
 

 Users privacy data 

protection 

 Promotes Data Protection 

Officer 

 User have rights to erase 

his data 

GDPR Compliance  
_____________________________________________ 

 

GDPR1 goal is to strengthen and unify data protection for individuals within the 

European Union. It also addresses the transfer of personal data outside the EU. 

The goal of these regulations is to ensure people’s most private information 

stays private, while still allowing individuals to have access and control over 

their data. GDPR also establish rules for how cities and smart places must 

handle sensitive information. 

Since CitySynergyTM is GDPR compliant, privacy concerns for other global 

regions and countries are ensured. 

 

 

 

 

 
 

 

 
 

                                       
1 General Data Protection Regulation 
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Access Management 

Is a framework of policies and technologies for ensuring that the proper people in an enterprise have the appropriate 

access to technology resources. 

CitySynergy™ Protect Access Management provides secure single sign-on and access management to applications 

across web, mobile, and API channels, and is built upon proven, highly scalable technologies. 

Access Management delivers a comprehensive solution to provide end-to-end security from users and devices to 

backend resources through the following core features and capabilities: 

 

KEY BENEFITS 
 

 Unique authentication point 

for end-users 

 

Single sign-on (SSO) 
_____________________________________________ 
 

Single sign-on provides seamless access across multiple cloud, mobile, and web 

applications from any device, including social login through OAuth, Open ID 

Connect, and SAML support.  

This ensures that the access of a user to every domain is available through a 

unique single sign-on, for example by using the city end-user App or the city 

web portal.  

With CitySynergy Single sign-on feature, users may access the whole range of 

CitySynergy user interfaces by logging in only once. Then, while the session is 

active, users may navigate across services easily, with no need to input access 

credentials again. Session persistence may be done with or without cookies. 

 

Layer7 API Management is the central point used to access all CitySynergy 

services and/or user interfaces. This component is responsible for validating 

user credentials against the Identity Provider, and to manage user sessions in 

order to validate further access requests. 

 

KEY BENEFITS 
 

 Access more secure 

 Promotes secure integrations 

   

Security by Default 
_____________________________________________ 
 

Provides a universal SDK2 that enables developers to quickly embed security 

into Apps, without having to be security engineers. It delivers namely: 

• App and device registration 

• One-time passwords 

• Push notification 

• Biometric authentication 

• PKI-based 2FA credentials 

• Risk evaluation 

                                       
2 Software development kit 
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• Certificate pinning 

• Proximity login 

• Social login and SSO 

 

With these security options available, repetitive and complex security coding 

can be eliminated simply by embedding a single SDK into the app. This enables 

CitySynergy™ Integrate teams to focus their time and efforts on delivering new 

Apps, service APIs and enhanced features, while the security teams can 

remotely configure the appropriate level of security for each. 

 

 

KEY BENEFITS 
 

 Authentication is unique 

 APIs authentication for 3th 

parties 

 

 

Authentication 

_____________________________________________ 

 

Identifies legitimate users from fraudulent ones by supplying and supporting a 

comprehensive set of single and multifactor credentials across web, mobile, 

and IoT channels.  

CitySynergy adaptively applies these mechanisms using a combination of 

dynamic real-time contextual data and policy-based rules to achieve the 

appropriate balance between security and user experience.  

The CitySynergy authentication module centralizes all the authentication needs 

and offers an API the 3th parties integration. The Session ID provided throw 

the authentication APIs has expired time configurable, and by default is 2 

hours. 

   

CitySynergy servers are issued public keys by Certificate Authorities so that its 

digital signature can be verified by anyone. Systems integrating with 

CitySynergy are required to have valid digital signatures as well to mitigate 

repudiation risks. Additional authentication measures such as private keys, 

tokens or basic authentication are usually required to validate authenticity of 

users/devices/systems. 

 
 

KEY BENEFITS 
 

 Same access rights by all 

access channels 

 Easy rules configuration 

Authorization 

_____________________________________________ 

 

Explicitly grants or denies access to all protected applications and resources 

through security policies based on a user’s profile attributes, group 

memberships, roles, and other types of rules.  
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 Authorization rules with 

federation asset properties  

 Authorization respects Digital 

Twin configuration 

You can also specify when a user can access specific resources (day/time 

restrictions), where the user can access a specific resource from (for example, 

only when logging in from specific IP addresses), and how the user should be 

handled if they are denied access to a resource (redirect, message, and so on)  

By default in CitySynergy the operational vertical partners just have access to 

change data from Services or Resources witch they are the owner. The same 

rules will be applied, when the field operators access to their tasks, from 

CitySynergy Field APP or another integrated field APP from 3th parties.  

 

 

 

KEY BENEFITS 
 

 Discover and manage 

Credentials 

 Isolate Credentials and 

Sessions 

 Record and Audit Sessions 

 Monitor Privileged Activity 

 Remediate Risk Behaviour 

 

Privileged Access Management 

_____________________________________________ 

 
CitySynergy continuously scans the environment to detect privileged access. 

Validate privilege by adding discovered accounts to a pending queue or 

automatically onboard and rotate accounts and credentials based on enterprise 

policy. 

Establish a secure control point to prevent credential exposure and isolate 

critical assets from end users with transparent connections to target systems 

via a variety of native workflows. 

Automatically record and store privileged sessions within a centralized 

encrypted repository. Prioritize auditing recorded and active sessions with video 

playback that streamlines reviewing the most suspicious activity. 

Administrators can view specific activities or keystrokes within video 

recordings. Detect and alert SOC and IT teams of anomalous behavior that 

bypasses or circumvents privileged controls. 

Automatically suspend or terminate privileged sessions based on risk 

assignment, and initiate automatic credential rotation in the event of privileged 

compromise or theft. 

 

KEY BENEFITS 
 

 Data Discovery and 

Classification 

 Data Activity Monitoring 

(DAM) 

 User Behaviour Analytics 

(UBA) 

Data Protection 

_____________________________________________ 

 

Identification and classification of personal or sensitive data subjects and data 

flows across business applications. Allows the classification according with the 

data sensitivity defined. 

Monitor data access activity with enhanced user context between the 

application and database layers based on data classification and risk scoring 

avoiding processing benign activity log data.  

Collect analytics of user access to sensitive data over time to monitor user 

behavior, and alert in defined cases.  
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 Dynamic Controls 

 Pseudonymization 

 

The logical data minimization ensures that all access to data is performed on a 

“need-to-know” basis. 

Real-time redaction capabilities enable quick and simple data minimization for 

users and processes. 

 

 

 

KEY BENEFITS 
 

 Public Key Infrastructure 

 Certificate Lifecycle 

 Encryption in-motion 

 Encryption at-rest 

Data Integrity 

_____________________________________________ 

 

CitySynergy ensures all the aspects of Public Key Infrastructure, specifically the 

entire lifecycle of the generated keys, follow the appropriate security measures. 

CitySynergy ensures the correct and secure application of valid and trustworthy 

digital certificates throughout all its users and devices. 

All communication and data in-motion is encrypted and secured by the latest 

communication encryption algorithms. 

CitySynergy databases and data repositories are under strict encryption 

controls to safeguard any sensitive data it might process or be called in the 

context of the application. 

 

 

 

KEY BENEFITS 
 

 Code Integrity 

 Deletion/Erasure 

 Consent Processing Controls 

 Breach Notification 

 Audit Management 

 Personal Data Flows 

Data Privacy 

_____________________________________________ 

 

By design and by default, CitySynergy protects data using enhanced visibility 

into any sensitive data flow and access 

Ensures that all required data deletions and omissions have been properly 

executed or nullified 

Clients who deny consent (opt-out) will be automatically segregated from 

certain processing across systems 

Quickly know who accessed which data to comply with the personal data breach 

notification requirement 

Full audit logs to cover all sensitive data activities, enhancing compliance 

capabilities. 

Mapping of all sensitive data flows, including external data stores and processes 
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Security Protocols 

CitySynergy™ and his Protect capability ensures the security of data and communication transactions 

 

KEY BENEFITS 
 

 Layer 7 Defence 

 Denial of Service 

Protection 

 Traffic Filtering and 

blocking 

 Log Generation and 

Integration 

 

Web Application Firewall (WAF) 
_____________________________________________ 

CitySynergy’s WAF is protected against application level attacks, such as  SQL 

Injections, Malicious File Integrity and Cross Site Scripting. 

Protected against application-layer denial of service attacks, CitySynergy WAF 

discovers and fingerprints new and unusual traffic patterns without human 

intervention, distinguishing and isolating potential malicious traffic from 

legitimate traffic.   

Implements network-layer controls to define and enforce IP whitelists and 

blacklists to protect CitySynergy by restricting requests from specific IP 

addresses. 

Generate and Integrate WAF event logs with a SIEM or log aggregator solution. 

 

KEY BENEFITS 
 

 Threat Detection 

 Confidentiality and 

Integrity 

 Message Validation 

 Authentication 

Enforcement 

 

API Security 
_____________________________________________ 

CitySynergy APIs filter traffic based on predefined rules and provide threat 

detection from common threats such as DoS attacks, illegal access attempts, 

SQL injection, XSS, CSRF and message size. 

Implement limitations on cipher suites, advanced ciphers based on technology 

such as digital certificates and message-based security. 

Built-in XML and JSON schema validation to secure all message transmissions. 

Enforces authentication controls such as basic credentials, API keys, OAuth, 

SAML, OpenID Connect, Kerberos and x509 digital certificates. 
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KEY BENEFITS 
 

 Code Integrity 

 Webpage Integrity 

 Consent Processing 

Controls 

Application Shielding 
________________________________________ 

Provides resilient code protection with polymorphic obfuscation, code locks, and 

runtime code protections. The protected code is extremely hard to reverse-

engineer and prevents any debugging, tampering attempts, and data leakage. 

Detects and blocks, in real-time, malicious behavior on the client-side of web 

applications. Prevents leaking or scraping of sensitive data. 

Monitors the application for any threats and all threats are reported in a 

dashboard in real-time for future analysis. 

 

KEY BENEFITS 
 

 Fine-grained level control 

 Adoption of cyber security 

algorithms to protect 

devices and sensors 

IoT Protocols Communication 
_____________________________________________ 
 

 https with Restful APIs with XML and JSON message formats 

 MQTT Protocol - consists of three main components: subscriber, 

publisher and broker. The publisher generates the data and transmits 

the information to subscribers through the broker. 

 AMQP Protocol - The AMQP protocol consists of a set of components 

that route and store messages within a broker service, with a set of 

rules for wiring the components together. 

 CoAP Protocol - CoAP makes use of the UDP protocol for lightweight 

implementation. It also makes use of RESTful architecture, which is 

very similar to the HTTP protocol. It is used within mobiles and social 

network based applications and eliminates ambiguity by using the HTTP 

get, post, put and delete methods. 
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KEY BENEFITS 
 

 Over many security 

compliance certifications 

and accreditations 

 

 Data that should be freely 

available to everyone to 

use and republish as they 

wish, the CitySynergy 

provides containers for 

Open information. 

 

 Data that should be freely 

available to other 

investigators or 

developers use with 

authorized access, the 

CitySynergy provides 

containers for information 

access. 

Other Protocols Communication 
_____________________________________________ 
 

 XML, JSON, Swagger, SOAP, REST, PCI-DSS, AJAX, XPath, XSLT, 

WSDL, XML Schema, LDAP, RADIUS, SAML, XACML, OAuth 1.0a/2.0, 

JWT, PKCS, Kerberos, X.509 

 Certificates, FIPS 140-2, XML Signature, XML Encryption, SSL/ TLS, 

SNMP, SMTP, POP3, IMAP4, HTTP(S), JMS, MQ Series, Tibco EMS, Raw 

TCP, FTP(S), 

 WS-Security, WS-Trust, WS-Federation, WS-SecureExchange, WSIL, 

WS-I, WS-Addressing, WS-Policy, WSSecureConversation, WS-

MetadataExchange, 

 WS-SecurityPolicy, WS- PolicyAttachment, WS-I BSP, UDDI, WSRR, 

MTOM, IPv6, WCF 
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ADDITIONAL 
INFORMATION 
 
More information can be found at: 
 

https://www.deloitte.com/citysynergy 

 

 
 

 

 
RELATED PRODUCTS 
_____________________________________________ 
CitySynergyTM Protect establishes de communication between the following 

products:  

 CitySynergyTM Integrate. 
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