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Industrial Networks Remote Access
The importance of remote access
solutions for Industrial Networks
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Industrials companies are increasingly more
vulnerable for cyber security related
incidents as a result of automation and
implementation of Industry 4.0 use cases.

experienced at least one
system intrusion in 2020, and

had
1)

Sources: [1] Dispel, [2] Fortinet

crucial to invest in remote access solutions aligned with organizational
and avoid huge and impacts.

Operational impact Financial impact

A cyber attack on an industrial network During unplanned downtime, every minute
can stop the production of a company. In matters. The more unplanned downtime,
this situation, the top priorities are safety the higher your costs and the greater the

and getting the system back online. impact to your bottom line.

A minute of downtime in
an industrial network costs
on average $100,560 [*!

A single ransomware causes
on average 16 days of
unplanned downtime 1]

The remote access technology provides flexibility to work remotely from any location, for a successful

implementation it's essential to recogniz

e the different types of users, use cases, challenges and risks.

Types of remote access users
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It is important to clearly
to avoid

OT equipment/applications vendors undesired and such as:

that provide remote maintenance
Reduced cybersecurity knowledge

Users that are working remotely Reduced user visibility
from different locations

Unsecure authentication methods

Outsource companies that
specialize in specific operational
areas

No regular software updates

All companies have different operational needs, so the appropriate remote access solution for each OT network
depends on the specific business requirements, network architecture and desired remote network control features.
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Regardless the remote access solution that best suits each company, there are a set

of
or

Establish user-specific authentication servers

Remote access users should have a unique and non-

when implementing the solution in
der to reduce the successful attacks.

Perform a risk and threat assessment
@ A threat and risk assessment enables to understand

transmissible account. The authentication server should e s the current situation regarding endpoints, users

identify the user.

Implement multi-factor authentication

MFA should always be used in the connections. Also,
each one should be a different kind of method.

Use dedicated hardware and software

A company owned firewall and router at the remote
workstation should be provided.

Sources: [3] Sans Institute

Remote access sol

and connections.

(f 00000
Remote access that circumvents the path through the

DMZs and connects directly to ICS from the Internet
poses a much greater.

Technicians should be granted access to jump hosts.
Remote access users should only be granted access
only to the systems and applications.

utions for OT Networks vary in features, operation and use cases depending on the size,

characteristics and operational needs of the target OT network. To successfully implement any kind of remote
access solution within an OT network, it is always advisable to strictly follow the standard set of best practices
described before, as this will reduce the likelihood of complex security breaches or application failure.
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