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Shedding light on Shadow OT
What is Shadow OT and how does
it impact Industrial Organizations?

Industrial organizations are facing new challenges with the convergence of Operational Technology (OT) with
Information Technology (IT), such as network blind spots caused by not knowing the data flows or by unknown devices
that are placed between these networks, increasing the likelihood of a cyber incident in these environments.

86%

55%

OT Organizations that experienced at least Organizations that have limited or no visibility =~ Organizations that are ineffective at discovering
one intrusion in the past 12 months. into their OT environment [2] and maintaining an inventory of all OT devices
78% had more than three [ a 4% increase since 2017 4 throughout the asset lifecycle [3

Having reduced visibility of the operational systems and a poor network device inventory, can make activities such as network assessment and
hardening of network devices more complex, and lead organizations to face a phenomenon known as Shadow OT.

Sources: [1] Fortinet (2022), [2] Dragos (2021), [3] Ponemon Institute (2021), [4] Forrester (2017)

refers to unidentified and unmonitored assets inside an organizations’ network and can be caused by the lack of
complete visibility into the network and operational systems, inappropriate asset management and no OT discovering tools.
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There are several examples of situations in which shadow devices endangered organizations’ networks, by allowing cyber
incidents such as Ransomware, SQL injection and IoT attacks to happen.
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An unknown 4G hotspot is connected to the An unpatched server is connected to the An unmanaged loT sensor is connected to the
organization’s network, creating a direct access organization’s network, allowing a SQL injection organization’s network, serving as an entry point
to the internet and bypassing all barriers in the attack caused by an exploited vulnerability, to hackers, who then moved laterally to other
network, exposing the organization to a which allowed hackers to gain access to places within the network, and were able to
ransomware attack. confidential data from the internal network. steal confidential data.
Unidentified devices present several technical and business risks that can at different levels,

so being able to identify them is crucial to define a security strategy capable of mitigating these vulnerabilities.

/ Examples of risks \

Weak passwords No security patches
@ No filtering policies

Qo backup management No identity managemery

To mitigate Shadow OT different actions are required, and they can be structured in

1 KNOW THE

NETWORK

4 OPERATE

* Ensure clear visibility over Deploy a network security
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technology Monitor network traffic and o °
* Identify network and Define a governance model analyse logs * Raise awareness and
security requirements Design a network Automate OT data collection educate employees
+ Identify network blind spots security strategy and define identity-based * Create documentation
Identify tools to eliminate network access for all network changes
blind spots e Perform physical and

logical audits

How can Deloitte help?

Our technology and engineering expertise and business strategic skills allows
us to be a trust-worthy advisor for every step of the journey.

Wide experience in OT/ICS environments, with a proven methodology
from assessment to design until implementation in several industries.

Global Telecom CoE with unique technology and engineering knowledge,
and a proven track record in network and tech transformation.

Multidisciplinary specialized teams, which combine the high technical
expertise with business and strategic consulting teams.
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