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Heightened scrutiny by regulatory authorities highlights multiple anti-money 
laundering (AML) failures and emerging financial crime concerns for casinos 
operating in APAC locations. 

Recent AML failings in casinos have 
been extensively reported in the media. 
Casino operators in Australia and 
Macau have been subject to probes 
and investigations by local authorities 
for cultural failings observed in their 
management, and their alleged 
involvement in facilitating  
money laundering.

In Asia Pacific (APAC), money 
laundering continues to pose a 
significant concern in the casino 
industry, while other financial crimes 
such as human trafficking are also 
seen to emerge within the gaming 
sector. The global money laundering 
and terrorist financing watchdog, 
Financial Action Task Force (FATF), 
has cited a failure to adequately 
regulate or enforce regulations on the 
gaming sector as a partial reason for 
the Philippines and Cambodia being 
listed as countries under increased 
monitoring. Inclusion on the FATF list 
can have far reaching implications for 
a country emphasising the growing 
importance of adequately regulating 
the gaming sector.

In APAC, the rules and regulations 
concerning gaming are complex. Whilst 
some locations, such as China, ban 
casinos, other jurisdictions, such as 
Sihaknouville in Cambodia, actively 
encourage investment in the sector by 
setting up specified economic zones or 
locations. There are also different rules 
applied to foreigners and locals, thus 
making it vital for gambling entities 
to enforce stringent entry criteria and 
checks. As gambling entities expand 
their offerings via online gaming 
options, it becomes more vital than 
ever to understand the risks involved 
and the regulations to ensure laws 
are not violated. This article will cover 
recent investigation outcomes, new 
areas of financial crime risk and a non-
exhaustive list of controls that entities 
operating in this sector  
could implement. 
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Investigation outcomes in  
4 APAC Gambling Hubs

1‘Casino giant Crown let customers gamble with ‘shoeboxes of cash’ says money laundering suit’, The Straits Times, 01 May 2022 [Online]. Available at https://www.straitstimes.com/
businesscompanies-markets/casino-giant-crown-let-customers-gamble-with-shoeboxes-of-cash-says-money-laundering-suit
2‘Casino regulator hits Australia’s Star with A$100 million fine, suspends license’, The Wall Street Journal, 16 Oct 2022. Available at https://www.wsj.com/articles/casino-regulator-hits-australias-star-
with-a-100-million-fine-suspends-license-11665965411
3‘Macao’s junket king Alvin Chau on trial: 4 things to know’, Nikkei Asia, 19 September 2022 [Online]. Available at https://asia.nikkei.com/Business/Travel-Leisure/Macao-s-junket-king-Alvin-Chau-on-
trial-4-things-to-know
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Australia
An inquiry in the Australian state of New South Wales found that The Star and its management facilitated more than 
AU$900 million in money laundering for junket operators. Regulators in Victoria also found that Crown had processed 
AU$164 million in China UnionPay card payments in violation of anti-money laundering laws, which prohibit gambling 
funds to be withdrawn using credit or debit cards.

The inquiry revealed shocking revelations of the casinos welcoming high-rolling gamblers who were allegedly linked 
to criminal or foreign-influence activities, with some bringing in large amounts of cash in shoeboxes or card boxes1. 
Gamblers were able to gamble behind closed doors in a VIP room, facilitated by junket operators. 

In October 2022, it has been reported that the New South Wales’s regulator will fine The Star for an unprecedented 
AUD100 million and has suspended its operating license2 

Macau 
In 2021, local law enforcement arrested 21 individuals, including the Chief Executive Officer of Macau casino junket 
Suncity, Alvin Chau (‘Chau’), for organised crime and money laundering. Suncity was also implicated in a separate 
investigation by Australian regulators into claims that Star Entertainment Group allowed money laundering to take 
place inside Star Casinos’ secret rooms operated by the junket.

Chau is accused of leading a cross-border gambling syndicate to organise trips for Mainland Chinese citizens to 
gamble at casinos run by his firms outside of the mainland by providing credit, transportation, and tech support3. 

Cambodia 
Cambodia was placed on the FATF’s grey list in 2020. The booming casino industry in Cambodia exacerbated the need 
to tighten regulation and implement controls to combat money laundering in the gaming industry. 

Apart from the physical casinos in Cambodia, local authorities also noted a rise in illegal gambling  
(for example, lotteries, cockfighting and poker). Local authorities initiated a crackdown on these activities, which also 
uncovered reports of individuals trafficked into the country to run illegal gambling operations6. In April 2022, Malaysian 
authorities reported that 15 Malaysians were rescued from a human trafficking syndicate, who were forced to work in 
Sihanoukville, a casino hub in the Cambodian city.

The Philippines 
In June 2021, the Philippines was placed on the FATF’s grey list, which lists jurisdictions assessed to require enhanced 
monitoring due to their financial crime exposure. Junket-related risks in the Philippine casino industry was a specific 
area flagged as a concern due to its growing casino industry, which is frequented by high rollers in the Asia Pacific 
region and beyond4.  

Whilst financial watchdog Asia Pacific Group on Money Laundering (APG) issued an update in July 2022 citing efforts 
made in developing and strengthening frameworks and guidelines for risk-based AML/CFT supervision, it is worth 
noting that these efforts do not explicitly address the issue on hand. In addition to junket-related risks, the U.S. 
Department of State had also previously highlighted ‘casino proxy gambling’ as another loophole in the country’s  
AML framework5. 

4‘Philippines on FATF grey list, working on junket controls’, GGR Asia, 28 June 2021 [Online]. Available at https://www.ggrasia.com/philippines-on-fatf-grey-list-working-on-junket-controls/
5‘Philippine congress mulls US$244mln online bet STRs in 7yrs’, GGR Asia, 21 Nov 2022 [Online]. Available at https://www.ggrasia.com/philippine-congress-mulls-us244mln-online-bet-strs-in-7yrs/
6‘Cambodia to crack down on casinos, illegal gambling as more human trafficking, kidnapping cases emerge’, IAG, 19 Sep 2022 [Online]. Available at https://www.asgam.com/index.php/2022/09/19/cambodia-to-
crack-down-on-casinos-illegal-gambling-as-more-human-trafficking-kidnapping-cases-emerge/
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These latest crackdowns not only expose the vulnerabilities in 
casinos, and how organised crime groups are able to exploit the 
loopholes to launder money, but also the risks that manifests 
within the operations itself.  As a result of these investigations, law 
enforcement bodies have imposed financial penalties, licensing 
restrictions, individual arrests, and company asset seizures on 
casinos. However, more effort is required to manage the risks in 
the gaming sector. 

It is important to note that some APAC locations do not actively 
enforce their gaming regulations or have made recent changes to 
their regulations. As a result, casino entities based in locations not 
listed above should remain on high alert and continue to actively 
review local developments to ensure that they do not make the 
same mistakes. 

The APAC region continues to see growing demand for gambling. The spread of physical and online gambling provides 
opportunities for criminals to launder the proceeds of their crimes. When coupled with growing corruption, weak regulation or 
enforcement, this could become a recipe for disaster. 

In APAC, growing and emerging risks include:

The consequences

Emerging risks

Human trafficking and prostitution 
Increasingly across certain countries in APAC there have been reports of 
Casinos using forced labour or underaged workers. In addition, over the 
past two years Non-Governmental Organisations, journalists, and 
government authorities have raised alarms on the scale of human 
trafficking and modern slavery detected in scam gambling schemes or 
arrangements (where workers are lured by the promise of a high-paid jobs 
and then trapped by debt bondage).

Corruption 
The corruption perception index continues to highlight the rising  
level of corruption in APAC locations. This impacts casinos in several  
ways including licensing, land and building permits, regulation,  
and enforcement. 
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Online gambling 
Partially due to COVID-19 related travel restrictions, many casinos were 
forced to pursue other income streams, such as online gambling. The 
risks associated with this activity are different to physical gaming, and not 
all institutions have developed sufficiently robust controls to mitigate 
these risks. 

Environmental, Social, Governance (ESG)
In all sectors, the focus on ESG is growing. In the case of casinos, there is 
focus on worker conditions and human rights, responsible gaming 
practices, and the damage done to protected lands or biodiversity 
caused by the construction of physical casinos. 

Pace of regulatory reform
As highlighted above, regulatory agencies in multiple locations are 
cracking down on organised crime and money laundering in the casino 
sector, with a growing area of focus being culture and compliance 
conduct. In addition, multiple locations in APAC have introduced new laws 
and/or amended the powers of their local regulatory agency. 
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The financial crime risks faced by casinos are multiple and complex. However, given the above, there are a few areas that 
operators in the sector may wish to focus on. Below is a non-exhaustive list:

Recommendations

Ensure an Anti-Human Trafficking policy is in place. Make sure it includes the right to audit your supply chain. Where 
patrons utilise the services of third parties whilst staying in your resort, for example, massage services, consider 
performing due diligence to ensure your hotel is not complicit in human trafficking.

Ensure an ESG policy is in place which covers the wide range of risks relevant to the gaming and casino sector. For example, 
if accommodation to employees is provided, ensure that the living conditions are fair. Consider questions such as ‘Do you 
have a responsible gaming policy in place?’ and ‘Do you ensure that your workers are not underage?’.

Be aware of the risks associated with junkets and set-up a stringent control framework which includes checking licensing 
and performing due diligence. Where adverse media is identified, ensure that it is escalated to compliance on a timely 
basis. Do not allow junket accounts to be utilised for other purposes. Perform due diligence on underlying junket members 
to ensure that risks are identified.

Be aware of the restrictions on gambling in other countries and consider the legal and financial crime risk involved when 
providing certain services to patrons, such as currency exchange or payments.

Adopt stringent controls around online gaming and advertising. Implement a responsible advertising policy that requires 
advertisements to only target approved countries. Ensure that the product risk assessment considers the AML risks 
associated with online gaming and that the relevant controls are in place to prevent financial crime.

When operating in a jurisdiction with less stringent regulations, consider benchmarking policies and procedures to other 
locations with stronger regulation. This can better help combat financial crime and help in other vital ways such as opening 
a bank account or obtaining loans.

Consider engaging a third party to perform an independent audit of the financial crime controls. If this is already done, 
consider rotation of agencies to ensure independence and quality of audit. Also, ensure that the internal audit program 
includes a periodic review of the financial crime framework. When providing non-gaming services, such as leisure resorts or 
hotels, ensure that any financial crime risks are also identified and audited.

Maintain a transparent relationship with banking providers. Ensure that both sides understand the purpose of any 
bank account and the funds that will be flowing through it. Share internal audit reports and information on the control 
framework to help reduce the risk of banking providers ending the business relationship.

Ensure that the systems used for screening and transaction monitoring are fit for purpose. Perform regular testing and 
calibration and ensure that there is a risk-based rationale.

Be aware of the risk touchpoints and perform due diligence. For example, notify patrons that credit can only be utilised 
for gambling. Limit or avoid third-party payments. Where resort vouchers are provided, ensure stringent financial crime 
controls are in place. When dealing with higher risk patrons, ensure enhanced due diligence processes are in place. Ensure 
robust surveillance of VIP rooms.

Ensure a strong compliance culture. Set the right tone from the top and reinforce it via townhalls, newsletters, etc. Consider 
incorporating compliance metrics in employee score cards. Build strong relationships between the various functions to 
ensure information is shared with Compliance representatives. Include compliance representation on the Board and 
ensure that financial crime is a standing agenda item. Provide regular and targeted training to staff members, which 
includes case studies and typologies.
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Looking ahead

Contact us

Deloitte Financial Advisory can support you in enhancing your control framework to manage 
and mitigate these risks through our experience and expertise. 

Our strategy is to:

1. Assess the existing and emerging typologies in the gaming industry through research and 
assessment, against your existing policies and procedures 

2. Outline the inherent risks and recommend appropriate controls to mitigate these risks 

3. Determine industry best practices that are practical and suitable for your business model

Deloitte Financial Advisory can also provide bespoke training to staff or board members. 

Get in touch with us to find out how Deloitte can rapidly strengthen your AML defenses and 
compliance capabilities!

Kalyani Vasan
Partner
Deloitte Financial Advisory

Tel: + 65 6800 2119
Email: mvasan@deloitte.com

Claire Franklin
Director 
Deloitte Financial Advisory

Tel: + 65 6800 2912
Email: cfranklin@deloitte.com
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