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As the lines between FinTech players, technology giants, and legacy banks continue to blur, financial services 
providers will increasingly be competing on technology-driven innovations, and their ability to connect with digitally-
savvy customers who demand and expect easy, personalised transactions, and access to multiple services through 
a single access point. 

For most players, the answer to addressing these complex customer needs lies in the use of open banking. 
Specifically, open banking refers to a platform-based ecosystem approach where data, processes, and 
functionalities are made available to and shared with various players, including but not limited to banks, customers, 
third-party developers, FinTech companies, and other partners. 

Leveraging the extensive use of application programming interfaces (APIs), an open revolution is now well underway 
in Southeast Asia – not only in the financial services industry, but also across all industries and sectors. Across the 
region, many players have already deployed the use of APIs to share data and integrate functionalities on common 
platforms. Indeed, enabling customers to voluntarily share their personal data with other entities – a core benefits of 
APIs – has been around for some time now, and most of us are already familiar with the way it works.

Common API use cases and marketplace examples include ride-hailing applications that provide drivers with instant 
pay-outs upon trip completion; payment applications that enable merchants to conduct instant payment collection 
by generating a dynamic QR code for consumers to scan and pay from their mobile devices; and bank accounts and 
accounting platforms that allow enterprises to check their account balances and activities in real-time without the 
need for manual reconciliation of bank statements.

Within the financial services industry, notable recent examples also include the Singapore Financial Data Exchange 
(SGFinDex), the world’s first public digital infrastructure that uses a national digital identity and centrally managed 
online consent system to enable individuals to access their financial information held across different government 
agencies and financial institutions through a common platform.

In this report, we will discuss the central role of APIs in the open revolution, explore the benefits of adopting digital 
capabilities across the full length of the API ecosystem partner enablement process, and finally, present a four-
stage roadmap to cloud-based API platforms that we have developed to support banks in preparing for the open 
revolution.

The open revolution is here
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API ecosystem partner 
enablement 
Banking is becoming more invisible and open as APIs take centre stage in this 
latest revolution. By supporting interoperability and design modularity, APIs are 
increasingly becoming a strategic mandate – and not an option – for many banks 
in Southeast Asia.

Central role of APIs
APIs are the key to a plug-and-play enterprise platform model that would enable the banking experience to 
become more invisible and seamless by allowing different applications to communicate and synchronise with one 
another across organisations. 

Within Southeast Asia, we have observed banks leveraging the use of APIs to connect with a wide range of 
ecosystem partners in sectors such as education, transportation, insurance, and health care. In the long run, such 
networks of cross-sector collaborations could also provide banks with unprecedented opportunities to serve 
customer needs more holistically, and to become even more relevant in their customers’ lives. 

Overall, we believe that there are three key benefits of APIs for banks in the context of open banking:

1. Integrated and personalised experiences
APIs enable banks to benefit from more fluid information delivery that they can leverage to create 
and curate more integrated experiences, for example, by embedding relevant content for the target 
customer across different channels, such as websites and mobile applications. In addition, APIs also 
allow the customisation of content and services by both customers and banks, thereby enabling banks 
to own their overall customer experience and create hyper-personalised customer experiences.

2. New revenue models
APIs enable banks to create open banking networks that can function as revenue-sharing ecosystems 
between banks and third-party service providers. Such networks also enable banks to commercialise 
their infrastructure and expand into the Backend-as-a-Service (BaaS) space, where they can in turn 
provide core banking services to other third parties, such as emerging FinTech players.

3. Lower cost-to-serve
APIs enable banks to lower their cost-to-serve by reducing the number of costly and time-consuming 
operational processes, such as the manual extraction of data from multiple systems.
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The API onboarding process
The onboarding phase is the single most crucial step – or obstacle – in the overall API ecosystem partner 
enablement process. In this context, the onboarding phase refers to the exploration and learning processes 
undertaken by a bank’s customers and developers as they prepare to participate in the bank’s API network. If this 
induction step is not well-executed, it could potentially result in significant customer dissatisfaction, and even high 
drop-offs. 

While banks across Southeast Asia have made significant investments in developing APIs for their customers, 
manual and lengthy onboarding processes continue to impede wider API adoption. Currently, it takes an average 
of approximately 60 to upwards of 90 days to onboard a single corporate customer at a bank. Reasons for this 
include a number of different operational challenges, including but not limited to:

•	 Fragmented	product	offerings
Without the proper standardisation of product offerings, customers and developers are confronted with 
confusion that could impede uptake. For customers, the need to undergo multiple API processes may 
discourage them from subscribing to multiple APIs; for developers, their challenge lies in developing and 
coordinating the multiple different APIs.

• Manual setup processes
Banks may find it difficult to scale their customer service processes if the API setup processes are overly 
labour-intensive and time-consuming, for example, if they require customers to fill up hard copy applications 
and perform a significant amount of manual data-gathering or authentication of technical details. This is 
counterintuitive to the world of instant fulfilment, and may contribute towards a detrimental effect on the 
customer experience.

 
•	 Multiple	hand-off	processes

Additional delays in the onboarding process could arise if there are multiple hand-offs between teams within a 
bank, for example, as a result of the need to conduct the manual provision of technical parameters. 

From a top-line perspective, prolonged onboarding turnaround times and highly manual processes could result in 
lower and slower revenue realisation for banks. Furthermore, when onboarding resources are stretched thinner 
across a greater number of customers, customer satisfaction rates may go down even if the bank is able to 
operate at capacity. In the long run, inefficient onboarding processes will ultimately lead to difficulties in scaling, 
and impede banks’ efforts to tap into new revenue streams through their participation in ecosystem partnerships 
with other players. 

With the ongoing global COVID-19 pandemic, many banks are placing greater emphasis on digital transformation 
and the development of self-service capabilities to alleviate workforce constraints without compromising customer 
satisfaction. The digitisation of the API onboarding process is one such use case, and could serve as a platform for 
banks to reap long-term exponential benefits as entire ecosystems of industries and sectors move towards the 
use of APIs.
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Digitising the API ecosystem partner enablement process
By adopting digital capabilities across the full length of the API ecosystem partner enablement process (see Figure 
1), banks can reduce the amount of manual work in their value chains, and free up their capacity to focus on more 
value-adding activities. For instance, relationship managers may be able to dedicate more time to understanding 
and analysing customer-specific use cases and improving overall service quality, while client implementation teams 
may be able to pare down their servicing costs.

Figure 1: Digital capabilities and stakeholders in a highly digitised API ecosystem partner enablement 
process
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Broadly, a digitised API ecosystem partner enablement process could offer banks the following benefits along the 
different phases of the value chain:

 • Deployment model: Depending on customer preferences and the bank’s level of resource 
availability, banks have the option of choosing between deployment models that rely more heavily 
on customer self-service, deployments models that are more bank-assisted, and hybrid deployment 
models that combine some desired features of both. A secure authentication layer helps to provide 
greater security and privacy, while roles and permissions management ensure that only authorised 
individuals are able to access and edit the customer’s personal information.

 • Sales and discovery: API discovery capabilities could offer customers the opportunity to browse 
API products, use cases, and product specifications. This could be supported with the use of digital 
assistants to serve as the first point of reference for customers, where they will be able to deflect and 
triage common enquiries to minimise the need for human intervention by customer service teams.

 • Onboarding: With the use of guided onboarding instructions, customers would be able to add, 
delete, and modify their subscriptions on demand, minimising the need for manual touchpoints 
with relationship managers and client implementation teams. Once the necessary data has been 
gathered, it would be immediately authenticated and sent to the approval queue as needed or as 
auto-provisioned.

 • Testing: Customers could be kept up-to-date on the onboarding and testing progress through the 
use of timely and relevant prompts or notifications, and all relevant test cases for each customer 
could be tracked until they are ready to go live.

 • Transacting and Engagement: Banks would gain visibility into their customers’ transactions and 
usage patterns, and would be able to respond with the necessary product enhancements or support 
as required. 



The open revolution is here  | Competing through collaboration in financial services

08

Leveraging the power 
of the cloud
When it comes to scaling the API onboarding process, cloud-based platforms are key. 
To ensure that the transition to cloud-based API platforms is aligned with a bank’s 
overall business goals, we have developed a four-stage roadmap to help them define 
their target state and prepare for the transformation.

An integrated solution architecture
By digitising and automating the customer onboarding and core transacting processes, an integrated solution 
architecture could provide all users with a central, reliable repository of technical parameters. Furthermore, 
time-consuming and costly, manual processes – including but not limited to data gathering, authentication, and 
provisioning – are now replaced with automated processes that would enable banks to reduce operational costs 
and turnaround times, as well as improve resiliency. 

Typically, the solution architecture consists of two integrated components – each with its own business 
operational, and technology benefits – that work together to improve customer experiences, accelerate 
onboarding, and lower the cost-to-serve (see Figure 2):

1. Web portal: The role of the web portal is to capture and validate the customer’s API subscriptions 
and technical details that are required for the API onboarding process, before auto-provisioning the 
information to the API gateway and respective back offices in a timely and secure manner. By enabling 
greater operational efficiency, it enables banks to achieve higher customer satisfaction, greater 
revenue realisation, and lower cost-to-serve as a result of the reduction in manual processes.

2. Cloud-based API platform: Cloud services providers allow banks to compute, store, and manage 
data and workloads off-premises. When it comes to transactions, cloud connectivity also enables 
quicker API responses to customer requests, in addition to greater reliability and minimal lost packets 
– all of which help to improve the overall customer experience. The use of cloud-based API platforms 
also enables banks to benefit from greater speed and agility in scaling their processes as they offer 
large computing capacities much more quickly and cost-effectively than the acquisition of on-premise 
servers, as well as enhanced security against attacks with an additional cloud layer.

As transaction volumes grow, cloud-based platforms also provide banks with the on-demand agility to scale their 
gateway capabilities up or down as needed to ensure the optimum allocation of resources (see “Eliminating manual 
authentication processes with cloud-based API platforms” for a related case study).
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Figure 2: The solution architecture of a cloud-based API platform
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Eliminating manual authentication processes with cloud-based API platforms
Earlier in 2020, Deloitte was involved in a payments industry initiative to transform some of its existing manual 
and paper-based authentication processes into digital ones through the use of a cloud-based API platform. 

Under the target state, the customer will be able to access a web portal for onboarding, maintenance, and 
off-boarding. The billing organisation will also be able to immediately launch the authentication process, and 
begin interacting with its customers (see Figure 3). 

On the back end, a cloud-based API platform serves as an exchange for all API messages, as well as the 
technical authentication and encryption-decryption processes, for the entire network of billing organisations, 
banks, and customers (see Figure 4). 

Figure 3: Overview of the process under the target state

Figure 4: Overview of the target state solution
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A roadmap to cloud-based API platforms
As is the case with any large-scale digital transformation initiative, transitioning to a cloud-based API platform 
entails significant investment, both in terms of time and resources. To support banks in developing and executing 
their API strategies, we have developed a roadmap broadly comprising four stages (see Figure 5), that we have 
also successfully implemented with a global bank (see “Accelerating a global bank’s journey to the cloud with 
Bank2Cloud” for the case study).
 
Figure 5: Four stages in the roadmap

Stage 1: Accelerate
To devise a strategy and roadmap for the bank’s shift towards digital API onboarding, an initial round of discovery 
and benchmarking exercises are conducted over a period of about three weeks. In this stage, the objectives 
are to validate the target customer segments, conduct a thorough assessment of the target state, and build an 
understanding of the bank’s key priorities. Accelerators and other best practices can also be deployed to fast-track 
the entire delivery.
 
Stage 2: Design
In this stage, the key objective is to enable the bank’s various internal stakeholders to co-design an ideal target 
state and overarching solution architecture in preparation for implementation. Once the different teams have 
reached a consensus on the bank’s overall strategy and priorities in the previous stage, a deep dive is then 
conducted into the required functionalities and capabilities. This is followed by requirements gathering, and the 
identification and definition of any additional constraints or bank-specific security policies and requirements that 
need to be built into the design. 

Stage 3: Implement
To develop and implement the solution architecture, a detailed design document must be created in collaboration 
with the bank’s IT and operations teams. Once the setup has been completed, the bank will need to integrate the 
cloud-based solution architecture with their existing infrastructure and systems, and conduct user acceptance 
tests to ensure functionality and usability. To support the bank’s transition, these should also be accompanied by 
the appropriate go-to-market strategy, governance models, and change management programs to drive adoption.

Stage 4: Operate
To ensure the success and sustenance of the cloud-based API platform even after it has gone live, it is necessary 
to plan for the readiness and quality of the bank’s production support, warranty, and managed services, including 
customer service and expert troubleshooting teams. More importantly, benefits – including improvements to the 
customer experience, turnaround time, operational cost savings, as well as system reliability and capacity – should 
be tracked with the use of a benefit realisation framework to benchmark realised benefits against planned benefits 
as defined in the business plan.

1 2 3 4Accelerate Design Implement Operate

3 weeks Duration to be assessed in Stage 1
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Accelerating a global bank’s journey to the cloud with Bank2Cloud
With multiple bottlenecks and a number of inefficient, complex procedures in its onboarding process, a global bank was 
grappling with prolonged turnaround times – which were in turn hurting its top and bottom lines, and preventing it from 
achieving the scale that it needed to match the high number of incoming onboarding requests that it was receiving. 

 
To address these issues, Deloitte was engaged to develop a cloud-based solution architecture, as well as devise a plan for its future 
enhancements. With the objective of enabling the bank to achieve its goal of attaining a best-in-class state, we supported the client in 
navigating its journey with the use of our four-stage roadmap (see Figure 6).

Figure 6: Implementing the global bank’s four-stage roadmap
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During an initial round of 
discovery, Deloitte collected 
the bank’s onboarding data, 
and conducted a well-rounded 
assessment of its current state 
to identify its most important 
onboarding challenges. The 
findings revealed that the 
existence of numerous highly 
manual procedures inevitably 
resulted in a process that was 
prone to delays and human errors. 
This was further aggravated by the 
large volumes of data requiring 
manual input, as well as significant 
number of hand-offs between 
internal teams and stakeholders, 
that were involved in onboarding 
just a single customer.

To address the bank’s most pressing challenges 
and business objectives identified in the previous 
stage, Deloitte designed and implemented 
a solution architecture for the bank, closely 
adhering to the following three principles:

 • Designing for “NoOps”: The end-to-end 
onboarding process would leverage digital 
capabilities as much as possible to minimise 
human intervention and manual labour.

 • A focus on customer self-service: The web 
portal was designed to automate information 
retrieval, validation and checks, API provisioning, 
and notifications for all relevant stakeholders.

 • Flexible solutions: To facilitate various forms 
of onboarding, the platform was designed to 
enable adaptable and flexible core processes 
and solutions.

As the bank looks ahead towards 
its goal of attaining a best-in-
class state, it needed a carefully 
crafted plan to define its process 
improvement needs for the future. 
In this stage, the overarching 
objective for the bank is to expand 
its ecosystem and derive maximum 
value from its ecosystem partners, 
including its investments in 
emerging, next-generation solutions 
such as blockchain financing and 
predictive analytics. Recognising 
that long-term operational 
efficiencies can be difficult to 
achieve without the necessary 
organisational support networks 
and process standardisation across 
operations, the plan also included 
several levers that the bank can pull 
across its operations to monitor its 
performance, and make significant 
improvements to its bottom-line. 

Key outcomes
Following the implementation of the solution architecture, the bank effectively reduced its onboarding cycle time from 
an average of 60 days to seven days over the course of 12 months. In addition, customer satisfaction metrics rose 
by 50%, while real-time transaction banking capabilities for corporate customers increased by 10 times, and the API 
product’s speed-to-market accelerated by roughly five times.
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Competing through 
collaboration

In the financial services industry’s race to digital, open banking has emerged as the latest revolution. This shift 
away from a closed model, where each bank retains and controls the information it collects about its customers, 
to an open model where customer data is shared, is expected to spur greater levels of collaboration and increased 
innovation – and ultimately, result in the creation of new products and services.

Central to these new open models are API platforms, which play the crucial role of facilitating the communication 
and synchronisation of different applications across organisations. In this paper, we have discussed how cloud-
based platforms can help to alleviate some of the pain points within the API ecosystem partner enablement 
process, but this only just the beginning of the journey.
 
In the longer term, we fully expect cloud-based API platforms to catalyse a much more radical transformation 
of the financial services industry – one that will completely and irrevocably change the dynamics of the bank-
customer relationship, and redefine the very notion of competition. 

To stay ahead, banks must compete through collaboration. After all, even as the future of the financial services 
industry remains far from certain, we know one thing for sure: it will be open.
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