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The imperative

How advanced is your organisation in their digital transformation? Have you been on a digital journey with the aim 
of becoming more agile, but it is not enabling you to accelerate at scale? Are you really transforming the core of the 
company? Has your company made the necessary cultural shift required to become a digital-enabled organisation? 
Have you thought about the impact of your digitalisation efforts for your operations, security, risk and compliance? 

Digital transformation is everywhere on the agendas of corporate boards and has risen to the top of CEOs’ 
strategic plans. There is a dire need for organisations to develop a strategy focusing on becoming number one 
in their industry. They need to get there quickly by creating enormous value to their customers through what 
we call “magical experiences” –  hyper personalised, immediate, seamless, intelligent, risk savvy and predictive 
experiences, redefining their role in an ecosystem. Offering new value propositions while driving significant 
improvement to their existing business and getting ahead of security, risk and regulatory mandates is key. 
Customers today expect nothing less. For many organisations, a digital transformation is the solution. 

Hyper-personalisation
Just for me

Immediate
No wait time

Seamless
End-to-end 
journey

Recommendations
Intelligent advice

Risk savvy
Secure and safe

Predictive
Knows what I 
will need next
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Shifting gears to accelerate 
farther
While you’ve reaped the benefits of an agile transformation, you now want to deliver magical experiences for your 
customers but the next step – getting a product to market at the same pace at which it was developed – is proving 
painful. You need a continuous release plan to overcome this hurdle.

How can you put in place a new approach to operations, security, risk and compliance that accelerates your digital 
transformation and improve outcomes? 

At this point you might already have been considering DevSecOps as the last mile in your digital transformation 
journey. Instead of Security, IT operations and software development being siloed off from each other, DevSecOps 
breaks down the traditional boundaries that previously existed between them in order to achieve continuous 
integration (CI) and continuous delivery (CD) of quality products to your customers.

Our experience in Deloitte working with digitally reinvented incumbents suggests that a people-focused playbook 
is emerging in digital transformations – from tech-enabled transformations to people-driven transformations. The 
new trend in DevSecOps is the idea of a continuous flow – continuous delivery, continuous learning, codifying and 
automating to enable people to keep operating as if they are in a flow, and embedding operations, security, risk 
and compliance right through the entire process. 

While it’s been said often, it still bears repeating – people & culture should be the engine of your digital 
transformation. 

Here you would have 
hit your speed limit 
and can’t go any 
further without 
changing gears

Pl
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Te
st

in
g  

                Deploying

Co
ding

Re
leasing

Building

You’ve hit your speed limit – agile 
enabled idea generation all the 
way to a minimum viable product 
(MVP), but now you need to shift 
gears to accelerate even further… 

Agile will take 
you to gears 1-3

DevSecOps will 
accelerate you into 
gears 4 and 5 for 
continuous testing, 
deployment, and 
release



Humanising DevSecOps

05

Achieving speed and stability 
at scale

The speed of IT demands a change in the way organisations deliver projects. Leading organisations that adopt 
DevSecOps achieve speed without risking security and compliance, enabling a broader enterprise transformation. 
By incorporating security and risk practices from the start, you can introduce a security layer that is not only 
effective, but also viable for your DevSecOps environment and solutions. This in turn, enhances efficiency, 
reduces the possibility of data exploits and ensures development of powerful solutions to meet business needs 
effectively. You can assess your organisation’s speed, security and stability status by using the following metrics as 
a benchmark: 

SPEED

Elite High Medium Low

Deployment frequency
How often does your organisation deploy 
code to production or release it to end-
user?

Multiple 
deploys Per 
day

Between once 
per hour and 
once per day

Between once 
per week 
and once per 
month

Between once 
per week 
and once per 
month

Lead time for changes
How long does it take to go from code 
committed to code successfully running 
in production?

Less than one 
hour

Between one 
day and one 
week

Between one 
week and once 
a month

Between one 
month and 6 
months

SECURITY AND STABILITY

Mean time to restore
How long does it take to restore service 
when a service incident or a defect that 
impact users occurs (e.g. unplanned 
outage or service impairment)?

Less than one 
hour

Less than one 
day

Less than one 
day

Between one 
week and one 
month

Change Failure Rate
What percentage of changes to 
production or released to users result 
in degraded service and subsequently 
require remediation (e.g. require a hotfix, 
rollback, fix forward, patch)?

0-15% 0-15% 0-15% 46-60%
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How can you build transformative 
speed in your organisation?
While a range of organisations are experimenting with DevSecOps and continuous delivery, few are capturing their 
full value to accelerate at speed. Understating the magnitude of culture and mindset change, employees struggle 
to articulate the overall vision and DevSecOps way of working. Complex operating model and siloed processes, 
insufficient reskilling efforts, and uncoordinated actions by disconnected teams are undermining even the most 
determined business leaders to build transformative speed into their organisations.

To shift gears, there needs to be a substantial change not only in the technology architecture but more so in the 
people architecture. We consider these main shifts to reap the most value in continuous delivery and DevSecOps – 
mindset, enabling mechanisms, capability & roles shift. Ultimately, DevSecOps is largely a human shift.

To unlock the value of your DevSecOps 
transformation, start with PEOPLE.

ACCELERATORS
Gain speed

ENABLERS
Sustain and scale

MINDSET SHIFT
Building exponential 
mindset and new 
ways of working

SHIFT IN ENABLING 
MECHANISMS 
Activating the 
DevSecOps model, 
value stream teams 
and interaction models 
to increase flow

CAPABILITY & 
ROLES SHIFT
Understanding and 
accelerating the 
development of new 
capabilities

1 2 3

ON-DEMAND 
WORKFORCE 
PLANNING
Flexible workforce 
design and open 
platform leveraging 
gig economy

PERFORMANCE 
EXPERIENCE DESIGN
Aligning performance 
of both teams and 
individuals through the 
right OKRs and 
accountability

HYPER SKILLING
Building a robust 
platform for career 
development that will 
enable fast and flexible 
upskilling, reskilling, 
and cross-skilling

1 2 3
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Our approach - accelerators 
to gain speed
Having implemented DevSecOps across multiple organisations, we have identified key shifts in people architecture 
that enable a successful transformation.

Mindset shift
Shifting requires the right mindset to implement a continuous security 
testing culture throughout the DevSecOps cycle and to make security a core 
component of the development workflow. We will work with organisations to 
identify the right mindset shift needed for the transformation based on their 
starting point and complement it by building the enablers around culture, 
workforce, and synergy across disciplines.

Enabling mechanism shift
The new shift will require organisations to identify key enabling 
mechanism such as new DevSecOps roles and responsibilities, interaction 
model and flow metrics, which are necessary to reinforce the shift in 
mindset and ways of working. 

Capability and roles shift
Organisations will need to invest in a meaningful and impactful capability 
building process as they embrace DevSecOps by implementing a combined 
strategy of UP-skill, CROSS-skill, and NEW-skill as a result of new roles and 
jobs creation. 
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Shift 1 – Overinvest in mindset shift 

What mindsets need to shift
We understand your ambitions to exceed your current agility with focus on innovation, speed, and being digital to the core. This can be 
achieved by shifting your organisation’s mindset from a singular focus on development speed to a broader mindset on increasing both 
speed and quality by augmenting and scaling current agile principles and processes. 

From our experience, these mindset shifts and augmentations from the agile mindset helps organisations fully realise the potential of 
DevSecOps: 

Successful transformation and behavior change requires building an understanding and 
conviction of the ask. It starts with senior executives clearly and frequently articulating a 
compelling vision of where the organisation needs to go and modeling the DevSecOps way 
of working. For that to happen there needs to be:

Outcomes

A conversation around what is expected of these 
leaders to take part in this transformation. That will 
involve key shifts in principles and behaviors.

Identified key players

Identified roles & expectations

A focus on creating advocacy, belief and understanding 
of what needs to change in senior leaders first.

Mindset shift mantra

New ways of working

Mindset shift: 
questions to ponder

Senior Leaders
How do I design the organisation 
for DevSecOps and incorporate 
DevSecOps into my own leadership 
and be a role model?

Front Line Managers 
How can we cascade the principles 
and practices of DevSecOps to all our 
front-line leaders?

Current mindset of most 
organisations

DevSecOps mindset Outcomes of the mindset shift

Security Security is important but not 
embedded in the development 
process; security is a responsibility 
of the security team 

Shifting security to the left by 
including security in the DevOps 

Secure by design;
security becomes a shared 
responsibility

Technology Automation and innovation are at 
the core of tech teams

Codifying processes of operations 
and enabling functions

Impacts of automation are felt across 
the organisation;
innovation becomes a cultural 
imperative

People Practicing openness and continuous 
feedback

Prioritising people and psychological 
safety

Blameless post-mortems resulting in 
increased transparency and efficiency
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Single team mindset Outcomes

Create a ‘single team’ mindset, called a value 
stream team. This means to work as one team 
rather than be organised by highly specialised 
functions. Business, control, dev and ops 
teams need to come together to work as one 
unit whose top priority is to provide end-to-
end value to the customer, not to optimise 
discrete functional components. 

 • The creation of teams that work closely with the business

 • Builds security and risk into a continuous delivery process

 • Eliminates hand-offs, unplanned work and wait time which 
can deliver the value to the customers at a remarkable 
speed 

Shift 2 – Reimagine your DevSecOps 
operating model and enabling mechanisms 

DevOps challenges how teams interact and fundamentally changes many people’s roles. Your change 
transformation should articulate a new operating model for how teams work together, including clear enabling 
mechanisms and interaction models that defines participation levels of each role and maximises flow. It takes a 
cultural shift to overcome how things are being done today. Every control, business, dev and ops function needs to 
work in lockstep and reimagine its work so that the company can attain unimaginable agility.

A new way of operating through value stream teams can show how
FAST and STABLE is possible togetherElite

On demand 
(deployment 
frequency)

Less than 
one day 
(lead time 
for changes)

Less then 
one hour 
(mean time 
to restore)

0-15% 
(change 
failure rate) 

CONTINUOUS
EXPLORATION

Hypothesise – Collaborate 
and Research – Architect - 

Synthesize

Develop – Build – 
Test end-to-end – Stage

Deploy – Verify – 
Monitor – Respond

Release – Stabilise 
and Operate – 

Measure – Learn

CONTINUOUS 
INTEGRATION

CONTINUOUS 
DEPLOYMENT

RELEASE ON 
DEMAND

Squad today

CUSTOMERS

AGILE DEVELOPMENT
Moving from business ideas to the 
end of software development

DEVSECOPS DEVELOPMENT – RELEASE PROCESS
From value creation through delivery to the end user
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The Deloitte Digital Value Stream 
The Deloitte Digital Value Stream operationalises the continuous delivery pipeline in your organisation by 
transforming your agile squads into dedicated value stream teams which will include key roles such as security, 
testers, and key enabling functions from the start to the end of the delivery process. 

Based on our previous work with clients, we have identified four critical enabling mechanisms that will play a 
crucial role in supporting these newly formed Value Stream Teams

Enterprise

Portfolio

Platform

Value Stream Team

Enabling 
Functions

Value Stream Team

Product 
Owner

Flow
Master

Developers

Business 
Analyst

DevSecOps 
Engineers

SecurityTesters

Enabling Functions

Risk Finance HR Legal Compliance

New role: 
Flow Master!

Critical to the DevSecOps  
transformation is the 
Flow Master who will 
oversee the flow of the 
value stream. The Flow 
Master is a leader, a 
coach, a flow expert in 
the entire continuous 
delivery pipeline and 
brings value to the 
organisation in the 
following ways:
 • Faster feedback cycle
 • Less defects in value 
stream output

 • Swift resolution of 
product incidents

 • Improved collaboration

 

Interaction 
model

DevSecOps 
moments

Flow metrics

New roles & 
responsibilities
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In a DevSecOps environment, organisations will need to build new capabilities through a combined strategy 
of UP-skill, CROSS-skill, and NEW-skill to bridge the talent gap. As security and operations teams shift towards 
writing software code to automating processes, new skills and experience will be required. 

For this to happen, organisations need to:

Shift 3 – Embrace the shift in 
capabilities and role

1 2 3 4
Identify and define 
superjobs, 
enhanced jobs, 
and specialist jobs

Design a future-
oriented job canvas 
and structured 
process with guidelines 
and templates for a job 
role redesign

Analyse impact (in 
terms of capabilities) 
of current vs. 
future-state job 
roles

Design a robust 
career pathway to 
develop internal 
talent to be 
superjob ready

1. The rise of Superjobs
DevSecOps will not only change the capabilities and skills required for the job, but also the nature of the job itself. 
New type of jobs will be augmented, forcing organisations to create more flexible and evolving roles. These new 
types of jobs are evolving into what we call “superjobs”. 

Specialist job Enhanced job Superjob

Jobs where capabilities are 
augmented within a core capability 
chapter. Capitalising on specific 
experience and capabilities that is 
aligned to the specialised role.

Jobs with strong focus on an established 
core capability chapter but require 
adoption of capabilities from other 
chapters for greater capitalisation of 
diverse experiences and capabilities.

Jobs that combine multiple 
capability chapters and 
multiple jobs. Cuts across 
multiple value stream teams.

Given the extraordinary competition for talent, most organisations will not be able to hire for their full needs. 
Instead, they will need to UP-skill, CROSS-skill or NEW-skill the workers they have across a combination of two or 
more capabilities along this spectrum.

 Capability Chapters  

BUSINESS CUSTOMER DEVELOPMENT OPERATIONS SECURITY

Su
pe

rj
ob

s

DevOps Evangelist

Tribe Leader API / Data Platform Lead Platform Security Lead

Growth Lead Release Management Lead

Site Reliability Engineering Lead

CI/CD Lead

Product / 
Innovation

Customer 
Experience

Digital 
Marketing

Data / 
Analytics

Application 
Development

Automation 
/ AI

Cloud / Infra Cyber / Risk 

Ke
y 

Ro
le

s

 • Product 
Owner

 • Business 
Analyst

 • Product 
Designer

 • Product 
Testing

 • Business 
Design

 • CX Specialist
 • UX Specialist
 • Experience 

Designer
 • Ethnographer

 • Campaign 
Manager

 • Growth 
hacker

 • Content 
Curator

 • Ecosystem 
partnerships

 • Data 
Scientist

 • Data 
Engineer

 • ML Engineer
 • Algorithm 

Engineer

 • Solution 
Architect

 • Security 
Architect

 • Solution 
Engineer

 • App 
Developer

 • App 
Operations

 • Automation 
Engg

 • Test 
Automation

 • RPA 
Developer

 • Release 
Manager

 • Client 
Engineer

 • Platform 
Designer

 • Cloud Infra 
Engineer

 • Cyber risk 
analyst

 • Security 
engineer

 • Threat 
analyst

 • Application 
Security 
Analyst
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Sarah’s traditional
Career journey

Sarah’s new 
Career pathway

Digital 
Marketing 
Analyst

Head of 
Marketing

SuperJobs

Direct SuperJob 
Feeder Roles

From Digital Marketing 
Analyst to Growth Owner 

Employee’s career 
starting point

Growth 
Owner

Digital 
Marketing 
Manager

Product 
Owner

Performance 
Analyst

2. The job canvas – Redesigning jobs to recode work
The creation of superjobs enables organisations to think about work design in new ways. This transformation will 
require organisations to shift from the describing a job to a job canvas that presents a more fluid and expansive 
way of examining the work that needs to be done.

3. Change Impact Assessment
As an organisation undergoes various digital transformations and transitions to DevSecOps, conducting a Change 
Impact Assessment will be an effective way to understand what the necessary up-skilling will be and how to best 
support employees through this transition. The Change Impact Assessment will help organisations navigate the 
following questions:

4. The Career Navigator
Now that you have identified and developed the job canvases for the superjobs and enhanced jobs that would take 
your organisation to hyperspeed, the next step is to design a program that will support and develop these new 
and augmented roles.

What core business problems 
does the job holder need to 
solve?

What are the key outcomes 
and output required from the 
job?

What technologies can the 
job holder use to augment their 
tasks?

What key responsibilities and 
activities are you expecting the 
job holder to deliver?

What learning programs can 
you put in place to develop the 
required skills for the job holder?

What key interactions will the 
job holder be involved  in?

How do we identify talent pools that are suitable 
for transitioning into key DevSecOps roles?

What are the general skill gaps across the 
DevSecOps value streams?

How difficult is it to transition potential talent 
pools into the key DevSecOps roles?

What are the learning interventions required to 
accelerate the employees’ transition into the key 
DevSecOps roles?

The Career 
Navigator
Pathway

The career navigator 
pathway is the next 
generation of career 
development programs that 
shows a clear roadmap of 
progression from a specific 
feeder role to an enhanced 
or superjob.

It is a clearly defined 
process and method of 
designing highly customised 
experiential career journeys.

When executed properly, 
the framework will enable 
you to design, customise, 
scale with ease and agility.

How does a personalised career pathway compare to the traditional career development 
journey?
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There is a higher level of complexity 
in transforming your organisation to 
DevSecOps, but if you have a clear 
view on how to operationalise the key 
shifts that you need to make, you are 
in the best position to maximise the 
value that DevSecOps can bring to 
your organisation: achieving speed 
and stability at scale. 

Let’s keep the 
conversation going
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