Securing SAP Systems from Cyber Attacks
Enabled by
SAP GRC / SolMan + Deloitte’s SAP Cyber Security
Best Practices & Control Library

Is your SAP landscape vulnerable?
With business-critical data being hosted on essential SAP applications, cyberattacks against systems have dramatically increased in ferocity
and complexity, compromising information security of organisations and even governments worldwide. However, preventing these attacks
and securing your systems can be simpler – Deloitte can help increase your security baseline by implementing industry best practices
established by the Centre for Internet Security.

High return for hackers with critical and
sensitive business data stored in core SAP
systems

Protect your environments
with...
Centre for
Internet
Security (CIS)
Top 20 Critical
Security
Controls

Large attack surface area exposed
as monitoring all interconnected SAP
systems is a challenge

Why is your SAP
environment ripe
for the picking?

Outdated patches, notes or scripts can
lead to vulnerabilities being exploited when
updates are not installed

Top 5 reasons why your
organisation is exposed
to emerging cyber threats

Lack of investment in SAP
infrastructure and skills to adequately
defend cyberattacks and intrusions

Insufficient awareness and education
of employees can potentially expose firm's
internal environment

•• 20 key elements that organisations
should address in order to block
or mitigate known attacks on SAP
systems
•• Guidelines to facilitate the design
and implementation of automated
monitoring controls

Proactively protect and monitor your assets with our
Cyber Security Solution
Achieve a peace of mind and meet your security needs with Deloitte’s Cyber Security Solution. Leveraging on Deloitte’s proprietary cyber
security content and powered by SAP’s GRC and Solution Manager (SOLMAN) platforms, the solution enables automated monitoring and
continuous detection. This allows businesses to effectively safeguard vulnerabilities found across the different types of assets supporting your
SAP landscape.
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Achieve automated governance with CIS Top 20
controls in your SAP landscape
Deloitte is recognised as the leading strategist to translate the following 20 key control points for automated governance across your
organisation's multiple SAP fronts. Developed and refined by a community of leading global experts, we apply this set of crucial and concise
cyber practices into actionable security measures for your enterprise in a cost effective approach without any additional third-party licensing.
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Inventory of
Authorised Devices
Actively manage all hardware
devices on the network

Inventory of Authorised
Software
Actively manage all software on
the network

Secure Configurations for
Hardware and Software
Establish and manage security
configurations on of all devices
and software

Vulnerability Assessment
and Patch Management
Monitoring Patch fixes and
Critical Security notes for SAP

Controlled Use of
Administrative Privileges
Access to SAP Databases only
on a need-to-know basis

6

7

8

9

10

Oracle

Maintenance, Monitoring,
and Analysis of Audit Logs
Collect logs of events to
recover from attacks

E-mail and Web Browser
Protection
Minimise attack surface via
web browsers and e-mail
platforms
Malware Defenses
Control the spread of malicious
code, while optimising the use
of automation

Limitation and Control of
Network Ports & Protocols
Manage operational use
of ports and protocols to
minimise vulnerability
Data Recovery Capability
Ensure SAP data is regularly
backed up and available for
disaster recovery

MySQL
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DB2

Windows Solaris

Secure SAP Configurations
for Network Devices
Implement configuration
management and change
control process for SAP
security configurations
Boundary Defense
Prevent flow of information
transfer over networks

Data Protection
Prevent data exfiltration, and
ensure privacy and integrity of
SAP data

Controlled Access Based on
the Need to Know
Secure access to critical assets
based on a need and right to
access
Wireless Access Control
Control the security use of
WLANs and other wireless
client systems.
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Account Management
Actively monitor and control
SAP user accounts

Security Skills Assessment
and Appropriate Training to
Fill Gaps
Identify skills needed to
support defence of enterprise
Application Software
Security
Manage SAP and non-SAP
application software security

Incident Response and
Management
Develop and implement
incident response
infrastructure
Penetration Tests and Red
Team Exercises
Simulate attackers actions to
test defence over attacks

Provide confidence to top management with
Deloitte’s SAP Cyber Security Dashboard
With customised visuals showing insights of current system performance, achieve real-time comprehensive monitoring with Deloitte’s SAP
Cyber Security Dashboard. This helps you to monitor all your systems with ease and analyse all key information with the embedded drill-down
capabilities.

Step 1 – Define your SAP Cyber Security Scope

Select your SAP areas of concern and let us help you safeguard your organisation
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Step 2 – Want to know more? Let's talk
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+65 6216 3113
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+65 6216 3231
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