
Third Party Risk Management: 
Maintain integrity. Manage risk 
Complex networks require 
uninterrupted precision
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At its most basic level, energy requires balance. 
Multiple sources of power, alive with synchronicity, 
driving toward a carefully calculated result. Speed 
and agility are a must. Efficiency required. All 
industries depend upon the precision of partnership. 
Because when the smallest, most imperceptible 
element falters, the entire entity can breakdown 
with potentially explosive effects.

Deloitte TPRM can help 
clients make a positive 
ethical impact, reduce 
regulatory risk and 
manage supply 
chains faster and 
more efficiently. 
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Lack of central 
control
Many companies struggle with central 
management of the risk that comes 
from these third parties. Too often third 
party risk is managed piecemeal and 
inefficiently. Results are not achieved 
and those attempting to manage the risk 
are seen as slowing things down. Supply 
integrity is at risk when expectation of 
behaviors are not well understood.

What makes third 
party relationships 

so risky?

There is a dependence on complex third party 
networks across all industries



Third Party Risk Management: Maintain integrity. Manage risk.

04

Increased pressure on the industry from 
investors, customers and the public to act 
ethically has become one of the top three 
drivers to invest in TPRM

Winning TPRM programs should provide  
a holistic, global, integrated view

Cost pressure 
on the industry as a result of 
consistently reducing return 
from R&D

Regulatory pressures  
are increasing, both in the number 
of regulations and the willingness of 
regulators to enforce action

Third party incidents are 
high in number and severity 
across industries

Third Party 
Life Cycle

Business objectives

Third party types

Risk domains (examples)

Opertaing Model

Cost Reduction

Suppliers Resellers / Distributors Alliances Service Providers

Data Privacy

Health, Safety & 
the Environment

Labor Rights / Human Rights

Subcontractor Risk

Information Security

Business Continuity

Financial Health

Governance & Oversight

Risk Metrics & Reporting

Policies & Standards

People & Organization

Tools & Technology

Risk Culture

Business Processes

Identify 
Inherent Risk

Risk Assess 
and Decide

Remediate 
and Contract

Manage 
and Monitor

Re-asses or 
Terminate

Reports identifying risks and performance 
associated with third parties

Risk committees, and roles and 
responsibilities for managing third parties

Supporting organization design, 
communications and capability

Management expectations for the, 
management of third parties and related risks

Tools and technology that support 
TPRM processes

Tone at the top, clarity on risk appetite 
to promote positive risk culture

Processes to manage risks across 
the third-party lifecycle

Anti-Bribery

Risk & Compliance 
Management

Improved Time 
to Market

Client
Experience

Growth & 
Innovation

THIRD PARTYRISK MANAGEMENT 
FRAMEWORK
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The greater the dependencethe greater the risk
Third parties are an extension of many supply chains supporting every aspect of business from 
manufacturing to clinical trials to sales. 

If any part of the system breaks down, it can impede the entire organization. 

What are some of the risks?

Business
interruption

Regulatory 
penalty
or loss of license
to operate

Reputational 
damage

Investor
noise

Customers
not rewarding
tenders

 • We are exposed to 
significant fines and 
reputational damage from 
our third parties, but we 
don’t know how to strike 
the right balance in our 
approach to TPRM

 • We have a lack of ongoing 
oversight of third parties

 • It drives me crazy that our 
approach to managing 
the supply chain is so 
inefficient

 • I have no visibility of our 
supply chain beyond the 
first tier of suppliers

 • How can I get more 
visibility into the ethical 
practices of our suppliers?

 • Our approach to third 
party risk management 
is just disconnected (e.g. 
multiple risk domains with 
multiple processes

 • It takes forever to do risk 
assessments when we 
onboard suppliers

 • Duplication of effort and 
multiple assessments of 
the same suppliers

What do our clients say 
keeps them up at night?
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Deloitte’s 2020 Global TPRM Survey  
– Top 8 Findings

A winning TPRM solution combines

Third parties are 
becoming an integral 
part of EERM

Leading edge tech 
with human touch

Global
expertise

Shared 
sustainability 
and ethical 
values

Pushes faster, 
drives harder, 
but never 
compromises 
safety

Third Party Risk Management 
(TPRM) Maintaining the integrity 
of the supply chain is critical across 
industries. 

3

6

Increased 
awarenessabout the 
potential damage of 
third-party actions across 
industries

Increased investment in 
regulatory compliance 
and quality management

Being a responsible 
business and tougher 
regulation are top 
drivers of EERM 
investment

The scope of third-
party risk management 
is widening

Respondents consider 
CRR the best way to 
reduce costs in the 
supply chain

Awareness of exit 
planning for critical 
third parties

Lack of real-time 
data interfaces

1 2

4 5

7 8
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Future
Vision 

Benefits Cost Quality Efficiency Flexibility

Current
State

Limited Operational 
Disruption

• Non-standardized

• Varying/disparate   
 reporting 

• Duplicative effort

• Operational disruption /  
 audit fatigue 

• Non-standard technology solutions

• Limited understanding of systemic  
 risk across sector

Benefits of an integrated TPRM program

How we envision a new future

Includes
 • Upfront risk assessment
 • Due diligence
 • Contractual risk mitigation
 • Ongoing risk management
 • Sensing, monitoring and re-assessment

Helps
 • Identify cost and revenue 
leakage and opportunities

 • Deliver a focused cost and 
revenue recovery program

 • Be self-funded and accretive to 
the bottom line

Leverages
 • Efficient solutions
 • Productivity gains
 • More efficient and coordinated risk management
 • Reduced time to market for supplier onboarding
 • Automated legacy processes
 • Proactive risk decisioning
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Leading expertise globally

Leading experience across industries1

Broadest scale, breadth and depth42 Broadest and most ambitious end to 
end solution for TPRM in the sector

3 Leading advisory services, risk 
& compliance inspections

The Deloitte difference
With our unique blend of specific expertiseand operational 
capability, we help our clientsenhance their TPRM outcomes, 
enabling them to show the robustness of their procedures 
without stopping the business from functioning.

It’s not enough to talk about being an ethical business. 
Demonstrated outcomes as a result to commitments to the 
community are required. 

And finally, Deloitte TPRM can reduce the risk of a 
weak or broken link in the chain interrupting the 
entire operation.

Reputation matters
Deloitte TPRM can help maintain our clients’ 
reputations as responsible members of 
the community with a positive social 
impact, because that is how we conduct 
business ourselves. There is value in 
our strong value system. 



Third Party Risk Management: Maintain integrity. Manage risk.

09

Deloitte delivers five key stages in three 
major phases

OperateTransform | ImplementAdvise

1 Maturity 
Assessment

2 Design

3 Build

4 Deploy

5 Operate

Deloitte TPRM
Maintain Integrity. Manage Risk.

With a unique balance of agility and broad reach, Deloitte TPRM creates value 
by helping clients simplify, understand and manage third party risk. 
 
Our solutions to managing third party risk are easy to use 
and ensure risk is managed across the procurement 
process and resulting supply chain. It’s easy to use and 
interconnected.
 
From supply chain to reputation, we are in the 
business of protecting integrity.
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TPRM proprietary technology  
– the interface of our managed service

 • Consolidated reporting

 • Meaningful and actionable insights

 • Custom portal

 • Scalable, global solution with bilateral communication

 • Aggregates and collects multi-domain information

 • Integrates data into dashboards

 • Meaningful and actionable insights

End to end 
technology

Combines mobile data 
collection, corporate and 
unit-level performance 
improvement tools, 
and mobile-optimized 
reporting and visual 
analytics dashboards

Powerful platform 
designed for insights 
and actions to manage 
risk across the vendor 
population 

Assessment Data

Inherent Risk

TPRM Platform

External Data

TPRM Platform 
Architecture 

Drill-Down Functionality
Aggregate Corporate 
Reporting Catalogued 

Artifacts

Reporting
Dashboards

Trending, Peering, and 
BenchmarkingData 

Correlation and 
Predictive Analysis

Analytics
Dashboards

Self Service Portal 
Questionnaire 
Management

Assessment Tool

Interactive
Management
Action Plan

TPQs Assessment 
Reports Validation 

Services

Smart IRQs 
Multi-Risk Domains 

Quality Check

Screen Data 
Analyze Data 

Scan Data
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Contact us

Indonesia
Budiyanto
+62812 829 48888
budiyanto@deloitte.com

Malaysia
Anthony Yu Kun Tai
+60 12378 2838
yktai@deloitte.com

Philippines
Anna Pabellon
+63 28581 9038
apabellon@deloitte.com 

Singapore
Kenneth Leong
+65 6216 3149
keleong@deloitte.com

Thailand
Weerapong Krisadawat
+66 2034 0145
wkrisadawat@deloitte.com 

Vietnam
Ivan Pham
+84 28710 14567
ivanpham@deloitte.com 
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