FIGURE 1
How leaders across the enterprise can build cyber into the business

_~— Innovation

CHIEF INNOVATION OFFICER

* Bring cyber into the conversation while conceptualizing new products and services.

» |[dentify cyber risk and what safeguards third-party vendors should be required to
build into their solutions.

sSourcing

CHIEF SUPPLY CHAIN OFFICER

» Seek IT and cyber guidance and support in building and managing the
organization'’s digital supply networks, which require coordination with a
=—— large number of suppliers, often through integrated systems.

 Extend secure supply chain processes and procedures into supply chain
partners via contractual terms and conditions.

AN Manufacturing

PLANT MANAGER

* Integrate cyber detection and defenses when working with robotics,
automated processes, and artificial intelligence.

End-product support

SALES | MARKETING | CUSTOMER SUPPORT

* Involve IT in managing customer relationship management systems, which need to
protect customer data.

* Review robotic process automation (RPA) and product designs to ensure processes
can't be compromised.
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