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Tech Trends 2017: The kinetic enterprise

Introduction

EGENDARY basketball coach John Wooden once said, “Failure itself is not fatal, but failure to change

might be.” Any company competing in today’s rapidly mutating business climate should take Coach

Wooden’s wisdom to heart. Seemingly without warning, powerful technology forces give rise to ripe
opportunities while simultaneously rendering existing business models obsolete. Just as quickly, customers
tailor their expectations to include new channels, products, and modes of engagement. Companies that don’t
anticipate and embrace this change may find themselves sinking slowly in its wake.

The theme of this year’s Tech Trends report is the kinetic enterprise, an idea that describes companies that
are developing the dexterity and vision required not only to overcome operational inertia but to thrive in a
business environment that is, and will remain, in flux.

This is no small task. Though the technology advances we see today embody potential, only a select few may
ultimately deliver real value. Indeed, some are more hype than substance. We need to do a better job of
sifting through the noise to identify truly groundbreaking innovations that can deliver value. Then we need to
act. Passively wondering and waiting are not options. As in Newtonian physics, the task before us is turning
energy’s potential into reality.

This is our eighth Tech Trends report. The beauty of following a broad swath of technology advances over
time is that amid the incredible pace of change, we can recognize familiar themes. For example, the five
macro forces—digital, analytics, cloud, the reimagining of core systems, and the changing role of IT within
the enterprise—have remained constant, year after year driving disruption and transformation. Despite the
omnipresence of these five forces, enterprise adoption of them continues to vary widely. Some companies
are only beginning to explore trends we wrote about in 2010, while others have advanced rapidly along the
maturity curve. To the former, arriving late to the party doesn’t necessarily diminish the opportunities you are
pursuing. You have the advantage of being able to leverage compounded years of evolution within, say, mobile
or analytics without having to work sequentially through the incremental advances represented in our annual
Trends reports.

Longtime readers occasionally ask about our hit rate: Of the trends we have examined over the years, how
many have actually delivered on the potential we described? Looking back, with much humility, we’re proud
that most of our analysis was right on target. For example, in 2014 we recognized cognitive analytics as a
potentially powerful trend, which, with all the advances in machine learning and artificial intelligence, it
turned out to be. We’ve emphasized security and privacy every year, evolving our coverage from examinations
of individual trends to embedding cyber and now risk implications into every chapter. In 2010, we highlighted
the need to embrace user engagement, and to make human-centered design both a mandate for technology
solutions and a critical discipline for next-generation IT shops to nurture.

Yet there were instances in which we were overly ambitious. For example, in 2010 we predicted that asset
intelligence—sensors and connected devices—was on the cusp of driving significant disruption. No question
we were a few years premature, though we still believe that asset intelligence, aided by new Internet of Things
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applications, will soon have a major impact. Similarly, in 2012 we recognized the important role digital
identities could play in a new economy. The concept was generally there, but we had to wait for a protocol to
emerge to set the trend in motion. With the emergence of blockchain, we believe the protocol has arrived and
that digital identities may soon become foundational in an emerging trust economy.

Over the past eight years, the only constant has been change. We hope this latest edition of Tech Trends helps
your organization understand the changes under way more clearly. And, with a nod to Coach Wooden, we also
hope it helps you respond to these changes by creating deliberate plans for turning business potential into
kinetic energy.

When the rules of the game are changing, you can’t afford to sit idly on the bench.

Witth P Zog Gy lnf

Bill Briggs Craig Hodgetts

Chief technology officer US national managing director—Technology
Deloitte Consulting LLP Deloitte Consulting LLP
wbriggs@deloitte.com chodgetts@deloitte.com

Twitter: @wdbthree Twitter: @craig_hodgetts
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IT unbounded

The business potential of IT transformation

AS ORGANIZATIONS MODERNIZE THEIR IT OPERATING AND DELIVERY MODELS, SOME
are creating multifunctional teams and breaking down silos across IT. They are also
looking beyond organizational boundaries to explore the open talent market and to
form new types of relationships with vendors, incubators, and academics. Finally, with
technology dominating strategic business priorities, some companies are educating
executives and staff to increase awareness and understanding of both core and
emerging technologies. For many, embracing this multifaceted approach may require
adjustments to org models, IT processes, and supporting systems. The good news is
that irrespective of an organization’s legacy footprint, there are systematic approaches
that can make the task more manageable. And the outcome may justify the effort:
Services become “unbounded” and more efficient, transforming the IT organization.

UST as powerful technology forces such as cloud,

analytics, and digital have profoundly disrupted

business, so too have they disrupted IT’s
operations and, on a bigger scale, its very mission.

Over the last decade, leading CIOs have adopted
dramatically different approaches to running their
IT organizations. They have shifted IT’s focus from
maintenance and support of systems, to innovating
and enabling business strategy. They’ve revitalized
legacy systems to enable new technologies and
eliminate complexity. Some have even borrowed
from the venture capitalist playbook by managing
IT as a “portfolio of assets.” Looking back, the
notion, circa early 2000s, that a CIO’s job is simply
to “keep the lights on” now seems quaint.

And while the evolution of IT and of the CIO’s
role has been both necessary and in many cases
beneficial, it represents only one leg in a much longer
IT transformational journey. The pace of technology
innovation only accelerates, as does the disruption
these innovations drive. Going forward, IT must be
faster and more agile, be more responsive to the

business, and, critically, work not just to enable but
to help shape the organization’s broader strategy.

Over the next 18 to 24 months, we may see the
next phase of IT transformation unfold—a phase
focused on the way IT operates, how it collaborates
with business and external partners, and how
its development teams work smarter and more
efficiently to deliver services. The ultimate goal of
these efforts will be to reimagine IT development,
delivery, and operating models, and to enhance
IT’s ability to collaborate effectively within the
enterprise and beyond its traditional boundaries. In
short, in the coming months, forward-looking CIOs
will likely begin building IT organizations that are
unbounded.

Creating an unbounded IT organization will require
that CIOs think beyond their own experiences and
domain expertise and begin viewing IT through
a different operational and strategic lens. For
example, they can take a look at the efficiency
and effectiveness of current budgeting, portfolio
planning, and vendor selection processes and try
to identify procedural, administrative, and other
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constraints that can be eliminated. Or they
can work with business partners, start-ups,
academics, IT talent, and vendors to explore non-
traditional innovation, collaboration, and investment
opportunities.

Likewise, they can help streamline their development
processes by coming up with fresh approaches
to testing, releasing, and monitoring newly
deployed solutions. Important to development,
IT organizations can work to replace bloated,
inefficient skillset silos with nimble, multiskill
teams that work in tandem with the business to
drive rapid development of products from ideation

all the way through to deployment.*

Loosening the ties that bind

The traditional “bounded” IT organization has for
many years been structured around functional silos:
infrastructure, application operations, information
management, and others. IT’s operating model
emphasizes service catalogs, service levels, and
delivery commitments. Though business analysts
may have occasionally teamed with applications
developers on projects benefiting the business
side, ongoing, fruitful collaboration between IT
and business leaders has been rare. Finally, IT’s
traditional working and business relationships with
vendors have been spelled out in rigidly detailed
service contracts.

While the bounded IT organizational model
served the enterprise well for many years, over
the last decade powerful technology forces have
begun diminishing its effectiveness. Cloud-based
software-as-a-service (SaaS) offerings can now be
procured and operated without any assistance from
IT. Technology has become an integrated part of
business processes, with CIOs assuming leadership
roles in strategy development and execution.
Importantly, automation is increasingly rendering
some traditional IT roles and activities obsolete.

In the face of disruption at this scale, CIOs looking
to transform IT operations and empower technology
talent should consider taking one or more of the
following steps:

Break down functional silos. In many IT
organizations, workers are organized in silos by
function or skillset. For example, the network
engineering silo is distinct from the QA silo, which
is, of course, different and distinct from database
administrators. In this all-too-familiar construct,
each skill group contributes its own expertise
to different project phases. Frequently, projects
become rigidly sequential and trapped in one speed
(slow). This approach encourages “over the wall”
engineering, a situation in which team members
work locally on immediate tasks without knowing
about downstream tasks, teams, or the ultimate
objectives of the initiative.

Transforming this model begins by breaking down
skillset silos and reorganizing IT workers into
multiskill, results-oriented teams focused not on a
specific development step—say, early-stage design
or requirements—but more holistically on delivering
desired outcomes. The team, working with product
owners, becomes ultimately responsible for an
initiative’s vision, for its design, and for day-to-
day decision making. This approach can effectively
sidestep the layers of decision rights, council-based
sign-offs, and other procedural requirements that
routinely kill project momentum.

Embrace right-speed IT.> The speed at which
IT operates should be as fast as possible, while
balancing business value, risks, and technical
feasibility. Organizations are recognizing that
they must be able to support a continuum of
speeds in order to dial in the right approach for a
specific initiative. These approaches frequently
target release management, testing, requirements
management, and deployment, all areas in which
early wins can demonstrate meaningful impact.

Automate early and often. Increasingly, IT
departments are leveraging DevOps and autonomic
platforms to overcome traditional limitations of
manual workloads and disjointed teams. DevOps
utilizes tools and processes to eliminate some of
the waste embedded in legacy modes for operating
IT. In a way, it also extends the software-defined-
everything mission into the workforce by instilling
abstractions and controls across the end-to-end life
cycle of IT.




Figure 1. Aligning the gaps: Business expectations vs. IT capabilities

Deloitte’s 2016 Global CIO Survey revealed that there are gaps between the business's core
expectations of IT and IT's current capabilities. Closing these gaps will likely allow CIOs to modernize
their IT operating models and support business strategy more effectively. Percentages represent survey
respondents that selected each option.
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Autonomic platforms? make it possible for IT to
dynamically manage resources while integrating
and orchestrating more of the end-to-end activities
required to build and run IT solutions. Almost
all traditional IT operations are candidates for
autonomics, including anything that’s workflow-
driven, repetitive, or policy-based and requires
reconciliation between systems. There are many
approaches: robotic process automation, bots,
cognitive automation, intelligent automation, and
even cognitive agents. However, their underlying
stories are similar—applying new technologies to
automate tasks and help virtual workers handle
increasingly complex workloads.

Erase boundaries between IT and the
business. Deloitte’s 2016 Global CIO Survey
of 1,200 IT executives found that 78 percent
of respondents view strategic alignment as the
organizational capability most critical to IT’s
success.* This statistic may come as no surprise
to those CIOs who, over the last decade, have
become key partners to C-suite leaders in the
development and execution of technology-driven
business strategy.

As CIOs begin the next phase of IT transformation,
they should take their collaboration with and
support of the business to the next level. In a
business climate where emerging technologies and
rapid-fire innovation can quickly render established
strategies and business models obsolete and, at the
same time, give rise to potentially transformative
opportunities, there can be no disconnect between
IT and the business. It’s no longer sufficient to jot
down a business team’s functionality wish list for a
new tool and come back six months later with a beta
product. Indeed, product development teams must
work without boundaries between the business
and IT.

Making IT talent essential members of business
represents a profoundly different
collaborative approach for two enterprise groups
that, historically, have not always spoken the
same language. Consider the matter of “shadow
IT.” When the C-suite viewed IT as a commodity

teams

service provider, business initiatives often procured
needed tools and solutions from sources other than
IT. The root cause of these actions varied, but it

was often either because IT’s fixed budgeting and
prioritization process prevented its involvement
or because top executives lacked confidence in IT’s
speed, cost, or ability to execute. From a business
perspective, this may have seemed like an efficient
way to acquire needed applications that IT couldn’t
or wouldn’t provide. From IT’s perspective, it was
nothing short of rogue behavior. Not only did this
risk the integrity and security of the IT landscape—
it represented an existential threat to the future of
the IT department. Conflict often followed.

The next phase of IT-business collaboration offers
both groups an opportunity to dissolve the idea
of shadow IT by fundamentally blurring the line
between “business” and “IT.” Going forward, they
can be joint partners in the use of technology to
operate a function or commercialize a product. With
SaaS offerings, business analysts should be trusted
to configure business rules and potentially enhance
functionality that would have previously required IT
to develop, test, and deploy code. IT should decide
where it can relax its “ownership” of applications,
while advancing platforms, reference architectures,
guidance, and governance to balance the business’s
desire to move quickly with technology expertise to
mitigate operational or security threats.s

Develop new approaches to
innovation. Increasingly, IT finds itself competing
against third-party IT service vendors to support
internal customers. To help IT fulfill its core
mission while pursuing new opportunities, CIOs
can explore possibilities to work with business
partners, vendors, academics, and start-ups in new

driving

ways. These organizations can be repositories of
the kind of fresh ideas, unique perspectives, and
untapped resources that can inform and inspire IT
transformation efforts.

Is there a way to expand your network of partners
to include venture capitalists, academics, and
incubators? And what about investing directly in
start-ups and other emerging technology players?
Ford Motor Co. recently made a $182.2 million
investment in Pivotal, a cloud-based software
platform company, to further enhance its software
development capabilities and deliver innovations
to customers more quickly. The move is part of
Ford’s effort to redefine itself in the marketplace as




a company that delivers data and analytics as well
as connectivity and mobility.®

With vendors, consider creating new categories
of engagement that can be deployed against
efforts beyond simple fixed-scope and traditional
service-level agreements. Consider value-based
arrangements in which vendors are compensated
based on outcomes, potentially along with co-
investment scenarios involving joint solution
development and go-to-market arrangements
beyond traditional supplier/vendor or contractor/
consultant relationships.

Finally, few IT organizations have all the talent and
expertise that they will need to meet ever-evolving
demands for new systems, tools, and capabilities.
Large companies may have the luxury of pursuing
talent where it lives, which is what General Electric
has done. The company recently announced it
will be establishing small IT offices in Atlanta,
Miami, and Providence to tap into talent pools in
those areas.”

IT unbounded

However, for IT organizations that need specialized
skillsets for only short periods of time, it may not
make financial sense to bring these skills on payroll
permanently. To satisfy evolving skill and talent
needs, CIOs may want to participate in external
talent ecosystems. A crowdsourcing strategy can
help guide the usage of crowd platforms to solve
an organization’s short-term staffing problems.
HR can also become a differentiating capability in
the talent search by shifting its focus from people
and policy administration to talent attraction
and development.

To be clear, creating an unbounded IT organization
does not mean reinventing the IT wheel. Indeed,
much of the transformative work CIOs have done
during the past decade now serves as the bedrock
upon which future initiatives can be grounded.
Rather, it is more about evolving IT’s focus, and
expanding its reach in order to learn, grow, and
pursue future opportunities.
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Banking on a digital future

As digital innovation disrupted the banking
sector and gave rise to a host of new channels and
customer experiences, Capital One Financial Corp.
recognized that to win in the future of banking it
needed to reimagine its IT organizational model,
development approaches, and delivery processes.

Capital One began with the assertion that if the
winners in banking are going to master digital
channels, machine learning, and real-time analytics,
the company needed to invest and invent like the
leading technology companies in those fields—it
needed to operate like a bank that a technology
company would build. This meant making a
commitment to developing its own software,
attracting and growing software engineering talent,
and reimagining its IT operating model.

The effort, which began in 2010, commenced with a
ceremonial rebranding of the tech organization: IT’s
official name became Capital One Technology. “This
was more than a name change,” Capital One CIO
Rob Alexander says. “It was a declaration that we
would no longer be a traditional bank IT shop. From
that day on, we would be an organization working to
transform Capital One into a technology company.”

At the same time, Alexander and leaders across
the bank’s lines of business worked to develop a
roadmap for building competitive advantage in
digital banking. “It became clear to everyone that

the future of banking would be different,” he says,
adding, “The stakes were high. The landscape is
littered with companies that didn’t understand that
their industries were being disrupted.”

The transformation initiative that followed

embedded agile deeply in the business. Moving
beyond the rhetoric of “business and IT alignment,”
Capital One business executives have agile teams
dedicated to their products, services, and broader
business strategies. Together, they work to deliver
results on a much different time horizon than that
of traditional waterfall development. They also
actively manage priorities and the backlog of new
services, features, enhancements, and user stories.

As the initiative progressed, it became clear that
talent would be critical if the bank hoped to execute
on its development goals. Capital One approached
operational transformation with this question in
mind: “How do we work in a way that allows great
talent to do great work?”

The resulting operational vision features the
following principles:

+ Agile: True agile development focused on
building Capital One’s own customer-facing
digital experiences, evolving products and
services, and enabling solutions for reinventing
how employees do their work.

« DevOps: Capital One Technology moved
operational team members upstream in

10



the software development lifecycle to work
more collaboratively with developers, while
investing in tools and processes to automate
software delivery.

Business-agile development alignment:
Agile teams assigned to
responsible for developing
services in the executives’ business spaces.

executives are

solutions and

Re-use: The bank standardized on RESTful
APIs, a architecture,
containerization in the cloud.

microservices and

Open source: Capital One takes advantage

of open resources to expedite development.

Moreover, it encourages its engineers to
contribute back to open source projects. This
approach has informed how Capital One
manages shared platforms across lines of
business—contributions from people across
the organization now help extend and improve
core services.

Cloud: The bank has adopted a cloud-first
mind-set. According to Alexander, cloud makes
it possible to keep up with the pace of innovation;
as such, he has forged strategic relationships
with leading cloud vendors.

Human-centered design principles: Capital
One views great design as central to every
development project—a competency that should
be appreciated and nurtured. To that end, in
2014, the bank acquired Adaptive Path, a design
and user-experience consultancy.

Ecosystem: Capital One has industrialized
its sensing, scanning, and incubation function
through engagement with venture capital firms
and start-ups, prnt investments with academic
institutions, and through an active acquisition
strategy designed to add talent and differentiated
technology to the bank’s arsenal.

Tech college: The bank has established
a learning organization to help employees
from both the technology and business sides
increase their understanding of existing and
emerging technologies.

IT unbounded

Since Capital One’s IT transformation journey
began seven years ago, many of the original
operational and development goals have been met
and surpassed. “We are a fundamentally different
organism today,” Alexander says. “We build our own
products and release them on a regular basis. We
have hundreds of applications in the cloud and are
creating innovative products for the marketplace.
We are a much larger and more capable operation.”

But, he adds, the journey is far from over.
Recognizing that banking services will likely be
integrated ever more closely into people’s lives,
Capital One Technology is now working to develop
a branded yet personal customer experience. “We
start with the way customers want to interact
with their banks, and work backward from there,”
Alexander says. “By designing and delivering
experiences that exceed customer expectations, we
will be defining the digital bank of the future.”®

Reinventing the
IT wheelhouse

When Marcy Klevorn was appointed to the position
of CIO at Ford Motor Co., the storied automaker
was successfully harnessing the forces of technology
disruption to become a pioneer in connectivity,
mobility, and autonomous vehicles. Moreover,
the company was developing new business and
customer-engagement models along with new
product design and engineering approaches, a
process that continues unabated.

Klevorn recognized that to better support the
kind of nimble, accelerated product exploration
and development that Ford was embracing, the
11,000-person IT organization would need to
work differently. “We want IT to be Ford’s unfair
advantage,” she says.

Her solution was to add a new development
group to complement the existing core team. The
“core” team focuses on critical capabilities like
design, manufacturing, and service, areas where
risk needs to be fiercely managed; and a new
“emerging technologies” group supporting high-
velocity development for projects such as FordPass,

1
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connected vehicles, and autonomous cars, where adopting the practice as well. This cultural shift has
there is greater tolerance for risk, experimentation, empowered employees to think creatively and play
and learning. to their strengths.

“Since the emerging group was a separate, new “We have placed a lot of focus on communications
team, it wasn’t bound by all of the same rules that and being transparent which has helped the
applied to the rest of IT because the things they employees with our transformation,” Klevorn
were working on didn’t exist yet,” Klevorn says. “We says. “It helps them cross silos and feel comfortable
encouraged them to take risks, fail in the process, talking to anyone. The person in the room, who has
and move on quickly to the next idea.” the information, no matter what their level, is the

Lo most important person in the room.”
Klevorn leveraged the company’s infinity symbol

to describe the relationship between the core and

emerging groups. “It is a symbol of synergy,” she From "do it yOU rself"
says. “These two groups have different approaches " "
and priorities, but you can’t have one without to better together

the other. The emerging group grew faster than Faced with the challenges of shrinking budgets,

anticipated. But what really surprised us was how retiring skills, and technical debt, Connecticut’s
much the demand for core initiatives grew as well, individual state agencies banded together to share
and we are now expanding these methods across IT.” IT resources across organizational boundaries.

The result is an enterprise operating model that
delivers shared services across the government and
automated capabilities to its citizens.

The emerging team started with agile development,
quickly adding operations staff and architects who
helped the group become more self-sustaining. IT

staffers can now rotate between the emerging and “Connecticut had a do-it-ourselves attitude; each
core groups so the benefits and opportunities are agency had full authority and stood alone,” says state
open to all. Now the lines between the groups are CIO Mark Raymond. “We wanted to broaden our
becoming increasingly blurred as many emerging approach to support new systems and capabilities,
products are grounded in core systems and are but we knew we couldn’t scale to meet demand,
deployed in ways that augment core operations. so we began rethinking what our delivery should
To further speed ideation and remove obstacles from look like.”

the emerging team’s path, a group of senior leaders To ensure strategic alignment of state organizations,
held an hourlong “triage meeting” daily, in which the human services team established an executive
team members presented problems and worked steering committee composed of state agency
with senior management to find solutions before leaders. This committee reviewed each agency’s
the meeting was over. Ford initially thought the needs, defined a statewide IT strategy, and identified
process would primarily benefit emerging projects how individual organizations could share resources
but found it benefited everyone: Emerging projects to both speed up and simplify delivery of services.
may have been surfacing items because of their Next, they designed an enterprise operating model
rapid pace, but 90 percent of the improvements that outlined shared resources and responsibilities
ended up affecting the core. across several organizations. These steps kickstarted

IT’s shift from being a trusted operator of agency IT

To nurture a culture of continuous improvement
assets to an agency-embedded co-creator of value.

and unbounded innovation, Ford has implemented

“Power Up” time, a weekly block of four hours during The restructuring began three years ago when the
which all IT team members are encouraged to get state went live with ConneCT, a customer service
creative, innovate, explore ideas, and fix problems. modernization initiative that provides the public
Employees have identified many innovations with self-service and multiple online access points
since Power Up time began and it has become so to the federal and state programs administered

popular that other teams across the business are

12
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through the Department of Social Services (DSS). components could be reused and shared, which
While delivering the project, the multifunctional meant the teams could be shared as well.”

teams recognized that several of the project’s
baseline capabilities could be leveraged elsewhere.
The new operating model and governance made it
possible to expose and share capabilities that other
agencies and projects could adopt or use.

Formalizing this strategy to create shared or cross-
functional teams that have a stronger DevOps
culture and embedded mind-set has helped
Connecticut agencies better manage demand,
prioritize next steps, and coordinate multiparty

In the first instance, Access Health CT, the state’s tasks. It provides visibility into operations and
health insurance martketplace, was built on the enables more efficient resolution of defects. While
same foundational infrastructure as ConneCT. the state is looking at multivendor support to
The DSS teamed with Access Health CT to revamp broaden its capabilities, the IT team is utilizing
legacy systems in order to deliver single-point agile disciplines throughout the enterprise to enable
online access to the state’s health care exchange. quick delivery of benefits and greater flexibility in

response to changing business environments. There
are still challenges in modernizing at a speed that
fits all the agencies’ varying sizes, cultures, and
priorities, but the embedded IT team is crucial
to help manage change and expectations while
focusing on the organizations’ business needs.
Bringing ideas, shared services, and opportunities
for reuse and other accelerators to the table helps IT
help the agencies aid Connecticut’s citizens.

Currently, the stateisrolling out ImpaCT (Integrated
Management Process and Accountability System
for Connecticut), which will provide an automated
eligibility determination process for citizens seeking
DSS services. It replaces legacy systems and is
designed to provide end-to-end fiscal management,
improved operations and performance, and cost
reduction by leveraging organizations’ existing
assets (both from within Connecticut as well as
from other states). “The structure we put in place has allowed us to
generate new opportunities,” Raymond says. “We
are maintaining a citizen-centric view of our
services. A holistic approach is the most effective
way to meet their needs.”

“We recognized the do-it-yourself approach wasn’t
going to be sustainable,” Raymond says. “The initial
projects were run independently; as we reached
the end of each project journey, we realized that
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MY TAKE

ROSS MEYERCORD, CIO
SALESFORCE

At Salesforce, we have earned a leadership
position in the customer relationship
management market by delivering products
and a philosophy that are relentlessly customer-
focused. We believe that each of our customers
should be treated as if they were our only
customer, which means we put every customer’s
unique need at the center of our innovation
to deliver cutting-edge technology across the
Customer Success Platform.

“\WE DON'T HAVE TWO-SPEED IT—

WE HAVE ONE SPEED, AND IT IS FAST.””

We take this same customer-centric approach to
scaling and improving Salesforce’s IT operations
and strategies. By understanding the technology
needs of our internal customers—Salesforce
employees—and solving the operational and
organizational problems identified, we have
made significant progress in breaking down the
boundaries that separate IT from employees.

The first step in our IT transformation journey
was to build a culture of collaboration across the
entire IT support team and better connect them
with the employees they support. Tech Force
bars were set up in break rooms and are manned
by members of the IT support team, making IT
troubleshooting and support more collaborative
and real-time. Now, employees walk up to a tech
bar and talk face-to-face with team members
about their IT issues, versus logging a ticket
and waiting for a response. We've already seen
a decline in operational costs year to year, but
more importantly, end-user satisfaction has
gone from good to fantastic.

We have also built new apps and search tools
to help employees get support not only from IT

but also from HR, payroll, and facilities. We used
our own technology to create a search engine
called Concierge into which employees can type
their questions in natural language and get
answers immediately. The Concierge app helps
direct employees to the appropriate knowledge
source and log a ticket for additional assistance
where needed with just a few clicks. This cross-
functional application fields thousands of
questions each day. As a result, IT case deflection
has increased by 24 percent and overall cost of
service has decreased.

As for our development process, 100 percent of
our app development is SCRUM agile. We don't
have two-speed IT—we have one speed, and it is
fast. This has meant deep integration between

“business” and “IT" teams, with dedicated

product owner roles, business analysts, and
multidisciplinary sprints working against a
jointly maintained backlog. The organization
shifted from months of exhaustive requirements
gathering to the idea of “MVP” (minimum viable
product). This allows us to get prototypes out
quickly, gather feedback to make improvements,
and iterate over time as needs may change. This
also means we provide ongoing support beyond
initial deployment. In fact, | keep a budget for
continuous support and improvement of existing
and potentially mature products. This team is
already in place, short-circuiting prioritization
and planning to deliver changes the business
needs as quickly as possible.

Our strategy for building an IT organization that
is “unbounded” will inevitably evolve as new
technologies, tactics, and business opportunities
emerge. Yet our focus on customers—both
internal and external—will remain constant.
At the end of the day, Salesforce provides a
service that helps people create value. As we
transform IT to make it more efficient, flexible,
and effective, this basic business philosophy will
drive our efforts.




IT unbounded

Efforts to maintain effective cyber controls can be Completeness: By factoring in risk and
undermined by two common challenges. First, in compliance considerations during the -earliest
many organizations employees outside of IT view stages of project planning and design, engineers
cyber as IT’s exclusive problem. As such, they and designers can craft “complete” products that
pay little mind to basic, commonsense security are effective and maintain security and compliance
precautions. Secondly, in some IT operations, cyber standards. Likewise, by taking a holistic design
considerations are an afterthought. IT leaders treat approach that balances risk, user experience, and
security and privacy as compliance tasks—required performance considerations, systems will likely be
hoops to jump through to clear project stage gates. more efficient. As CIOs work to blur the borders
Security analysts are put in the difficult position of between the business and IT, as well as to integrate
enforcing standards against hypothetical controls the development and operations teams within IT,
and policies, forcing an antagonistic relationship they should make the chief information security
with developers and business sponsors trying to officer and her team active participants throughout
drive new solutions. the project life cycle—from planning and design

) ) ) ) through implementation, testing, and deployment.
With these challenges in mind, the notion of

erasing boundaries within IT and throughout IT is in a rare position to orchestrate awareness
the enterprise means that cyber of and appropriate responses to cyber
risk should become everyone’s threats. With an integrated view of
concern. Likewise, efforts to 44 project objectives and technology
. ERASING Lo .
create a flexible IT ecosystem implications, conversations
that is “unbounded” include BOUNDARIES WITHIN can be rooted in risk and
overhauling IT systems and IT AND THROUGHOUT THE return. Instead of taking
processes, breaking down extreme positions to protect
organizational siloes that ENTERPRISE MEANS THAT against imaginable risk,

separate business from IT, CYBER RISK SHOULD BECOME organizations should aim for
and reorganizing operations EVERYONE'S CONCERN 2 probable and acceptable risk—

around service delivery. Each of with IT helping business units,
these initiatives offers companies legal, finance, sales, marketing,
an opportunity to design risk and executive sponsors understand
management capabilities into new systems exposures, trade-offs, and impacts.

and processes on the front end. Lo .
Organizational mind-sets may need to evolve, as

IT organizations should take a proactive view of risk tolerance is rooted in human judgment and
risk—particularly as it relates to strategic business perceptions about possible outcomes. Leadership
initiatives. Potential benefits of taking this “risk should approach risk issues as overarching business
first” approach include: concerns, not simply as project-level timeline

and cost-and-benefit matters. CIOs can force
the discussion and help champion the requisite
integrated response.

Acceleration: When risk and security capabilities
are designed into systems and products up front,
companies can avoid the expense and time-

consuming effort required to retrofit these same This is a lofty goal, but it can be achieved by making
systems and products down the road. The net “secure by design” a fundamental requirement
result becomes an acceleration of the product through the unbounded IT operation.

development life cycle.
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objectives between business and IT. Instead
of defining IT success by the operational
and systems dimensions, try basing it in the
function’s ability to support the business’s
key objectives. This doesn’t mean that IT is no
longer responsible for responding to incidents,
maintaining uptime, and hitting project
deadlines. Nor does it absolve IT from being
stewards of enterprise considerations applying
to the technology stack: reliability, scalability,
availability, maintainability, and security. But in
today’s kinetic enterprise, the “—ilities” are table
stakes. IT should focus primarily on aligning
with business objectives.

Where do you start?

Given the lean state of many IT budgets, the term
“IT transformation” may strike fear into the hearts
of CIOs already struggling to do more with fewer
resources. Yes, the ultimate goal of building an
unbounded IT organization is to reimagine IT
development, delivery, and operating models, and
to enhance IT’s ability to collaborate effectively
within the enterprise and beyond its traditional
boundaries. But to be clear, this goal is often
best served when pursued incrementally, in a
phased approach tailored to a company’s strategic
and technology priorities as well as its available

resources. .
« Liberate IT talent to focus on new tasks:

In the coming months, expect to see more Refocusing IT talent on development or on
organizations embrace the IT-unbounded trend innovative value-add tasks can help unleash
by taking initial steps in what can and should creative thinking, boost worker morale, and
be a manageable, deliberate journey toward a break down inefficient skill silos. Yet augmenting
more efficient, flexible, and business-focused IT talent in this way first requires freeing workers
from the mundane care-and-feeding tasks that
consume their workdays. Consider how moving
to the cloud, automating back-end processes and
workflows, and leveraging bots and cognitive
systems to address user support can not only
eliminate low-level work but also drive greater

operational efficiencies.

organization.

As you begin your journey, consider how the
following approaches could help you achieve longer-
term transformation goals:

« Earnbusinessleaders’ trust: Business teams
can be hesitant to engage IT in development

projects because they may assume that IT will + Establish an innovation council: While

breaking down operational boundaries, it is
also important to de-silo planning, particularly
in the area of innovation. A cross-functional

abandon them within five minutes of a new
product going live. For your next development
project, consider creating an integrated agile

team with the idea that a subset of this team “skunk works” with membership representing

IT, business, marketing, finance, and other
enterprise groups can ideate and drive focused
innovation. Though these groups often work
exclusively with technology innovation, they
don’t necessarily have to report to IT.

will stay in place after launch to provide support
on an ongoing basis and to work with users to
continually develop needed capabilities. If you
are implementing a SaaS solution, consider
taking a similar approach: Put together an
independent team that includes staff from both

IT and the service provider to operate and enable « Escape your echo chamber: It’s all too easy

the supported business function. Make sure to
set aside funds to support ongoing evolution
and improvement.

De-emphasize IT’s traditional focus as
service provider to the business: Convert
IT SLAs to business KPIs, creating common

to get hamstrung by the status quo. When things
operate the same way over a period of years,
even the most creative IT leaders can struggle to
come up with a new operational vision. A quick
way to disrupt IT groupthink is to amplify voices
of those outside the group. Consider involving
your vendors more deeply as you develop new
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goals, strategies, and processes. Or bring in non- given area. These free agents can challenge your
IT experts from the world of academia, research, thinking and expand your horizons—without
and business. Finally, try working with contract driving up talent costs long-term.

or crowdsourced talent with deep experience in a

Bottom line

In the midst of historic technology and market disruption, only the fleet of foot
will survive. The important work CIOs take on in the coming months to liberate IT

from operational constraints and reimagine development and delivery models is,
in the current climate, mission-critical. When approached methodically, the work
of “unbinding IT” can help technology organizations develop the speed and agility
needed for the race ahead.
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Dark analytics

Dark analytics

lluminating opportunities hidden

within unstructured data

ACROSS ENTERPRISES, EVER-EXPANDING STORES OF DATA REMAIN UNSTRUCTURED
and unanalyzed. Few organizations have been able to explore nontraditional data
sources such as image, audio, and video files; the torrent of machine and sensor
information generated by the Internet of Things; and the enormous troves of raw data
found in the unexplored recesses of the “deep web.” However, recent advances in
computer vision, pattern recognition, and cognitive analytics are making it possible for
companies to shine a light on these untapped sources and derive insights that lead to
better experiences and decision making across the business.

N this age of technology-driven enlightenment,
data is our competitive currency. Buried within
raw information generated in mind-boggling
volumes by transactional systems, social media,
search engines, and countless other technologies are
critical strategic, customer, and operational insights
that, once illuminated by analytics, can validate or
clarify assumptions, inform decision making, and

help chart new paths to the future.

Until recently, taking a passive, backward-looking
approach to data and analytics was standard
practice. With the ultimate goal of “generating a
report,” organizations frequently applied analytics
capabilities to limited samples of structured data
siloed within a specific system or company function.
Moreover, nagging quality issues with master data,
lack of user sophistication, and the inability to
bring together data from across enterprise systems
often colluded to produce insights that were at best
limited in scope and, at worst, misleading.

Today, CIOs harness distributed data architecture,
in-memory  processing,
visualization, natural language processing, and

machine learning,

cognitive analytics to answer questions and identify
valuable patterns and insights that would have
seemed unimaginable only a few years ago. Indeed,
analytics now dominates IT agendas and spend.
In Deloitte’s 2016 Global CIO Survey of 1,200 IT
executives, respondents identified analytics as a top
investment priority. Likewise, they identified hiring
IT talent with analytics skills as their top recruiting
priority for the next two years.

Leveraging these advanced tools and skill sets, over
the next 18 to 24 months an increasing number
of CIOs, business leaders, and data scientists will
begin experimenting with “dark analytics”: focused
explorations of the vast universe of unstructured
and “dark” data with the goal of unearthing the
kind of highly nuanced business, customer, and
operational insights that structured data assets
currently in their possession may not reveal.

In the context of business data, “dark” describes
something that is hidden or undigested. Dark
analytics focuses primarily on raw text-based data
that has not been analyzed—with an emphasis on
unstructured data, which may include things such
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as text messages, documents, email, video and
audio files, and still images. In some cases, dark
analytics explorations could also target the deep
web, which comprises everything online that is not
indexed by search engines, including a small subset
of anonymous, inaccessible sites known as the
“dark web.” It is impossible to accurately calculate
the deep web’s size, but by some estimates it is 500
times larger than the surface web that most people
search daily.>

In a business climate where data is competitive
currency, these three largely unexplored resources

could prove to be something akin to a lottery jackpot.

What’s more, the data and insights contained

therein are multiplying at a mind-boggling rate.

An estimated 9o percent of all data in existence

today was generated during the last five years.3 The
digital universe—comprising the data we create and
copy annually—is doubling in size every 12 months.
Indeed, it is expected to reach 44 zettabytes (that’s
44 trillion gigabytes) in size by 2020 and will
contain nearly as many digital bits as there are stars
in the universe.

What’s more, these projections may actually be
conservative. Gartner Inc. anticipates that the
Internet of Things’ (IoT) explosive growth will see
20.8 billion connected devices deployed by 2020.5
As the IoT expands, so will the volumes of data the
technology generates. By some estimates, the data
that IoT devices will create globally in 2019—the
bulk of which will be “dark”—will be 269 times
greater than the amount of data being transmitted

Figure 1. The expanding digital universe, 2013-2020

In 2020, the digital universe is expected to reach 44 zettabytes. One zettabyte is equal to one billion
terabytes. Data valuable for enterprises, especially unstructured data from the Internet of Things and
nontraditional sources, is projected to increase in absolute and relative sizes.

Total size of the Data useful
digital universe if analyzed

2013

2020

@@@@@e - - 4 Up to 90% of this data is unstructured
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Sources: EMC Digital Universe with research and analysis by IDC, “The digital universe of opportunities: Rich data and the increasing value
of the Internet of Things,” April 2014; International Data Corporation, “IDC iView: Extracting value from chaos,” 2011,
www.emc.com/collateral/analyst-reports/idc-extracting-value-from-chaos-ar.pdf, accessed December 29, 2016.
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to data centers from end-user devices and 49
times higher than total data-center traffic.® Against
this statistical backdrop, big data, as a business
imperative, might be more accurately described as
“enormous data.”

To date, companies have explored only a tiny
fraction of the digital universe for analytic value.
IDC estimates that by 2020, as much as 37 percent
of the digital universe will contain information that
might be valuable if analyzed.”

But exactly how valuable? IDC also projects that
organizations that analyze all relevant data and
deliver actionable information will achieve an extra
$430 billion in productivity gains over their less
analytically oriented peers by 2020.%

Let there be light

When we think about analytics’ potential, the
possibilities we often envision are limited to the
structured data that exists within the systems
around us. Dark analytics seeks to remove those
limits by casting a much wider data net that can
capture a corpus of currently untapped signals.

Dark analytics efforts typically focus on three
dimensions:

Untapped data already in your possession:
In many organizations, large collections of both
structured and unstructured data sit idle. On the
structured side, it’s typically because connections
haven’t been easy to make between disparate
data sets that may have meaning—especially
information that lives outside of a given system,
function, or business unit. For example, a large
insurance company mapped its employees’ home
addresses and parking pass assignments with their
workplace satisfaction ratings and retention data.
The effort revealed that one of the biggest factors
fueling voluntary turnover was commute time—the
combination of distance to the office, traffic patterns
based on workers’ shift schedule, degree of difficulty
in finding a parking spot, and length of walk from
car to their workspace.

Regarding “traditional” unstructured data, think
emails, notes, messages, documents, logs, and

Dark analytics

notifications (including from IoT devices). These are
text-based and sit within organizational boundaries
but remain largely untapped, either because they
don’t live in a relational database or because until
relatively recently, the tools and techniques needed
to leverage them efficiently did not exist. Buried
within these unstructured data assets could be
valuable information on pricing, customer behavior,
and competitors. Particularly in multinational
companies, they may also contain potentially
valuable yet untranslated data assets created for or
generated in non-English-speaking markets.

What percentage of the data in existence today is
unstructured? No one knows for sure. The generally
accepted figure has long been 80 percent—known
as “the 80 percent rule’—though recent estimates
put the number closer to 90 percent.®

Nontraditional wunstructured data: The
second dark analytics dimension focuses on a
different category of unstructured data that cannot
be mined using traditional reporting and analytics
techniques—audio and video files and still images,
among others. Using computer vision, advanced
pattern recognition, and video and sound analytics,
companies can now mine data contained in
nontraditional formats to better understand their
customers, employees, operations, and markets.
For example, a retailer may be able to gain a
more nuanced understanding of customer mood
or intent by analyzing video images of shoppers’
posture, facial expressions, or gestures. An oil and
gas company could use acoustic sensors to monitor
pipelines and algorithms to provide visibility into
oil flow rates and composition. An amusement
park could gain greater insight into customer
demographics by analyzing security-camera footage
to determine how many customers arrive by car, by
public transportation, or by foot, and at what times
during the day.

Low-cost high-fidelity surround cameras, far-field
microphone areas, and high-definition cameras
make it possible to monitor all business activities
taking place within an enterprise. The ability to
apply analytics to audio and video feeds in real time
opens up profound new opportunities for signal
detection and response. Such digital cues offer new
ways of answering existing questions and exploring
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new opportunities. Moreover, in recent years
data storage costs have declined by an estimated
15 to 20 percent, making the archiving of image
and audio files a more realistic option for smaller
organizations.°

Data in the deep web: As a dimension of dark
analytics, the deep web offers what may contain the
largest body of untapped information—data curated
by academics, consortia, government agencies,
communities, and other third-party domains. But
the domain’s sheer size and distinct lack of structure
can make it difficult to search. For now, only data
mining and analytics efforts that are bounded and
focused on a defined target—for instance, licensable
data owned by a private association—will likely yield
relevant, useful insights. Just as the intelligence
community monitors the volume and context of
deep web activity to identify potential threats,
businesses may soon be able to curate competitive
intelligence using a variety of emerging search tools
designed to help users target scientific research,
activist data, or even hobbyist threads found in the
deep web. For example, Deep Web Technologies
builds search tools for retrieving and analyzing
data that would be inaccessible to standard search
Its software is currently deployed
by federal scientific agencies as well as several
academic and corporate organizations. Stanford

engines.!

University has built a prototype engine called
Hidden Web Exposer that scrapes the deep web for
information using a task-specific, human-assisted
approach. Other publicly accessible search engines
include Infoplease, PubMed, and the University of
California’s Infomine.*

Flashlight, not
interplanetary star

To be clear, the purpose of dark analytics is not to
catalog vast volumes of unstructured data. Casting a
broader data net without a specific purpose in mind
will likely lead to failure. Indeed, dark analytics
efforts that are surgically precise in both intent and
scope often deliver the greatest value. Like every
analytics journey, successful efforts begin with a
series of specific questions. What problem are you
solving? What would we do differently if we could
solve that problem? Finally, what data sources and
analytics capabilities will help us answer the first
two questions?

Answering these questions makes it possible for
dark analytics initiatives to illuminate specific
insights that are relevant and valuable. Remember,
most of the data universe is dark, and with its sheer
size and variety, it should probably stay that way.
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U Hea |th’S Rx for underutilized sources could potentially add more

.. depth and detail to patient medical records. These
mlnlng dark data same capabilities might also be used to analyze
audio recordings of patient conversations with IU
Health call centers to further enhance a patient’s
records. Such insights could help IU Health develop

a more thorough understanding of the patient’s

As part of a new model of care, Indiana University
Health (IU Health) is exploring ways to use
nontraditional and unstructured data to personalize
health care for individual patients and improve

. illumi h h i
overall health outcomes for the broader population. needs, and better illuminate how those patients

utilize the health system’s services.

Traditional relationships between medical care o .
Another opportunity involves using dark data

providers and patients are often transactional in .
to help predict need and manage care across

nature, focusing on individual visits and specific ; . o o
outcomes rather than providing holistic care services populations. IU Health is examining how cognitive
on an ongoing basis. IU Health has determined that
incorporating insights from additional data will
help build patient loyalty and provide more useful,

seamless, and cost-efficient care.

computing, external data, and patient data could
help identify patterns of illness, health care access,
and historical outcomes in local populations. The
approaches could make it possible to incorporate
socioeconomic factors that may affect patients’
“IU Health needs a 360-degree understanding of engagement with health care providers.

the patients it serves in order to create the kind of
care and services that will keep them in the system,”
says Richard Chadderton, senior vice president,
engagement and strategy, IU Health. “Our

“There may be a correlation between high density
per living unit and disengagement from health,”
says Mark Lantzy, senior vice president and chief
N . . information officer, IU Health. “It is promising
organization is exploring ways to mine and analyze ) .
that we can augment patient data with external
data to determine how to better engage with people
about their health. We are creating the underlying

platform to uncover those correlations and are

data—in much the same way consumer-oriented
companies are approaching customer data—to
develop this deeper understanding.”s

For example, consider the voluminous free-form trying to create something more systemic.
notes—both written and verbal—that physicians

. . . . The destination for our journey is an improved
generate during patient consultations. Deploying matt jourhey 1 prov

patient experience,” he continues. “Ultimately, we

voice recognition, deep learning, and text analysis . . . .
want it to drive better satisfaction and engagement.

capabilities to these in-hand but previously
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More than deliver great health care to individual
patients, we want to improve population health
throughout Indiana as well. To be able to impact
that in some way, even incrementally, would be
hugely beneficial.”+

Retailers make it personal

Retailers almost universally recognize that digital
has reshaped customer behavior and shopping.
In fact, $0.56 of every dollar spent in a store is
influenced by a digital interaction.’® Yet many
retailers—particularly with  brick-and-
mortar operations—still struggle to deliver the
digital experiences customers expect. Some focus
excessively on their competitors instead of their
customers and rely on the same old key performance
indicators and data.*

those

In recent years, however, growing numbers of
retailers have begun exploring different approaches
to developing digital experiences. Some are
analyzing previously dark data culled from
customers’ digital lives and using the resulting
insights to develop merchandising, marketing,
customer service, and even product development
strategies that offer shoppers a targeted and
individualized customer experience.

Stitch Fix, for example, is an online subscription
shopping service that uses images from social
media and other sources to track emerging fashion
trends and evolving customer preferences. Its

process begins with clients answering a detailed
questionnaire about their tastes in clothing. Then,
with client permission, the company’s team of
60 data scientists augments that information by
scanning images on customers’ Pinterest boards
and other social media sites, analyzing them,
and using the resulting insights to a develop a
deeper understanding of each customer’s sense of
style. Company stylists and artificial intelligence
algorithms use these profiles to select style-
appropriate items of clothing to be shipped to
individual customers at regular intervals.””

Meanwhile, grocery supermarket chain Kroger Co.
is taking a different approach that leverages Internet
of Things and advanced analytics techniques. As
part of a pilot program, the company is embedding
a network of sensors and analytics into store
shelves that can interact with the Kroger app and
a digital shopping list on a customer’s phone. As
the customer strolls down each aisle, the system—
which contains a digital history of the customer’s
purchases and product preferences—can spotlight
specially priced products the customer may want
on 4-inch displays mounted in the aisles. This pilot,
which began in late 2016 with initial testing in 14
stores, is expected to expand in 2017.1®

Expect to see more pilots and full deployments such
as these in the coming months as retailers begin
executing customer engagement strategies that
could, if successful, transform both the shopping
experience and the role that nontraditional data
plays in the retail industry.

26



GREG POWERS, VICE PRESIDENT
OF TECHNOLOGY
HALLIBURTON

As a leader in the oil field services industry,
Halliburton has a long history of relying heavily
on data to wunderstand current and past
operating conditions in the field and to measure
in-well performance.

Yet the sheer volume of information that we
can and do collect goes way beyond human
cognitive bandwidth. Advances in sensor science
are delivering enormous troves of both dark
data and what | think of as really dark data. For
example, we scan rocks electromagnetically to
determine their consistency. We use nuclear
magnetic resonance to perform what amounts
to an MRI on oil wells. Neutron and gamma-ray
analysis measures the electrical permittivity and
conductivity of rock. Downhole spectroscopy
measures fluids. Acoustic sensors collect
1-2 terabytes of data daily. All of this dark data
helps us better understand in-well performance.
In fact, there’s so much potential value buried in
this darkness that | flip the frame and refer to it
as “bright data” that we have yet to tap.

We've done a good job of building a retrospective
view of past performance. In the next phase of
Halliburton’s ongoing analytics program, we want
to develop the capacity to capture, mine, and use
bright data insights to become more predictive.
Given the nature of our operations, this will be
no small task. Identical events driven by common
circumstances are rare in the oil and gas industry.
We have 30 years of retrospective data, but there
are an infinite number of combinations of rock,
gas, oil, and other variables that affect outcomes.
Unfortunately, thereis nooverarching constituent
physics equation that can describe the right
action to take for any situation encountered.
Yet, even if we can't explain what we've seen
historically, we can explore what has happened
and let our refined appreciation of historic data
serve as a road map to where we can go. In

other words, we plan to correlate data to things
that statistically seem to matter and, then, use
this data to develop a confidence threshold to
inform how we should approach these issues.

THERE'S SO MUCH POTENTIAL VALUE
BURIED IN THIS DARKNESS.

We believe that nontraditional data holds the
key to creating advanced intelligent response
capabilities to solve problems, potentially
without human intervention, before they happen.
However, the oil and gas industry is justifiably
conservative when it comes to adopting new
technology, and when it comes to automating our
handling of critical infrastructure, the industry
will likely be more conservative than usual. That's
why we may see a tiered approach emerge for
leveraging new product lines, tools, and offerings.
At the lowest level, we'll take measurements
and tell someone after the fact that something
happened. At the next level, our goal will be to
recognize that something has happened and,
then, understand why it happened. The following
step will use real-time monitoring to provide in-
the-moment awareness of what is taking place
and why. In the next tier, predictive tools will help
us discern what's likely to happen next. The most
extreme offering will involve automating the
response—removing human intervention from
the equation entirely.

Drilling is complicated work. To make it more
autonomous and efficient, and to free humans
from mundane decision making, we need to
work smarter. Our industry is facing a looming
generational change. Experienced employees
will soon retire and take with them decades of
hard-won expertise and knowledge. We can't just
tell our new hires, “Hey, go read 300 terabytes
of dark data to get up to speed.” We're going to
have to rely on new approaches for developing,
managing, and sharing data-driven wisdom.
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Deploying analytics technologies to help illuminate in fact, carry potential privacy risk if it has been
actionable insights not only within raw data already derived from analytics. For example, analysis of
inyourpossessionbutalsoin derived datarepresents customer data might suggest a correlation between
a potentially powerful business opportunity. Yet customer meal preferences and certain medical
dialing up your data mining and analysis efforts and conditions or even their religion. As you begin to
importing large stores of nontraditional data from curate and analyze data, how do you put proper
external sources can lead to questions about data controls in place and manage the associated privacy
veracity, integrity, legality, and appropriateness of and legal risks? What liability could you face if you
use. These are questions that few organizations can archive data containing such correlative findings?
afford to ignore today.

Building predictive risk models: As you apply
On the flip side, deep analysis of more data from a analytics to nontraditional data sources, there may
variety of sources may also yield signals that could be opportunities to create predictive risk models
potentially boost your cyber and risk management that are based on geography, hiring practices, loans,
efforts. Indeed, the dark analytics trend is not just or various factors in the marketplace. These models
about deploying increasingly powerful analytics could potentially help companies develop a more
tools against untapped data sources. nuanced understanding of employee,
From a cyber risk perspective, this customer, or business partner
trend is also about wielding these sentiment that may, in turn, make
and other tools to inspect both “THE DARK WEB it possible to develop proactive
the data in your possession and risk mitigation strategies to
third-party data you purchase. REPRESENTS ONLY address each.

ONE SMALL COMPONENT

As you explore the dark Spotlighting third-party
analytics trend, consider the PART OF THE LARGER risk landscape: Global
following risk-related issues DEEP WE B.” companies may depend upon
and opportunities: hundreds or even thousands

of vendors to provide data and

other services. By analyzing data from

nontraditional sources, companies may be

able to create predictive risk models that provide

more detailed risk profiles of their vendors. Some

of the risks identified may likely be beyond your

control—a point to keep in mind as you source
third-party data.

Sourcing data: To what degree can

you trust the data’s integrity? If you can’t

confirm its accuracy, completeness, and consistency,
you could be exposing your company to regulatory,
financial, and even brand risks. The same goes for
its authenticity. Is the source of the data who it says
it is? If not, the data could be recycled from other
dubious sources or, worse, stolen.

Leveraging deep web signals: The data
contained in those parts of the web that are
currently accessible to search engines is too vast
for organizations to harness. Expanding that
already-infinite universe to include nontraditional
data from the deep web may present data analysis
opportunities, but from a cyber risk standpoint,
it may also present considerable risks. The dark
web represents only one small component part
of the larger deep web, but it has, time and again,
been at the root of cyber challenges and issues.

Respecting privacy: The specter of privacy law
casts a long shadow over audio and video data
sourced outside the enterprise. In many cases, the
privacy laws that apply to audio or video clips are
determined by the nationality of the individuals
appearing in them. Likewise, in some countries,
even recording an Internet protocol (IP) address
is considered a violation of privacy. In developing
a dark analytics cyber risk strategy, you should
remain mindful of the vagaries of global privacy law.
Finally, data that may appear to be benign could,
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As such, it will likely amplify the risk challenges
and complexities that companies face should they
choose to explore it. Proceed with eyes wide open.

That said, by applying risk modeling to bounded

data sets sourced from the larger deep web,

Dark analytics

organizations may be able to further expand
their knowledge in the realms of cybersecurity,
competitive intelligence, customer engagement,
and other areas of strategic priority.
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Wh ere d 0 yo u start? which employee job satisfaction levels are being
adversely impacted by commute times.

Three years from now, your organization may find

. . « Augment data talent: Data scientists are an
itself overwhelmed by immeasurable volumes of gm

increasingly valuable resource, especially those
who can artfully combine deep modeling and
statistical techniques with industry or function-

unstructured data generated by Internet of Things
devices. Working today to develop the discipline
and tools you will need to manage and mine all of
this dark data can help your organization generate
data-driven insights today while preparing for even
greater opportunities in the years ahead.

specific insights and creative problem framing.
Going forward,
expertise in a few areas will likely be in demand.
For example, both machine learning and deep
learning require programmatic expertise—the
ability to build established patterns to determine
the appropriate combination of data corpus

those with demonstrable

This process begins with a series of practical steps:

« Ask the right questions: Rather than
attempting to discover and inventory all of
the dark data hidden within and outside your
organization, work with business teams to
identify specific questions they want answered.
Work to identify potential dark analytics sources

and method to uncover reasonable, defensible
insights. Likewise, visual and graphic design
skills may be increasingly critical given that
visually communicating results and explaining
rationales are essential for broad organizational
adoption. Finally, traditional skills such as
master data management and data architecture

and the untapped opportunities contained
therein. Then focus your analytics -efforts
on those data streams and sources that are
particularly relevant. For example, if marketing
wants to boost sales of sports equipment in a
certain region, analytics teams can focus their

will be as valuable as ever—particularly as
more companies begin laying the foundations
they’ll need to meet the diverse, expansive, and

3 ) exploding data needs of tomorrow.
efforts on real-time sales transaction streams,

inventory, and product pricing data at select « Explore advanced visualization tools: Not

stores within the target region. They could then
supplement this data with historic unstructured
data—in-store video analysis of customer foot
traffic, social sentiment, influencer behavior, or
even pictures of displays or product placement
across sites—to generate more nuanced insights.

Look outside your organization: You
can augment your own data with publicly
available demographic, location, and statistical
information. Not only can this help your
analytics
detailed reports—it can put insights in a more
useful context. For example, a physician makes

teams generate more expansive,

recommendations to an asthma patient based
on her known health history and a current
examination. By reviewing local weather data,
he can also provide short-term solutions to help
her through a flare-up during pollen season.
In another example, employers might analyze
data from geospatial tools, traffic patterns, and
employee turnover to determine the extent to

everyone in your organization will be able to
digest a printout of advanced Bayesian statistics
and apply them to business practices. Most
people need to understand the “so what” and the
“why” of complex analytical insights before they
can turn insight into action. In many situations,
information can be more easily digested when
presented as an infographic, a dashboard, or
another type of visual representation. Visual
and design software packages can do more
than generate eye-catching graphics such
as bubble charts, word clouds, and heat
maps—they can boost business intelligence
by repackaging big data into smaller, more
meaningful chunks, delivering value to users
much faster. Additionally, the insights (and
the tools) can be made accessible across the
enterprise, beyond the IT department, and to
business users at all levels, to create more agile,
cross-functional teams.

» View it as a business-driven effort: It’s time

to recognize analytics as an overall business

30



strategy rather than as an IT function. To that
end, work with C-suite colleagues to garner

support for your dark analytics approach.

Many CEOs are making data a cornerstone of
overall business strategy, which mandates more
sophisticated techniques and accountability
for more deliberate handling of the underlying
assets. By understanding your organization’s
agenda and goals, you can determine the value
that must be delivered, define the questions
that should be asked, and decide how to

harness available data to generate answers.

Bottom line

Dark analytics

Data analytics then becomes an insight-driven
advantage in the marketplace. The best way to
help ensure buy-in is to first pilot a project that
will demonstrate the tangible ROI that can be
realized by the organization with a businesswide
analytics strategy.

Think broadly: As you develop new
capabilities and strategies, think about how you
can extend them across the organization as well
as to customers, vendors, and business partners.
Your new data strategy becomes part of your
reference architecture that others can use.

With ever-growing data troves still unexplored, aggregation, analysis, and storage
are no longer end goals in the agile organization’s analytics strategy. Going forward,
analytics efforts will focus on illuminating powerful strategic, customer, and

operational insights hidden within untraditional and dark data sources. Be excited
about the potential of unstructured and external data, but stay grounded in specific
business questions with bounded scope and measurable, attributable value. Use
these questions to focus your dark analytics efforts on areas that matter to your
business—and to avoid getting lost in the increasingly vast unknown.
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Machine intelligence

Technology mimics human cognition to create value

ARTIFICIAL INTELLIGENCE'S RAPID EVOLUTION HAS GIVEN RISE TO MYRIAD DISTINCT—
yet often misunderstood—Al capabilities such as machine learning, deep learning,
cognitive analytics, robotics process automation (RPA), and bots, among others.
Collectively, these and other tools constitute machine intelligence: algorithmic
capabilities that can augment employee performance, automate increasingly complex
workloads, and develop “cognitive agents” that simulate both human thinking and
engagement. Machine intelligence represents the next chapter in the advanced

analytics journey.

ATA'S emergence as a critical business
asset has been a persistent theme in every
Tech Trends report, from the foundational
capabilities needed to manage its exploding
and complexity to the increasingly
sophisticated analytics tools techniques available
to unearth business insights from data troves. By
harnessing analytics to illuminate patterns, insights,
and opportunities hidden within ever-growing data

volumes

stores, companies have been able to develop new
approaches to customer engagement; to amplify
employee skills and intelligence; to cultivate new
products, services, and offerings; and to explore
new business models. Today, more and more CIOs
are aggressively laying the foundations needed for
their organizations to become more insight-driven.

Artificial intelligence (AI)—technologies capable
of performing tasks normally requiring human
intelligence—is becoming an important component
of these analytics efforts. Yet Al is only one part of
a larger, more compelling set of developments in
the realm of cognitive computing. The bigger story
is machine intelligence (MI), an umbrella term
for a collection of advances representing a new

cognitive era. We are talking here about a number
of cognitive tools that have evolved rapidly in recent
years: machine learning, deep learning, advanced
cognitive analytics, robotics process automation,
and bots, to name a few.

We are already seeing early use cases for machine
intelligence emerge in various sectors. For example,
a leading hospital that runs one of the largest
medical research programs in the United States is
“training” its machine intelligence systems to analyze
the 10 billion phenotypic and genetic images stored
in the organization’s database. In financial services,
a cognitive sales agent uses machine intelligence
to initiate contact with a promising sales lead
and then qualify, follow up with, and sustain the
lead. This cognitive assistant can parse natural
language to understand customers’ conversational
questions, handling up to 27,000 conversations
simultaneously and in dozens of spoken languages.

In the coming months, expect to read about similar
use cases as more companies tap into the power
of machine. Spending on various aspects of MI
is already increasing and is projected to reach
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nearly $31.3 billion in 2019.* It is also becoming
a priority for CIOs. Deloitte’s 2016 Global CIO
Survey asked 1,200 IT executives to identify the
emerging technologies in which they plan to invest
significantly in the next two years. Sixty-four
percent included cognitive technologies.?

Data, now more than ever

What we think of today as cognitive computing
actually debuted in the 1950s as a visionary effort
to make technology simulate human intelligence.
Though somewhat primitive Al technologies were
commercially available by the 1980s, it wasn’t until
the 2000s that Al—and the cognitive computing
capabilities that comprise the emerging machine
intelligence trend—took off.3

A confluence of three powerful forces is driving the
machine intelligence trend:

Exponential data growth: The digital universe—
comprising the data we create and copy annually—
is doubling in size every 12 months. Indeed, it is
expected to reach 44 zettabytes in size by 2020.4 We
also know that data will grow more rapidly as new
signals from the Internet of Things, dark analytics,
and other sources proliferate. From a business
perspective, this explosive growth translates into a
greater variety of potentially valuable data sources
than ever before. Beyond the potential to unlock
new insights using traditional analytics techniques,
these volumes of structured and unstructured data,
as well as vast troves of unstructured data residing
in the deep web,5 are critical to the advancement of
machine intelligence. The more data these systems
consume, the “smarter” they become by discovering
relationships, patterns, and potential implications.

Effectively managing rapidly growing data volumes
requires advanced approaches to master data,
storage, retention, access, context, and stewardship.
From signals generated by connected devices to the
line-level detail behind historical transactional data
from systems across all businesses and functions,
handling data assets becomes a crucial building
block of machine intelligence ambitions.

Faster distributed systems: As data volumes
have grown larger and analysis more sophisticated,

the distributed networks that make data accessible
to individual users have become exponentially more
powerful. Today, we can quickly process, search,
and manipulate data in volumes that would have
been impossible only a few years ago. The current
generation of microprocessors delivers 4 million
times the performance of the first single-chip
microprocessor introduced in 1971.° This power
makes possible advanced system designs such as
those supporting multi-core and parallel processing.
Likewise, storage
techniques that support rapid retrieval and analysis
of archived data. As we see with MapReduce, in-
memory computing, and hardware optimized for MI
techniques like Google’s Tensor Processing Units,
technology is advancing to optimize our ability to

it enables advanced data

manage exponential data more effectively.

Beyond increases in sheer power and speed,
distributed networks have grown in reach as well.
They now interface seamlessly with infrastructure,
platforms, and applications residing in the cloud
and can digest and analyze ever-growing data
volumes residing there. They also provide the power
needed to analyze and actuate streamed data from
“edge” capabilities such as the Internet of Things,
sensors, and embedded intelligence devices.

Smarter algorithms: Inrecentyears, increasingly
powerful MI algorithms have advanced steadily
toward achieving cognitive computing’s original
goal of simulating human thought processes.

The following algorithmic capabilities will likely see
broader adoption in the public and private sectors
as machine intelligence use cases emerge over the
next 18 to 24 months:”

« Optimization, planning, and scheduling:
Among the more mature cognitive algorithms,
optimization automates complex decisions and
trade-offs about limited resources. Similarly,
planning and scheduling algorithms devise a
sequence of actions to meet processing goals
and observe constraints.

+ Machine
are developing the ability to improve their

learning: Computer systems
performance by exposure to data without
the need to follow explicitly programmed

instructions. At its core, machine learning is the
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Figure 1. Machine intelligence’s impact: Sample acquisitions and investments, 2014-2016

A Deloitte analysis reveals that Fortune 500 companies and venture capital firms have recognized the
potential of machine intelligence and are strategically investing to build new capabilities.
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process of automatically discovering patterns in
data. Once identified, a pattern can be used to
make predictions.

« Deep learning: Developers are working

on machine learning algorithms involving
artificial neural networks that are inspired
by the structure and function of the brain.
Interconnected modules run mathematical
models that are continuously tuned based on
results from processing a large number of inputs.
Deep learning can be supervised (requiring
human intervention to train the evolution
of the underlying models) or unsupervised
(autonomously refining models based on self-
evaluation).

« Probabilistic inference: New Al capabilities
use graph analytics and Bayesian networks
to identify the conditional dependencies of
random variables.

« Semantic computing: This cognitive category
includes computer vision (the ability to analyze
images), voice recognition (the ability to analyze
and interpret human speech), and various
text analytics capabilities, among others, to
understand naturally expressed intention and
the semantics of computational content. It
then uses this information to support data
categorization, mapping, and retrieval.

« Natural language engines: A natural
language engine understands written text the
way humans do, but it can manipulate that text
in sophisticated ways, such as automatically
identifying all of the people and places
mentioned in a document; identifying the main
topic of a document; or extracting and tabulating
the terms and conditions in a stack of human-
readable contracts. Two common categories
are natural language processing for techniques
focused on consuming human language and
natural language generation for techniques
focused on creating natural language outputs.

« Robotic process automation (RPA):
Software robots, or “bots,” can perform routine
business processes by mimicking the ways in
which people interact with software applications.
Enterprises are beginning to employ RPA in

tandem with cognitive technologies such as
speech recognition, natural language processing,
and machine learning to automate perceptual
reserved

and judgment-based tasks once

for humans.®

How machine intelligence
can create value

For CIOs, pivoting toward machine intelligence will
require a new way of thinking about data analysis—
not just as a means for creating a static report but as
a way of leveraging a much larger, more varied data
corpus to automate tasks and gain efficiencies.

Within machine intelligence, there is a spectrum of
opportunities CIOs can consider:

Cognitive insights: Machine intelligence can
provide deep, actionable visibility into not only
what has already happened but what is happening
now and what is likely to happen next. This can
help business leaders develop prescribed actions
to help workers augment their performances. For
example, in call centers around the globe, service
representatives use multifunction customer support
programs to answer product questions, take orders,
investigate billing problems, and address other
customer concerns. In many such systems, workers
must currently jump back and forth between
screens to access the information they need to
answer specific queries.

Cognitive engagement: At the next level on the
machine intelligence value tree lie cognitive agents,
systems that employ cognitive technology to engage
with people. At present, the primary examples
of this technology serve consumers rather than
businesses. They respond to voice commands to
lower the thermostat or turn the television channel.
Yet there are business tasks and processes that could
benefit from this kind of cognitive engagement,
and a new field of applications is beginning to
emerge. They will likely be able to provide access to
complex information, perform digital tasks such as
admitting patients to the hospital, or recommend
products and services. They may offer even greater
business potential in the area of customer service,
where cognitive agents could potentially replace
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some human agents by handling billing or account
interactions, fielding tech support questions, and
answering HR-related questions from employees.®

Cognitive automation: In the third—and
potentially most disruptive—machine intelligence
opportunity, machine learning, RPA, and other
cognitive tools develop deep domain-specific
expertise (for example, by industry, function, or
region) and then automate related tasks. We're
already seeing devices designed with baked-in
machine intelligence automate jobs that have,

traditionally, been performed by highly trained

Machine intelligence

human workers. For example, one health care start-
up is applying deep learning technology to analyze
radiology images. In testing, its system has been up
to 50 percent better than expert human radiologists
at judging malignant tumors.

In the education field, machine intelligence
capabilities embedded in online learning programs
mimic the benefits of one-on-one tutoring by
tracking the “mental steps” of the learner during
problem-solving tasks to diagnose misconceptions.
It then provides the learner with timely guidance,
feedback, and explanations.™
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“Co-bots,” not robots

Facing cost pressures driven by prolonged low
interest rates, increased competition, and evolving
customer and market dynamics, global insurance
provider American International Group Inc. (AIG)
launched a strategic restructuring to simplify its
organization and boost operational efficiency.
Part of this effort involved dealing with mounting
technical debt and a distributed IT department
struggling to maintain operational stability.

According to Mike Brady, AIG’s global chief
technology officer, by restructuring IT into a single
organization reporting to the CEO, AIG laid the
foundation for creating a new enterprise technology
paradigm. The first step in this transformational
effort involved building foundational capabilities,
for which the team laid out a three-part approach:

Stabilize: Overall network performance needed
improvement, since users experienced high-severity
outages almost daily and the virtual network went
down once a week.

Optimize: The strategy focused on self-service
provisioning, automation, and cost-efficiency.

Accelerate: To move forward quickly, the team
implemented a DevOps strategy to create a
integration/continuous deployment
tool chain and process flow to deploy software in

continuous

real time.

AIG turned to machine learning to help with these

directives. The company developed an advanced
collaborative robot program that utilizes built-
in algorithmic capabilities, machine learning,
and robotic process automation. These virtual
workers have been dubbed “co-bots”—a nod to the
company’s desire for everyone on staff to treat the
virtual workforce as an extension and assistant to
employees.

In October 2015, AIG deployed “ARIES,” the
company’s first machine learning virtual engineer,
to resolve network incidents around the globe.
During a 90-day pilot program, ARIES was trained
in a “curate and supervise” mode in which the
machine operated alongside, and learned from,
its human counterparts. In this approach, ARIES
learned through observation and experimentation
how to assess outage sources and identify probable
causes and responses. The co-bot was ready for full
deployment on day 91. It’s not that these machines
are dramatically faster—in fact, AIG has found that
humans take an average of eight to 10 minutes to
resolve a typical issue, while co-bots take an average
of eight minutes. The benefit lies in its scale: Co-
bots can work around the c