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1. PDPA (B N 1EER R EEXTIE) - Key requirements

1. RAFEEAHA/NF R

O PDPA Governance Framework

U Appoint DPO

U DPO's qualifications and structure in the

organization

U Privacy Policy

U Training Awareness

2.0 0 /B E

O Lawfulness of processing

3. T—2 XhDIER

U Data subjects Rights
Management

4. 5 Bix

U Standard Contractual Clauses
O Binding Corporate Rules

5. F3AN—NLTHLY

U End to end security measures

U Set privacy as a default setting
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PDPA
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0
©
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Accountability
ez vEe Records of

Processing
principles

Data subject rights

Data
transfers

Privacy by
Design/
Default

processing

Processors

PDPA
Compliance

Data protection
impact
assessment

Consent
& Privacy
notices

Breach
management

O Record or processing activities
and data inventory

7. T2 0EE
O Third Party Due diligence

U Data Processing Agreement

8. T— 4 R ETME

U DPIA for High Risk of processing

9. AEMBRUV T4 /1L —iBA

O Consent Management
O Consent form

O Privacy Notice

10.7—4 iRAEHE

O Privacy Incident Management

O Data Breach Notification
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1. PDPA (1B N 1B R REE XTI IS ) - T X It

Technology

Procedure
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PDPA Impacts — Overall é—

PDPA
1 (A AR RIS D)

o

Policy and Governance

* Policies developed or embedded in the policy of the organization for example
Personal Data Protection Policy, Security Policy, PDPA Incident Management

Framework BHERIE - KU —DREL

Process

Working process being revised and communicated throughout the organization on
the awareness of personal data protection. %##HF7OtXDRE L R UEA

Procedure

Procedure being develop under the privacy principle and ensure control
throughout the organization #ZEEFHERVCIV FO—ILOREL

People

All Employees need to have an awareness and sufficient understanding on the
PDPA and data privacy. WHEEBZHICRTH T4 N\ —EHERL

Technology

Technology need to be developed and implemented to align with the
requirements of PDPA and enhance security & privacy and control processes.
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2. Cybersecurity Assessment (A /N\—t X2 1) T4 T7HEAA )

IHRDRRAE L BBROMAERDGapZRI £ &HIT. RFEMHLED
NUFI—VHRICEY ., BEENEFTNSEENATHICHERGETY

BRORBREDREIC & 5CGapitiE

> [lcrownjewels] MCIAZER AV FEBRETERAA Y FIC

RUFI—Y LB

(F A=Y T4
FRRAV )

> B AN— 74 NE) T+ BIZHERGLARILTREMTEED

&Y. YAN—7A4NREY T+ BOEEOEAEZBEMN HKDEBIRREFLLE T 5 2 & THRENE FN S FEE M
IZEHT 5 #HICHERTHETTVHEEEEFEIET S

5 l'crown jewels® X BB E Mt & B L.
2 CIA7EZR A2 k TERAAH ETTUL\A4EE

i3

D

o ERAUME

. Fundamental gap

Cyber Resilience: 71.95 %
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3. User Awareness Testing (€SB DEHBT A )
249070 TRAMNHDUSBEERICHHEEICKRET HAFNDTRIT S LEHREL,

BAN—tEX1)TA~DEHEZEENITHY., LIR—F

Phishing

(Z14v29)

2

USB Drop test
(USsBFRYZFTREH)

Rogue access
point
BT7HIERRL V)

Tailgating
(HEENAE)
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Email may contain
malicious links with a
sense of urgency to

Entice lure users into
to Click clicking it
I
USB drive may have
customized
TOP .

SECRET logo/labeled to increase
chance of a curious staff
plug the USB drive in

Logo / label their computer

Setting up rough AP to
lure users to connect
& |) andlogin

[

Similar looking

network
Following someone into
= a secured or restricted
=

area

En’

. Access
Cli

restricted area

FY

Please give
me your
credentials!

To open file
or not?

GaD)

[ E—
Credential for
connecting

network
I

Phishing attempts
may try and extract
your sensitive account
information

USB may contain
malicious files which
can infect your device
with a harmful virus

You may be prompt to
enter your credential to
access network

N4

To open that
Attachment
or not?

User Awareness Testing

(EMROBWT R b)

Emails may contain
malicious attachments
which can infect your
device with a harmful
virus
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[£$%] Phishing(Z 4 v %)

o
0

User Awareness Testing
3 (EMROEMT X )
) x \i B Froj
— om
cCO o0 {0( secure | 19325.100.97/ gwahlukbiblopt : = Dear John Doe
Te.
P . i g Annual performance reviews are a key compenent of employee
| . ] development The performance review is intended to be a fair and
Siibject balanced assessment of an employee's performance.
Our new policy specifies that the objective of the annual review is to provide all regular
Company X staff and their supervisors an opportunity to Discuss job performance and
4 set Set goals (r professional development. Using our new SAP HR module we are able
W I n G n to also ccess to some key rating elements during the year here.
te that this site 1s still in a beta development stage and only accessibleby a
i P a I i n i sample testgroup
Regards
| Jon Smith
HR SAP NPCT From -
=3 Dear John Doe
Sond To,. We are happy to announce a
en . ot .
e special giving away 200 iPad
Mini's for our employees.
Subject
The promotion starts from 01 July 2017 until 30
September 2017.
The promotion is open to all employees of company X.
To take part, please visit htip://tinyurl.com/k7jrga2and
enter your windows user name & password.

Petra Minel
HR & Marketing II
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