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The Deloitte Cyber Range
For organisations, cyber attacks are no longer a 
matter of IF, but WHEN.
The Deloitte Cyber Range prepares your IT team for the attack, by providing a 
hyper-realistic, virtual environment that mimics your network, in which they can 
be trained to respond to real-world, simulated cyberattacks.

Effective cross-team communication, best practices and cutting-edge security 
acumen are critical success factors in protecting your network. The Deloitte 
Cyber Range is an exciting and fun way to effectively train all your front-line IT 
people to:

Master Skills and Techniques – Practice identifying, containing and 
eradicating real threats with best practice tips and tricks from our 
experienced instructors rich with real life incidents.

Strengthen Your Execution –  Build and test end-to-end processes.  
Because cyber ranges are controlled isolated environments, operational 
conditions and performance results may be replicated to reduce failures 
and errors in your real environment.

Key Features of Our Cyber Range
Real World Networks – Immerse in a virtual network that mirrors a 
comprehensive corporate network infrastructure of your choice, with 
the ability to run multiple simulation exercises.

Real World Security Tools – Train in a fully virtualised Security 
Operations Centre and use market-leading security tools to respond to 
simulated attacks.  Our Deloitte Cyber Range is able to virtualise and 
simulate any Operating System, as well as any business application 
installed on these OS.

Real World Cyberattacks – Experience simulated attacks ranging from 
ransomware and defacement to evasive worms and multi-stage attacks.
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Cyber ranges are being actively used by the military and government agencies, private 
corporations, and other private entities. Now more than ever, organisations must develop 
suitable solutions for dealing with cybersecurity threats. Cyber range training is one of the best 
ways for an organisation to prepare itself to face these threats.

The Curriculum

Proactive Cybersecurity with Security 
Assessment and Testing

Effective First Incident Response

 3 days  3 days

New security vulnerabilities are published 
on a daily basis and cyber hackers are 
constantly looking for ways to gain access 
to systems and data. In this 3-day course, 
you will gain an understanding of the most 
common techniques used to test systems, 
and the associated remediation steps.

Onsite IT professionals are the first 
responders to cybersecurity attacks. They 
are the ones who detect anomalies on the 
network and discover indicators of attack 
and compromise. This module teaches you 
structured techniques to rapidly investigate 
anomalies on the network.

Think Like An Attacker: Red Teaming The Fundamentals of Digital Forensic
 3 days  2 days

Learn various offensive mechanisms by 
understanding and using open-source 
tools used by real world attackers. We will 
share the techniques of Deloitte’s red team 
methodology through scenario-based labs. 
Learners will learn covert cyber attack 
simulations that mimic real-world threats to 
improve their defence strategy.

Digital forensic allows incident responders 
to gain a clear understanding of the chain 
of events that led to a malicious action. 
This module is designed to provide you 
with a practical introductory coverage of 
the principles in identifying, preserving and 
analysing digital evidence.
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Target Audience
IT, information and cyber security 
professionals and managers keen on 
furthering their careers in information and 
cyber security.

Pre-Requisites
Diploma in IT or equivalent
2 years or more relevant experience in IT, 
information or cyber security.

On-the-ground 
practitioners’ 

experience

Developed, designed 
and curated by expert 
learning-designers

Performance 
Management

Customisable & 
Stackable

Approved and 
accredited training 

organisation

Why you need this
Today, hackers no longer target only 
large conglomerates with sophisticated 
cybersecurity systems. Increasingly, SMEs are 
also on the radar as gateways to their clients. 

As technology is now prevalent in our 
daily lives, vulnerability has also increased 
exponentially.  Your defence is only as secure 
as your weakest link. 

Why Deloitte Education
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Meet Our Cyber Leaders

Indonesia
Leny Suwardi
Executive Director
lsuwardi@deloitte.com

Malaysia
Chung Kim Chuen
Partner
kimchung@deloitte.com

Philippines
Anne Marie Pabellon
Partner
apabellon@deloitte.com 

Singapore
Thio Tse Gan
Partner
tgthio@deloitte.com

Thailand
Parichart Jiravachara
Partner
pjiravachara@deloitte.com 

Vietnam
Marc Hoelmer
Director
mhoelmer@deloitte.com
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