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Personal Data Protection Act: Be ready
for its full enforcement

DATA PROTECTION OFFICERS (DPOs) — WHO ARE

THEY?

Prior to the full enforcement of the Personal Data Protection Act B.E. 2560 (“PDPA”)
in 1 June 2022, all business operators are encouraged to be ready and well-prepared
to comply with all PDPA requirements and to enhance the awareness of PDPA within
the organizations.

A Data Protection Officer (“DPO”) plays one of the significant roles in helping
organization during the PDPA implementation to drive the organization towards
compliance.

A DPO is a new position established under the PDPA as the person responsible in
helpingthe organizationin ensuringthat the data subjects’ personal datais processed
in the most consistent manner and feasible with the PDPA requirements as well as
being a contact point for PDPA issues with authority and the data subjects. The roles
and responsibilities of a DPO has been specified in the PDPA, and there is a possibility
that more details regardingthe DPO may be issued through other notifications by the
Personal Data Protection Committee (“PDPC”).
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WHAT ARE THEIR ROLES AND RESPONSIBILITIES?

According to Section 42 of the PDPA, the roles and responsibilities of a DPO are as
follows: -

(1) To provide recommendations regarding the PDPA requirements to the data
controller orthe data processor, as well as its employees or service providers;

(2) To monitor the performance of the data controller or the data processor, as
well as its employees or service providers, with respect to the processing of
the personal data to be in accordance with the PDPA requirements;

(3) To coordinateand cooperate with the PDPC in the circumstance when there
are obstacles regarding the procession of the personal data undertaken by
the data controller or the data processor, as well as its employees or service
providers, under the PDPA requirements; and

(4) To keep confidentiality of the personal data known or acquired while
performing his/her duties as a DPO.

From the above, the DPO will not be personally liable for any liability that may arise
during the processing of personal data, except in the case where the DPO unlawfully
discloses the personal data obtained during the course of his/her duties. Therefore,
the data controller and data processor must provide the DPO with appropriate
support. Such support may include, but is not limited to, providing appropriate tools
or equipment, granting authority to directly report any PDPA breach or any
circumstance which may potentially lead to the breach to the chief executive of the
organizations, and facilitating access to personal data. Resources, either personnel-
wise and financial-wise, should be properly considered.

Additionally, the organizations must maintainthe independence of DPO, and dismissal
or termination of the DPO’s employment (if the DPO is the existing employee
appointed) as he/she has performed his/her duties under the PDPA is prohibited.

DO ALL ORGANIZATIONS MUST HAVE A DPO?

Some people may believe that all enterprises must have the DPOs in order to legally
process personal data under the PDPA, and some may believe that the DPO's
designation is solely determined by the size of the organization. Pursuant to Section
41 of the PDPA, the data controller and the data processor shall designate a DPO in
the following circumstances: -

(1) The data controller or the data processor is a public authority;

(2) The activities of the data controller or the data processor in processing
personal data require a regular monitoring of personal data or system due to
a large scale of personal data being processed; or

(3) The core activity of the data controller or the data processoris processing of
sensitive personal data.

Furthermore, it is expected that the sub-law regarding the DPO would refer “large
scale” to: -

e Holding certain numbers of personal data during a one year period;
e Holdingcertainnumbers of sensitive personal data duringa one year period;
e Havingcertain numbers of its personnel responsible in processing of personal
data; or
e Havingcertain numbers of its branches or locations to process the personal
data.
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We can see that the PDPA does notrequire all organizations to have DPOs; rather, the
data controller and the data processor must identify the volume of personal data (and
sensitive personal data) being processed, the number of related data subjects, the
period of processing personal data, and the resources and locations used for
processing personal data in determining whether a DPO is required or not. However,
all stakeholders should monitor further updates announced by the PDPC as this is still
the draft announcement and may be subject to changes.

WHO CAN BE A DPO?

“Who can be a DPO?” is one of the popularissues that we found when performing the
PDPA implementation project. Until now, there is no specific qualifications of DPOs
officiallyannounced by the PDPC. Generally, the DPO may be an existingemployee of
company or a service provider under the contract dependingon the discretion, as well
as other organizational factors (e.g., the readiness of its personnel, budget of the
company, etc.). However, to perform his/her tasks effectively, the DPO must be a
person who has in-depth understanding in the PDPA requirements as well as in
technical and organizational structures of the company. Besides, the DPO should be
trustworthy and not be constrained by his/her current duties or those involving the
processing of personal data.

DELOITTE’S OBSERVATION

Priorto the full enforcement of PDPA in June 2022, all stakeholders should have a good
understanding towards the PDPA requirements as well as its organizational and
technical infrastructure. With this regard, the DPO plays a significant role in facilitating
the personal data management within the company and in monitoring whether the
processing of personal data is in accordance with relevant regulations. Notably, the
breach may result in the heavy penalty of up to THB 5 million. This does not include
reputation risk that the company may have to spend a huge amount of fund in order
to recover.

Although there is no sub-law regarding the DPOs issued by the PDPC at the moment,
we recommend all organizations processing personal data to appoint DPOs (whether
a person or a team), especially during this time where the PDPA is newly introduced
among Thai business operators, so that they could be the company’s PDPA expertise
and the center of communication regarding the PDPA related issues.

All things concerned, all stakeholders should be aware of the DPO’s importance and

monitor further announcements by the PDPC regarding the requirement of having the
DPO and qualifications of the DPO in order to find the right DPO for your company.
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