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Preface

Navigating the challenge towards a smart city

The world is facing increasing urbanization while, simultaneously, major cities have become a
magnet for talent and a driver of economic growth. At the same time, cities are experiencing
persistent societal challenges: unemployment and crime demand solution, the need for energy
efficiency is becoming urgent, increasing population puts higher pressure on the urban
infrastructure and public authorities need to do more with less permanently.

Technology has been incorporated by cities for many years. However, the pace at which this

B eeseima s SMArt cities exist on the intersection of digital
e e s T s technology, disruptive innovation and urban
e T e o s srees S s e el environments. They are an exciting place to work
e e o sutors e alatmt s, and live and the breeding ground for new ideas.

winning the 6 w art a | is wital or sustainable economic growth.

This transformation from a traditional city to a 6 s ma& i ttdge$ not just happen. Success
depends on the quality of the decisions that are made and the way these decisions are
executed. What is needed to be successful? What are the i d o @nd o d o nahd vehat can be
learned from cities that are early adopters? This report provides a joint point of view of Deloitte
and the City of Amsterdam on this important theme that will shape the next decade.

This report is intended to be a living document. New
releases of this report will be issued frequently to reflect
advances in technology and new examples of smart
solutions. Check www.deloitte.nl/goviab

-,

.

Rob Dubbeldeman Stephen Ward
Partner Deloitte Public Sector | GovLab Partner Deloitte Digital
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1. The Digital
Economy




Continuous advances in technology are driving the digital economy

Digital technology shows a spectacular growth in capacity and price/performance, for example in internet bandwidth and traffic, processor
speed and storage capacity. This pace of this growth outperforms any other technology.
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Digital technology is enabling big shifts in the economy (1/6)

Smart cities are not an isolated phenomenon but an integral part of a broader transition towards a digital economy.

Smart Cities: part of the broader Digital Economy

This report contains a point of view on Smart Cities. In order to establish a deep understanding
of the concept however, it is important to notice that Smart Cities are not an isolated
phenomenon but are part of a broader transition towards a digital economy. Therefore, this
first chapter outlines the major shifts that are associated with this digital economy. To structure

the big shifts, we have clustered them into five domains (each related to one or more domains ﬁ D| g | t a | t e C h n o | 9) g | €
in the business model canvass): )

B Value Propositions human bralnpower What the Steam

B o o e o et engine and related technologies did for

W Partners human muscle power . T
|

costs andRevenues us to overcome many limitations rapidly
and to open up new frontiers with
unprecedented speed.

Key Activities Sustomes | t6s a very Dbig deal

Relationships

Value Customer W I | | p I a y O u t I S u
Propositions Segments y
I Andrew McAfee

Key Partners

Key Resources Channels

Cost Structure Revenue Streams
Source: Harvard Business Review, June 2015
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Big Shifts in the Digital Economy (2/6)

Bi

g Shifts related to cluster

Everything that can be digital, will be digital
Physical products are transforming into digital products in three different ways:

A First, there is a class of products which will be entirely digitized. Music and video are
well known examples. In 2014 already, the world wide music industry collected more
revenues from digital music than from traditional carriers like C D 6asid D V D 6Tdhe
shift is not limited to these typical examples. Digital navigation, for example, has
replaced physical maps in only a couple of years. Digital currency is replacing the use
of cash money at a high pace too.

A A side effect of this trend is the dematerialization of an array of physical devices to an
app on the smartphone. Years ago, one needed separate devices for a video camera,
photo camera, music player, navigation device, etc. Nowadays, these have become an
app on a smartphone at a fraction of the costs of the physical devices.

A Second, a much larger class of products becomes hybrid; part physical and part
digital. The Tesla Model S is a good example. These hybrid products make it possible
to change the product features by only updating the software in the products. In
October 2015, the Tesla Model S received a software update which augmented the
functionality of the car with an autopilot.

A Third, products can be augmented with digital apps to provide digital services. For
example, a smart scale can be used in conjunction with an app that analyzes the
results and gives the user personalized advice on weight control.

Shift to subscription based business models

Closely linked to the trend towards digital products or digital augmented products is the
shift to subscription based revenue models. Suppliers of full digital products like Spotify
and Netflix are already providing their services in a 100% subscription based model. But
also suppliers of products that are not fully digital are looking for business models in
which they provide value added services on a subscription basis. This generates new
revenue streams in addition to the one-off revenues from the sale of the physical product.
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Shorter product life cycles

The impact of rapidly developing digital technology influences both adoption times and
product life cycles. On one hand, the pace at which new products are adopted (number of
years until x% penetration has been reached) increases. It took almost a century for
landline telephones to reach market saturation. For smartphones and tablets, this took
only a couple of years. At the same time, product life cycles are shortening. With
technology products even to three or six months. In our current economy, a large part of
company revenues is from products that were launched during the last year. Due to this
shorter product life cycles, companies have a rather narrow window of opportunity to
profit.

From possession to use

In the traditional economy, possession of a product was necessary to secure the use of it.
The digital economy changes this in two ways. First, fully digital products i like streaming
music - need not to be owned in order to be used. Consumers are moving from ownership
rights to access rights, often in subscription based models. The second disruption relates
to physical products, where digital technology lowers the barriers to shared use. Digital
platforms are used to match demand and supply and organize sharing of products.
Sensors can be used to track the location and status of shared products in real-time.
Market disruption comes from new platforms who d o nhéve the assets themselves and
are therefore very flexible.

Ultra personalization

In the traditional economy, the production paradigm was based on mass production of
identical products. New digital technologies like 3D printing allow ultra personalization of
products. Furthermore, digital enabled products can be configured to provide functionality
and behavior that match personal preferences. Finally, personalization not only applies to
the product itself, but also to the delivery process which allows much more flexibility for
the customer.
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Big Shifts in the Digital Economy (3/6)

Big Shifts related to clusters

V Information transparency

The Internet provides an unlimited source of (product) information to customers. Not only
originating from the producer, but also from other consumers on e.g. online rating sites.
The disruptive effect is in the market transparency it creates. It becomes possible for
consumers to be even better informed than sales persons when they enter a shop. The
downside of the development is an information overload. No single individual is able to
keep up with information that is generated.

V  Digital is the new normal

In the digital economy, information, products and services are available through the online
channel. However, customers expect more than just online, they expect the experience to
be easy and interesting, with personalized and intelligent interfaces. There is zero
tolerance for digital failure, every step in the process is a make or break moment for the
relationship with the customer. This requires online channels to be completely redesigned
with the customer journey in mind, instead of being just the digital version of the traditional
physical process.

V  Trust and reputation

In the online world, trust and reputation are vital but are always at risk. Social media and
online rating sites give each individual consumer a voice that can be heard by all.
Protecting trust and reputation in the digital world has become a vital activity for large
firms. Reputation is however not only relevant to big firms, but also for micro
entrepreneurs on platforms like Airbnb, Peerby and Etsy. In the digital era, technology is
used to build trust between strangers, resulting in a digital reputation which is the
expression of how much a community trusts a person. Rachel Botsman summarizes this
as: A T kcerrency of the new economyist r ust o

V  On-demand

In the digital economy, customers expect full flexibility in the time and place at which they
consumer products and services. This causes a shift towards an on-demand model,
threatening traditional models. An example is television broadcasting, which broadcasts
contents to every subscriber alike, that are threatened by on-demand video providers.
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V  Disintermediation

In the traditional economy, intermediaries like travel agencies were necessary to connect
demand and supply in an economically viable way. In the digital world, transaction costs
have dropped dramatically and full information transparency exists. The online channel
favors a direct-to-consumer strategy, eliminating intermediaries from the value chain.

NThatndksdi gi tal techno
able to produce more: more health care,
more education, more entertainment, and
more of all the other material goods and
services we value. Al
extend this bounty to more and more

people around the world while treading

|l 1T ghtly on the plan

I AndrewMcAfee

Source: Harvard Business Review, June 2015
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Big Shifts in the Digital Economy (4/6)

Bi

g Shifts related to clusters

Manual work is automated / robotized

In the digital economy, every business activity that can be automated will eventually be
automated due to its advantages: no human errors, 24*7 operation and lower costs. This
trend started with automation of administrative routine work, but as technology advances
other activities that require more complex skills are automated or robotized too. This
requires a huge transition of the labor market as large parts of the existing jobs virtually
disappear and new jobs with new skills and competences emerge. Employability of the
work force has never been such important as it is now.

Processes become data-centric

In the digital economy, data has become a fundamental production factor next to capital,
resources and labor. The power of data and analytics is in the ability to make evidence
based decision making. The company that is best enabled to create insight from its data
has the competitive advantage.

From 6pushdé to o6pull 6

Traditionally, businesses created multi-year business plans and used this planning to
bring the required workforce and assets at the right time in the right place. In the digital
economy however, it becomes harder and harder to predict accurately and this 6 p u
approach is no longer successful. The digital economy requires a different 6 p wpprodch.
In this new approach, companies organize themselves in such a way they are able to put
the right people and assets in place with short lead times. They do so, for example, by
replacing tapping into flows of assets provided by other companies and by replacing
manpower by digital power.

Mobile processes

Digitization of information and products, in combination with digital communication and
collaboration tools make business processes independent of physical location. Mobile
solutions cause information and processes to be available at the time and location they
are needed. The disruptive effect of this is in the ability to make complex and time
consuming processes simpler and faster.

Smart Cities i A Deloitte Point of View, Version 1.0
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From efficiency to fast learning

Until recently, central coordination of activities in order to establish maximum efficiency
was a successful strategy. Due to shorter product life cycles, however, this strategy has
become less effective. In the digital economy it has become more important to be able to
adapt products and services quickly in order to stay ahead of competition. Successful
organizations are the ones that are able to learn fast and to implement this learning in
new products with very short cycles. Clearly, this requires either completely digital or
partially digital (hybrid) products. Tesla, for example, has been able to augment the
functionality of their Model S through an automatic software update, in contrast with
traditional car manufacturers that require years to redesign a car.

ma c h i
wi | |
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Big Shifts in the Digital Economy (5/6)

Big Shifts related to cluster O0Key Partnersao

In the digital economy, a new economic landscape is emerging. This new landscape is .
: _ . . : Product / service
characterized by two trends: concentration and fragmentation. Both are taking place at the

same time and are reinforcing each other.

V  Concentration
Concentration is the trend towards relatively few, very large players that provide ‘ ®
infrastructure, platforms and services supporting many fragmented niche players. In the
parts of the economy that are subject to concentration, companies can only compete with Niche operators ‘
scale and scope. The value of concentrated players is being a clear leader in their market.
Smaller size is always a disadvantage in this segment. Examples of segments where ‘

concentration is taking place are: apps stores, cloud computing, social media, payment .
platforms, etc. ‘ .

V  Fragmentation

At the same time, other parts of the economy are subject to fragmentation. In these parts
of the economy, each entity has a small addressable market, often focused on a niche. Scale-and-scope operators
Together, all fragmented players address the full spectrum of customer needs. Due to
their small scale and influence, no single entity controls the market. Exponential reduction
in cost/performance of digital technologies, combined with the availability of on-demand
cloud services, lowers the up-front capital investment required to start a business. This is
where concentrated players and fragmented players reinforce each other. In general, Digital Technology (Cloud) Broker / Market
diseconomies of scale are in play. The extent to which an industry will fragment depends

Infrastructure providers Aggregation platforms

on two elements. First, the degree to which customers are desiring more personalization Logistics Social
and uniqueness of their products in terms of price, availability and design. Second, Manufacturing Finance
fragmentation is most likely to occur in those market segments where digital technology

has lowered barriers to entry most. Facilities management Data

Back Office Content

Source:The herods journey through the | andscape of the future Infrastructure
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Big Shifts in the Digital Economy (6/6)

Big Shifts related to cluster 6Cost Structured and évwmmsé

V  New business models (revenue streams) V  Lower Transaction Costs

The digital economy allows for other business models than the traditional one where
consumers buy a product and ownership of the product is exchanged in return for
payment. The four most common business models in the digital world are:

A Advertising based i Provide content or services for free in exchange for viewing
advertisements (often customized to the personal profiles). Revenue streams are
generated by advertisers and not by users. Parties that choose for this business model
often focus on building a large user community before they start monetizing the captive
user base through advertising. A typical example is Facebook.

A Subscription (all you can eat) i Users pay a fixed amount per month in return for the
right to consume digital content and services without limitation. A typical example is
Spotify and Netflix.

A Pay-per-use i Users consume digital content or services and pay a fee per consumed
item. Typical examples are in gaming and on-demand video.

A Data monetization i Digital businesses collect a plethora of data on consumer

The use of digital technology to support B2C transactions dramatically decreased costs of
doing business (e.g. order capturing, invoicing, payment). By digitizing and automating
each step in the transaction, it became economically viable for businesses to handle large
amounts of relatively small transactions.

Lower Coordination costs

Powerful personal computing, improved communications, information management and
collaboration software has significantly lowered the costs of organizing and coordinating
complex activities in an organizational and geographically dispersed situation. As a
result, business are able to mobilize their experts on a global level to work together on
frim projects.

Higher productivity and asset utilization

The use of digital technology, e.g. by replacing manual work by computers, costs
decrease and productivity increase. Furthermore, techniques like data analysis can be
used to make smarter decisions and increase asset utilization, which also decrease cost.

behavior and preferences and on product usage. This data has value and can be
monetized by selling raw data or derived insights to other players in the market.

Free content or services

A fundamental difference between the digital economy and the physical economy is the widespread availability of free content and
services. Only a part of all value that is created in the digital economy is paid for by users. Two reasons are causing this phenomenon.
First, digital content and services have very low marginal costs, i.e. if users consume one extra item, additional costs for the provider are

Free content / services

. : y Paid-for content / services
almost zero. That allows providers to provide free content to very large numbers of users. Second, free content is often a key element of

the business model. Businesses provide free content to build up a large captive user base and generate revenues by advertising, by
selling data they collect from users, or by paid-for premium content or paid-for additional services. The question which content / services
is provided for free and which content / services is paid-for is one of the main strategic choices for digital companies.
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The power of exponential growth

While our minds are stuck in linear thinking, digital technology has the ability to follow an exponential growth track. This creates a huge gap
between what we intuitively think to be possible and what technology is actually making possible.

The 6 Diansandisfand Kotler

n | Yy
ove from a lif ear to an expo ential qrowth trajector’

A Digitalization i Once a technology becomes digitalized, the door is opened to an
exponential growth curve (e.g. doubling price/performance every x months).

A Deceptive i In the early stages of the technology, it takes a while to get up to speed. In
this phase, growth patterns look deceptively linear. In this phase, the technology can bee
seen as a hype.

A Disruption i In the next phase, and often unexpectedly, the technology plays a role in
disrupting established industries.

A Dematerialization i Many technologies that were expensive in the 1980s or 1990s now
come for free in the form of an app on the smartphone. People do not buy a camera,
GPS device, music player anymore because it is already available on their smartphone.
Physical devices are dematerializing into digital apps.

A Demonetization i As a consequence of the D 6 before, money is taken out of the
equation as technologies become cheaper and cheaper and cheaper. Existing business
models evaporate as established revenue stream disappear.

A Democratization i As technology becomes cheaper and cheaper, access becomes
available to anyone. Powerful technology is not only available for the wealthiest, but is
democratized as large parts of the population gets their hands on it.

[Robotics <o
4 ———
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Question

When a bacteria colony in a
container is doubling in size
every minute, and the container
is completely filled in 1 hour,
when is the container half full?

Answer

Exactly after 59 minutes

59 minutes to fill the first half and
1 minute to fill the second half
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Many breakthrough technologies are only in its infancy

Advances in digital technology have been taking place year after year. There is no reason to believe that growth will stop or even slow down.
History shows that predicting technologies that show exponential growth is very difficult.

AEverything t Nl think ther
invented has been invented. c

market for about 5
(Charles H. Duell, Commissioner,
U.S. Office of Patents, 1899)

computers. o
(Thomas J. Watson, Chairman of the
Board, IBM, circa 1948)

Quantum computing, Artificial Intelligence,

Robotics, Nano Technology and Bio Technology
will disrupt the world we live in.

Al't would appear th
the limits of what it is possible to
achieve with computer technology,
although one should be careful with
such statements, as they tend to sound
y’ prie/itet y sipl hy ien

(John Von Neumann, circa 1949)

We

dondét know how exact |
go beyond what we can imagine today.

640K

ought to
for

nThere i s no
anybody

e n o ingividual to have a
computer in his home. 0

(Bill Gates, 1981)
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(Ken Olson, President, Digital
Equipment Corporation, 1977)
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2. Smart Cities:
Overview, Benefits
and Challenges

13



Wh a't do we mean with Oédsmart citieso?

A city is smart when investments in (i) human and social capital, (ii) traditional infrastructure and (iii) disruptive
technologies fuel sustainable economic growth and a high quality of life, with a wise management of natural
resources, through participatory governance.
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Smart cities emerge as the result of many smart solutions across all sectors of society

' © [ H e mY [

disruptive technologies Smart Smart Smart Smart Smart Smart Smart Smart Smart Smart
& social innovations enable [\Y[e]]1113Y Safety Energy, Buildings Health Education Finance Tourism & Retail & Manufac-
. Water & & Living Leisure Logistics turing &
(See next Sl'de) Waste Construc-

Goals e

ﬂ\ Economic growth

[‘ Quality of life, a good city to live in

é} Ecol ogical footprint, sustainab

Challenges

Controlled transition of the labor market due to automation

Winning the war on talent between metropolitan areas

Social cohesion, inclusiveness, solidarity

Secure digital environment, privacy

Resilience
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Vd

Most new technologies and social innovations are disruptive on their own. The combination of them is even more powerful and creates a
Operfect stormbé of disruption.

Internet of Everything 6
Social robotics @

Drones

@ Renewable energy

3D printing

Gamification @

Sharing economy

Crowd sourcing

Blockchain

Social media/ Digital platforms

Big data @

Artificial intelligence

Mobile

Co-creation

Cloud

Self organization
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€ and combine

changing

human

behavior with

True smart solutions combine disruptive technological capabilities with changes in human behavior. The latter can only be achieved by simple,
intuitive solutions that appeal to real human needs.

Human Behavior

Meaningful -
Smart solutions address
real needs of city users

and are perceived as
meaningful

Inviting -
Provide people the right
incentives to change
behavior voluntary,
because they are
recognized as beneficial
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Durable i
The combination of easy
to use and meaningful
solutions results in
lasting changes of
behavior

Data

Always there -
Smart solutions are
resilient and always

available. People do not
have to worry about
them

C%J Technology

Easy to use -
Smart solutions are
simple and intuitive.

They are designed to be
adopted naturally, even
to the extent that people
are not aware of them
any more
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Typical smart city benefits are already becomi

Each sector contributes with its own unique innovations to the overall success of the smart city. Harvesting the potential benefits from all
relevant sectors is the challenge of the city.

. i f h i _ Better diagnostics and personalized treatment through
Faster reaction to public safety threats by real-time /" artificial intelligence on massive volumes of patient data
analysis of sensor and surveillance camera video data *-_ s

~

N

_ People who need care can live in their own home longer
---~"" through advanced sensoring and health care robotics

©
Smoothened distribution of tourists (geographical and over time) @
by analysis of tourist movements and real-time incentives -,
_ Lower congestion and pollution through optimal use of
____________ transportation infrastructure (roads, parking places)

Exchange of products and services in a peer-to-peer model

. ) R Energy savings through real-time insight in energy
(sharing economy, from possession to use) > ’

-* usage, combined with gamification concepts

Responsive household appliances react to dynamic
energy prices to adjust energy demand to supply

Dynamic groups of citizens organize themselves
to work together on collective interests

Co-creation of decision making, new forms of

“~~._ More efficient waste collection due to sensors in waste
digital democracy and participatory government

containers

. Analysis of data provided by sensors in the water
* distribution network identifies leakages and allow fast
repairs

Data-driven policy making leads to more focused .-
interventions and measured evidence of effectiveness
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€ but the I mminence of change and the size of

Major disruptions in industries like Retail, Media and Banking are already happening. Other industries are expected to follow later. Ultimately,
our entire economy will be disrupted.

The Deloitte Digital Disruption Map compares 16 industries on . .
their vulnerability to disruption from two perspectives: the size of Short fuse, Big bang Long fuse, Big bang

the impact and the imminence of change. The assessment
considers factors including: Q
A The extent to which products and services are delivered

physically B\°e ] ICT &

A The propensity of customers to use digital channels = Media Banking “®

A The importance of broadband and computing infrastructure in Retail | " ﬂ
business operations nsurance OO

. Education _
A How mobile a ¢ 0 mp a rmustdnsers and workforce are, and Manufacturing

their average age @ H
ealthcare m
( ()

o : : : : . Professional
A The significance of social media and innovations like cloud .
computing services -
Utilities é} Transportation

A How digital innovation might be inhibited by government
regulations or other factors.

H -
|.I ﬁ Agriculture
Companies that stand to experience significant digital disruption

within the next three years are said to be on a 6 s hfou g Ehdse Leisure Government
that can expect major change in four to ten yearsare onaé 1l ong
fused .>

The size of the impact, or 6 b adnsgdescribed as the expected FOQd

change in percentage terms across a range of key business services & L
metrics. Companies that can expect to see a 15i 50 per cent A
change in their metrics, such as mix of revenue channels or cost Construction
structures will experience a 6 b ib@ n. gBélow 15 per cent, Mining, Oil, Gas
companies will feel a smaller 6 b a.n g 6 o '

(1

Chemicals

Source Digital disruption Shortfuse bigbang?, Deloitte Australia Short fuse, Small bang Long fuse, Small bang

19 Smart Cities i A Deloitte Point of View, Version 1.0 © 2015 Deloitte The Netherlands



Challenge 1: Disruption of the labor market (1/3)

One of the challenges related to smatrt cities is the imminent disruption of the labor market, due to progressing automation and

use of robotics to replace manual work

The Challenge

Disruption of the labor market is the major concern. Due to disruptive technologies, many
existing jobs will disappear with (frictional) unemployment as result. Many people will have to
be retrained in 21st century skills more quickly to remain employable. New jobs will have to
replace vanishing old jobs. The challenge for the city is to make this transition as smooth as
possible by renewing fast and making the turn rapidly. A city which does not make the turn fast
enough will be confronted with an increasing number of long-term unemployed, leaving no
money for addressing social challenges.

Research

Researchers of the University of Oxford have analyzed the impact of computerization on 700
jobs. For each job, the researchers estimated the change of that job being fully computerized
in the next 10 to 20 years. The results were clear: 47% of total employment has a high
probability of disappearing due to computerization. Many of those jobs are in the categories
Office and administrative support, Sales and Service.

The Impact
The disruption of the labor market is going to happen and brings two major challenges:

A Unemployment i The pace at which automation and robotics impact the labor market
increases. As a result, the pace at which existing jobs disappear and people become
unemployed also increases. If people do not adapt their skills to the changing environment,
large structural unemployment will be the result.

A Income inequality i The benefits of computerization of human labor will be reaped by
owners of companies, building, machines and computers who will see higher productivity.
Human labor becomes a less important factor, due to which the pressure to increase wages
decreases. As a result, inequalities between people are likely to increase if no
compensating measures will be taken.
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Bottlenecks to computerization

The extent to which an occupation is at risk to be computerized is determined by the Oxford
University researchers by scoring occupations on the most important bottlenecks for
computerization. Occupations that score low on these bottlenecks have a high risk of being
computerized.

Bottleneck variable Description

Perception and
Manipulation

Finger dexterity

The ability to make precisely coordinated movements of the fingers of
one or both hands to grasp, manipulate, or assemble very small
objects.

Manual dexterity

The ability to quickly move your hand, your hand together with your
arm, or your two hands to grasp, manipulate, or assemble objects.

Cramped work
space

How often does this job require working in cramped work spaces that
requires getting into awkward positions?

The ability to come up with unusual or clever ideas about a given topic

Assisting and
caring for others

() .. .
g § gzl or situation, or to develop creative ways to solve a problem.
T O
o= . .
o8 . Knowledge of theory and techniques required to compose, produce,
c Fine arts . :
= and perform works of music, dance, visual arts, drama and sculpture.
Social Bei ng aware of othersd r e dgheytrdad ass
® perceptiveness they do.
(8]
c
_09’3 Negotiation Bringing others together and trying to reconcile differences.
)
= Persuasion Persuading others to change their minds or behavior.
<
o
o
0]

Providing personal assistance, medical attention, emotional support,
or other personal care to others such as coworkers, customers, or
patients.

Source: The Future of Employment: how susceptible are jobs to computerization?, Carl B. Frey and
Michael A. Osborne, September 17, 2013

© 2015 Deloitte The Netherlands



Challenge 1: Disruption of the labor market (2/3)

An illustration of the imminent transition of the labor market is given by a top-20 of common occupations that are most at risk
compared to a top-20 of common occupations that are least at risk

20 common occupations highly at risk (probability > 0.9)

20 common occupations least at risk (probability < 0.1)

1. First line supervisors of mechanics, installers and repairers, production workers 1. Telemarketers
2. Dentists, orthodontists and prosthetists 2. Insurance underwriters, Insurance claims clerks, Insurance appraisers
3. Child, family and school social workers 3. Cargo and freight agents
4. Physicians and surgeons 4. Packaging and filling machine operators
5. Teachers and instructors 5. Procurement clerks
6. Mental health counselors 6. Bookkeeping, accounting and auditing clerks .
Hi story repea
7. Human resource managers 7. Real estate brokers
8. Recreation workers 8. Counter and rental clerks Disruptions of the labor market are
9. Training and development managers 9. Cashiers not new. In 1849, a population
10. Computer systems analysts and computer systems administrators 10. Dental laboratory technicians CENSES Was I Amsterc_iam, it
_ _ detailed data on occupations of
11. Registered nurses 11.  Electromechanical equipment assemblers citizens as result. Many jobs either
12.  Mechanical engineers 12.  Administrative assistants completely disappeared or
13.  Pharmacists 13.  Counter attendants AitliiEliEe) T 5 © (e
] employment rates.
14. Logisticians 14.  Office clerks
15.  Psychologists 15. Receptionists and information clerks Today, for instance, we do not find
) . a n YAsclowverkers6 Bezambinderso ,
16. Sales managers, Marketing managers 16. Postal service clerks &opiistend Drijvérsé o r
17. Training and development specialists 17. Paralegals and legal assistants d>areelmakers6 any mo
18. Public relation and fundraising managers 18. Couriers and messengers A similar disruption is about to
19. Chief executives 19. Accountants and auditors happen again
20. Architects 20. Truck and tractor operators

Source: The Future of Employment: how susceptible are jobs to computerization?, Carl B. Frey and Michael A. Osborne, September 17, 2013
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Challenge 1: Disruption of the labor market (3/3)

Deloitte analysis indicates that the disruption of the labor market in Amsterdam is characterized by a relatively high share of higher

educated people

Size of the population and risk
per education level

expected # of impacted individuals
per education level

X 1.000 individuals Computerization risk X 1.000 individuals

3.500 - r 0,7 1.400 A
3.000 - ¢ - 0,6 1.200 -
2.500 - - 0,5 1.000 -
2.000 - - 0,4 800 -
1.500 - - 0,3 600 -
1.000 - - 0,2 400 A
500 H - 0,1 200 -
0 - - 0,0 0
Low Medium High Low Medium High

¥ Gemeente

Size of the population and risk §Amsterdam

per education level
X 1.000 individuals

expected # of impacted individuals
per education level

Computerization risk X 1.000 individuals

250 -+ r 0,7 50 -
°

- 0,6

200 - 40 A
r 0,5

150 L 0.4 30

100 -+ - 0,3 20 A
- 0,2

50 -~ 10 A
- 0,1

(O ) : - 0,0 0 -

Low Medium High Low Medium High
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3 7 /0 of the labor force is expected to be impacted

Conclusion

The impact on the Amsterdam labor force (32%) is smaller than
the national average (37%).

The impacted population however has a significant higher
share of higher educated people

3 2 /O of the labor force is expected to be impacted

Source: The probability of computerization per job used in the analysis is
derived from The Future of Employment: how susceptible are jobs to
computerization?, Carl B. Frey and Michael A. Osborne, September 17, 2013
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Chall enge 2: Winning the oOowar on talento '

Winning the war on talent is a challenge closely linked to the disruption of the labor market, but related to the other side of the
6demand/ suppl yéb

The Challenge

A Smart City can only exist when it is able to attract and retain high-tech and creative talent.
These people are vital for a continuous renewal of the economic infrastructure through creative
destruction and innovation. They are the foundation for new initiatives, start-ups and a climate
in which innovation can flourish. As traditional jobs disappear, talent is required to be the
catalyst in a process that creates new businesses and new jobs. The megacities of the word
are therefore competing for this talent.

How to win

The following ingredients stimulates attractiveness for talent: ﬁ B enea t h t h e sSs ur f ac e :

A An urban 24*7 lifestyle that fits the needs of young professionals to live, work and relax.

The spati_al pI{inr_ling of_ a city must be aimed at crea_ting the right conditions. Furthermore, an even deeper force WaS/\ﬂIrk 6 the
cultural diversity is positively correlated with such a climate. I’ise Of Creativity as a fU ndamental

A Presence of reputable knowledge institutions and research that is able to attract scientific

talent. economic driver, and the rise of a new
A Presence of an innovative financial sector provides access to capital in all its forms (classic : : \
business banks, venture capitalists, crowdfunding etc.). SOC|aI CIaSS, the Creatlve C|aSS
A sStimulation of start-ups, for example in the form of incubators where entrepreneurs can rent T Richard Florida

space in a stimulating environment with other start-ups. This creates a climate where ideas
can be exchanged, problems can be solved collaboratively and innovation is stimulated.
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Challenge 3: Social cohesion, inclusiveness and

solidarity

Securing that the benefits of smart cities are reaped by all groups in our society alike

The Challenge

Although smart solutions have the potential to connect people and to increase social cohesion,
the darker side is the risk of smart city benefits not being reaped by all groups in our society
alike. There are three main causes.

A First, some groups have a lack of 6 d i @iatva li oredaskdof access to modern digital
connections and digital equipment.

A Second, increasing insight in risks (e.g. of becoming ill) due to emerging big data may put
solidarity under pressure.

A Finally, smart solutions can be used by groups to organize themselves andtocreate 6 d i gi t al
gated c o mmu n iwhichean decome a threat to social cohesion and inclusiveness.

Sustainability and social cohesion are under permanent pressure. It becomes clear that
government can not solve these problems on its own. Increasingly, businesses and new
collectives of citizens are encouraged to help solve social problems. The search is for smart
solutions, the result of co-creation between government and businesses, with scalable
business models. To find these, unconventional steps need to be made, for example by
organizing a contest for open data driven solutions to social problems.
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many people justifiably apprehensive.
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the choices we make as individuals,
organi zations, and

I Erik Brynjolfsson

Source: Harvard Business Review, June 2015
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Challenge 4: Security and Privacy

The use of disruptive technologies has downsides too. Our society becomes more vulnerable for cyber crime as much more data is
stored digitally and a plethora of physical objects becomes connected to the Internet

The Challenge

Smart cities are highly digitized cities by nature, characterized by large volumes of data stored
digitally and large numbers of physical objects with an online connection to the Internet. This
can be used in a positive way, by contributing to societal goals, but it is also possible to abuse
the possibilities for criminal purposes.

The Impact

A Privacy violation @ i Almost every aspect of our personal lives is captured in digital data
that is stored somewhere in the digital ecosystem. Whether it is data about our purchases
and payments, our geographical location and movements, our health records, the websites
we visit, the films and series we watch on Netflix, the music we listen to on Spotify, the
photos we store in our iCloud, virtually every aspect of our lives creates a digital footprint.
Every two days, the world creates more data than in the entire human history up to the year
2003. The threat is in the combination of two aspects. First, digital systems can be hacked
with unauthorized access to personal data as result. We have seen many examples of that
in the past years. Second, data analytics has become so powerful it can combine data sets
to infer s o0 me o fifestyls, habits and more. Even to the point that others are able to know
more about a person that the person itself.

A Hacking of connected objects @i With the Internet of Things, all kinds of machines
become connected to the Internet and the role of humans diminishes, even tot the point
they are removed from the equation. This will generate huge increases in productivity. But
there is also a dark side: connected objects are vulnerable for hacking. For many objects,
the risks associated with becoming hacked are limited. However, as objects which are part
of vital infrastructures become connected, hacking is a huge threat. Hacking the control
system of planes, energy plants, pacemakers, self driving cars and may other connected
machines can disrupt vital systems. This goes far beyond the type of hacking resulting in
embarrassing privacy leaks, it creates a real threat to life. The implication of these risks is
to make these connected objects Secure, Vigilant and Resilient.
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Future crimes ©® 1 The increasing digitization causes a paradigm shift in crime. One of the
characteristics of 6 f u tc w i @8 détHalmost unlimited scalability. Traditionally, crime was
always restricted by physical barriers. The number of victims a pickpocket could make was
confined by geographical limitations. When the crime scene shifts from the physical world
to the digital world, these limitations no longer exist and crime becomes scalable too. For
the first time in history, one criminal organization can rob hundreds of millions of people in
one attack.

AMore connections to
vulnerabilities. If you control the code,
you cont r ollMart Goedmamo r

Al | l nventi ons have
I Marc Goodman

-

Have it all: Protecting privacy in the age of analytics, Deloitte
Safeguarding the Internet of Things, Deloitte Review, Issue 17, 2015
Future Crimes: Everything Is Connected, Everyone Is Vulnerable and What We Can Do About It, Marc Goodman,
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Challenge 5: Resilience

N
U

The ability to prepare for and adapt to changing conditions, and withstand and recover rapidly from disruptions due to deliberate

attacks, accidents or naturally threats

The Challenge

One of the consequences of digitization is an increasing dependency on digital technologies. If
vital digital infrastructures fail or become compromised by malicious attacks, serious disruption
of society and economy can be the result. The challenge is to make digital infrastructure and
smart solutions resilient.

How to win
City resilience consists of three different aspects:

A Ensuring continuity of critical services i Critical services like electricity, water,
communication, transportation, etc. are increasingly becoming dependent on smart city
technology. City government will have to identify the most critical services to protect and
take measures to prevent disruption and, should disruption occur, recover from it rapidly.

A Incident response i Critical services like transportation can be disrupted by incidents like
traffic accidents. A resilient smart city uses technology to minimize the impact of such
incidents and to recover from it as fast as possible. This is done by detecting the incident in
real-time, by dispatching emergency services automatically and rerouting traffic while it is
needed.

A Crisis management i In the early stages of a crisis, information is key to making the right
decisions. A smart city supports city government in crisis management by providing
detailed and real-time insights in the situation and analysis tools that can help predict the
effects of different possible decisions and strategies.
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the years and decades ahead, a major storm that
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protected city.
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3. CapablilityFramework
and Maturity Model
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Smart City actor map

A smart city is the result of the efforts of many stakeholders, working together in partnerships of different shape and form. The citizen / user is
at the center of the map, indicating that successful smart cities are always user-centric.

Age
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