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Fraud Risk Management Framework
Governance and Strategy
Group wide mandates,
Strategy and Framework

Oversight

Commitment

Regulatory requirements

Centralised FRM

Roles and responsibilities

3 lines of defence

Reporting of financial crime
losses

Incident/breach reporting,
escalations and assurance

Tone from the top

Fraud Risk Management Controls
Prevention
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•
•
•
•
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•

Ethics Risk Assessment
Fraud Communication
Fraud Awareness training
Fraud risk business process review
Code of conduct and Ethics
Fraud Health Check
Declaration of Interest
Segregation of duties
Employee due diligence
Supplier due diligence
Data Analysis
Fraud Risk Assessment

Detection

•
•
•
•
•
•

Response

•
•
•
•

Effective whistle blower program
Data analytic tools and techniques
Internal audit
Surprise audits
Staff rotation
Utilization of Business intelligence

•
•
•
•
•
•

Fraud Response plan
Investigations
Evidence Management
Quality control and oversight on
investigations
Investigative tools and technology
Planned investigative procedures
Working papers
Skills and experience
Post fraud control review
Stakeholder communication

Insurance Processes
Support Functions

Underwriting

Investment

Premium Collection

Claims Handling

Reserving

M&A Activities

Physical Security
Cyber Security and Response
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Next Generation Forensic

Contact

Willie Oelofse
Associate Director: Risk Advisory Africa
Email: woelofse@deloitte.co.ke
Tel: +254 (0) 20 423 0000
Cell: +254 (0) 717 850 555
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