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Introduction
Welcome to the second in our series of bulletins exploring Software Asset Management (“SAM”) from
alternative angles. Previously, we explored the third party SAM services marketplace, the benefits and
risks of using a third party SAM service provider, and highlighted how organisations can establish third
party risk management practices to manage the risks of using an extended SAM supply chain:
Extracts from Deloitte SAM Bulletin 1: “Managing the risks and realising the opportunities
of using third party Software Asset Management (SAM) providers”
Understand the marketplace

Create a SAM Framework

Define the Risk Appetite and KRIs

But what about once an organisation has entered into a third party SAM services partnership?
How does an organisation monitor their third parties to confirm they are providing the services
that have been paid for? Given the amount of resource and effort required to perform operational
SAM activities, it can be challenging to maintain oversight of third parties that are providing support
on those activities. However, it is important to perform compliance assessment activities on these
third parties, as failing to sufficiently monitor the services that they deliver can prove costly. If a SAM
third party fails to perform contracted SAM activities or the quality of data falls short of required levels
of accuracy, the result can mean software licence non-compliance and unplanned financial penalty.
As such, once a service contract has been agreed with a third party SAM service provider, a core
activity in any organisation’s third party risk management activities should be ensuring that the
supplier (or suppliers) comply with the terms of the agreed contract. As with any contract, third party
SAM agreements may include many complex clauses. To ensure full value for money from third party
SAM relationships, it is important that organisations regularly confirm that their SAM partners are
fulfilling their contractual obligations.
In this second bulletin, we will explore the common contractual risks that are present in a typical SAM
third party services agreement and touch on how to perform an inspection of a SAM supplier against
their contractual obligations to deliver SAM.
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Key SAM supplier contractual compliance risks
The risks that third party SAM relationships pose to an organisation vary both according to the type of
third party relationship that has been established and by the organisations’ risk appetite and risk
priorities. In our previous bulletin, we explored how to establish a risk appetite for SAM services and
to define Key Risk Indicators, based on potential risks that may impact an organisation’s SAM
objectives. The following illustrates some of the key risks that may present themselves for a common
SAM third party relationship - that of a supplier providing a SAM Managed Service:

Software Licence
compliance
position is
inaccurate or
incomplete.

Cost saving
targets are not
met or
monitored; Key
Performance
Indicators (KPIs)
are not tracked
or reported.

SAM Managed
Service Common
Third Party
Supplier Risks

SAM tool does
not cover the full
hardware estate;
third party does
not make the
organisation
aware.

Software
entitlement and
contract
repository is
incomplete
and/or out of
date.

Other non-software specific contract risks that Deloitte have observed include potential errors in
invoices raised for services, a failure to apply volume licence discounts for purchases made on
behalf of the organisation and missed service credits in event a delivered service misses an agreed
Service Level Agreement (SLA).
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Assessing SAM Third Party
Suppliers for their
Contractual Compliance

How to Assess SAM Third Party Suppliers
Conducting an assessment of SAM third party suppliers can be broadly divided into the following main
phases:
•

•
•
•
•
•

Assessing the different SAM suppliers (where more than one is used) to identify any suppliers whose
services may be higher risk to the organisation, and to identify the supplier that is the highest
priority to be assessed for contractual compliance (Aligning this assessment to organisational Key
Risk Indicators ensures that the risks that are of priority to the organisation are fully considered);
Identifying all the contracts related to SAM for the target supplier;
Analysing the contract(s) to identify the key clauses for which the supplier will be assessed for
compliance;
Notifying SAM suppliers that the organisation intends to perform an audit of their compliance;
Creating a test plan that effectively assesses the supplier’s compliance with the contractual clause;
and
Initiating the plan and performing the compliance testing.
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Step 1: Identify SAM Suppliers to Assess
The first step in performing a SAM service compliance assessment, where multiple third parties are
used, is to identify the suppliers whose services are critical to the organisation’s software licence
compliance or are high-risk as defined within the organisation’s risk appetite. In the event that a single
SAM third party supplier is used, this task is simple. However, increasingly Deloitte has observed that,
in order to realise the benefits of a wide breadth of experience, subject matter expertise and to
capitalise on the competitive marketplace, many organisations employ more than two third party
suppliers to provide aspects of their SAM services. As such, it is important to understand which third
party SAM supplier performs services which represent a high risk to the business, as illustrated below.

An organisation should define what their key risks are and the weighting they have when performing an
assessment priority. A key risk may, for example, be either:
•
•

A service provided that is integral to the operating functionality of an organisation, (for example
procurement and install of software) without which, an organisation may not be able to function
properly); or
An activity, such as software licence compliance reporting, which if not performed, may result in
risks not being identified properly or on a timely basis.

Other risks may be services being performed which are not critical to the operational running of an
organisation, but nevertheless may subsequently represent a lower level risk to the organisation if not
completed.
© 2018 Deloitte LLP. All rights reserved.

SAM Service 4

SAM Service 3

SAM Service 2

Supplier to be assessed

SAM Service 1

Materiality of service (Severity of
impact of service failure)

An example method that may be used to prioritise the SAM suppliers to be assessed is to measure
each outsourced SAM service against the materiality of that service – i.e., the impact that the failure of
the services would have to the business. By performing this exercise, a view of the services that may
be of priority for assessment begins to become apparent:

SAM Services outsourced to a third party
This method of assessment clearly highlights the highest-risk SAM suppliers to an organisation. Within
some organisations, there may also exist multiple contracts for a single supplier and this process may
be repeated at a more granular level, to identify what contracts are of the highest priority to be
assessed:

Contract 1

Compliance
assessment
scope
SAMspecific
clause

Chosen SAM
Third Party
Supplier for
Assessment

Contract 2

SAMspecific
clause
SAMspecific
clause

Contract 3

SAMspecific
clause
SAMspecific
clause
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Step 2: Agree Key Objectives and Priorities for an
Assessment
The assessment needs a clear objective to ensure that the inspection is performed in a co-ordinated
fashion and that the information obtained in the assessment is relevant and can be quantified to
identify supplier compliance. An organisation should identify what it is they are looking to obtain or
understand from the assessment. We have outlined a number of key areas that may be of
consideration:
Reliance on Software

Proportion of Software estate the
third party manages

The level of reliance on the
software products for which the
third party provides services.
Area of coverage

SAM suppliers that manage a
large proportion of the estate or
high-risk applications may be
more beneficial to assess that
those managing applications or
areas of SAM that are not of
priority to the organisation.

SAM agreements that span
multiple geographical areas may
be of high importance to assess.
Conversely, when assessing the
contractual compliance of a multinational SAM partner, a larger
geographical area may present
challenges to audit.

Reputational considerations
and media coverage

Key stakeholder views
Stakeholders may have SAM
suppliers they may wish to
explore as a priority and should
be consulted when scoping the
contracts to assess.

Complexity of billing

The reputational impact that a
failure of cybersecurity may pose,
which is caused by SAM and/or
data security failures.

Contractual agreements with
highly complex billing
processes and clauses may
represent a potential area of
high financial risk and may be
of interest to explore further to
confirm compliance.

In addition to identifying what KRIs are aligned to each supplier, organisations must also consider
these other key factors and a scoring method should be defined, with a high and low threshold of risk
for each risk factor agreed. By performing an initial assessment of these factors against financial risk
and assigning a rating to each of them, an overall level of risk can be determined and plotted against
other SAM third party supplier contracts. This can provide a clear indication of the risk levels that each
supplier and contract represents to an organisation and thus, the priority for each assessment.
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Approaching the SAM Third
Party Supplier

Step 3: Confirm Audit Rights
Before an assessment of a SAM third party can even be started, it is important to understand what
rights have been agreed with the supplier to perform such an assessment. Generally, these rights are
detailed within the terms of the contract in an ‘audit clause’. The terms of this clause may have a
bearing on what activities can be performed and whether an inspection can even be conducted.
Where a right to audit is in place, the supplier should be approached to notify them of the intention to
audit, in line with any audit notification clauses in the contract. In the event that no audit clause is in
place within the contract, organisations may be in a position to leverage their relationship with the
supplier to agree for an assessment to be conducted.
Once a dialogue has been established, a scope and plan can be agreed between the organisation and
third party as to how the assessment will be performed.

Step 4: Agree Activities and Topics to be Covered
For every SAM service that is outsourced, there are a number of activities or topics that represent a
greater risk and/or area of preferred focus for an organisation than others. As such, an agreed scope
should be drawn up that outlines the topics that are to be assessed and the activities that are to be
performed for each topic, to verify compliance. As each topic may require a different type of analysis,
creating a working plan and scope will help to set up the terms of the assessment. Some of the key
clauses that may be considered as part of a SAM third party contractual compliance assessment
include:
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Step 5: Measuring a Supplier’s Compliance
By this point, key SAM suppliers will have been identified and the contracts and clauses to be assessed
agreed. But how does an organisation test the supplier’s compliance against these contractual
requirements? Firstly, it is necessary to determine what analysis can be performed using data that is
available internally to the organisation, and what information and activities may require input from the
SAM third party.
In some instances, relevant data may be already available internally, for example, where regular
internal reporting on SLAs is already being performed. As such, it is important to discuss the audit with
key stakeholders internally, to understand what monitoring is in place and the data that is collated, to
support the compliance assessment. Further, the type of testing to be performed will depend on the
nature of the SAM work that the supplier is providing and the clauses agreed to be assessed, which will
then inform the data required. For example, in a SAM Managed Service, in the event a supplier is
contracted to report on software licence compliance across an organisation’s hardware estate using a
SAM tool:

The key to testing the third party’s contractual compliance is to have in mind at all times what the
desired outcome of the testing is. What information are you trying to find out by doing the testing?
What kind of output are you looking for? Will the data provided be qualitative or quantitative, and will
this influence the type of testing that can be performed?
When the type of data that is required to be provided by the SAM third party supplier is identified, a
request to the supplier can then be created. The supplier’s response to this request can provide useful
information to the assessment in itself, in the event that data cannot be supplied or is not available in a
timely manner, in line with any Service Level Agreements in the contract.
Once the compliance assessment has been performed, the testing conducted and a report created of
the findings, in the event that non-compliance has been identified, it will be necessary to discuss the
observations with the third party supplier. It is useful to refer back to the contract with the supplier, as
it is possible that procedures for reimbursement or obtain service credits have already been agreed.
This point is also a good opportunity to assess and discuss with the SAM supplier any opportunities for
improving processes to avoid such instances from re-occurring. In the event any non-compliance has
been identified internally, the same exercise can be applied to the organisation’s own processes. We
will be exploring the subject of performing internal audits in relation to SAM in a future bulletin.
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Conclusion
Monitoring of SAM third party suppliers is an important activity for any organisation leveraging the
skills and expertise of SAM third parties to deliver SAM services. Only by performing such compliance
exercises on an iterative basis can a level of assurance be gained on the effectiveness of the third
parties’ activities.
Consequently, by verifying that all contractual obligations are being conducted in line with
expectations, an organisation gains a greater reassurance that its software is being managed
appropriately, that it is compliant with the terms of its software licensing agreements, and that it is
realising the full value that SAM third party suppliers offer. A supplier compliance inspection provides
valuable data not only on the effectiveness of the third party supplier, but on the effectiveness and
completeness of a SAM function as whole. They may also serve to highlight potential gaps in controls
and processes, and the overall SAM framework and identify areas where additional verification and
validation is required on third party contributions to a SAM function.
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