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Foreword from William Touche

Dear Public Company Director,

This survey represents our second review of cyber reporting by the UK’s FTSE 100, designed 
to help you identify examples of good practice and to offer insight about how to keep the 
users of annual reports informed.

In summary: progress has been made. Companies are talking about cyber risk more and are 
including more detail about governance structures and mitigation. This year 99 out of 100 
companies mention cyber risk.

However, a substantial majority of companies are still not reporting that they receive and 
deal with cyber attacks. Companies should consider whether this is somewhat disingenuous 
– after all, investors, regulators and the informed public are well aware that companies will 
regularly be fending off cyber attacks of varying degrees of sophistication.

Key to disclosures on cyber risk and other complex or long term risks is building trust 
between the company, its shareholders and its wider stakeholder community. This means 
transparency of disclosure. This trust, once established, is a powerful tool to build reputation 
and customer loyalty.

As this is an area of interest to investors, we would encourage boards to ensure cyber risk 
does not “slip through the net” when finalising reporting.

So, what can we conclude from a review of FTSE 100 annual report disclosures?

 • Every sector, although not every company, identifies cyber as a principal risk – think 
carefully if you have not done so.

 • The value destruction capability of cyber risk is very high, ranging from remediation 
demands to huge reputational damage. Detailed disclosure is therefore worthwhile to 
highlight the risks to shareholders and let them know you are taking it seriously.

 • The better disclosures are company specific, year specific and provide sufficient detail to 
give meaningful information to investors and other stakeholders.

 • Boards and board committees are increasingly educating themselves about the cyber 
threat and challenging management on how they are dealing with the risk.

 • Companies should take credit for what they are doing, including describing who has 
executive responsibility, how they report to the board, board level responsibilities, the 
policy framework, internal controls, and disaster recovery plans.

 • Boards should think about what could be missing from their disclosures. We have provided 
some useful pointers in Appendix 1.

 • Finally, if your disclosure does not look strong enough after taking credit for what the 
company is doing already, it is time to ask whether you are actually doing enough to manage 
cyber risk.

Reporting on cyber risk
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Of course, privacy and data protection is a hot topic at the moment as the General Data 
Protection Regulation (GDPR) comes into force on 25 May. We have not focused on company 
disclosures on their progress in implementing this regulation as it is frequently identified  
as a regulatory risk, as opposed to a technology-related risk.

Do get in touch with your Deloitte partner, the cyber risk and crisis management specialists 
named in the contact list or my Deloitte governance team if you would like to discuss any 
areas in more detail. And don’t forget you can join us at the Deloitte Academy where we  
host live updates to air current issues and enable you to swap notes with your peers.

At a glance
 • 99% of the FTSE 100 mentioned cyber risk (2017: 95%).

 • 89% clearly pulled out one or more types of cyber risk as a principal risk in their 
disclosures (2017: 87%).

 • The most common impacts disclosed were the potential disruption of business/
operations 70% (2017: 68%), data loss 58% (2017: 45%) and reputational damage 56% 
(2017: 58%).

 • 23 companies acknowledged employee risk as one of the biggest threats to cyber 
security and data loss, a significant increase compared to 2017. 

 • 8% of board disclosures indicate that there is a director on the board with direct 
specialist expertise (2017: 5%). 

 • 58% mentioned contingency plans, crisis management or disaster recovery plans as a 
mitigating action for cyber risk. Only just over half of these reported that these plans had 
been tested during the year – and only two boards disclosed oversight responsibilities 
for these plans. 

 • Only 8% mentioned insurance against cyber risk (2017: 5%) – something cyber 
professionals believe has become critical. 

 • Only 11% (2017:10%) cited cyber security incidents in their organisation. Transparency  
on this topic is key to building long term trust.

Yours faithfully,

William Touche
Vice‑Chairman
Leader of Deloitte UK Centre for Corporate Governance
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In this section, we look at whether cyber has been identified as 
a principal risk in the strategic report.

If so, we ask how those risks have been categorised – for 
instance as strategic or as operational risks – and whether 
companies have disclosed a change in the likelihood of the risk 
since their previous annual report.

We also look at how specific companies have dealt with their 
exposure to different types of cyber crime and how companies 
described the potential impact of cyber risk on their operations.

1.1 Did companies recognise cyber risk as a principal risk?
We started by analysing how cyber risk was reported in the annual report of each FTSE 100 
company.

89% of the FTSE 100 clearly pulled out one or more elements of cyber risk as a principal risk in 
their disclosures (2017: 87%).

Companies disclosed four types of cyber risk: cyber crime, IT systems failure (not 
necessarily related to cyber crime), data protection (the risk of data loss) and data theft or 
misappropriation. In our opinion the better disclosures incorporated discussion of all key 
cyber risk elements.

Although a majority of these companies (47 companies or 53%) also mentioned that the  
risk had increased compared to the previous year, this was lower than the prior year,  
when 56 companies mentioned that the risk had increased (64%).

1. Do companies describe cyber risk clearly?

0 20 40 60 80 100

Data theft/misappropriation

Data protection/protection
of ‘sensitive information’

Failure of IT systems

Cyber crime/attack/threat

2018

2017

Figure 1. Types of cyber risk identified in FTSE 100 annual reports

89% of the FTSE 
100 clearly pulled 
out one or more 
elements of cyber 
risk as a principal 
risk in their 
disclosures  
(2017: 87%).
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Cyber crime or cyber attack was identified as an aspect of the principal risk by 83%, a 
substantial increase from 72% in 2017. IT systems failure was identified in the principal risks 
disclosure by 71% of the FTSE 100.

We define data protection risk as the risk around sensitive information, in particular 
compliance with data protection regulations. This was called out by 63% (2017: 59%) of 
companies, while data theft or misappropriation of data, including intellectual property (IP) 
was specifically identified as a further risk in addition to cyber crime in 44% of annual reports, 
up from 33%.

For almost half of the FTSE 100 to call data theft out as a principal risk indicates just how 
reliant we all are on technology, and how this increases our vulnerability.

77%

7%

7%

2%

2018 2017

7%

84%

5%
3%

3%
5%

Figure 2. Cyber risks as categorised in FTSE 100 annual reports (%)
Presentation of cyber risk in principal risk section by category

Operational risks Strategic risks Legal and compliance risks

Information systems or technology risk Other

Most of the companies that categorised their principal risks (30 of the FTSE 100) recognised 
cyber risk as part of operational risk. 

Some reports grouped cyber risks under strategic risks, together with the risk of catastrophic 
events, due to their potential major impact.

1.2 Were companies specific about the types of cyber crime they face?
Companies that are more specific about the nature of the cyber crime they have experienced, 
or believe they are exposed to, are more likely to be more specific about the management 
or mitigation they seek to apply (see section 3) – this of course encourages better disclosure 
overall. Figure 3 explains the nature of the cyber crime mentioned by the 83 companies that 
identified cyber crime as an aspect of their principal risk.

For almost half of 
the FTSE 100 to 
call data theft out 
as a principal risk 
indicates just how 
reliant we all are 
on technology, and 
how this increases 
our vulnerability.

Some reports 
grouped cyber 
risks under 
strategic risks, 
together with the 
risk of catastrophic 
events, due to their 
potential major 
impact.
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Figure 3. Types of cyber crime FTSE 100 companies disclose they face
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It is immediately obvious that companies do not have a consistent approach to calling out the 
types of cyber crime they face. For instance, although unauthorised access to systems is a 
threat broadly faced by all companies with digital assets, only 20% (2017: 19%) mention that 
threat. 

There is a broad spread of other threats mentioned by companies, notably the threat of 
malware (including computer viruses), which rose to 18% compared to 13% in the previous 
year, and hacking and/or hacktivists at 11% (2017: 13%). It was more common to see specifics 
about the types of cyber crime faced from companies in the financial services sector. 

Although 
unauthorised 
access to systems 
is a threat faced by 
all companies with 
digital assets, only 
20% mention that 
threat. 
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1.3 How did companies describe the impact of cyber risk?
The most common impact, mentioned by 70% of the FTSE 100, was the potential disruption 
of business/operations, 58% mentioned data loss (up from 45% last year) and 56% mentioned 
reputational damage.

The majority of the FTSE 100 also mentioned financial loss when discussing the potential 
impact of cyber risk. We observed discussion of impact on revenue, profit, remedial costs 
and knock-on effects on cash flows. A substantial minority of reports cited potential penalties 
arising from regulatory non-compliance and other legal consequences, such as contractual 
damages or inability to meet contractual obligations.

A few companies commented on the potential impact on the financial reporting process and 
the integrity of financial reporting, particularly in relation to the impact of IT systems failure. 
This year one FTSE 100 annual report also identified the risk of damage to brand reputation 
due to adverse comment on social media regarding cyber breach or data loss.

We have classified financial loss as distinct from theft or fraud leading to funds being 
misappropriated.

Figure 4. Potential impact of cyber risk as described in FTSE 100 annual reports

0

10

20

30

40

50

60

70

80

20172018

Im
pa

ct
 o

f c
yb

er
 ri

sk

70
58 56 54 54

58
45

33 30
21

15 15 8 71 0
14

48

68

Im
pa

ct
 to

 fi
na

nc
ia

l
re

po
rt

in
g 

pr
oc

es
s

Lo
ss

 o
f c

om
m

er
ci

al
ad

va
nt

ag
e

M
is

ap
pr

op
ria

tio
n 

of
fu

nd
s,

 fi
na

nc
ia

l f
ra

ud

Lo
ss

 o
f i

nt
el

le
ct

ua
l

pr
op

er
ty

Lo
ss

 o
f c

lie
nt

/
in

ve
st

or
 c

on
fid

en
ce

Le
ga

l/c
om

pl
ia

nc
e

im
pl

ic
at

io
ns

 

Fi
na

nc
ia

l l
os

s

Re
pu

ta
tio

na
l

da
m

ag
e

D
at

a 
lo

ss

Bu
si

ne
ss

/o
pe

ra
tio

ns
 d

is
ru

pt
io

n

This year one FTSE 
100 annual report 
also identified the 
risk of damage to 
brand reputation 
due to adverse 
comment on social 
media regarding 
cyber breach or 
data loss.
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Some companies also mentioned cyber risk in relation to the potential impact on their 
ongoing viability, which they disclosed in their viability statements, with examples of 
disclosure including descriptions of potential information security scenarios. 

Impact of cyber 
risk on ongoing 
viability has been 
disclosed by some 
companies in their 
viability statements, 
describing 
information 
security scenarios.

1.4 Did companies acknowledge employee risk?
Although there is debate in the cyber security community as to whether employees are 
responsible for their role as one of the biggest threats to cyber security and data loss, or 
whether this is instead due to underlying poor security design, the fact remains that there 
are no completely reliable safeguards to employee risk. Last year very few companies 
acknowledged this in their annual reports. 

This year we identified a substantial increase in the number of annual reports identifying a 
significant internal threat – now 23 of the FTSE 100 – generally commenting on employees or 
contractors. This is encouraging as it indicates that understanding of the threat environment 
at a senior level is moving on.

As recognition increases that the internal threat is significant, we expect to see more UK 
companies acknowledging the significant threat of employee action, intentional or otherwise 
(e.g. phishing emails) and explaining how the risk is managed or mitigated.

1.5 Did companies acknowledge third party risk?
Another challenging area where we have seen more and clearer disclosure this year is in 
third party risk – the risk that a supplier, or even a customer, who interacts with a company’s 
systems, may open that company to unauthorised access. 

7

Governance in focus  | Cyber risk reporting in the UK



In this section, we look at whether the FTSE 100 demonstrate 
how seriously their boards take ownership of cyber risk in 
the corporate governance statement. We focus attention on 
whether the board or a board committee is clearly leading 
the way and whether disclosures demonstrate that the board 
provides appropriate challenge to management.

2.1 Did boards take ownership of the risk in their annual report?
79% of FTSE 100 companies mentioned cyber security in the corporate governance statement 
(2017: 76%). This compares to 89% that identified cyber risk as one of their principal risks and 
uncertainties.

Despite the executive and boardroom focus on this risk, our survey found that only 8%  
of FTSE 100 boards (2017: 5%) appear to have a director with direct specialist expertise.1  
A handful of other boards mentioned information technology or digital skills in board 
member biographical details or skills tables, but without providing sufficient detail for  
us to conclude on the relevance of this experience.

This year we have seen some FTSE 100 boards being more open about the need for cyber 
expertise on the board. 

Better disclosures in the corporate governance statement around cyber risk include detail 
regarding the focus of the board on providing suitable challenge to management in this area. 
For instance, they mention the work performed or even a programme of continuous cyber 
risk monitoring by the board or by a board committee. These programmes typically include 
the receipt of a regular report in relation to cyber security, regular updates from the Head of 
IT, arranged visits to IT security centres, meetings with external experts, and obtaining and 
assessing external expert reports prepared on the company.

It is useful to explain how matters considered at committee level have been pulled together 
into a comprehensive response at board level.

45% of FTSE 100 boards and/or board committees disclosed that they received at least one 
report on cyber security during the year (2017: 39%). Just 21% disclosed ‘regular’ receipt of 
updates to the Board and/or committees in relation to cyber security (2017: 18%). Disclosed 
frequency of these ‘regular’ reports or updates varies from monthly to bi-annually.

2.2 Did boards disclose detail about the governance of cyber risk in their 
annual report? 
Cyber security was mentioned as a matter covered by the audit committee (58%; 2017: 60%) 
or the risk committee (16 companies compared to 14 companies in 2017). In one case this 
year an audit committee terms of reference summary in the annual report referred to cyber 
security. 

2. Do boards demonstrate ownership?

1  We looked for executive or non-
executive directors described 
as having current or recent 
experience in cyber security, 
or in Chief Information Officer, 
Chief Technology Officer, Chief 
Information Security Officer  
or IT director roles.

Only 8% of FTSE 
100 boards 
appear to have a 
director with direct 
specialist expertise. 
This year we have 
seen some FTSE 
100 boards being 
more open about 
the need for cyber 
expertise on the 
board.

It is useful to 
explain how 
matters considered 
at committee level 
have been pulled 
together into a 
comprehensive 
response at board 
level.
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The level of 
audit committee 
disclosure on 
cyber risk was 
highly variable 
with many audit 
committee reports 
simply citing cyber 
security in a list of 
topics considered 
as part of internal 
financial control.

The level of audit committee disclosure on cyber risk was highly variable with many audit 
committee reports simply citing cyber security in a list of topics considered as part of 
internal financial control. Clearly, this does not add much to an investor’s understanding of 
the board’s interest in, and ownership of, an important topic. 

8% of FTSE 100 companies disclosed that they have a Chief Information Security Officer 
(CISO) as part of the executive team. In most cases this is in the context of the CISO being a 
member of executive committees focusing on cyber security and reporting into the Board, 
for instance a group risk or data governance committee. One company disclosed that the 
CISO regularly meets with and briefs the audit committee, an example of clear governance 
structures in cyber security. 

Some companies helpfully disclose more detail about the governance model applied to 
cyber risk throughout the organisation, although in some cases this is a brief mention of 
the structure applied. For instance, one company talks about moving the CISO function into 
the risk and compliance function, but without providing further detail on why or how the 
governance model would work.

8% of FTSE 
100 companies 
disclosed that 
they have a Chief 
Information 
Security Officer 
(CISO) as part of 
the executive team. 
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In this section, we look at how effectively FTSE 100 companies 
describe the management and mitigation strategies they apply 
to cyber risk, in particular:

• executive level responsibilities;

• contingency, crisis management or disaster recovery plans;

• IT policies;

• internal controls over cyber risk;

• systems testing;

• third party expertise, including external assurance; and

• other ways of mitigating or managing the risks, such as staff 
training, insurance and continuous monitoring.

3.1 Do companies disclose who is responsible for cyber risk?
One straightforward way that companies can demonstrate to investors that addressing cyber 
risk is a priority is to show they have thought about where responsibility lies at executive 
level, the reporting lines to the CEO and the board and whether a specialist non-executive 
director is needed. The better disclosures mention clear ownership and reporting lines in 
relation to cyber security and regular board engagement.

7% of the FTSE 100 mentioned that they created a new role/body to have overall 
accountability for cyber risk during the previous year. This compares to 11% in our 2017 
report, meaning that almost one in five FTSE 100 companies has revisited the governance 
around cyber and data risk over the past two years – a good indication of how seriously these 
organisations take the risk. 

We observed a noticeable increase in disclosed responsibility for cyber security this year.  
38% of the FTSE 100 (2017: 27%) clearly identified a person or team with responsibility for 
cyber security.

3.2 What do companies disclose about contingency plans, crisis 
management or disaster recovery plans?
More than half of FTSE 100 companies mentioned contingency plans, crisis management or 
disaster recovery plans as a mitigating action for cyber risk. However, only just over half of 
these (57%) reported that these plans had been tested during the year.

We expect that some companies did not take credit for having suitable plans in place and that 
plans are likely to be tested regularly. It would be helpful to investors and other stakeholders 
to understand that plans are in place and that they are tested regularly, especially in sectors 
with a particularly high exposure to cyber risk in their operations.

3. Are mitigating activities well explained?

Almost one in 
five FTSE 100 
companies has 
revisited the 
governance around 
cyber and data 
risk over the past 
two years – a good 
indication of how 
seriously these 
organisations take 
the risk
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We have also looked for the board’s involvement in assessing disaster recovery, crisis 
management or contingency plans in relation to cyber security, in particular involvement in 
how a scenario would be managed for reputation and business continuity purposes. Whilst 
last year we did not find any evidence of board involvement in disaster recovery plans in the 
annual reports, this year two companies put their hands up to explain that the board or a 
committee has oversight of this process. This is a topic companies should consider in future 
reports.

3.3 Do companies disclose internal controls and IT policies as ways of 
managing cyber risk?
All FTSE 100 companies would be expected by their investors and other stakeholders to have 
internal controls and IT policies in place to manage IT security issues.

38% of FTSE 100 companies mentioned having specific policies in relation to cyber/data 
security as a mitigating factor (2017: 29%). 14% of companies mentioned review/update to,  
or improvement in, their policies in relation to cyber security during the year.

Over half of companies mentioned internal controls in place as a mitigating factor in relation 
to cyber risk, and 31% disclosed changes to improve internal controls relating to cyber 
risk during the year. This is a substantial change from the previous year, where only 38% 
discussed internal controls and only 7% mentioned changes to those internal controls –  
a real improvement in disclosure.

More than half 
of FTSE 100 
companies 
mentioned 
contingency plans, 
crisis management 
or disaster 
recovery plans as 
a mitigating action 
for cyber risk. 
However, only just 
over half of these 
(57%) reported that 
these plans had 
been tested during 
the year.
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3.4 Do companies disclose other forms of management or mitigation?
In our experience, larger companies generally have all or most of the management or 
mitigation strategies discussed above: someone who deals with cyber risk, a policy 
framework, and internal controls and disaster recovery plans. However there are other 
effective ways of addressing cyber risk which can help to offer additional confidence to 
investors and other stakeholders. We analysed what types of other targeted measures  
were disclosed.

Staff training
31% of FTSE 100 companies mentioned delivering staff training in relation to cyber risk during 
the year (2017: 31%) and 12% of companies mentioned that cyber related training had been 
delivered to the board (2017: 10%).

Insurance
8% of FTSE 100 companies mentioned insurance against cyber risk (2017: 5%) – something 
cyber professionals believe has become critical.

Some FTSE 100 companies mention that cyber insurance is covered under their policies for 
general business continuity insurance.

Systems testing
20% of the FTSE 100 mentioned that some form of vulnerability testing, penetration testing, 
“ethical hacking”2 or other cyber risk specific testing had been performed during the year 
(2017: 22%). This is particularly helpful disclosure as it demonstrates that the company has  
a way of identifying and addressing flaws in their existing protections and that it is committed 
to fixing those flaws.

External assurance or assistance
Just 7% of the FTSE 100 disclose external assurance activities in relation to cyber risk  
(2017: 9%). Four companies mentioned ISO certification (ISO27001) as a mitigating factor 
(2017: one company).

Continuous monitoring
Another management strategy disclosed was the use of global 24/7 security operations 
monitoring centres, demonstrating the level of importance and the level of control 
those companies maintained in relation to cyber security. Easyjet mentioned “quarterly 
vulnerability scanning”, which is a good example of a clear disclosure of regular monitoring.

Examples
Good disclosures of principal risks, including management or mitigation strategies, should be 
specific to the business and tell investors and other stakeholders the key things they need to 
know.

2  Ethical hacking is the exercise of 
testing companies’ cyber security 
in the same way as a malicious 
hacker would test it, but with the 
ethically sound goal of improving 
the company’s security. 
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In this section, we look at whether FTSE 100 companies 
describe their experience of cyber breaches and how they have 
addressed the challenge of disclosure.

4.1 Did companies disclose cyber security breaches?
Almost all companies experience some degree of cyber security breach reasonably regularly. 
However, not all of these are sufficiently significant that they will become public knowledge.

Most of the FTSE 100 mentioned an increase in cyber security breaches in their industry, 
however substantially fewer (11%; 2017: 10%) cited cyber security incidents in their 
organisation. Only three of these included more detail than a brief mention of experiencing 
attacks of various sorts.

4. Are cyber security breaches described?

Most of the FTSE 
100 mentioned 
an increase in 
cyber security 
breaches in their 
industry, however 
substantially fewer 
(11%) cited cyber 
security incidents in 
their organisation.

Principal risk Risk movement Key controls and mitigating factors
Safety
Failure to meet safety standards in relation  
to workplace or product, resulting in death, 
injury or illness to customers, colleagues,  
or third parties.

1

We continue to 
focus our efforts on 
controls to ensure 
workplace and 
product safety.

Our dedicated Quality Standards team undertakes horizon scanning to keep abreast  
of and inform new product safety legislation. Standards for health and safety are 
defined for all of our sites. Health and safety monitoring processes are in place  
and we have created a Group team whose primary objective is to ensure that safety 
standards are met. 

Global Product Safety Standards are communicated to our suppliers and tested 
through our audit programmes.

People
Failure to attract, motivate and retain the most 
talented colleagues and develop the required 
culture, leadership and behaviours to meet our 
purpose, resulting in an inability to achieve our 
business objectives.

1 6

Our people are our 
most valuable asset. 
We continue to 
advance diversity and 
inclusion and see a 
strong improvement 
in colleague 
engagement.

The Executive Committee meets regularly to review and monitor people policies and 
procedures and talent development. Objectives and remuneration arrangements for 
senior management are approved by this Committee. Objectives and remuneration 
arrangements form part of a coherent and consistent remuneration framework and 
have been redesigned to promote appropriate behaviours as well as the delivery of 
results. Talent planning, training and people development processes are embedded 
across the Group.

We seek to understand and respond to colleagues’ needs by listening to their feedback 
from open conversations, social media, colleague surveys and performance reviews. 

We have implemented ethical rules, guidelines, policies and procedures in line with  
our values. Training around our Code of Business Conduct has been recently updated 
and relaunched across the Group.

Tesco Bank
Tesco Bank is exposed to a number of risks,  
the most significant of which are credit risk, 
operational risk, liquidity and funding risk, market 
risk, and legal and regulatory compliance risk.

1

The Bank continues  
to actively manage  
the risks to which  
it is exposed.

The Bank has a defined risk appetite which is approved and reviewed regularly by both 
the Bank’s Board and the Tesco PLC Board. The risk appetite defines the type and 
amount of risk that the Group is prepared to accept to achieve its objectives and forms 
a key link between the day-to-day risk management of the business, its strategic 
priorities, long-term plan, capital planning, liquidity management and stress testing. 
Adherence to risk appetite is monitored through a series of ratios and limits.

The Bank operates a risk management framework that is underpinned by governance, 
policies, processes and controls, reporting, assurance and stress testing.

There is Bank Board risk reporting throughout the year, with updates to the Tesco PLC 
Audit Committee by the Bank CFO/Audit Committee Chairman. A member of the Tesco 
PLC Board is also a member of the Bank’s Board.

In November 2016, Tesco Bank’s debit cards were the subject of an online fraudulent 
attack. The Group’s priority throughout was to ensure customers’ accounts were 
protected and that it communicated with customers immediately and transparently, 
reassuring customers that there was no data loss or breach of systems. The Group has 
undertaken immediate remedial action and an independent review of the issue and 
continues to work closely with the authorities and regulators on this incident.

Booker merger 
In January 2017, the boards of Tesco PLC and Booker Group PLC, announced their agreement, subject to regulatory approval, 
shareholder approval and other conditions to a merger. As well as the risk of conditions to closing not being met, the ability  
to realise the expected strategic and financial objectives is subject to a successful and timely integration process.

Brexit
The result of the referendum on the United Kingdom’s membership of the European Union leading to the departure of the UK 
from the EU (Brexit), could cause disruptions to and create uncertainty around our business, including affecting our relationships  
with our existing and future customers, suppliers and colleagues. These disruptions and uncertainties could have an adverse 
effect on our business, financial results and operations. As further details of the Brexit terms emerge, the management will 
continue to assess the potential risks and impacts of these on Tesco stakeholders.

Tesco PLC Annual Report and Financial Statements 201730

Principal risks and uncertainties continued

Tesco Bank discloses a cyber breach and ensures that the focus of the disclosure is on the 
company addressing the risk going forward. The Chairman also briefly discussed the breach 
in his statement elsewhere in the annual report.
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Cyber risk is a worldwide risk and a patchwork of guidance  
is emerging.

EU regulation, including the upcoming Directive on security of network and information 
systems (NIS Directive) and the General Data Protection Regulation (GDPR) will require 
disclosure to competent authorities around cyber incidents, but this will not necessarily 
include public reporting. 

There is some specific guidance and new plans in the USA and it is likely that expectations 
from UK regulators and investors around disclosure will only increase in this area.

5.1 Disclosure guidance
There is no specific disclosure guidance in the UK, although both investors and the FRC have 
mentioned cyber risk as one risk that should be considered when reporting on principal risks 
and uncertainties.

The FRC’s draft updated Guidance on the Strategic Report calls upon boards to consider 
non-financial as well as financial risks. It also mentions the importance of explaining potential 
changes to the strategy and business model arising from long-term systemic risks which may 
have a material effect on the entity’s ability to generate and preserve value, which for some 
companies may include risks arising from changing technology. 

The draft Guidance also uses cyber risk as an example of disclosure on changes in the risk 
profile of an entity. It explains that risk disclosures should identify where a risk has increased, 
explain the ways in which the risk could affect the business - “for instance, a cyber attack, loss 
of sensitive data leading to a lack of customer confidence, a failure of IT systems leading to 
a failure to operate certain elements of the business, etc.” The mitigation description should 
explain how mitigation has addressed the increased risk profile. 

5.2 Guidance from the Securities and Exchange Commission (SEC)
In the USA, there is existing guidance specifically dealing with disclosures around 
cybersecurity, dating back to 2011. 

The Securities and Exchange Commission (SEC) Division of Corporate Finance has issued 
further interpretive guidance taking effect from 26 February 2018, reminding registrants of 
their existing responsibilities – including insider trading prohibitions – and helping to tailor 
advice to the particular challenges of cyber. 

The guidance takes pains to point out that disclosure is not expected to provide a roadmap 
that could expose features of the company’s cybersecurity and put it at risk.

5. Professional guidance

There is no specific 
disclosure guidance 
in the UK, although 
both investors 
and the FRC have 
mentioned cyber 
risk as one risk 
that should be 
considered when 
reporting on 
principal risks and 
uncertainties
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Key features of the SEC guidance include:

 • inclusion of cyber risk as a risk factor, where relevant, having considered the 
probability of cyber incidents occurring and the quantitative and qualitative 
magnitude of those risks;

 • the importance of maintaining comprehensive policies and procedures related to 
cyber security risks and incidents; 

 • adequately describing the risk, which could include;

 – discussion of aspects of the registrant’s business or operations that give rise to 
material cybersecurity risks and the potential costs and consequences;

 – to the extent the registrant outsources functions that have material cybersecurity 
risks, description of those functions and how the registrant addresses those risks;

 – description of cyber incidents experienced by the registrant that are individually, 
or in the aggregate, material, including a description of the costs and other 
consequences;

 – risks related to cyber incidents that may remain undetected for an extended period;

 – description of relevant insurance coverage; 

 – disclosure of known or threatened cyber incidents to place the risk in context – this 
encourages discussion of specific real events rather than theoretical events; and

 – management’s discussion and analysis should include description of material 
events, trends or uncertainties relating to cyber risk, including those arising from 
actual incidents.

 • disclosure of the impact of cyber incidents on particular business segments or future 
viability; and

 • discussion of deficiencies in disclosure controls and procedures identified through 
management’s assessment of the effectiveness of those controls.
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This section pulls together additional resources that may be useful as a deeper dive on governance topics of interest, or which 
we believe can add insight on cyber risk and the impacts that can be associated with it. 

As always, do get in touch with your Deloitte partner or with us in the Deloitte governance team if you would like to discuss 
any areas in more detail. All our governance publications are available to read and download from www.deloitte.co.uk/
governancelibrary. 

External resources – UK

Further resources

Audit insights: cyber security – 
Taking control of the agenda 
(ICAEW Information Technology 
Faculty publication.

“FRC’s Draft amendments 
to Guidance on the Strategic 
Report: Non-financial 
reporting”

Financial Reporting Council

August 2017

Draft amendments to 
Guidance on the Strategic Report
Non-financial reporting

Accounting and Reporting

Exposure Draft

Further copies, £17.00 (post-free) can be obtained from:

FRC Publications
Lexis House
30 Farringdon Street
London
EC4A 4HH

Tel: 0845 370 1234
Email: customer.services@lexisnexis.co.uk
Or order online at: www.frcpublications.com

Cover.qxd  10/08/2017  11:22  Page 1

Audit insights: cyber security – 
Closing the cyber gap 
(ICAEW Information Technology 
Faculty publication).

SEC Interpretive Guidance 
to assist public companies 
in preparing disclosures 
about cybersecurity risks and 
incidents, applicable  
February 26, 2018.

COSO in the Cyber age

AICPA Cybersecurity Resource 
Centre

1

Conformed to Federal Register version

SECURITIES AND EXCHANGE COMMISSION

17 CFR Parts 229 and 249

[Release Nos. 33-10459; 34-82746]

Commission Statement and Guidance on Public Company Cybersecurity Disclosures

AGENCY: Securities and Exchange Commission.

ACTION: Interpretation.

SUMMARY: The Securities and Exchange Commission (the “Commission”) is publishing 

interpretive guidance to assist public companies in preparing disclosures about cybersecurity 

risks and incidents.

DATES: Applicable:  February 26, 2018

FOR FURTHER INFORMATION CONTACT: Questions about specific filings should be 

directed to staff members responsible for reviewing the documents the company files with the 

Commission.  For general questions about this release, contact the Office of the Chief Counsel at 

(202) 551-3500 in the Division of Corporation Finance, U.S. Securities and Exchange 

Commission, 100 F Street NE, Washington, DC 20549.

SUPPLEMENTARY INFORMATION:

I. Introduction

A. Cybersecurity

Cybersecurity risks pose grave threats to investors, our capital markets, and our country.1

1 The U.S. Computer Emergency Readiness Team defines cybersecurity as “[t]he activity or process, ability or 
capability, or state whereby information and communications systems and the information contained therein are 
protected from and/or defended against damage, unauthorized use or modification, or exploitation.”  U.S. Computer 
Emergency Readiness Team website, available at https://niccs.us-cert.gov/glossary#C (Adapted from: CNSSI 4009, 
NIST SP 800-53 Rev 4, NIPP, DHS National Preparedness Goal; White House Cyberspace Policy Review, May 

External resources – USA
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Cyber risk and regulation in Europe: a new paradigm for banks explains 
why banks in Europe should expect a growing level of scrutiny from 
authorities in how they deal with cyber risk, and greater pressure to 
demonstrate that they are addressing emerging regulatory concerns in 
a timely way. Taking steps now to get ahead of the game will be crucial.

Cyber risk and regulation in Europe
A new paradigm for banks

Deal breaker: cyber risk in life sciences M&A explores how to address 
cyber risk in life sciences M&A. Life sciences is already one of the most 
at risk industries from cyber-crime. Given that the industry is also one 
of the most active in M&A – a unique time when the most sensitive 
information assets on both sides of a transaction may be more exposed 
– and you have the perfect storm for cyber-crime.

Deal breaker: Cyber risk in life 
sciences M&A

Recommended Deloitte publications

Demystifying cyber insurance coverage: Clearing obstacles in a problematic 
but promising growth market explores why companies have not more 
readily signed up for cyber insurance, what roadblocks exist and how 
the insurance industry can help to clear them.

Demystifying 
cyber insurance 
coverage:
Clearing obstacles in a problematic  
but promising growth market

A report by the Deloitte Center for Financial Services

Why consumer products CMOs should care about cyber risk:  
how technology-fueled marketing strategies create vulnerabilities 
explores the top cybersecurity threats consumer products 
CMOs must be aware of and learning around the importance of 
collaboration between CMOs and their cyber counterparts.

Why CMOs should care about 
cyber risk

Safeguarding the Internet of Things describes the Information Value Loop, 
a framework for understanding how organisa tions create value from 
information and why secure, vigilant, and resilient systems are essential 
at each stage of the value loop.

Safeguarding the 
Internet of Things
Being secure, vigilant, and resilient in 
the connected age

Cyber risk in consumer business discusses the six main cyber risk 
challenges consumer businesses face today, from customer trust to 
intellectual property.

Cyber risk in  
consumer business
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Some ideas to help you enhance reporting on cyber risk in the annual 
report
We include below ideas based on areas of reporting we identified from our survey covering 
cyber risk reporting across all FTSE 100 annual reports. It can provide inspiration for 
improved disclosures on cyber risk in your annual report.

Appendix 1: How to disclose cyber risk

Ideas Y/N

Describing cyber risk

1. Have you included cyber risk as a principal risk in your strategic report?

2. Have you considered the key areas of exposure for your industry/company and 
disclosed each one that represents a principal risk:

 • Cyber crime
 • IT systems failure
 • Data protection
 • Data theft or misappropriation 

3. Have you thought about and correctly categorised each cyber risk and how 
cyber risk most affects your industry/company?

Note: Most FTSE 100 companies in our survey presented cyber risk within operational 
risks category. 

4. Have you disclosed changes to the principal risk(s) associated with cyber since 
the previous year:

 • Change in likelihood
 • Change in potential impact
 • Change in potential timing

Note: The better disclosures we saw acknowledged and explained an increase in cyber 
risk irrespective of the amount and quality of mitigating actions due to the increasing 
sophistication of cyber criminals. 

5. Have you disclosed specific types of cyber crime that you have experienced or 
expect to be exposed to:

 • Unauthorised access
 • Hacking or hacktivists
 • Malware, including computer viruses
 • Distributed denial of service (DDOS) attacks
 • Targeted fraud attacks, including phishing attacks
 • Terrorism related attacks
 • Geopolitical cyber threats, including threat of attack by foreign governments 

6. Have you clearly disclosed the threat posed by employee action or inaction? 

7. Have you disclosed any cyber threats in relation to commercial partners, 
suppliers, contractors and other third parties?
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Ideas Y/N

8. Have you clearly disclosed the potential impact if identified cyber risks were to 
crystallise:

 • Financial implications (including impact to revenue, profit, cash flows, any 
remedial costs, financial fraud)

 • Disruption to business/operations
 • Loss of commercial or strategic advantage
 • Loss of or detriment to client or contract
 • Reputational damage, including loss of investor or stakeholder trust
 • Legal implications (inability to meet contractual obligations, regulatory 
non‑compliance and penalties, contractual damages)

 • Impact to the integrity of the financial reporting process
 • Misappropriation of funds or assets
 • Loss of intellectual property 

Board ownership

9. Do you talk about cyber risk in the corporate governance section of the annual 
report?

10. Do you talk about cyber risk in the audit or risk committee sections of the annual 
report, and if cyber risk monitoring has been delegated to a board committee, is 
the split of responsibilities clearly explained?

Note: In our view, in most companies the audit committee will be the catalyst driving 
the necessary increased focus on cyber risk and applying challenge to management.

11. Where you discuss the board or board committee involvement, is there evidence 
of understanding, education and challenge?

12. Is board level responsibility for cyber risk acknowledged and any designated 
board member identified?

13. Where an individual or team below board level leads on cyber risk, is that clearly 
disclosed with a direct reporting line to the board described? 

Mitigating cyber risk

14. Have you disclosed contingency plans, crisis management or disaster recovery 
plans that form part of cyber risk mitigation? If yes, have you disclosed whether 
these plans are tested regularly (preferably at least annually)? 

15. Have you disclosed IT or cyber policies in place to manage cyber risk, together 
with any updates or reviews during the last year? 

16. Have you disclosed the existence of key internal controls in place to manage 
cyber risk, together with any relevant improvement or review in the last year?  

17. Have you discussed how you monitor the adherence to your company’s IT 
security policies by your commercial partners, suppliers, contractors?
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Ideas Y/N

18. Have you discussed any measures you have in place to protect your data 
and information technologies where a third party is involved, either due to 
outsourcing or other arrangements? 

19. Have you mentioned staff training or awareness programmes in relation to cyber 
security?

Note: Better FTSE 100 annual reports also mention cyber security training provided to 
the Board.

20. Have you mentioned insurance in relation to cyber security (if any)? If so, have 
you disclosed which exposures are covered by cyber insurance?

21. Have you mentioned systems testing, such as penetration testing, vulnerability 
testing or other cyber risk specific testing that has taken place during the year?

22. Have you mentioned engaging external assurance or other external advice to 
mitigate cyber risk? If so, it is helpful to be specific regarding which external 
parties you have engaged with or what services have been obtained.

23. Have you disclosed any certification regarding cyber security (ISO or equivalent)? 

24. If you use security operations monitoring centres to monitor cyber security full 
time, has this been disclosed?

25. Are there any other relevant mitigating actions that could usefully be disclosed?

Disclosing cyber security breaches

26. Have you disclosed any cyber security breaches experienced during the year? 
If so, have you explained any remediating actions taken or controls put in place? 
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We have gathered in this appendix a number of illustrative examples of cyber risk disclosure 
from our survey of the FTSE 100 annual reports.

Example 1
This example from Prudential’s annual report provides detail and specifics about the type of 
cyber crime the business faces.

Example 2
Smiths Group provides a good example of describing the potential impact of the risk of a 
cyber security breach. This also acknowledges the attractiveness of the group’s data to cyber 
criminals.

Smiths Group plc  Annual Report 2017

66

R I S K  M A N A G E M E N T
C O N T I N U E D

RISK AND POTENTIAL IMPACT KEY MITIGATING CONTROLS

PRODUCT QUALITY 
ISSUE – RECALL /
LITIGATION /
CATASTROPHIC 
EVENT 

RISK APPETITE

Current | Target

POTENTIAL IMPACT

 

Medium

TREND

Decreased

VELOCITY

High

In the ordinary course of business we are subject 
to litigation such as product liability claims and 
lawsuits, including potential class actions, 
alleging that our products have resulted or could 
result in an unsafe condition or injury. The 
mission-critical nature of many of our solutions 
makes the potential consequences of failure 
worse than would otherwise be the case. 

Potential impact
• Manufacturing flaws, component failures and/

or design defects could require us to recall 
products, many of which are used in critical 
applications where the consequences of a 
failure could be extremely serious and, in some 
cases, potentially catastrophic

• The Group, in particular Smiths Detection and 
Smiths Medical, may potentially be exposed to 
losses in the event of a cyber security breach 
relating to the Group’s products. These include 
not only customers’ losses, but also those of a 
potentially large class of third parties

• Our businesses are active in markets and 
product areas that are known to be of interest 
to cyber criminals

• We have insurance cover for product liability.
• The US SAFETY Act provides legislative 

protection for certain Smiths Detection 
products in the US; and we support efforts to 
implement similar legislation in other markets 
(eg ongoing ‘third party limitation’ lobbying 
seeks mirror legislation in the EU)

• Quality assurance processes embedded in 
manufacturing locations for critical equipment, 
supporting compliance with industry 
regulations (eg FAA, FDA, API, etc.)

• Material litigation is managed under the 
oversight of the Group General Counsel

• Our Group-wide Quality Council drives 
standard definitions, identifies and shares best 
practice, and reduces the cost of poor quality

• Risk analysis and mitigation processes relating 
to product cyber resilience are embedded in 
the product lifecycle process. Proactive steps 
are taken to ensure product cyber-related 
risks are continually monitored and managed 

 P56, P180

FAILING TO MEET 
CONTRACTUAL 
OBLIGATIONS 

RISK APPETITE

Current | Target

POTENTIAL IMPACT

Low

TREND

Decreased

VELOCITY

High

There is a risk that we may fail to deliver, in a 
timely fashion, or at all, the products and services 
that we are obliged to deliver, or fail in our 
contractual execution due to delays or breaches 
by our suppliers or other counterparties. 

Potential impact
• There may be differences between the 

estimated costs in our medium and long-term 
contracts and actual costs, due to factors such 
as production delays and cost overruns 

• Some of our contracts, particularly those with 
governments, may include terms that provide 
for unlimited liabilities on our part or allow the 
government body or counterparty to terminate 
unilaterally, reduce or modify the relevant 
contracts or seek alternative sources of supply 
at our expense

• Contracts are managed and delivered by 
programme management teams that regularly 
review risks and take appropriate action

• A review and approval process for significant 
and higher-risk contracts is in place at Group 
and divisional levels 

• The diversified nature of the Group mitigates 
the exposure to any single contract

• We are working to enhance the contract review 
process across the business to increase the 
uniformity of process, risk tolerance (where 
appropriate), personnel, and contract 
management 

• In relation to government contracting in 
particular, legal functional policy deployment 
improvement targets include a specific action 
to determine and roll out best practice
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Risk factors
Continued

companies, mutual fund organisations, 
banks and other financial services 
companies such as AIG, AXA Financial Inc., 
Allianz, Prudential Financial, Lincoln 
National, MetLife, and Aegon.

Prudential believes competition will 
intensify across all regions in response 
to consumer demand, technological 
advances, the impact of consolidation, 
regulatory actions and other factors. 
Prudential’s ability to generate an 
appropriate return depends significantly 
upon its capacity to anticipate and 
respond appropriately to these 
competitive pressures.

Downgrades in Prudential’s 
financial strength and credit 
ratings could significantly 
impact its competitive position 
and damage its relationships 
with creditors or trading 
counterparties
Prudential’s financial strength and credit 
ratings, which are used by the market to 
measure its ability to meet policyholder 
obligations, are an important factor 
affecting public confidence in Prudential’s 
products, and as a result its 
competitiveness. Downgrades in 
Prudential’s ratings, as a result of, for 
example, decreased profitability, increased 
costs, increased indebtedness or other 
concerns, could have an adverse effect on 
its ability to market products; retain current 
policyholders; and on the Group’s financial 
flexibility. In addition, the interest rates 
Prudential pays on its borrowings are 
affected by its credit ratings, which are 
in place to measure the Group’s ability 
to meet its contractual obligations.

Prudential plc’s long‑term senior debt is 
rated as A2 by Moody’s, A+ by Standard & 
Poor’s, and A by Fitch. These ratings are all 
on a stable outlook.

Prudential plc’s short‑term debt is rated as 
P‑1 by Moody’s, A‑1 by Standard & Poor’s, 
and F1 by Fitch.

The Prudential Assurance Company 
Limited’s financial strength is rated Aa3 
(negative outlook) by Moody’s, AA 
(stable outlook) by Standard & Poor’s, 
and AA (stable outlook) by Fitch.

Jackson’s financial strength is rated AA 
by Standard & Poor’s and Fitch, A1 by 
Moody’s, and A+ by AM Best. These 
ratings have a stable outlook.

Prudential Assurance Co. Singapore (Pte) 
Ltd’s financial strength is rated AA by 
Standard & Poor’s. This rating is on a 
stable outlook.

In addition, changes in methodologies and 
criteria used by rating agencies could result 
in downgrades that do not reflect changes 
in the general economic conditions or 
Prudential’s financial condition.

Adverse experience in the 
operational risks inherent in 
Prudential’s business could 
disrupt its business functions 
and have a negative impact 
on its results of operations
Operational risks are present in all of 
Prudential’s businesses, including the risk 
(from both Prudential and its outsourcing 
partners) of direct or indirect loss resulting 
from inadequate or failed internal and 
external processes, systems and human 
error or from external events. Prudential’s 
business is dependent on processing a 
large number of transactions across 
numerous and diverse products, and is 
subject to a number of different legal and 
regulatory regimes. In addition, Prudential 
also employs a large number of models and 
user‑developed applications in its 
processes. Further, because of the 
long‑term nature of much of the Group’s 
business, accurate records have to be 
maintained for significant periods.

These factors, among others, result in 
significant reliance on and require 
significant investment in information 
technology (IT), compliance and other 
operational systems, personnel and 
processes. In addition, Prudential 
outsources several operations, including 
a significant part of its UK back office and 
customer‑facing functions as well as a 
number of IT functions, resulting in reliance 
upon the operational processing 
performance of its outsourcing partners.

Although Prudential’s IT, compliance and 
other operational systems, models and 
processes incorporate controls designed to 
manage and mitigate the operational and 
model risks associated with its activities, 
there can be no assurance that such 
controls will always be effective. Due to 
human error among other reasons, 
operational and model risk incidents do 
happen periodically and no system or 
process can entirely prevent them although 
there have not been any material events 
to date. Prudential’s legacy and other IT 
systems and processes, as with operational 
systems and processes generally, may be 
susceptible to failure or breaches.

Such events could, among other things, 
harm Prudential’s ability to perform 
necessary business functions, result in 
the loss of confidential or proprietary data 
(exposing it to potential legal claims and 

regulatory sanctions) and damage its 
reputation and relationships with its 
customers and business partners. Similarly, 
any weakness in administration systems 
(such as those relating to policyholder 
records or meeting regulatory 
requirements) or actuarial reserving 
processes could have a material adverse 
effect on its results of operations during 
the effective period.

Attempts by third parties to 
disrupt Prudential’s IT systems 
could result in loss of trust 
from Prudential’s customers, 
reputational damage and 
financial loss
Being part of the financial services sector, 
Prudential and its business partners are 
increasingly exposed to the risk that third 
parties may attempt to disrupt the 
availability, confidentiality and integrity 
of its IT systems, which could result in 
disruption to the key operations, make it 
difficult to recover critical services, damage 
assets and compromise data (both 
corporate or customer). This could result in 
loss of trust from Prudential’s customers, 
reputational damage and direct or indirect 
financial loss. The cyber‑security threat 
continues to evolve globally in 
sophistication and potential significance. 
As a result of Prudential’s increasing market 
profile, the growing interest by customers 
to interact with their insurance provider 
and asset manager through the internet 
and social media, improved brand 
awareness and the classification of 
Prudential as a G‑SII, there is an increased 
likelihood of Prudential being considered 
a target by cyber criminals. To date, 
Prudential has not identified a failure or 
breach which has had a material impact in 
relation to its legacy and other IT systems 
and processes. However, it has been, 
and likely will continue to be, subject to 
potential damage from computer viruses, 
attempts at unauthorised access and 
cyber‑security attacks such as ‘denial of 
service’ attacks (which, for example, can 
cause temporary disruption to websites 
and IT networks), phishing and disruptive 
software campaigns.

Prudential is continually enhancing its IT 
environment to remain secure against 
emerging threats, together with increasing 
its ability to detect system compromise and 
recover should such an incident occur. 
However, there can be no assurance that 
such events will not take place which may 
have material adverse consequential 
effects on Prudential’s business and 
financial position.

Appendix 2: Examples of cyber risk disclosure
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Example 3
Sage includes cyber risk in its viability statement, including a description of two separate 
potential information security scenarios. 

Example 4
Centrica’s disclosure on the topic of employee threat, acknowledging the risk posed by 
disaffected employees.

Principal risks and uncertainties continued

Viability statement
The viability period
The Directors reviewed the period used for the assessment and 
determined that a three-year period remained suitable. This period aligns 
our viability statement with our planning time horizon for our three-year 
strategic plan and is appropriate given the nature and investment cycle of 
a technology business. Cash flows over this period have a relatively high 
degree of predictability, particularly as business moves to the 
subscription model. Projections beyond this period become less reliable 
given the inherent uncertainty of technology and market developments.

Assessing viability
The strategy and associated principal risks, which the Board and the 
Audit and Risk Committee review at least annually, are a foundation for 

the Group’s strategic plan. The plan makes certain assumptions about 
the uptake of subscription services, the ability to refinance debt as it falls 
due and the acceptable performance of the core revenue streams and 
market segments.

The plan was stress tested using sensitivity analysis. To achieve this, 
management reviewed the principal risks and considered which might 
threaten the Group’s viability. It was determined that none of the 
individual risks would in isolation compromise the Group’s viability, and so 
a number of different severe but plausible scenarios were considered 
where principal risks arose in combination. 

The scenarios identified and the combination of principal risks involved 
were as follows.

# Description of scenario Principal risks involved
1 An information security incident relating to Sage internal or colleague 

information, leading to data:

 – being lost or leaked outside the Group; and/or
 – becoming corrupted or contaminated; and/or
 – becoming inaccessible.

 – Sage brand
 – Third party reliance
 – Supporting control environment
 – Information management and protection (including cyber)
 – Legal and regulatory framework

2 An information security incident relating to customers, leading to data:

 – being lost or leaked outside the Group; and/or
 – becoming corrupted or contaminated; and/or
 – becoming inaccessible for the customers.

 – Sage brand
 – Partners and alliances
 – Third party reliance
 – Information management and protection (including cyber)
 – Legal and regulatory framework

3 Sage, or a third party acting on Sage’s behalf, fails to comply with legal 
obligations, leading to:

 – allegations of bribery or corruption; and/or
 – allegations of modern slavery; and/or
 – breach of sanctions.

 – Sage brand
 – Partners and alliances
 – Third party reliance
 – Legal and regulatory framework

4 A Sage product or service does not comply with regulatory or legal 
requirements, leading to:

 – action against and / or direct costs for our customers; and/or
 – remediation requirements.

 – Sage brand
 – Partners and alliances
 – Third party reliance
 – Legal and regulatory framework

5 A strategic or corporate alliance through which key customer 
services are delivered is acquired by a competitor or is subject to a 
catastrophic failure (for example, for reasons including bankruptcy, 
fraud or legal action), leading to:

 – migration of services; and/or
 – temporary non-availability of services; and/or
 – potential discontinuance of services.

 – Sage brand
 – Partners and alliances
 – Legal and regulatory framework

The monetary impact of each scenario was estimated by a cross 
functional group of senior leaders, including representatives from 
Finance, Risk, IT, Product Marketing and Legal, who evaluated the 
possible consequences, primarily through reducing revenues and net 
cash in-flows. These impacts were based on similar events in the public 
domain and internal estimates. 

The impacts were modelled for both year one and year three of the 
forecast period to ensure that expected changes in the Group’s product 
mix, through migration towards a greater proportion of cloud-based 
products, did not adversely impact on the Group’s viability. 

As set out in the Audit and Risk Committee’s report on page 76, the 
Directors reviewed and discussed the process undertaken by 
management, and also reviewed the results of reverse stress testing 
performed to provide an illustration of the reduction in revenue that 
would be required to break the Group’s covenants or exhaust all 
available cash.

Confirmation of longer-term viability
Based on the assessment explained above, the Directors confirm that 
they have a reasonable expectation that the Group will continue to 
operate and meet its liabilities, as they fall due, for the next three years. 
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Our Principal Risks and Uncertainties
continued

Description Potential impacts Mitigation

12 Information systems 
and security

Our substantial customer base 
and strategic requirement to be 
at the forefront of technology 
development, means that it is 
critical our technology is robust, 
our systems are secure and our 
data protected. Sensitive data faces 
the threat of misappropriation from 
hackers, viruses and other sources, 
including disaffected employees.

• Our information security strategy seeks to integrate 
information systems, personnel and physical aspects 
in order to prevent, detect and investigate threats 
and incidents. 

• We engage with key technology partners and suppliers, 
to ensure potentially vulnerable systems are identified.

• We regularly evaluate the adequacy of our infrastructure 
and IT security controls, undertake employee awareness 
and training, and test our contingency and recovery 
processes. 

• We test our cyber security crisis management and 
business continuity plans recognising the evolving 
nature and pace of the threat landscape. 

• The appointment of a new Group Chief Information 
Officer during 2016 has provided additional focus on 
ensuring that all information systems and security 
risks are managed appropriately.

Effectiveness, availability, integrity 
and security of IT systems and data 
essential for Centrica’s operations.

Governance oversight
Board, Audit Committee and Safety, 
Health, Environment, Security and 
Ethics Committee

Risk climate

Priority

Safety, compliance and conduct

13 Legal, regulatory and 
ethical standards compliance

Our operations are the subject 
of intense regulatory focus and 
we seek to deliver the highest 
standards in compliance. This is 
part of our operating commitment 
to conduct our business in an 
ethical and compliant manner. 
We recognise any real or perceived 
failure to follow our Business 
Principles or comply with legal or 
regulatory obligations would 
undermine trust in our business. 
Non-compliance could also result 
in fines, penalties or other intervention.

• Following the completion of the CMA investigation into 
our UK ES&S business we have established a programme 
to implement its recommendations in full.

• We have similarly responded to changing regulatory 
requirements in a number of our NA ES&S markets 
during 2016.

• We have moved our regulatory compliance monitoring 
activities to a single function to drive Group-wide 
consistency and quality.

• We have a programme of improvement activities in place 
to align our practices in areas including our Business 
Principles, financial crime and Speak Up with our 
operating model.

• Our Business Principles and Values have been subject 
to review in 2016 with the involvement of many of 
our employees.

Compliance with legal regulatory 
and ethical standards requirements.

Governance oversight
Board and Safety, Health, Environment, 
Security and Ethics Committee

Risk climate

Priority

Safety, compliance and conduct
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Example 5
BP provides a good disclosure regarding employee risk and some of their approaches to 
managing it.

48 BP Annual Report and Form 20-F 2016

Risks for particular oversight by the board and its 
committees in 2017
The risks for particular oversight by the board and its committees in 
2017 have been reviewed and updated. These risks remain the same  
as for 2016.

Strategic and commercial risks
Financial resilience 
External market conditions can impact our financial performance. Supply 
and demand and the prices achieved for our products can be affected by 
a wide range of factors including political developments, technological 
change, global economic conditions and the influence of OPEC. 

We actively manage this risk through BP’s diversified portfolio, our 
financial framework, liquidity stress testing, regular reviews of market 
conditions and our planning and investment processes.

Geopolitical 
The diverse locations of our operations around the world expose us to 
a wide range of political developments and consequent changes to the 
economic and operating environment. Geopolitical risk is inherent to 
many regions in which we operate, and heightened political or social 
tensions or changes in key relationships could adversely affect the group. 

We seek to actively manage this risk through development and 
maintenance of relationships with governments and stakeholders and 
becoming trusted partners in each country and region. In addition, 
we closely monitor events and implement risk mitigation plans where 
appropriate.

Cybersecurity
The threats to the security of our digital infrastructure continue to evolve 
rapidly and, like many other global organizations, we rely on digital 
systems and network technology. A cybersecurity breach could have a 
significant impact on business operations. 

We seek to manage this risk through a range of measures, which include 
cybersecurity standards, ongoing monitoring of threats and testing of 
cyber response procedures and equipment. We collaborate closely 
with governments, law enforcement agencies and industry peers to 
understand and respond to new and emerging cyber threats. Campaigns 
and presentations on topics such as email phishing and protecting our 
information and equipment have helped to raise employee awareness of 
these issues.

Safety and operational risks
Process safety, personal safety and environmental risks
The nature of the group’s operating activities exposes us to a wide 
range of significant health, safety and environmental risks such as 
incidents associated with releases of hydrocarbons when drilling wells, 
operating facilities and transporting hydrocarbons. 

Our OMS helps us manage these risks and drive performance 
improvements. It sets out the rules and principles which govern key 
risk management activities such as inspection, maintenance, testing, 
business continuity and crisis response planning and competency 
development. In addition, we conduct our drilling activity through a 
global wells organization in order to promote a consistent approach for 
designing, constructing and managing wells.

Security
Hostile acts such as terrorism or piracy could harm our people 
and disrupt our operations. We monitor for emerging threats and 
vulnerabilities to manage our physical and information security. 

Our central security team provides guidance and support to our 
businesses through a network of regional security advisers who advise 
and conduct assurance with respect to the management of security 
risks affecting our people and operations. We also maintain disaster 
recovery, crisis and business continuity management plans. We 

continue to monitor threats globally and, in particular, the situation in the 
Middle East, North Africa and Europe. 

Compliance and control risks
Ethical misconduct and legal or regulatory non-compliance
Ethical misconduct or breaches of applicable laws or regulations 
could damage our reputation, adversely affect operational results and 
shareholder value, and potentially affect our licence to operate. 

Our code of conduct and our values and behaviours, applicable to all 
employees, are central to managing this risk. Additionally, we have 
various group requirements and training covering areas such as anti-
bribery and corruption, anti-money laundering, competition/anti-trust 
law and international trade regulations. We seek to keep abreast of 
new regulations and legislation and plan our response to them. We 
offer an independent confidential helpline, OpenTalk, for employees, 
contractors and other third parties. Under the terms of the 2012 plea 
agreement with the US government and the 2014 settlement with the 
US Environmental Protection Agency, an ethics monitor is reviewing 
and providing recommendations concerning BP’s ethics and compliance 
programme.

Trading non-compliance
In the normal course of business, we are subject to risks around our 
trading activities which could arise from shortcomings or failures in our 
systems, risk management methodology, internal control processes or 
employees. 

We have specific operating standards and control processes to manage 
these risks, including guidelines specific to trading, and seek to monitor 
compliance through our dedicated compliance teams. We also seek to 
maintain a positive and collaborative relationship with regulators and the 
industry at large.

We rank cybersecurity as one of our highest priority risks. We deal 
with attempted cyber attacks on our business every day. Employees 
are our first line of defence against these attacks and we promote 
secure behaviours to help mitigate this growing risk. We focus on 
practical rules that we promote through films, e-learning and sessions 
delivered by senior managers and our digital security team. 

One of our rules addresses ‘phishing’, which is the attempt to trick 
people into revealing sensitive information and can involve installing 
malicious software to steal information without their knowledge.  
So we remind staff to ‘think before you click’ and be vigilant for 
phishing emails, calls and other suspicious requests for information 
and to report any such attempts to our digital security operations 
centre. 

We conduct ‘ethical phishing’ tests to educate our employees in this 
area. The number of employees who click on the links in the test 
emails has fallen by more than 70% since 2012. Over the same time, 
there has been a significant increase in the number of employees 
reporting the phishing tests. The programme is driving real change in 
awareness, but we remain vigilant as the threat continues to evolve.

Encouraging employees  
to think before they click
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Example 6
RELX explains that it relies on and provides data to third parties and how it mitigates the 
risk, including through actively monitoring the application of RELX policies by third party 
providers.
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Financial review Principal risks 61

STRATEGIC RISKS

Risk Description and impact Mitigation

Customer 

acceptance  

of products 

Our businesses are dependent on the continued acceptance by 
our customers of our products and services and the value placed 
on them. Failure to meet evolving customer needs could impact 
demand for our products and consequently adversely affect our 
revenue or the long-term returns from our investment in 
electronic product and platform initiatives.

We are focused on the needs and economics of our 
customers and leverage user centred design 
and development methods and customer analytics 
to provide content and innovative solutions that help 
them achieve better outcomes and enhance 
productivity.

Competition Our businesses operate in highly competitive markets, and the 
means of delivering our products and services, and the products 
and services themselves, continue to change in response to rapid 
technological innovations, legislative and regulatory changes, 
the entrance of new competitors and other factors. Failure to 
anticipate and quickly adapt to these changes could impact the 
competitiveness of our products and services and consequently 
adversely affect our revenue.

We gain insights into our markets, evolving customers’ 
needs, the potential application of new technologies 
and business models, and the actions of competitors. 
These insights inform our market strategies and 
operational priorities. We continuously invest 
significant resources in our products and services, 
and the infrastructure to support them.

Acquisitions We supplement our organic development with selected 
acquisitions. If we are unable to generate the anticipated 
benefits such as revenue growth and/or cost savings associated 
with these acquisitions this could adversely affect return on 
invested capital and financial condition, or lead to an impairment 
of goodwill. 

Acquisitions are made within the framework of 
our overall strategy, which emphasises organic 
development. We have a well formulated process 
for reviewing and executing acquisitions and for 
managing the post-acquisition integration. This 
process is underpinned with clear strategic, financial 
and ethical criteria. We closely monitor the integration 
and performance of acquisitions.

OPERATIONAL RISKS

Risk Description and impact Mitigation

Technology 

failure 

Our businesses are dependent on electronic platforms and 
networks, primarily the internet, for delivery of our products 
and services. These could be adversely affected if our electronic 
delivery platforms or networks experience a significant failure, 
interruption or security breach. 

We have established procedures for the protection of 
our technology assets. These include the development of 
business continuity plans, including IT disaster recovery 
plans and back-up delivery systems, to reduce business 
disruption in the event of a major technology failure. 

Cyber security Our businesses maintain online databases and information, 
including public records and other personal information. As part 
of maintaining this information and delivering our products and 
services we rely on, and provide data to, third party service 
providers. These databases and information are susceptible to 
cyber attacks where external parties seek unauthorised access 
to our, or our users’, data.

Our cyber security measures, and the measures used by our third 
party service providers, may not detect or prevent all attempts to 
compromise our systems, which may jeopardise the security of 
the data we maintain or may disrupt our systems. Failures of our 
cyber security measures could result in unauthorised access to 
our systems, misappropriation of our or our users’ data, deletion 
or modification of stored information or other interruption to our 
business operations. As techniques used to obtain unauthorised 
access to or to sabotage systems change frequently, and may not 
be known until launched against us or our third party service 
providers, we may be unable to anticipate, or implement adequate 
measures to protect against these attacks. Compromises of our or 
our third party service providers’ systems, or failure to comply with 
applicable legislation or regulatory or contractual requirements 
could adversely affect our financial performance, damage our 
reputation and expose us to risk of loss, litigation and increased 
regulation. 

We have established data privacy and security 
programmes with the aim of ensuring that data is 
protected and that we comply with relevant legislative, 
regulatory and contractual requirements.

We have governance mechanisms in place to design 
and monitor common policies and standards across 
our businesses.

We invest in appropriate administrative, technical, 
and physical controls which are applied across the 
enterprise in a risk based security programme which 
operates at the infrastructure, application and user 
levels. These controls include, but are not limited to, 
infrastructure vulnerability management, application 
scanning and penetration testing, network 
segmentation, and logging and monitoring. Our 
administrative controls include training and 
communication initiatives to establish awareness of 
risks at all levels of our businesses, and appropriate 
incident response plans to respond to threats and 
attacks. We run programmes monitoring the 
application of our data privacy and security policies by 
third party service providers. We use independent 
internal and third party auditors to test, evaluate, and 
help enhance our procedures and controls. 

We have established procedures for incorporating 
the requirements of relevant laws and regulations into 
our overall security programme, including into our 
policies and procedures. Our compliance with these is 
also regularly reviewed and tested.
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Example 7
Paddy Power case study regarding how the board, risk committee and audit committee 
addressed technology-related risks, including cyber risk. It shows that the matters considered 
at committee level have been pulled together into a comprehensive response at board level. 

Risk management
This Committee, alongside the Audit Committee, supports the 
Board in monitoring the Group’s risk management processes for 
their appropriateness and effectiveness in identifying the principal 
risks. It also reviews how those risks are being managed and 
mitigated. As part of the overall risk management framework, 
management maintains an overall Group Risk Register. This 
Committee has oversight of the second line functions. The 
Committee met with and received detailed presentations from 
various key management functions throughout the year to assess 
the management of key operational risks. The Audit Committee has 
oversight of the third line function and reviewed the output of the 
Internal Audit function and the management of risks highlighted 
through their work as well as the management of financial risks, 
including reviewing the work of the External Auditor. To ensure 
there is a full review of the risk management process as a whole, the 
Chairman of the Audit Committee is a member of this Committee 
and we have at least one joint meeting of the Audit and Risk 
Committees annually to review the risk management process, as 
a whole, for its appropriateness and effectiveness in identifying 
the principal risks and how those risks are being managed and 
mitigated. The Executive Committee manages the specific risks 
associated with their areas of responsibility and are supported by 
the second and third line functions. 

The Group Risk Register details the significant risks facing the 
business and considers the potential likelihood and impact of 
these risks materialising once the existence of controls and 
mitigating factors are considered. This Committee and the Audit 
Committee in their annual joint meeting consider the Group Risk 
Register, including both financial and non-financial risks, and the 
appropriateness of management’s risk appetite. 

In 2016, various members of senior management 
presented to the Committee, including: 
•	Director, Risk and Trading
•	Director of Internal Audit and Compliance 
•	Head of Risk Management
•	Chief Technology Officer 
•	Director of Technology Security 
•	Head of Public Affairs
•	General Counsel and Company Secretary
•	Head of Data Protection
•	Director of Payments and Fraud 
•	MD, Retail and Italy

Audit Committee Report: page 75

Managing and understanding our principal risks: 
pages 54 to 59 

Effectiveness of the Committee
During the year, the external Board evaluation specifically 
considered the effectiveness of the Committee (see page 72) and 
confirmed it continued to be effective.

Objectives for 2017
In 2017, the Committee will continue to focus on matters and risks 
that impact our reputation as a business, including the area of 
responsible gambling and cyber risk, the regulatory environment 
and the robustness of our risk management processes.

Peter Rigby
Risk Committee Chairman
7 March 2017

Case study: Consideration of 
Technology-related risks, including 
cyber-risk 
Cyber-threats are a feature of operating 
e-commerce businesses and the Board is acutely 
aware of the risk. Accordingly, the Board, the 
Risk Committee and the Audit Committee spent 
time during the year considering the risk and 
how we manage it. This included briefings from 
the Chief Technology Officer and the Director of 
Technology Security. Management of this risk 
includes:

•	a team of over 50 in-house IT security 
professionals globally; 

•	a dedicated Cyber and Threat Management 
team; 

•	a 24/7 sweep of the network perimeter to look 
for weakness;

•	 regular security testing of all products and 
services;

•	an in-house ‘ethical hacking’ team that tests our 
sites and products in the same way as hackers 
would;

•	defensive measures, procedures and teams 
to protect from malicious distributed denial of 
service (“DDOS”) attacks;

•	processes in place to ensure security is built in 
to product development;

•	 sharing of proactive threat intelligence as part 
of industry reviews and discussions;

•	a formal Technology Risk Management function 
to ensure that risks are being appropriately 
managed; and 

•	 significant annual investment in people, process 
and technology to stay ahead of threats.

Paddy Power Betfair plc Annual Report & Accounts 2016 83
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Contacts

Phill Everson
Tel: +44 (0) 20 7303 0012 
Email: peverson@deloitte.co.uk

Stephen Bonner
Tel: +44 (0) 20 7303 2164 
Email: stephenbonner@deloitte.co.uk

Risk advisory: cyber risk
If you would like to contact a specialist in cyber risk regarding any matters in this report, 
please use the details provided below:

Peter Gooch
Tel: +44 (0) 20 7303 0972 
Email: pgooch@deloitte.co.uk

Dominic Cockram
Tel: +44 (0) 20 7303 2288 
Email: dcockram@deloitte.co.uk
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William Touche
Tel: +44 (0) 20 7007 3352 
Mob: +44 (0) 7711 691591 
Email: wtouche@deloitte.co.uk

The Deloitte Centre for Corporate Governance
If you would like to contact us please email corporategovernance@deloitte.co.uk or use the 
details provided below:

Tracy Gordon
Tel: +44 (0) 20 7007 3812 
Mob: +44 (0) 7930 364431 
Email: trgordon@deloitte.co.uk

Corinne Sheriff
Tel: +44 (0) 20 7007 8368 
Mob: +44 (0) 7824 609772 
Email: csheriff@deloitte.co.uk
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The Deloitte Academy
The Deloitte Academy provides support and guidance to boards, committees and individual 
directors, principally of the FTSE 350, through a series of briefings and bespoke training. 
Membership of the Deloitte Academy is free to board directors of listed companies, and 
includes access to the Deloitte Academy business centre between Covent Garden and 
the City.

Members receive copies of our regular publications on Corporate Governance and 
a newsletter. There is also a dedicated members’ website www.deloitteacademy.co.uk which 
members can use to register for briefings and access additional relevant resources.

For further details about the Deloitte Academy, including membership, please email 
enquiries@deloitteacademy.co.uk.
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This publication has been written in general terms and we recommend that 
you obtain professional advice before acting or refraining from action on any 
of the contents of this publication. Deloitte LLP accepts no liability for any loss 
occasioned to any person acting or refraining from action as a result of any 
material in this publication.

Deloitte LLP is a limited liability partnership registered in England and Wales with 
registered number OC303675 and its registered office at 2 New Street Square, 
London EC4A 3BZ, United Kingdom.

Deloitte LLP is the United Kingdom affiliate of Deloitte NWE LLP, a member firm 
of Deloitte Touche Tohmatsu Limited, a UK private company limited by guarantee 
(“DTTL”). DTTL and each of its member firms are legally separate and independent 
entities. DTTL and Deloitte NWE LLP do not provide services to clients. Please 
see www.deloitte.com/about to learn more about our global network of member 
firms.

© 2018 Deloitte LLP. All rights reserved.
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