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Put your hand up if you agree with the following statement

I have a good understanding of the UK Corporate Governance Code’s
requirements with regard to financial reporting ?

We fully comply with the UK Corporate Governance Code’s requirements with

regard to financial reporting

The UK Corporate Governance Code is an effective framework to prevent
financial reporting errors
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UK internal control requirements



UK current requirements
Principles are in place, implementation varies

Applies to:

All companies

Companies listing in the UK

Premium listed companies

Rules

Companies Act 2006

Listing Rules require a Sponsor’s
Declaration, after “due and careful enquiry”
to the Regulator on IPO

+  Comply with the Principles of the UK
Code

* Provisions of the Code: comply or
explain

Requirements

+ “Keeping adequate
accounting records”

+ “safe guarding the assets of
the company”

+ “taking reasonable steps for
the prevention and detection

“the directors of the applicant have
established procedures which provide a
reasonable basis for them to make proper
judgments on an ongoing basis as to the
financial position and prospects of the
applicant and its group”

Principle: “The board should establish
procedures to manage risk, oversee the
internal control framework, and
determine the nature and extent of the
principal risks the company is willing to
take in order to achieve its long-term
strategic objectives.”

of fraud”
Guidance None ICAEW Tech 14/14 FRC'’s 2014 Guidance on Risk
Management and Internal Control
Focus None « Forward looking * Operational, financial and

« Reporting to the Board and to the
market

compliance controls

»  Principal risks
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Monitoring risk management and internal control
Provisions of the Code — comply or explain

The board should monitor the company’s risk management and internal control and, at least annually, carry out a review of their effectiveness,
and report on that review in the annual report. The monitoring and review should cover all material controls, including financial, operational
and compliance controls.

UK Corporate Governance Code Provisions

The board should consider on an ongoing basis (FRC 2014 Guidance) :

Questions for Boards to consider:

Have you defined “material financial controls” for your business?
Does the board have visibility of the “material financial controls”?
Have you defined a significant failing or weakness ?

Have you considered culture and whether it is embedded?
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Is it working?




Why is this important?

theguardian
£ 2bn shares slide as Tesco oo

giants will

admits overstating profits fecs sis

FINANCIAL TIMES
Kier blames debt increase on accounting error

Shares tumble after outsourcing specialist adds £50m of borrowing for half year to
December

FINANCIAL TIMES

Patisserie Valerie halts trading in its shares

Board suspends chief financial officer and discloses ‘potentially fraudulent’ practices
“I know I was not dishonest. I was unaware of fraud,” he wrote, saying he had
no knowledge of the serious accounting irregularities that have since come to

light, describing himself as a hands-off owner.

Yet Mr Johnson was the company’s executive chairman at the time so bore

some responsibility for overseeing its management and performance.

7 3
Thisis MENEY...

FINANCIAL WEBSITE OF THE YEAR

British chiefs in firing line over BT
accounting fraud scandal in Italy
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A growing call that more

needs to be done...



Reforming the FRC and the UK audit market
Audit committees have come in for some criticism

Extracts from the CMA’s Final Report “...equally worrying is the finding that many
“___.the evidence...suggests there is audit cpmmittees are sp_endinq SO little time
significant variation in the performance of ofl aud|t|ng mattefs- S quest|0n§ rinetner
Audit Committees within the FTSE many au.dlt CITINMIEEEES) Bt commltte_d tc_>
challenging management and to putting in
the necessary time to ensure that auditors
are as well.”

350....there is a persistent problem of
variable and sometimes poor audit quality.
Therefore, this remedy is primarily aimed
at improving underperforming Audit
Committees....”

Para 5.2
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What BEIS has to say
The Future of Audit, BEIS, April 2019

O

“"The Review recommended that serious consideration should be given to
introducing a Sarbanes-Oxley (SOX) regime in the UK. This would
require the CEOs and CFOs of public companies to report on the effectiveness
of a company’s financial reporting and internal controls, with the board and

management having clear responsibility for the accuracy of reporting
and robustness of controls.”
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Reforming the FRC and the UK audit market
Next steps — our best guess

December
2019

Sir Donald Brydon ild ;
' Delighted by positive reaction to #BrydonReview today. #auditors to be obliged
to act in the public interest and have regard to the interests of users of their

report beyond solely those of shareholders.

We expect to BEIS to
issue a follow-up
consultation on
matters such as:

+ UK SarbOx

» Definition of public
interest entities

+ Enforcement regime
for holding relevant
directors to account

+ CMA proposals

By end
2020

We expect a
consultation on
revisions to the

Companies Act to
deliver the reforms
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The Brydon Report - recommendations focused on companies

- « Attestation by CEO and
 Resilience Statement CFO to the board on

» Public Interest Statement effectiveness of internal
« Statement that CEO/CFO financial reporting

internal_control _ controls

attestation received
 Actions taken to prevent

and detect material fraud

+ Response to external signals _

of concern _ .
« Appropriateness of dividend ) Pubhshed by the au_dlt

payment committee _and subject to
« Payment policies and arr:nuahl E;SV'SO"Y vote by

performance Sharenoiders

« Developed with input from
shareholders and the
workforce

« Risk reporting published
prior to audit plan




What does Brydon say about

internal control...



The chapters on accounting records and fraud are important context

Chapter 12 - Accounting Records

12.1 ...s386 CAO06 requires all companies to keep
adequate accounting records

12.3 auditors already have an obligation to state
“whether a company in their opinion has kept adequate
accounting records”

12.4 1 recommend the Government review the
Companies Act to...clarify...what is meant by “adequate
accounting records”

12.8 I recommend ARGA develop guidance for auditors
around their responsibilities in relation to accounting
records.

Chapter 14 - Fraud

Current requirements are confusing...so make the
auditors role re fraud clear...

14.1.5 ...make clear it is the obligation of an auditor to
endeavour to detect material fraud in all reasonable
ways.

Recommends new directors’ statement:

14.2.2...the directors should report on the actions they
have taken to fulfil their obligations to prevent and detect
material fraud against the background of their fraud risk
assessment

Plus auditors should report “explicitly the work performed
to conclude whether the directors’ statement...is
appropriate..[and]...state what steps they have taken to
assess the effectiveness of the relevant controls...”

Heads of Internal Audit forum
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Chapter 13 - Introducing "UK SOX"” with the emphasis on directors’ responsibilities

Background...SOX is positive...but remember current UK
Corporate Governance Code requirements...which we are
poor at enforcing...

13.1.4 It is widely agreed..."the extent and nature of work
performed in support of these requirements and reporting
obligations varies and usually does not involve detailed testing of
the effectiveness of controls.”

...but there’s wide support for SOX.
Plans to introduce CEO & CFO attestation...

13.1.8 ...Government gives...consideration to a UK Internal
Controls Statement consisting of a signed attestation by the CEO
and CFO to the Board that an evaluation of the effectiveness of
the company’s internal controls over financial reporting has been
completed...

13.1.9 ...a company would not normally be required to have the
attestation audited. However, a failure of relevant controls in the
12 months prior / 12 months following the attestation should
result in a requirement for future statements to be audited
for..three years...

...and develop guidance...

13.1.11 ...the ACCIF develops principles that should be followed by
CEOs and CFOs in making an internal controls effectiveness

attestation.

...including what to do if there are weaknesses...

13.1.12 Where weaknesses...in controls have been reported it
should become an obligation on directors to report on what
remedial action has been taken... Where [a] material weakness

persists over two reporting periods, boards should...have their

attestations audited...

...but we don’t need more on ELCs...

13.1.13 ...boards...are required to monitor the company’s risk
management and internal control systems...boards should make

clear what processes have been considered and reasons for their
confidence in their effectiveness. ...it would be a step too far to
extend the proposed UK Internal Controls Statement to entity-level

controls.

Heads of Internal Audit forum
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Let’s talk about Sarbanes Oxley



Introduction to SOX
The Sarbanes-Oxley Act (SOX) became law in the US in July 2002 and addresses

Internal Controls over Financial Reporting “"ICFR”

oSt Innovative Cor s Uit
: tates argest long
the magazine Fortu /
_ i ne company.
consecutive years.

QWORLDCOM
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Increased focus from all sides

SEC

The SEC has not put the same level of
pressure on management as the PCAOB has ‘
on auditors.

PCAOB External Auditors

The PCAOB drives standards through its The independent auditor must opine on the
global auditor inspection programme. ‘ effectiveness of the Company’s Internal
Control over Financial Reporting (ICFR) as of
the reporting date.
(Section 404b)
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Types of controls needed to comply with SOX

Process-level Manual examples include: bank reconciliations, inventory counts, review of aged debtors.
controls (PLCs) Automated examples include: three way match of purchase order, to invoice, to GRN.
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COSOQO'’s Internal Control — Integrated Framework (2013)

1. 5 components of internal control that need to be present and operating together.
2. Further broken down into 17 principles across those components that need to be met.

3. Provides specific points of focus as a guide to help address the 17 principles.

Control
environment

1. Demonstrates
commitment to
integrity and ethical
values.

2. Exercises oversight
responsibilities.

3. Establishes structure,
authority, and
responsibility.

4. Demonstrates
commitment to
competence.

5. Enforces
accountability.

Risk
assessment

6. Specifies suitable
objectives.

7. Identifies and
analyzes risk.

8. Assesses fraud risk

9. Identifies and

analyzes significant
change.

Control

activities

10. Selects and develops
control activities.

11. Selects and develops
general controls over
technology.

12. Deploys through
policies and
procedures.

Information &
Communication

13. Uses relevant
information.

14. Communicates
internally.

15. Communicates
externally.

Monitoring activities

16. Conducts ongoing
and/or separate
evaluations.

17. Evaluates and
communicates
deficiencies.

Heads of Internal Audit forum
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COSOQO'’s Internal Control — Integrated Framework (2013)

Control
environment

1. Demonstrates
commitment to
integrity and ethical
values.

2. Exercises oversight
responsibilities.

3. Establishes structure,
authority, and
responsibility.

4. Demonstrates
commitment to
competence.

5. Enforces
accountability.

Risk
assessment

6. Specifies suitable
objectives.

7. Identifies and
analyzes risk.

8. Assesses fraud risk.

9. Identifids and
analyze$ significant
change.,

Control

activities

10. Selects and develops
control activities.

11. Selects and develops
general controls over
technology.

12. Deploys through
policies and
procedures.

Information and
communication

13. Uses relevant
information.

14. Communicates
internally.

15. Communicates
externally.

Monitoring activities

16. Conducts ongoing
and/or separate
evaluations.

17. Evaluates and
communicates
deficiencies.
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What's all the fuss about?

Intellectually robust, but the devil is in the detail...

Significant
Scoping is complex documentation Al o EEdEL
P . g P functions (tax / GITC is challenging
and judgemental /resource

requirements treasury etc)

Some of the concepts are challenging...

Report dependant Management Outsource
controls review controls providers
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IT Controls — Why are they so important?

Your IT environment and in turn the controls over this are the fundamental building block upon which your internal control environment is built.

Business are ever more reliant upon their IT systems to operate the business, interact with customers and suppliers and produce financial
statements.

Effective control over IT is critical in ensuring...

Ensuring the resilience and

Ensuring that your systems are

Ensuring that your systems and data

are secure and appropriately
protected from the risk of
unauthorised access.

Questions for Boards to consider:

functioning as intended and you can
rely of the accuracy and
completeness of processing.

redundancy of your environment to
support ongoing operation and
organisational viability.

How do you get assurance over the effectiveness of your IT controls?

How integrated are your IT controls into your overarching internal control framework?
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IT Controls — Why are they challenging to get right?

There are multiple challenges associated with implementing an effective IT control environment.

_ Interdependency of Controls Multiple Layers of IT

Understanding your IT environment, There are multiple layers of IT Controls need to be implemented and
the systems you use and the criticality controls which need to be deployed operated across the multiple layers of
of these can be challenging. This is across the environment and need to the environment, in particular the
complicated by the use of “shadow IT” | operate in tandem to ensure infrastructure supporting each of your
and employing third parties to support | appropriate levels of control on key applications.

and operate your environment. multiple different systems.

System
Generated

Reports

[

Automated
Controls

Shadow IT

General IT
Controls

- Access Security
- Change Management
- Operations

=
I
pre—

Hosting Environment

Server Operating System
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IT Controls — What can go wrong?

A real world example...

Large manufacturing business who, due to legacy technology, purchased raw materials in kg, but created self-bill-invoices in tons, requiring a

price factoring of 1000 at point of invoice creation.

Minor “efficiency” change made to systems to fix unit of measure - inappropriately controlled, resulting in a payment of £70k being incorrectly

factored to £70m and paid.

Controls which could have prevented the issue:

Change Management Restriction of Access
If the change had passed through an If the ability to make the change was limited
effective change management process, the to appropriate individuals, the residual
change would have been tested and the impact would have been identified and
potential downstream impact identified and adherence to the change management
appropriately remediated. process enforced.

Questions for Boards to consider:

Are you clear on your inventory of systems?

How do you control “shadow IT” and monitor controls operated by third parties?

Do you have a control in place to limit the size of payment which can leave the business?

Payment Limits

If an automated control was in place to
ensure payments above a certain value
were blocked until specific senior approval
was provided, the payment would not have
left the business.

Heads of Internal Audit forum
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Is all the hard work worth it?

Reissuance restatements are down c. 30%
(2009 - 2017).

(source: auditanalytics.com)

“The cost of equity and the cost of debt
capital are significantly lower for those
companies choosing to have their internal
controls audited.”

(Cassell, Cory A. and Myers, Linda A. and Zhou, Jian, The Effect of Voluntary
Internal Control Audits on the Cost of Capital)
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The UK approach: how does it

compare...



UK approach in comparison

The board should
monitor the company’s
risk management and

internal control

Monitoring should cover
all material controls
including financial,

operational and_
compliance controls

Guidance on disclosing
actions taken

to remedy significant

failings / weaknesses

Rigour and depth of
analysis is open
to interpretation

The UK Corporate Governance Code (The Code) and related
FRC Guidance require a risk based approach and ‘comply or
explain’.

In the UK, listed boards make an annual statement on how
they have applied the principles of the Code.

SOX requires senior executives, typically CEO and CFO, to
certify the effectiveness of controls over financial reporting.

As part of an IPO directors must assert “they have
established procedures which provide a reasonable basis for
making proper judgements...as to the financial position and
prospects of the company”.

In theory both principles based; in practice there is
simply more history and regulation in the US
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How do UK companies shape up

Poorly, although few would admit to it...

9, 0 © o

Few un_derta_ke a detailed Little evaluation of entity Limited identification of _ Limited analysis_of_
financial risk level controls. material / key controls risk and control within
assessment. Y i central functions.

©

=

Little evidence that

. Lack of accountability - :
Documentation is poor. process / control owners. Lack of focus on GITC. contraoslsdzrs?g?]zzratmg

©
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What do the auditors do?



What do the auditors do ?
Possibly less than you think...

Auditing Standards require design and implementation of controls over significant risks to be tested. All incremental testing is a matter of the
auditors judgement.

The auditor must tell you about the significant deficiencies they found in the course of their work, but the scope of that work may
be limited....

Heads of Internal Audit forum 36



Questions for your auditors
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Get ready for the
BEIS Consultation




Matters to consider in responding to the BEIS consultation this Autumn

Questions for Boards to consider:

Consider where you are and where you want to be, with regard to these criteria ?
What would be an appropriate regulatory framework ?
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Questions to pose now...



Questions for management
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and finally...a question for you



Put your hand-up if you agree with the following statement

The application of a detailed framework, such as COSO, would improve financial reporting
standards in the UK.

I would support the introduction of UK SOX.
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The Future of Controls

Ani Sen Gupta and Ian Orgill
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Redundant and

overlapping Limited utilisation of
controls monitoring techniques ...

Misalignment with no one version of truth

business and risk
objectives ... too many
controls

Lack of coherent
approach to monitoring
and testing

Limited leverage of

technological or Lack of positive controls
digital capabilities culture



Three key questions

How to
control?

What to
control?

How to
assure?

© 2020 Deloitte LLP. All rights reserved. Future of controls 48



i “The questlon i& not |f but
| --when the new era of control
- automation will have its full
- J'|mpact on your organlsatlon
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Example: Robotic Process Automation

Deloitte.

The future of controls
Robotic process automation

>
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What to control How to control
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Future of controls - journey to enhancing your controls

Start with understanding the
problem and your control
challenges. Define your mindset
and appetite for change, together
with the goals for enhancing your
control framework

o‘l‘l(gl’o
=

Barriers

© 2020 Deloitte LLP. All rights reserved.

Leveraging the outputs
from the previous sessions,
explore the solutions,
barriers to change and
roadmap for
implementation

Q

Improve
@7 and scale
C—__ 9

Deep dive Enhance

0

\

Pure investment in
technology alone will not
help you to reach your
goals, a change in skills,
capabilities and mindset
to continually improve is
critical to ensure
sustainable change

Deep dive

Once your challenges and
problem areas are known,
conduct a deep dive on
processes to capture areas
where efficiencies can be
realised
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The Controls Hub
Ian Orgill
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