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Executive summary

Boards face increasing challenges in balancing the 
time they spend dealing with regulation with that 
spent discussing business issues. To help them to 
do so, this paper distils recent regulatory change 
into four key themes, and sets out how to address 
these. Through a case study, it demonstrates how, 
when boards are faced with a relatively unfamiliar 
scenario, they can use the thematic approach as 
a starting point to frame the key questions that 
need to be answered to understand business and 
regulatory impacts. This in turn will help define the 
tools and capabilities required to manage risks and 
explore the opportunities that may arise.

Complying with the breadth and volume of regulatory 
change since the global financial crisis has been 
a significant challenge for boards. They are now 
spending increasing amounts of time (anything up to 
80% in some cases1) debating regulatory issues and 
their implications. Despite the implementation of a 
significant part of the post-crisis regulatory reform 
agenda, it is clear that there is more regulation to 
come, and that the regulatory agenda will continue  
to evolve. 

Regulation does not change the board’s primary 
focus on setting and managing the right business 
strategy for the firm. However, in recent years it has 
been a key influence on strategy and this looks set to 
continue. While shareholder interests sit at the heart 
of board decision-making, the regulator has become 
an important stakeholder to manage, to ensure that 
the business strategy can deliver the best shareholder 
value.

We look at how the impact of regulation can be better 
incorporated into board deliberations and help make 
board challenge effective. Recent regulatory change 
can be distilled into four key themes:

1. A forward-looking view of risk and resilience
2. Incorporating customer outcomes (and the public 

interest) into decision-making 
3. Establishing the right culture for the firm
4. A legal entity view of resilience and governance 

Boards have to take a top-down view, starting with 
the strategy of the firm (including the range of possible 
outcomes, since the strategy rarely delivers precisely to 
plan), and the current and emerging risks inherent in 
that strategy. 

The pace of change, in part from technological 
advances, makes it harder for boards to rely on 
historical precedents and past knowledge to predict 
and understand high-impact, low-probability (“tail”), 
events. Analysis has to be developed further to 
understand how the roles and responsibilities of the 
board will transform when new types of tail risks 
materialise, and how long-term shareholder value will 
be preserved. By using the four key themes, boards can 
frame the key questions and information needed to 
reflect on the strategic impact of tail events.  
In Section 3, we illustrate the application of the 
thematic approach using a case study. 

Customers and clients are always a key focus area 
of business strategy. However, from a regulatory 
perspective a holistic view of customer outcomes will 
continue to dominate the conduct regulation agenda 
amidst continuing concerns, for instance around 
packaged bank accounts, investment advice, disclosure 
of fund charges, pension reform and suitability of 
insurance products. Consequently, board deliberations 
in relation to customers will need to broaden beyond 
profitability, growth and product suitability to consider 
the wider impact of business strategy on customers: 
does the firm provide the right product at the right 
price on a consistent basis? In the same vein, firms must 
ensure that their business strategy considers the wider 
public interest, in particular, in the case of banks, the 
risks to the taxpayer.

The Senior Managers Regime for banks (SMR) and 
recovery and resolution rules put the spotlight on the 
legal entity view of governance and financial stability 
respectively. Boards of material subsidiaries now have 
to demonstrate both the ability to think independently 
(from the group board) and rigour in ‘doing the right 
thing’ at the legal entity level, while understanding 
the wider group context in which they operate. Group 
boards must in turn consider how they can function 
coherently and improve group-wide governance.  
All of this must be underpinned by sustainable capital, 
liquidity and the right culture: a ‘risk aware’ ethos 
which is fully aligned to the risk appetite of the firm 
and provides those incentives which encourage good 
behaviour.
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Figure 1 shows the link between these themes and 
some key features required of tools and capabilities 
that boards can leverage. We propose ways to tackle 
various practical challenges associated with developing 
and designing these capabilities.

The case study in Section 3 is motivated by the 
exponential use of technology and serves as a relevant 
trend to demonstrate how boards can apply the four 
key themes to understand the inherent risks and 
strategic impact of this trend.By using this framework, 
boards can step back from the detail and be in a better 
position to provide effective challenge and assurance 
to satisfy themselves that their strategy and collective 
stewardship will deliver as the risks and opportunities 
associated with this trend evolves.
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1. What do supervisors want?

Good governance reduces the risk of failure 
Across Europe and the US, supervisors have made it 
clear they will focus on the effectiveness of boards.  
A common view taken by supervisors is that if 
governance at the top of a firm is robust, the rest of 
the organisation is much more likely to be governed 
(and therefore operate) well. Conversely, dysfunctional 
governance is perceived to be a leading cause of failure 
in financial services firms.

“ …it is uncommon and rare to find a problem in 
the capital or funding or business model of a 
firm which cannot be traced back to a failure of 
governance…”2 
Andrew Bailey, PRA CEO, May 2015

Enhancing the governance of firms has been increasingly 
prioritised by supervisors globally. Earlier this year, the 
UK Prudential Regulation Authority (PRA) codified its 
governance expectations of boards.3 In Europe, the 
European Central Bank (ECB) has made clear4 that 
its new Joint Supervisory Teams (JSTs) will focus on 
institutional governance, including the composition of 
boards, their expertise, diversity and culture. The US 
Office of the Comptroller of the Currency (OCC) last year 
introduced “heightened standards”5 for the governance 
and risk management practices of large financial 
institutions, since “supervisory expectations for risk 
management, internal audit and corporate governance 
needed to be substantially higher”6 than they were 
during the crisis.

The permanency of the challenge 
The new reality for boards is not merely that regulation 
has set a new standard, but that it also presents a  
fast-moving portfolio of change. Thematic reviews, 
market studies and areas of focus set out by the 
Financial Conduct Authority (FCA)7, PRA8 and Single 
Supervisory Mechanism (SSM)9 in 2015 indicate that 
the regulatory agenda will continue to evolve. The 
fundamental changes caused by a raft of ongoing 
initiatives, such as the revisions to the Markets 
in Financial Instruments Directive (MiFID II), new 
remuneration rules and the Basel Committee’s work to 
strengthen risk-weighted capital, present boards with 
a steady stream of new regulatory and supervisory 
constraints.

Against this backdrop, those at the top of a firm’s 
governance chain need to understand the implications 
that regulation carries for their decision-making, and 
provide necessary stewardship. While a board’s duties 
are to its shareholders, failing to meet regulatory 
requirements brings with it serious risks, in terms 
of reputation, financial damage and – increasingly 
– personal accountability. Moreover, the regulators’ 
emphasis on financial resilience and the interests of 
consumers are arguably also in a firm’s long-term 
interests.

How boards can tackle supervisory expectations
While specific board members may be closer to the 
detail of some regulation, boards collectively need to 
maintain the big picture perspective and not drown 
in the detail. One way to approach this is to distil 
supervisory expectations into four broad themes. 
This can then also serve as a starting point for  
assessing strategic impacts.
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A forward-looking view of risk and 
resilience

The evidence from the financial crisis of excessive risks 
taken by some firms has resulted in calls for greater 
management accountability, and supervisory actions 
aimed at getting banks to understand their inherent 
and emerging risks better. The Supervisory Review 
and Evaluation Process (SREP) and Business Model 
Analysis (BMA) framework, combined with the SMR 
and the Senior Insurance Managers Regime (SIMR), all 
enable supervisors to hold individuals to account for 
understanding and managing risks within their areas of 
responsibility. Boards are at the heart of this. 

Boards have always had to understand the major 
risks associated with their business model. However, 
the recent supervisory focus on resilience, customer 
outcomes, culture, and legal entity structures has 
resulted in boards having to consider the underlying 
risks in their business model and business environment 
from a number of different perspectives. The forward 
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looking view of strategy and risks, and  
the resulting capital and liquidity implications, is critical. 
Boards can very easily get sidelined dealing with 
historical requirements and legacy book issues. 
While these can be important, keeping a focus on 
forward-looking MI and assessing the impact of issues 
through scenario analysis should help ensure that 
emerging issues receive due attention. 

Another key requirement for boards is to possess  
a ‘look-through’ capability for emerging issues and 
trends across products and business lines. Tools and 
capabilities have to be reviewed to ensure that an issue 
in one portfolio, product or business line can  
be identified and managed proactively in other areas.

The Bank of England’s Financial Policy Committee (FPC) 
has commissioned work over the past two years on 
resilience, especially cyber resilience. It is increasingly 
keen to see firms move beyond merely understanding 
risks, to demonstrating that they have robust processes 
in place to deal with the impact of unexpected events, 
and enhance resilience. Boards must ensure that they 
have a plan to respond, and recover from, unexpected 
events that cannot always be defined in detail today. 
Most firms have recovery plans in place but wider 
operational resilience in the face of reputational 
damage or cyber-attacks and other operational failures 
must be considered.

Specifically, boards need to be comfortable with 
their role, both immediately (potentially moving from 
oversight to hands-on management) and medium-term 
(focussing on recovering and managing outcomes), 
when such events materialise. Most big global 
organisations have a resilience plan to address this issue 
and regain trust and business value, if only as part of 
their work on recovery and resolution. However many 
medium and smaller sized firms are yet to catch up. 

As regulation responds to changes in business models, 
technology and market trends, this expectation of a 
multi-dimensional view of risk and resilience will gain 
increasing supervisory attention. Shareholders will also 
take comfort from knowing that the board is better 
prepared for any such eventuality.

Incorporating customer outcomes (and the 
public interest) into decision-making 

The seemingly endless procession of conduct issues 
in banking – including forex and LIBOR manipulation, 
and PPI mis-selling – shows little sign of slowing. 
Other sectors are also being examined, with two FCA 
thematic reviews into the charges paid by investors to 
asset managers, and whether authorised investment 
funds are operated in line with investors’ expectations. 
By so doing, supervisors have clearly set out their 
expectations that firms should focus on conduct 
and customer outcomes, at every level of decision-
making and through each stage of a product life-cycle. 
Moreover, as part of their emphasis on resilience, 
supervisors also expect that the firm’s strategy or 
business model will not put taxpayers at risk. 

Senior figures have spoken about “putting the customer 
at the centre of the business.”10 Martin Wheatley 
(former FCA Chief Executive) added that “the balance 
that we should be aiming for [includes] change, some 
disruption, new models of distribution but all of it 
with the interests of the consumer at its heart.”11 
Commissioner Hill recently highlighted that he intends 
to put “European consumers at the centre of financial 
services policies.”12 Similar statements have been made 
by US regulators recently – Richard Corday, Consumer 
Financial Protection Bureau (CFPB) director, stated that 
the regulator “care[s] deeply about how things come 
out for consumers [and] understands [its] responsibility 
to stand on the side of consumers and ensure they are 
treated fairly.”13

The right product at the right price
Boards undoubtedly put customers at the heart of 
business strategy from a profit and growth perspective. 
But this in itself will not ensure that customers are 
not disadvantaged or misled. The principle of “caveat 
emptor” (let the buyer beware) which underpinned 
the trading of goods and services no longer holds 
so strongly. In this environment, thinking through 
customer outcomes, in a broader sense, will help firms 
to put in place the relevant MI and risk mitigants, 
including more educational and transparent marketing 
material. This clearly poses significant challenges for 
group level boards of large organisations which may 
not be as close to the diverse customer base as their 
business level leaders.

2
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Commodities traders not heeding lessons of 
Libor warns FCA
In a recent market newsletter the FCA warned: 
“Many firms had not embedded the lessons 
learned from recent market abuse cases (such 
as Libor, FX and Gold). On this point, our 
benchmark thematic work also urges firms to 
take note of the outcome of recent enforcement 
cases.”14

So how does the supervisor assess culture, and in 
particular whether the culture is “risk aware”? For now, 
the approach appears to be like that of a detective 
looking for clues; the FCA and other EU regulators do 
not directly assess culture, but rather make inferences 
from their observations of a firm; piecing together 
parts of the puzzle, or “joining the dots.”16 Some of the 
areas that the supervisor draws on for the assessment 
of culture are:

• how a firm responds to regulatory issues;
• what customers experience when they purchase  

a product or service from front-line staff;
• how a firm runs its product approval process;
• how decisions are made or escalated;
• how the board challenges management assumptions;
• how a firm behaves in certain markets; and
• remuneration structures.

This is a starting point and not an exhaustive list of 
indicators.

“Culture” goes wider than this. Boards are expected 
to have a key oversight role to ensure that the firm’s 
values are consistent with its objectives. A starting 
point is usually to establish a common understanding 
of culture at board level. Boards should then determine 
how they can provide oversight and obtain assurance 
that the right culture has been embedded. Boards are 
also expected to monitor and challenge weaknesses in 
cultural indicators. This may be picked up by Internal 
Audit as part of its regular audits and addressed by the 
Audit Committee with significant issues raised with 
the wider board. The role of the first and second line 
of defence in guiding the board is equally important. 
Tracey McDermott, then acting Head of Enforcement 
and Financial Crime at the FCA, remarked:

So your job in compliance is not to design new 
processes and controls, it is to force the board 
to ask the difficult questions − how do you 
positively reward those who highlight problems, 
do you take whistleblowing seriously, do you use 
the wealth of information from complaints to 
drive improvements, do you really learn from the 
mishaps of your peers?17

One board member we spoke to highlighted how value 
for money is of increasing significance. It is not just 
about offering the right products to customers, but 
also ensuring that products are sold at the right price. 
This will not only benefit customers but also contribute 
to the competitiveness of the business over the longer 
term, through enhanced customer retention.
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Establishing the right culture
It is widely accepted that culture is a complex 

issue involving both behaviours and attitudes. Culture 
is also both vertical (within a firm) and horizontal 
across firms in the same industry or business line, 
since allegiances and values can reflect those of the 
community, such as FX traders, and not necessarily 
those of the firm. Within a firm, sub-cultures also exist 
in different business lines and control functions. This 
poses significant challenges for boards to develop and 
implement the right culture throughout the firm. 

A recent Financial Stability Board (FSB) report 
highlighted risk culture as a key metric. 

According to the FSB, a sound risk culture should 
permeate all levels of a firm and ensure that an 
appropriate balance is struck between risk and reward 
(consistent with the firm’s risk appetite) when risks are 
taken. Adequate systems of controls must be in place, 
in which the quality of risk models, data accuracy, risk 
measurement, and justifications for risk taking can all 
be effectively challenged. Moreover, all operational 
incidents (including limit breaches or deviations from 
established policies) must be met with proportionate 
disciplinary actions.15
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To mirror the increasing supervisory scrutiny of banks’ 
structures, geographical organization or booking 
models, boards should consider the legal entity 
implications of business model and strategy decisions. 
In very large global organisations board accountability 
between legal entities can get blurred with trades 
booked in one entity but risk managed in another. 
In the UK, the SMR and SIMR will try to address this 
accountability issue but this regime is not replicated in 
other jurisdictions. 

These developments should highlight the importance of 
the legal entity view of governance for boards. It is no 
longer enough to have strong business-line governance 
and accountability frameworks in place, but rather 
boards need to ensure that a firm and its risks can be 
effectively managed on a legal entity basis. The need 
for subsidiary boards to have the independence and 
authority to make decisions on a legal entity basis has 
also been an area of regulatory focus.21 But boards also 
need to understand the risks, capabilities and structures 
of the group of which they are a part. 

Knowledge sharing within a group can be important, 
facilitated by the interaction between group NEDs 
and subsidiary NEDs, especially if they are based 
in different jurisdictions. Some countries are front-
runners in implementing certain pieces of regulation 
and boards can share their experience and knowledge 
of any strategic or business impact with the rest of 
the group. Similarly, cultural differences and the way 
boards interact with each other may reveal some good 
practices which can be shared across other group entity 
boards.

 “[The FCA] looks at [whether] a board probes 
high return products or business lines, and 
whether it understands strategies for cross-
selling products, how fast growth is obtained 
and whether products are being sold to markets 
they are designed for.”18

For large, complex international firms, the challenge of 
embedding a consistent culture is increased by regional 
cultural differences. One way for boards to overcome 
this is to focus on values (e.g. ‘we will respect our 
colleagues’) and direct local management to describe 
how that translates into expected behaviour within the 
local cultural context. This will be enhanced with bans 
on specific unacceptable behaviours that would apply 
across all regions (e.g. zero tolerance for taking a bribe).

6

A legal entity view of resilience and 
governance

The financial crisis brought into sharp relief the position 
of a legal entity within a group – the risk that a legal 
entity (such as a subsidiary) can fail and the parent 
company may not honour the perceived lines of 
support.

A number of regulations have been put in place to 
ensure the viability and stability of legal entities on a 
stand-alone basis. Regulators often now equate “too-
complex-to-fail” with “too-big-to-fail” in terms of the 
risk a firm can pose to financial stability.19 Newly formed 
resolution authorities, such as the Single Resolution 
Board (SRB), are in the process of being granted 
sweeping powers20 to demand changes to a bank’s 
business model, strategy and legal entity structure if 
they judge that the bank is not easily resolvable. 

4
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2. Tools and capabilities to handle 
regulatory complexity
This section reviews a selection of tools and capabilities that boards have at their disposal in the context of our four 
key themes. In this section, we consider how existing tools and capabilities may need to be enhanced or revisited 
to support boards in assessing the strategic and regulatory impact of emerging trends. We reflect on some known 
challenges and provide some alternative approaches to overcome them.

Aligning MI objectives – The “three envelopes” test
A simple exercise to flush out any misalignment in understanding the purpose 
of MI is to apply the three envelopes test – this involves the receivers (boards), 
collators (company secretaries/board gatekeepers) and MI developers (key 
contributors) each being provided with a blank envelope to write down the 
purpose (including what MI is not intended for) of the MI which they are using. 
The results can be revealing and will provide a basis for starting discussions on 
expectations and limitations of MI. 

An anecdotal illustration of misaligned views on MI is set out below:

• Receivers: we want quality over quantity. Tell us what the big picture 
implications are and how our previous challenges have been followed 
through. 

• Collators: we request MI based on previous topics that have been discussed 
and what the control functions and business heads tell us is important.

• MI developers: we are under time pressure. We pull together whatever we 
can from readily available sources. The level of detail is based on what is 
feasible rather than what the board (including NEDs) say they need.
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• Relevant, timely and accurate – less may be more
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• Fit for purpose for Non-Executive Directors (NEDs)
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• Collective experience
• Effective challenge
• Access to objective expertise
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Management Information (MI) – What do 
you receive and what do you do with it?

The quality of MI is crucial to the ability of boards to 
exercise good oversight of their firms, and demonstrate 
to supervisors that they are effective in this task. The 
reality of MI is that it is typically prepared for executives 
to run the business and not necessarily for boards (and 
specifically NEDs) in their oversight role. 

In the UK, a recent PRA consultation paper22 indicates 
that the Chairman and NEDs will be required to actively 
assess the nature, content and frequency of MI, taking 
into account the specific needs of their role. Clearly, the 
needs of NEDs who will not be engaged in the day-to-
day business of managing the firm will differ from those 
of executives.

Boards should consider whether the key drivers of 
risk identified in the assessment of strategy and risk 
appetite are being picked up in MI. The case study in 
section 3 demonstrates how the link between a theme 
and MI is identified.

A
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Coherence between different reports is another key 
challenge that boards face. Reports documenting the 
Internal Capital Adequacy Assessment Process (ICAAP), 
Internal Liquidity Adequacy Assessment (ILAA), 
recovery and resolution plans and risk appetite Key 
Performance Indicators (KPIs), are typically compiled 
by different parties, and often use different base data 
and definitions. One way to overcome inconsistency in 
information received by the board is to allocate overall 
responsibility for reports to the board to the finance 
director, or an equivalent function, who can interpret 
the messages coming from each source, and resolve 
any inconsistencies.

MI also serves as a valuable information source for 
boards to ensure relevant action has been taken to 
address deficiencies. For the same reason, supervisors 
use MI as one of the key sources for validating 
whether a board is effective. Many board members 
appreciate trend views of portfolios – where a portfolio 
performance for a specific time period is compared 
to a corresponding historical period – rather than a 
point in time comparison. This view of business line or 
product performance, or indeed risk profiles, helps pick 
up emerging issues, which can be missed by a point in 
time view.

Do you know what the supervisors know about you?
Often there may be a risk of information asymmetry 
between boards and supervisors. This is either in 
the granularity of information (e.g. from stress tests) 
received by supervisors, or the analytic tools used 
to assess the data. Supervisors also use peer group 
analysis to identify risks and trends. Risks identified in 
one firm will be considered in supervisory assessments 
of peers. Boards should ensure that their MI adequately 
captures firm and industry-wide views of emerging 
trends and issues.

Supervisory scrutiny of board performance is due to 
increase. For instance, the ECB has indicated that its 
JSTs will question whether the board and management 
exercise their oversight role23. Similarly, resolution 
authorities may take a detrimental view of a group’s 
resolvability if they perceive that board members 
are poorly briefed on its legal entity structure and 
complexity.

Skills and experience of the board

“Boards should include individuals with a mix of 
skills and experience that are up-to-date and cover 
the major business areas in order to make informed 
decisions and provide effective oversight of the 
risks; but this does not mean expertise in every 
aspect of a broad and complex financial business – 
the point is to have the diversity of experience and 
capacity to provide effective challenge across the 
full range of business.”24

To promote effective challenge, supervisors have 
highlighted the requirement for diversity and the 
benefits of having complementary skillsets among 
directors. A consistent observation from our 
conversations with NEDs is that there is value in having 
NEDs from a range of backgrounds on the board. 

Effective challenge
With greater emphasis on personal accountability, 
evidence of effective challenge gains increasing 
importance. Directors need to follow an issue until it 
is resolved to the board’s satisfaction. For example, if 
consistent limit breaches are observed in a business 
area, boards will expect management to investigate 
not only the immediate cause, but also the more 
fundamental driver(s), with the board challenging 
both the culture and the appropriateness of the risk 
management framework, and specifically the risk 
appetite and associated limits.

Effective challenge can also be facilitated by the 
Chairman actively encouraging a debate, e.g. on the 
risks facing the firm, in which NEDs take opposing 
sides. This can be further strengthened by promoting 
a culture that allows challenge and debate. The board 
meeting agenda and MI also play a key role, as the 
right MI (e.g. the identification of risk patterns, multiple 
scenario analysis or various stress tests) can promote 
meaningful debate.

Encouraging contrarian views
If boards are to avoid group think and effectively 
challenge management to do the right thing, the 
culture in the boardroom needs to reward rather than 
discourage the expression of contrarian views. Diversity 
in experience is a key contributor to help prevent  
group think. 

A number of NEDs that we spoke to stressed the 
advantage of having an outsider to ask the simple 
but profound questions that expert NEDs may often 
overlook or perhaps not have the courage to ask. 

8
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Alternatively, members of board committees, such as 
the Audit and Risk Committees, are in a good place 
to challenge each other constructively. An open and 
constructive relationship between the Chairman and 
the Chairs of Committees in avoiding group-think is also 
critical.

Once a strategy or decision has gained initial support 
on the board, those yet to decide tend to suppress their 
objections and agree. Some companies have a culture 
that comes close to equating dissent with disloyalty. 
If this is the case, then regulatory pressure and rules 
such as the SMR and SIMR should encourage more 
independent thinking.

Independent directors should provide independent 
challenge. Having contrarian views on the board – and 
encouraging an environment in which these can be freely 
expressed – is essential for boards to be effective. In each 
case, the role of the Chairman is crucial. 

Execution stretch
One of the main challenges boards face is ‘execution 
stretch’ – not having enough time to consider risks 
and issues due to the pace and volume of business 
and regulatory change. With a number of competing 
regulatory and business change initiatives, senior 
management and boards may not have identified risks 
associated with failure to execute individual initiatives, 
or from cross-dependencies between initiatives. 

One way to overcome this is to demand a strategic, 
integrated view of the collective impact of the portfolio 
of regulatory change from senior management. Boards 
in turn should consider whether this integrated view 
delivers in line with the overall strategy and risk appetite. 
To keep risk at the forefront of the board agenda, firms 
need to consider the role and status of the Chief Risk 
Officer (CRO).

Adequate understanding of risks: does the CRO have 
an effective voice?
Taking risk is of course an essential part of doing 
business in a financial services firm. The role of the  
CRO has been steadily growing in importance over the 
past ten years as firms have become more conscious of 
the need for sound risk management. A Deloitte survey 
of 71 financial institutions in 2015 found that 92% had 
a CRO, compared to 65% in 2002. 46% of respondents 
said their CRO reported to the Board of Directors, while 
68% said their CRO reported to the CEO.25

So does the CRO need to sit on the board? The 
answer is not clear cut. While a few global systemically 
important banks have the CRO on the board, others 
consider that the fundamental requirement is for the 
CRO to have unfettered access to the board and the risk 
committee and have an independent voice. 

The 2009 Walker Report26 recommended that the 
CRO have clear reporting lines to the CEO or CFO. 
The recommendation focused on the profile and 
the stature of the CRO within the organisation – 
being independent from the business and having an 
enterprise-wide role including oversight. There clearly 
is no one-size-fits-all approach yet to the CRO’s role 
in the organisational structure: what really matters is 
the voice and authority the CRO has in identifying risks 
and ensuring there are effectively managed. This is 
facilitated by CROs’ views being represented at board 
meetings, either in person or through their reporting 
line.

Training
The mechanisms and content of training will vary from 
firm to firm. What will remain constant, however, is the 
need to demonstrate both that it has been undertaken 
(analogous to the continued professional development 
modules of certain professions) and that it has helped 
boards to assess regulatory and business impacts.

A dashboard approach 
Boards need help to absorb the material in a 
meaningful way. Using a dashboard, key regulatory 
topics and their requirements are mapped to strategic 
areas to show their impact on strategy and ease of 
execution (and thus inherent risk). For example, capital 
may need to increase for a specific product category 
(costly) or how product governance may need to be 
tightened (relatively low cost and easier to implement).

If regulatory training is also provided on a contextual 
basis, e.g. ‘need to know’ versus ‘decisions which 
will need to be taken by the board’, then boards can 
prioritise and invest the required time to understand 
the implications to support their decisions. That said, 
an important aspect of training is to enable the board 
to understand how their various decisions fit together, 
and also the impact of certain scenarios.

Having a consistent regulatory dashboard that shows 
clear links to strategic impacts and highlights the 
required actions from boards will help them to be 
better informed and more effective in dealing with 
regulatory change.

A matrix assessment of training
Board training also needs to allow for different learning 
styles and levels of familiarity with the regulatory topic 
at hand. The following matrix provides an approach to 
considering the level and type of training that may be 
required depending on whether it is a current or new 
regulation and how it is applied within the business.
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Enablers of the right culture
Culture is not a new concept – it has always 

been embedded in the values, ethics and mission 
statements of firms. 

While regulators do not explicitly define what a good 
culture looks like (since there is no ‘one-size-fits-all’ 
approach), there are some pointers in regulatory 
documents as to what is expected of the board:

“ Culture should support a firm’s board and 
management in clearly understanding the 
circumstances in which the firm’s viability would 
be under question and act to protect the firm 
against such an eventuality. A culture in which 
accepted orthodoxies are challenged, action is 
taken to address risks on a timely basis and risk 
and control functions carry real weight is likely  
to support prudent management.”27

As evidenced by recent scandals, a poor culture can 
have far-reaching (and in some cases, extremely costly) 
implications. Where the culture of a bank fails to 
encourage the attitudes and behaviours set out above 
(among others), undesirable and ineffective systems 
and controls to mitigate risk can flourish:

“ ….defective systems and controls are illustrative 
of a culture where minimising the risk of trader 
misconduct was not at the forefront of priorities 
[of the department] which either fostered, 
or failed to search for and root out, systemic 
deficiencies and conduct risks.”28
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How boards can focus their regulatory training

Stage of regulatory development

Old business lines subject to old regulations Old business lines subject to new regulations

• Focus on refreshing key areas that boards need to 
consider:

 – Executing their responsibilities including 
compliance

 – Strategic impact

• Tailored and detailed training required to 
understand the new implications that changing 
regulation can bring to existing assumptions, 
business models, or strategies. 

• Training should include an assessment of how 
regulation could evolve further in the medium-
term, and related implications.

New business lines subject to old regulations New business lines subject to new regulations

• Focus on areas where regulation may impact new 
products in a different way (compared to the 
existing portfolio) 

• Regulatory implications of interaction between old 
and new products

• Detailed training with a strategic emphasis 
required in order to understand the regulatory and 
supervisory risks associated with market entry and 
regulatory evolution. 

• Focus is needed on potential compliance and 
conduct risks, given the lack of past experience

Supervisors leading in the development of behavioural 
and cultural assessments make clear that the 
responsibility for setting the overall culture of the 
firm rests primarily with the board, and is reflected 
through their decisions and practices.29 Beyond 
validating information received by management, 
supervisors increasingly expect to see boards guard 
against dominant leadership, challenge established 
ways of thinking, and identify and intervene to resolve 
ineffective decision-making structures. 

In addition, Nomination Committees when considering 
new board hires should reflect on the values they 
are trying to establish within the organisation: is the 
candidate’s experience, set of backgrounds and market 
reputation consistent with the values the committe is 
trying to convey? The collective experience, skillset and 
personalities of board members convey a clear message 
about the firm’s cultural direction, and its adoption of 
best practices in this area. 

The role of the Human Resources function
Human Resources can play an important role in 
assisting boards in managing the right culture within 
the firm. This function sets the criteria for recruitment, 
owns the performance management framework, 
monitors performance and turnover KPIs, and has 
information to gauge the culture of the organisation. 
Inviting Human Resources to offsite strategic sessions 
and relevant board meetings will help boards take the 
cultural temperature of the organisation.

C
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Enablers for supporting the right culture

Boards need to understand the levers available to 
influence culture and ensure they are aligned to 
strategic objectives. By regularly reviewing the strategy 
and information measuring the effectiveness of the 
levers, boards can define the tone from the top.  
A selection of levers are discussed below:

1. Governance structures help identify and manage 
cultural risk, both at business line and group level.  
Effective communication of policies and expectations 
contribute to maintaining the right culture. In the 
UK, the SMR and SIMR have already helped kick-
start the process of defining structures, roles and 
responsibilities in a detailed manner. This should 
clarify the lines of delegation and responsibility and 
provide channels to escalate concerns regarding 
emerging issues.

2. Leadership is key to establishing the right culture. 
The expectations of boards in embedding and 
monitoring culture should be clearly understood. 
Boards and senior management have a significant 
role to influence culture by demonstrating role 
model behaviours and being held to account for 
management of risks and issues. 

3. Communication should be targeted and values-
oriented. The effectiveness of communication should 
be regularly measured. Boards should gain assurance 
that all types of key communication – written, oral, 
formal and informal – are consistent in tone and 
focussed on the underlying message.

4. Learning and development should be tailored for 
each role and informed objectively through a training 
needs analysis. Behavioural and capability training 
should be linked to the firm’s strategic objectives.

5. Performance and reward should be clearly linked to 
the demonstration of value-based behaviours. Boards 
should ensure that policies set out demonstrable 
consequences for taking unacceptable risk regardless 
of outcome. Employees should also be clear on how 
they are incentivised for effectively demonstrating 
the desired behaviours.
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Enablers of risk resilience
Understanding risk at a granular level depends 

on having the right level of skills and expertise, high 
quality and timely MI and a culture of effective 
challenge.

In many firms there appears to be a cultural issue 
with reporting bad news to the board. Often we hear 
that bad news is “smoothed out”30 before it reaches 
the board, which results in boards missing the initial 
indicators of emerging risks, and failing to address 
these risks in good time. 

The quality of information regarding the likelihood of 
issues manifesting or opportunities emerging depends 
on the culture of firms – both to highlight these matters 
and to have open channels for upward escalation. 

From risk management to resilience
Risk management and governance frameworks have 
typically focussed on identifying and mitigating current 
and emerging risks. 

However, there has been growing awareness (among 
both regulators and firms) that this dualistic approach 
neglects an equally crucial element of a more 
comprehensive risk triumvirate: namely, resilience.  

“[The FPC attaches] 
particular importance 
to the boards of firms 
treating cyber risk 
as a core strategic 
issue and being 
ready to challenge 
senior management 
where resilience 
and recovery plans 
are inadequate. 
Responsibility for 
cyber resilience 
and for recovery 
planning [lies] with 
each respective firm’s 
board as a whole.”31

D It is widely accepted that even with best-practice risk 
prevention controls in place, high-impact, potentially 
catastrophic, events can (and will) occur at some point. 
This places a pressing duty on management and boards 
to ensure that firms are appropriately prepared to deal 
with such situations.

Too often, this response framework is too narrowly 
addressed through business continuity planning. Plans 
may be in place to deal with, e.g. a loss of facilities 
or IT capabilities, but not to deal with other extreme 
(if unlikely) occurrences such as a complete loss of 
payments systems or uncovering significant financial 
crime. Consequently, a marked shift in supervisory 
focus from risk management to resilience has occurred 
as greater emphasis has been placed on ensuring firms 
are equipped to deal with the scenario in which a 
major risk – particularly from cyber-attack – crystallises.

Boards should ensure that robust plans are in place 
to effectively deal with the consequences of realised 
risks, and moreover, that plans are in place to deal with 
tail-event (potentially catastrophic) risks which might 
otherwise have been disregarded as too unlikely.

Learning from other industries
Other industries may have much to teach financial services on the development of mechanisms to deal with risk notifications and escalation 
in a business-as-usual manner. The Incident Reporting and Investigation Systems (IRIS) risk management practice from the airline industry is 
worth considering:

A formal mechanism for identification and publication of emerging risk is established. Investigators (in financial services, the second line of 
defence – risk management – would be the natural counterpart), report on safety events and distribute information on safety performance 
throughout the organisation. This practice establishes a culture of transparency and accepting and talking about risk. Investigators prepare 
regular briefings for senior managers highlighting recent significant safety events and circulate regular newsletters to front line personnel 
reviewing noteworthy events, lessons learnt and actions taken. Investigators also have a significant impact on the safety agenda at board level 
committee meetings, by preparing the focus and content of board papers for review.32 

Lessons which can be learnt from the airline industry include acknowledging risk as a part of doing business, and encouraging an open 
risk culture by ensuring the right level of transparency, communication and knowledge sharing across all levels in an organisation. This 
environment will facilitate effective identification of, and debate around, risk patterns emerging across product categories and business lines, 
as well as provide an open channel for escalating emerging risks from the front line to the board. The Audit Committee and Risk Committee 
would be able to assess if this openness in risk escalation and communication is prevalent in their firm by comparing the results of control 
assessments and risk assessments against the information received in board packs. 

Similarly a culture of reviewing and analysing “near-misses” would help in better risk management and board effectiveness going forward. 
This should also be complemented by a culture of learning from past lessons or those of peers, to help strengthen the general risk culture of  
the firm. 
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Examples of considerations for the board

Under normal business conditions

• Do we have a crisis management plan in place with 
clear roles and responsibilities outlined?

• Who is responsible for it?
• Has our executive leadership team been adequately 

trained and do they take part in simulation exercises 
on a regular basis?

• Have our crisis management capabilities been 
subject to internal audit and external verification?

• What’s our perception of our own organisation’s 
‘crisis readiness’? Are we fully prepared and 
confident?

During and after a crisis scenario

• Do we know the role to be played by the board 
during a crisis?

• Have members of the board taken part in crisis 
simulation rehearsals?

• Is it clear which member of the board will be 
responsible for which element(s) of the business 
during a crisis?

• Do we know which external advisors we may call 
upon to support the board?

• As a matter of course, do we request an 
independent review in the wake of major incidents 
and events such that lessons may be learned and 
improvements made?

Regulatory expectations of boards: assess, act, recover

Anticipate & assess risks Protect & prepare firm Respond & recover

• Detection of threats and incidents 
through monitoring, horizon 
scanning and intelligence gathering

• Risk analysis
• Risk appetite calibration
• Identifying management actions

• Reduce likelihood of disruption
• Reduce impact of disruption 

by ensuring integration 
and readiness of response 
frameworks, e.g. planning and 
simulation

• Response expected from individual 
board members agreed and 
understood

• Longer term response and 
management of consequences to 
recover reputation and value

The role of assurance
Another key capability that supports the work of 
boards is the assurance function. The business, risk 
and compliance, and internal audit functions (three 
lines of defence respectively) can play a significant 
role in flushing out and overseeing the remediation 
of underlying deficiencies that contribute to “poor” 
decision making. 

The second and third lines of defence have played, and 
will continue to play, an important role in assuring the 
board that the risk and control management framework 
is operating effectively. 

While the role of assurance functions has not changed, 
a wider group of stakeholders, including regulators, 
are interested in their work to provide validation on the 
effectiveness of the organisation’s control framework.

“ A pattern 
of decisions 
that may 
reasonably be 
considered 
poor, at the 
time or with 
hindsight, 
suggests the 
probability of 
underlying 
deficiencies 
in: a bank’s 
management 
capabilities 
and style; 
governance 
arrangements; 
checks and 
balances; 
mechanisms 
for oversight 
and challenge; 
and in its 
culture, 
particularly 
its attitude to 
the balance 
between risk 
and growth.”33

FSA report, Oct 2012

Internal audit functions have always been the “eyes and 
ears” of the Audit Committee. Their work has implicitly 
picked up cultural failings, e.g. through detection of 
persistent control failures, or inferring from bullish 
self-assessment scores that a culture of recognising 
weaknesses is not appropriately embedded.

Looking forward, assurance functions (specifically 
internal audit), may become increasingly involved 
in providing assurance to the board on remediation 
activities that result from regulatory reviews. There is 
also an opportunity for internal audit to support the 
work of boards, including validating the relevance, 
accuracy and timeliness of board MI and succession 
planning processes.

The shift in regulatory focus from effective risk management to resilience requires boards to understand individual 
responses to tail events (whether anticipated or not). To enable this preparedness, boards will need to plan and 
rehearse both immediate responses, but also longer term responses to secure firms’ reputations, value and market 
confidence. The role of the board, both individually and collectively, will change significantly in a crisis from 
providing oversight to making rapid, far-reaching decisions. There is no doubt that boards have started thinking 
about cyber-resilience. However, a wider debate may be required to consider the board response to a varied suite 
of tail events.
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3. Applying the framework – a case study

Having set out our thematic approach, we use 
the exponential use of technology as a trend to 
demonstrate how boards can apply the four key 
themes to an area where they may not have deep 
expertise, to better understand the inherent risks and 
strategic impact of this trend. While the focus of this 
case study is technological development, the thematic 
nature of the framework lends itself to any unfamiliar 
scenario that needs to be assessed. 

The case study seeks to demonstrate two key 
points. The themes serve as a good starting point to 
articulate to senior management the key questions 
and information needs of the board to understand the 
impact of particular trends. In turn, boards can then 
assess if the available tools and capabilities need to be 
enhanced to monitor, manage and gain assurance on 
the risks and opportunities from this trend effectively.

Key questions that boards may raise with respect to tools and capabilities
• Are we receiving the right MI to help us to monitor emerging trends and issues? E.g. a significant uptake of 

an online product, or a rising trend in complaints relating to one or more products sold online.
• Does our digital strategy appropriately cover the three key themes identified (above) as high risk?
• Does our risk appetite appropriately reflect the risks identified? Do we know what our role is in relation to 

the risk resilience plan?
• Do we have adequate assurance over the controls and governance in place to identify and manage new 

emerging risks and comply with regulation?
• What training and experience do we need to understand the issues better?
• Does management have the right approach to ensure that our cultural values are reflected in relevant 

areas? Do we have the right level of assurance in relation to this?

• Risk of cyber attacks or general system failure.

• Risk of breaching customer confidentiality and data 
privacy expectations.

A forward-looking, 
resilient view of risk

Incorporating customer outcomes 
(and the public interest) into  

decision-making 

A legal entity view of 
resilience and governance

Establishing the right 
culture for the firm

• Ensuring product governance, data privacy and 
oversight arrangements are not weakened by legal 
entity structure or intra group arrangements.

• If data protection practices are outsourced, consider 
service line arrangements between legal entities for 
data protection

• Risk that a customer could assume that since a product 
is said to be personalised, it would meet all their 
requirements. For e.g. robo advisers or guided product 
selection.

• Risks around customers not fully understanding risks 
and assumptions (more pronounced in a mobile/
internet transaction “one-click” world).

• Risk of being seen to “push” sales and crossing 
perceived customer privacy boundaries.

• Risk of “over-selling” – pushing too many products that 
customers do not need.

• Ensuring that product development, customer targeting 
and product personalisation strategies are in line with 
cultural values

Supervisory  
expectations  

of boards:
4 key themes

1 2

4 3

High High

HighMed
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Cyber risk remains high on the agenda of the FPC, PRA 
and FCA, and the majority of boards. The PRA has 
warned that customers’ cyber exposure is “exacerbated 
by the increased reliance on web-based front-end 
channels that increase the risk of personal data and 
consumer funds being compromised.”34 Boards must 
satisfy themselves that the digital strategy is fit for 
purpose and captures emerging trends and issues, at 
both a firm as well as peer group level. 

The availability of increased customer data provides 
significant opportunities to banks, asset managers 
and insurers to offer tailored products to customers. 
This opportunity throws up many cultural and 
communication challenges for the firm: how much 
customer data can the firm mine ethically before being 
perceived to be breaching customer privacy? Boards 
can implicitly answer such questions, and influence 
the digital and marketing strategy by reflecting on 
customer outcomes and the cultural brand of the firm. 

There is an optimal point which balances 
personalisation and respect for data privacy. This 
balancing act between complying with the letter of 
the law and managing public perception is critical to 
managing reputational risk. As Ana Botin, Santander 
Chairman, recently said: 

“ If you think about the big guys now, it is not 
the banks, it is these four large tech companies 
[Apple, Google, Amazon, Facebook] that are 
worth more than us. They have more cash. They 
have less regulation. […] Regulators are not just 
looking at our credit and market risk, they are 
looking at our IT and cyber risk. So we pay a 
big price, but we also have the advantage that 
you can probably trust us more than others. I 
think you are very safe with us in terms of your 
information. But I’m not sure how safe you are 
with those big four guys.”35 

How will customers respond if they feel that ethical 
boundaries are being crossed? Clearly this boundary 
will vary by age group – a 20 year old’s view on data 
privacy and sharing (and their faith that companies 
which hold their personal data will act with integrity) 
may well be markedly different from a 70 year old’s 
view.36

Increased availability of customer data, through firms’ 
own systems and customers’ wider online footprints, 
create increasing responsibilities for firms. Boards 
should ensure that a risk and resilience view has been 
developed for cyber-attacks on infrastructure, or 
general system failure. 

There are also wider cultural implications in relation to 
how customer data will be analysed and used to target 
and cross-sell products. A customer-outcomes based 
view should help set the right marketing and product 
development strategy. Once the risks and issues have 
been considered, boards will be better informed 
and more able to define the type of information 
or monitoring required to manage them. These 
considerations will also help the board to assess if the 
risk appetite is pitched at the right level.

If infrastructure and data management are outsourced, 
even to an intra-group company, boards will need to 
satisfy themselves that the overarching service line 
agreement will cover any emerging risks in line with 
their expectations and there is a clear response and 
recovery plan if tail events materialise.

These are but some of the challenges that 
developments in technology pose. As technological 
changes and customer preferences evolve, boards are 
often faced with issues that don’t have a historical 
precedent. A key challenge then is to understand 
the different dimensions of the issue and its impact 
on strategy. The case study serves as an illustrative 
example of how the thematic approach can be applied 
to overcome this challenge.
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4. Conclusion

Regulation will continue to evolve and influence 
strategy setting in financial services firms. While 
regulation is but one of many factors in the strategy-
setting process, failure to adequately consider it can 
undermine the success of the strategy. The industry is 
also facing unprecedented change, in part driven by 
technological evolution. Consequently boards may not 
have deep experience and expertise in understanding 
the strategic implications of these changes. Our 
framework builds on the key drivers underpinning 
recent regulation. However, its application will enable 
boards to tackle new (and relatively unfamiliar) trends 
from a number of different perspectives and help them 
to frame the key questions to draw out the strategic 
impact. 

Recent regulatory change can be distilled into four key 
themes: a forward looking view of risk and resilience 
enabling boards to build financial and business 
resilience and manage tail events when they crystallise; 
incorporating customer outcomes and the wider public 
interest into the details of decision making, rather 
than just profitability; establishing the right culture 
in the firm by building risk awareness and effectively 
using the five enablers discussed in this paper; and 
as a legal entity, striking the right balance between 
independence and cohesion with the rest of the group. 

We apply the thematic framework to an illustrative case 
study motivated by the exponential use of technology. 
We demonstrate how boards can use this framework 
to generate some key questions to identify the strategic 
impact from diverse perspectives even if they don’t 
have deep experience in the area. 

Regulatory drivers can serve as a good starting point 
for boards to get to grips with wider strategic issues as 
well as regulatory considerations. As both business and 
regulation move on, one cannot be divorced from the 
other if long term shareholder value is to be delivered.
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