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The CSP is built on three core 
objectives that should direct 
cyber security efforts and are 
supported by eight principles 
that SWIFT has developed in 
consultation with industry 
experts. Across the principles, 
SWIFT has identified 
mandatory controls that all 
SWIFT users have to comply 
with. There are additional 
advisory controls that SWIFT 
users can determine if relevant 
to their environment and 
include in their attestations. In 
total, there are 22 mandatory 
and 9 advisory controls. 
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2021 CSP new requirements 
The SWIFT Customer Security Controls Framework (‘CSCF’) version 2021 builds incrementally on previous years versions and 
introduced the following changes: 

 

A new architecture type, identified as A4, which copes with non-SWIFT footprint, has been introduced for 
users that previously attested as:  

• B Architectures when using, as customer connector, a middleware server, such as MQ server.  
• A3 Architecture when using, as connector, a file transfer solution or a middleware server, such as MQ 

server.  

Those users will have to consider the controls having middleware server in-scope. 

 

The minimum requirement is an Independent Assessment against CSCF 2021. The assessor needs to 
independently validate the SWIFT related controls, as well as the architecture type. The outputs of the 
independent assessment will be an assessment result report and a Completion Letter. The assessments must be 
independently conducted through either: 

• External assessment, by an independent external organisation which has existing cyber security 
assessment experience, and individual assessors who have relevant security industry certification(s).  

New 
Mandatory 
Controls 

Independence 
Requirement 

• Internal assessment, by a user’s second or third line of defence function (such as compliance, risk 
management or internal audit), which is independent from the first line of defence function that submitted 
the attestation (such as the CISO office). As per external assessors, those undertaking the assessment 
work should possess recent and relevant experience in the assessment of cyber-related security 
controls. 

 

SWIFT Customer Security Programme (CSP) 
 

The Customer Security Programme (CSP) is an initiative led by SWIFT to develop core security standards and an assurance 
framework applicable to all customers. A series of security breaches at banks globally via SWIFT networks triggered the introduction of 
the CSP. SWIFT released a set of core security standards that are now mandatory for all SWIFT customers.  

The CSCF v2021 promotes one advisory control from the previous release to mandatory security controls: 

• “1.4 Restriction of Internet Access” (highlighted in blue on the next page).  

In addition, a number of guidelines and scope definitions (mainly for ‘connectors’) have been clarified to better 
support attestations and assessments. 
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1. Restrict Internet Access and Protect Critical Systems from General IT Environment 

1.1 SWIFT Environment Protection A segregated secure zone safeguards the user's SWIFT infrastructure from compromises and attacks on the broader 
enterprise and external environments. 

1.2 Operating System Privileged 
Account Control 

Access to administrator-level operating system accounts is restricted to the maximum extent possible. Usage is 
controlled, monitored, and only permitted for relevant activities such as software installation and configuration, 
maintenance, and emergency activities. At all other times, an account with least privilege access is used. 

1.3 Virtualisation Platform Protection Secure virtualisation platform, virtualised machines and supporting virtual infrastructure (such as firewalls) to the 
same level as physical systems. 

1.4 Restriction of Internet Access All general purpose and dedicated operator PCs as well as systems within the secure zone have controlled direct 
internet access in line with business. 

2. Reduce Attack Surface and Vulnerabilities 

2.1 Internal Data Flow Security Confidentiality, integrity, and authentication mechanisms are implemented to protect SWIFT-related application-to-
application and, when used, jump server-to-application, data flows. 

2.2 Security Updates All hardware and software inside the secure zone and on operator PCs are within the support lifecycle of the vendor, 
have been upgraded with mandatory software updates, and have had security updates promptly applied. 

2.3 System Hardening Security hardening is conducted and maintained on all in-scope components. 

2.6 Operator Session Confidentiality 
and Integrity  

The confidentiality and integrity of interactive operator sessions connecting to SWIFT-related applications (local or at 
the service provider) or into the secure zone is safeguarded. 

2.7 Vulnerability Scanning Secure zone including dedicated operator PC systems are scanned for vulnerabilities using an up-to-date, reputable 
scanning tool and results are considered for appropriate resolving actions. 

2.10 Application Hardening All messaging interfaces and communication interfaces products within the secure zone are SWIFT compatible. 
Application security hardening is conducted and maintained on all in-scope components. 

3. Physically Secure the Environment 

3.1 Physical Security Physical security controls are in place to protect access to sensitive equipment, hosting sites, and storage. 

4. Prevent Compromise of Credentials 

4.1 Password Policy 
All application and operating system accounts enforce passwords with appropriate parameters such as length, 
complexity, validity, and the number of failed log-in attempts. Similarly, personal tokens and mobile devices enforce 
passwords or Personal Identification Number (PIN) with appropriate parameters. 

4.2 Multi-factor Authentication Multi-factor authentication is used for interactive user access to SWIFT related applications and operating system 
accounts. 

5. Manage Identities and Segregate Privileges 

5.1 Logical Access Control Accounts are defined according to the security principles of need-to-know access, least privilege, and segregation of 
duties 

5.2 Token Management Connected hardware authentication or personal tokens are managed appropriately during assignment, distribution, 
revocation, use, and storage. 

5.4 Physical and Logical Password 
Storage  

Recorded passwords are stored in a protected physical or logical location, with access restricted on a need-to-know 
basis. 

6. Detect Anomalous Activity to Systems or Transaction Records 

6.1 Malware Protection Anti-malware software from a reputable vendor is installed, kept up-to-date on all systems, and results are 
considered for appropriate resolving actions. 

6.2 Software Integrity A software integrity check is performed at regular intervals on messaging interface, communication interface, and 
other SWIFT related applications and results are considered for appropriate resolving actions. 

6.3 Database Integrity A database integrity check is performed at regular intervals on databases that record SWIFT transactions and results 
are considered for appropriate resolving actions. 

6.4 Logging and Monitoring Capabilities to detect anomalous activity are implemented, and a process or tool is in place to frequently store and 
review logs. 

7. Plan for Incident Response and Information Sharing 

7.1 Cyber Incident Response Planning The user has a defined and tested cyber incident response plan. 

7.2 Security Training and Awareness Annual security awareness sessions are conducted for all staff members including role-specific training for SWIFT 
roles with privileged access. 

Mandatory Security Controls 



 

 

Our Services 

Our Payments and Cyber teams can guide you throughout your 
CSP compliance journey and support your attestation objectives. 

Supporting your Attestation 

We offer flexible models to support your attestation from high 
level readiness to deep analysis and testing across your SWIFT 
control environment. We allow you to gain an in‑depth picture of 
your compliance levels and monitor these, providing the 
information you need to complete your attestation. 

Community Standard Assessments 

We are able to support your attestation for CSCF v2021 from an 
external perspective being one of the first organisations to be 
registered with SWIFT as a Cyber Security Service Provider. We 
are also able to support internal assessments and have 
significant experience of working with 2nd or 3rd lines of defence. 

Third Party Assurance 

We provide the option of an independent assurance report 
covering the controls you have implemented to comply with the 
SWIFT CSP. The report is designed to be shared with third party 
customers and effective where you have customers who rely on 
your capabilities to transmit secure financial messages on their 
behalf. 

Understanding compliance through self‑attestation is a good 
start. However, a third-party assurance report covering the CSP 
controls scope provides an additional level of independent 
assurance for third party counterparties/customers to rely on. 

Contacts 

Contact one of our team to find out how Deloitte can assist you with your SWIFT CSP compliance. 
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This publication has been written in general terms and we recommend that you obtain professional 
advice before acting or refraining from action on any of the contents of this publication. Deloitte LLP 
accepts no liability for any loss occasioned to any person acting or refraining from action as a result 
of any material in this publication. 

Deloitte LLP is a limited liability partnership registered in England and Wales with registered number 
OC303675 and its registered office at 2 New Street Square, London EC4A 3BZ, United Kingdom. 

Deloitte LLP is the United Kingdom affiliate of Deloitte NWE LLP, a member firm of Deloitte Touche 
Tohmatsu Limited, a UK private company limited by guarantee (“DTTL”). DTTL and each of its member 
firms are legally separate and independent entities. DTTL and Deloitte NWE LLP do not provide 
services to clients. Please see www.deloitte.com/about to learn more about our global network of 
member firms. 

© 2021 Deloitte LLP. All rights reserved. 

 
Designed and produced by The Creative Studio at Deloitte, London. J14861 

The Deloitte Difference 
 
Our depth of experience working with SWIFT and 
significant cyber skills can offer real benefits to your 
organisation. 

An independent view 

A sound basis to attest Continuous oversight 

Ensuring the right 
coverage 
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