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How COVID-19 may play out*
Over the course of the pandemic, Control functions are likely 

to periodically face the following scenarios:

Each scenario will bring its own additional challenges to 

Control Functions with regards to People, Risk and Control 

Operations.

Preparing for the next normal

Future of Controls - Keeping control in a crisis

The impact of COVID-19 on businesses has been rapid, unpredictable, and represents an event of once in a lifetime significance impacting all geographies. Whilst it will take some 
time for businesses to reach and adapt to the ‘next normal’, many are already having to take rapid and significant decisions that will have implications for months and possibly years 
ahead. Staying in control is vital.

The ability of an organisation to not only evolve and 

adapt to emerging risks but also to efficiently make 

informed decisions regarding business-critical 

operations will mark the difference between 

success and failure. Controls and Control functions 

will be a key enabler of reliable business information 

during times of uncertainty, allowing for rapid, 

informed decision-making. 

We envisage the key focus areas of Control 

functions are likely to be:

• Management information, supported by robust 

controls to enable informed decision making;

• Increased risk arising from what would 

otherwise be ‘familiar’ risk events such as re-

financing and system implementations;

• An agile approach, will be needed to meet 

business demands for rapid adoption of new 

digital technologies;

• Evolving Risk management approaches and 

control environments, which will need to 

respond quickly to business change as available 

resources are reduced and risks transform;

• New and heightened risks, which will need to 

be identified and assessed as they emerge.

Control Functions will need to think cross-border and 

with agility to be able to achieve efficiency and 

resilience – They will need to consider how they can 

transform as a result. 

Cross-border All locations are emerging as equally high-risk. Consider the impact and risks to your

business and people across all markets you, your suppliers, and your customers 

operate in. 

• Where will controls be performed in the face of the pervasive risk affecting all geographies and traditional work locations? 

• How and When might controls need to be performed due to significant impacts on locations you depend on to operate 

critical processes and controls?

Resilience Build a Control function that can withstand the pressure in times of crisis and support 

the resilience of your business.

• Who is involved in operating your controls – Are your people and the people you rely upon (including third parties) safe, 

equipped and able to perform their roles? 

• How will the performance of your controls need to evolve and be flexed  during the phases of the crisis?

• How do we know controls are still operating effectively in the current environment?

Efficiency Implement cost-effective, technology-enabled solutions to drive valuable insights to 

support rapid decision-making in an efficient manner. 

• What risks may emerge that impact controls, including fraud risk and operational risk? 

• Why are current controls in place? Do they mitigate current risks? Are they needed if at all?

• Why controls are required at their current frequency – should they be flexed up or down to meet current business needs? 

• How will controls be performed in the current environment?  

Agility Develop an agile risk and control framework and approach with embedded flexibility to

enable a focus on critical risks during a crisis.

• What are the most critical controls within your control framework, that enable confidence in financial reporting, support

critical operational processes and decision making?

• When will controls be performed and on what frequency? How and When will we flex up and down our efforts on controls

to enable us to focus on our most business critical operations?

• What controls are needed now for the way we are operating today – compared to how we operated historically?

Transformation Transform governance and control to enable an automated and technology-driven 

future that is less dependent on changes in available resource.

• When entering recovery, How do you leverage lessons we have all learnt about operating more digitally?

• How will you build a governance, risk and control framework fit for the ‘next normal’ and any future crisis?

Subsequent waves 
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* Based on: ‘Impact of non-pharmaceutical interventions (NPIs) to reduce COVID-19 mortality and healthcare demand’ ( Imperial College COVID-19 Response 
Team, March 2020)

Scenario B – ‘Post-Peak’

Scenario C – ‘Towards Recovery’

Scenario A – ‘Rising-Peak’
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• Continuously review resourcing requirements and availability, 
including contractors and other third parties, with a particular 
focus on highest-risk locations.

• Identify key individual dependencies.

• Implement contingency plans to shift  control operation to lower 
risk-locations from higher risk / high dependency locations.  

• Ensure control operators have the safe working environment, 
technology, training, and other support needed to execute 
controls whilst alternative working arrangements are in place.

• Understand gaps and evolving risks in availability and capability of 
retained workforce and continue assessing the need for relocation 
of activities. 

• Identify transferable skillsets across the organisation to support 
controls that are most critical to business continuity.  

• Review ongoing safety requirements of staff and develop an 
implementation plan in case of new crisis / reoccurring rising 
peaks. 

• Initiate new safe, efficient and effective ways of working and a 
phased return to the ‘next normal’ prioritising business higher risk 
areas of operation.

• Consider how to further develop ways of working to support the 
delivery of all processes in the ‘next normal’ environment, in a  
way that supports control and regulatory requirements in an 
efficient and effective manner. 
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• Identify the most critical risks, review risk appetite, governance, 
responsibilities and reporting lines to be more agile and flexible to 
enable a better more rapid response to short-term change. 

• Identify potential critical points of failure such as stock shortages, 
supply chain disruptions, network failures, etc. 

• Guide the business in the identification of critical operations, 
product and supply chain lines in order to focus on their continuity. 

• Design mechanisms to monitor and report on the operating 
effectiveness of the most critical controls.

• Shift to a more agile, proactive, and flexible way of engaging in the 
risk assessment process to suit the evolving nature of the crisis and 
maintain nearly constant oversight of emerging risks.

• Monitor the impact of previously relaxed control requirements on 
risk and performance, and start bringing requirements back online 
as appropriate. Consider if controls which had been deferred are 
now re-instated.

• Actively manage key risks for current operations e.g. critical 
processes, sites and systems. Consider duration of 'post-peak' 
working and implications for risks and controls

• Complete a comprehensive risk assessment focused on current and 
prospective risks in the ‘next normal’ 

• Review effectiveness of governance framework, accountability and 
reporting lines and how they operated during the crisis.

• Adapt risk and control framework in line with lessons learnt.

• Support third line of defence and external auditors in  
understanding recalibrated risks and focusing testing on controls 
applicable to the ‘next normal’.
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• Identify critical control requirements that need to be maintained to 
BAU standards, and consider relaxing non-critical ones to increase 
focus on key business processes.

• Explore alternative designs for physical controls such as stock 
counts and quality control checks.

• Consider if different ways of working will be required i.e. ability to 
operate very agilely and what does this mean for your business. 

• Implement new controls to address emerging critical risks, and 
consider opportunities to achieve quick wins in digitalising and 
automating controls.

• Review new regulatory requirements, timelines, and changes and 
organise delivery of rapid responses.

• Identify additional system access requirements, including SoD
considerations  based on people movement and evolving roles and 
responsibilities.

• Maintain comprehensive documentation of judgements and 
conclusions in critical controls.

• Monitor appropriateness of governance approach during period 
of  change and reduced capabilities.

• Assess control deficiencies that occurred during the crisis and 
begin impact assessment.

• Prioritise finance and control processes and consider what 
should be performed more frequently or less frequently to 
balance risk with agility to respond e.g. move financial close from 
monthly to quarterly, more frequent updating of forecasts and / 
or more frequent SoD access reviews.

• Support the business in understanding the risk of a potential 
second wave infections on operations and how best to bring 
processes and individuals back to work safely. 

• Consider impact on operations and delivery of regulatory 
requirements of re-occurring rising peaks and potential 
prolonged periods of alternative ways of working. 

• Support the prioritisation of processes to stabilise back to the ‘next 
normal’.

• Consider lessons leant and remediate gaps identified. 

• Re-align controls to updated risk assessment.

• Consider the opportunity to transform controls to better respond 
to repeat scenarios, including enhancing automation.

• Update documentation of governance and control framework, 
including process maps and control matrices / descriptions to 
support continuity.

• Consider performing retrospective reviews covering the timeframe 
of the crisis to address the risk of significant exceptions going 
unnoticed.
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Tight restrictions and lockdowns Some relaxation of measures Most restrictions lifted


