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2019 Deloitte Survey on Internal Control Over Financial Reporting  | Executive Summary – the Deloitte View

Internal controls are transforming, 
driven by digital technology and 
evolving regulation. There are 
increasing demands on the quality, 
speed and accuracy of information. 
This survey sought to understand 
what Heads of Financial Control, 
and others with internal control 
responsibilities, see as the main risks, 
challenges, and opportunities to 
meeting future requirements. 87% 
of respondents were SEC registrants, 
with the remainder being FTSE 100 
companies.

The key findings from the responses 
are:

 • The majority of respondent 
businesses suffer from a poor 
understanding of controls, that are 
often seen as an afterthought and 
are therefore rarely effectively 
aligned to risk, further decreasing 
business understanding.

 • Detective controls dominate – 
around 70% of controls are 
detective in nature on average.

 • 87% of respondents use shared 
service centres; however, 92% also 
believe these shared service centres 
could operate more financial controls 
than they currently do, so to become 
an organisation’s controls engine.

 • The skills needed to manage internal 
controls are changing quickly and 
controls functions may struggle 
to keep up. Audit experience and 
technical accounting knowledge were 
deemed to be the most critical skills 
today, while in the future proficiency 
in emerging technologies and 
control-dedicated solutions, such as 
GRC tools, are seen as more critical.

 • Controls should be much better 
embedded into business culture 
and organisation-wide change 
programmes and better supported 
by an appropriate “tone at the 
top” from senior executives. This 
is considered critical in achieving 
advanced levels of maturity in the 
purpose and organisational 
stature of respondents’ control 
programmes.

 • Of significant note was the very 
limited use of real time reporting 
across all respondents. In a dynamic 
world that undergoes constant 
change, executives should aspire to 
obtain assurance that key controls 
continue to operate effectively 
throughout the year.

 • Most respondents consider IT 
as the most problematic and 
underinvested area for controls 
with complex infrastructure and 
legacy components very difficult to 
manage.

 • All respondents use some form 
of technology, most commonly to 
support account reconciliations, 
journals and segregation of duties. 
Notably, in many cases, these 
technologies have not replaced 
manual controls suggesting 
automated controls are poorly 
utilised and quick wins are available 
for those companies that seek 
them out. This would also improve 
the ratio of preventive to detective 
controls.

These findings suggest that most 
organisations’ control programmes 
lack the agility to respond to 
business change and regulatory 
developments, for example the 
possible introduction of a UK 
equivalent to the Sarbanes-Oxley Act 
(“UK SOX”). Further, a more varied 
mix of skills than have traditionally 
been required are needed to realise 
the opportunities created by the 
rapid growth of digitisation. 

The responses received also support 
our predictions, as outlined in the 
Deloitte Future of Control white 
paper, that technology-driven 
transformations are required, 
supported by radical re-thinking 
of control operating models.  The 
way a traditional second-line, risk & 
compliance function operates needs 
to change.

Executive Summary 
– the Deloitte View
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With technological advances increasingly impacting the way business is conducted, and 
UK regulatory changes on the horizon, operating models and skills required to manage 
internal controls need to evolve. Are businesses going to be ready?
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2019 Deloitte Survey on Internal Control Over Financial Reporting  | About the Respondents  & Control Environment   

Organisations invited to take part in the survey were selected from FTSE100 corporations and SEC registrants.

87% of respondents were SEC registrants, with the remaining 13% being other FTSE100 businesses. Respondents belonged 
to a broad range of industries, and reported annual revenues ranged between less than £500 million and £50 billion.

The first section of the survey 
contained questions around the 
respondents’ control environments. 
Questions asked concerned topics 
such as the use of shared service 
centres (SSCs), the nature and 
classification of internal controls, 
testing, and the main deficiencies 
encountered.

The responsibility for managing 
the organisation’s financial controls 
programme was noted to, by and 
large, lie with the second line of 
defence, namely, Risk Management & 
Compliance-type functions: this was 
the case for 73% of our respondents. 
The third line of defence (i.e. Internal 
Audit) followed with 20% of responses, 
while the first line of defence (namely, 
functional management) was only 
seen to have this responsibility in 
7% of cases. Interestingly though, 

while this would seem to suggest a 
clear segregation of duties between 
the three lines of defence (at least 
within larger organisations), 66% of 
respondents said that the second line 
of defence is also charged with testing 
financial controls, with Internal Audit 
and outsourced service providers 
following with much lower response 
rates. This could be consistent with 
the majority of our respondents being 
SEC registrants, whose management 
need to attest to the adequacy 
and effectiveness of the business’s 
control environment; nonetheless, it 
is important to stress how crucial it is 
for the testing and design/ownership 
of controls to be independent of 
each other, so to ensure an objective 
assessment of the state of the 
control environment and its ability to 
effectively address significant risks.

With regard to testing controls, another 
statistic worth highlighting is that 46% 
of surveyed organisations have their 
financial controls tested for operating 
effectiveness just once a year, with an 
additional 7% testing them on an ad-
hoc basis. Testing controls once a year 
only can lead to deficiencies only being 
identified very late in the financial year, 
resulting not only in businesses having 
little to no time to implement required 
remediation actions by the end of the 
financial year to support audit and SOx 
attestation requirements, but more 
importantly leading to errors going 
undetected for long periods of time. 
Frequent testing and active monitoring 
of testing results and a well-defined 
remediation process are of vital 
importance to any organisation.

About the Respondents

Control Environment
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87% of respondents were noted to 
make use of SSCs, with 92% of them 
also stating these SSCs could operate 
more financial controls than they 
currently do; the SSCs are also already 
largely responsible for sign-off of the 
controls they operate, making them 
ultimately accountable for them. 

An interesting statistic emerged 
when respondents were asked what 
percentage of their financial controls 
are preventative, as opposed to 
detective: 79% of businesses claimed 
that less than half of their controls are 
preventative in nature, indicating an 
overreliance on detective controls that 
increases the risk of error, fraud, and 
misstatement. Detective controls entail 
a higher level of risk for two reasons, 
namely, the amount of (predominantly) 
manual work required, and the 
passing of time between the risk event 
occurring and the mitigating measure 
being operated. 

However, 21% of respondents did 
state that preventative controls 
make up between 50% and 
75% of their financial controls, 
which indicates that such high 
percentages are achievable with 
currently available solutions, and 
companies should more consistently 
strive towards this predominance of 
preventative controls and not limit 
themselves to retrospective control 
procedures.

Just how preferable it is to have 
relatively more preventative than 
detective controls was demonstrated 
(at least in a PCAOB-regulated 
environment) by how the number of 
reported significant deficiencies and 
material weaknesses in the last two 
financial years decreased the higher 
the proportion of preventative controls 
became: only one significant 
deficiency was reported by 
respondents whose preventative 

controls were between 50% and 
75% as a percentage of the total 
number of financial controls.

The majority (69%) or respondents 
confirmed they had had significant 
deficiencies (SDs), but only 15% 
said they had reported material 
weaknesses (MWs). All respondents 
who reported material weaknesses 
had also disclosed a significant 
deficiency. The most problematic 
area, responsible for the majority of 
both SDs and MWs, was information 
systems, followed by staff competence, 
tax, accounting estimates, system-
generated reports and spreadsheets.

Has your organisation reported one or more 
significant deficiencies to Audit Committee in the 
past two financial years?

If so, what did they relate to?

69%

31%

Yes

Yes

No

32%

16%

16%

11%

11%

5%

5%

5%

Information systems

Staff competence

Tax

Accounting estimates

Other

Segregation of duties

System-generated
reports

End-user computing
 (spreadsheets)
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Has your organisation disclosed one or more 
material weaknesses in the past two financial 
years?

If so, what did they relate to?

Understandably in line with the impact 
of SWs and MWs, nearly all Audit 
Committees were seen to expect being 
informed of significant control failures, 
as well as being shared external and 
internal audit reports with. Fewer Audit 
Committees are however interested 
in the results of CSAs, reports from a 
second-line function, and in detailed 
analyses of internal controls over 
financial reporting.

As for non-SEC registrants specifically, 
we asked how ready they saw 
themselves as being for the potential 

implementation of a UK equivalent 
to the Sarbanes-Oxley Act (SOx): all 
relevant respondents believe to be 
somewhat ready, but with significant 
improvement required to achieve full 
compliance. As any entity who has 
transitioned into being subject to the 
regulation will know, SOx - align with 
above represents a huge change in 
a business’s approach to internal 
controls over financial reporting, with 
significantly more effort required to 
demonstrate reasonable assurance 
can be obtained over their adequacy 
and operating effectiveness. While the 

timeframe for rolling out an equivalent 
piece of regulation in the UK market is 
still uncertain, and so is the extent to 
which this regulation would mirror its 
American counterpart, we do believe 
significant time, effort and resources 
are going to be required to move 
from the current UK framework (the 
Corporate Governance Code) to a UK 
SOx.

15%

85%

Yes

Yes

No
20%

20%

40%Information systems

System-generated
 reports

End-user computing
(spreadsheets)

20%Other (please specify)
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61% of respondents use a version 
of SAP as one of their significant 
ERPs, with roughly a third of that 
being SAP S/4 HANA. We expect this 
percentage to grow over time to match 
the total number of users of SAP, as 
SAP is going to discontinue support 
for previous versions of the system 

(such as ECC) in 2025. SAP S/4 HANA 
is, in our opinion, going to lead the 
charge towards improved controls, 
thanks to its embedded analytics 
capabilities, made possible by the 
simplified data model of its HANA 
database, as well as automation 
functionalities making it possible 

to easily implement delegations 
of authority, approval workflows, 
and to ensure the integrity of the 
general ledger and its real-time 
mirroring of sub-ledger data 
through the “universal journal 
entry” concept.

All respondents use some technology-
based solution to perform month-end 
financial tasks or to operate / manage 
controls, with the most common areas 
of focus being account reconciliations, 
journal entry preparation and 
posting, intercompany (transactions, 
eliminations, and reconciliations), and 
managing segregation of duties. 

Interestingly, real-time controls 
reporting was the only solution that no 
respondent used; analysis of variances, 
compliance support, testing controls, 
task management, and evidence 

retention were also poorly utilised 
areas, with none of them being used by 
more than a third of respondents. 

We see an important opportunity 
for businesses to avoid common 
pitfalls leading to control failures 
and remediation efforts late in the 
year by implementing tools and 
platforms enabling the tracking of 
actions, continuous status monitoring 
through real-time dashboards, task 
workflows, and orderly storage of 
supporting documentation. Well-
designed controls can and will often 

fail because of poor evidencing, which 
can make management reviews not 
traceable, and because of procedures 
for investigation and resolution of 
discrepancies not being operated 
in a timely manner. Difficulty in 
retrieving supporting documentation 
and challenges in evidencing the 
performance of the controls to an 
adequate standard can also lead to 
increased internal and external audit 
effort, which translates into higher 
spend for the auditee.

Digital and Tech-Enablement

What ERP do you currently run on? If multiple across your organisation, please select the significant ones that 
you use.

9%MS Dynamics AX

39%SAP Other

13%Oracle

4%MS Dynamics GP

4%Sage

22%SAP S/4 HANA

9%Other
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Despite all this, 47% of respondents 
claimed that the use of these 
technology solutions had not 
replaced manual controls; this, 
combined with the fact that the 
percentage of automated controls 
at the respondents’ organisations 
was rarely higher than 25%, 
suggests that ERP functionalities 
and technology solutions are not 

being well utilised  to achieve higher 
control automation and efficiency. 
It was particularly interesting to see 
that users of SAP S/4 HANA, which 
as mentioned before is seen as a 
significant improvement on the status 
quo for automation of activities 
and live reporting, did not display 
consistently higher percentages of 
automated controls than users of 

older versions of SAP. This indicates 
that taking full advantage of available 
tools is a slow and often painstaking 
process which requires appropriate, 
expert guidance, and requires controls 
to be borne in mind right from the 
start of any system implementation 
programme, as well as a longer-term 
commitment to achieve their full 
potential.

Automation is going to be a key driver to reduce control deficiencies and their impact – further reinforcing this view, 
respondents who claimed that between 50% and 75% of their financial controls are automated did not report 
any significant deficiencies nor material weaknesses in the last two financial years, which makes a compelling 
case in favour of increased automation.

Use of Technology Solutions

Have any of these selected technologies replaced 
manual controls?

What percentage of your current key financial 
controls are automated? 

13%

13%

11%

10%

9%

8%

7%

6%

6%

5%

5%

3%

3%

1%

0%

Account reconciliations

Managing segregation of duties (e.g. GRC tools)

Month-end journal entries preparation and posting

Intercompany (transactions, eliminations and reconcilations)
Managing your control framework, including process,

 risk and control documentation
Managing control self-assessments

Transaction matching

Compliance / Documentation support

Storing evidence

Testing controls

Analytics

Variance Analysis

Managing control audits

Task management

Providing real-time controls reporting

47%

53%
Yes

No

46%27%
Less than 10%

Between 25% and 50%

20%
Between 10% 

and 25%

7%
Between 50% 

and 75%

0%
Between 75% 

and 100%
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We asked respondents to rate 
themselves against five dimensions 
aligned to the Deloitte Controls 
Maturity Model, as follows:

1. Purpose of the controls programme
2. Position within the organisation of 

the controls programme
3. Competencies and organisational 

structure of the people involved in 
the controls programme

4. Technology used in / relevant to the 
controls programme

5. Monitoring and measuring the 
performance of the controls 
programme

Controls Maturity

Basic Operational Advanced Leading Class

Purpose

 • Basic procedures in place 
but no clearly defined role or 
operating model

 • Defensive approach to 
appease other stakeholders 

 • Formal and structured 
procedures in place

 • Defined operating model

 • Proactive approach

 • Clear strategy, vision and 
roadmap defined and 
communicated

 • Executive sponsorship

 • Strategy, role and 
mission consistently 
understood across all 
levels of organisation

 • Regularly supports other 
business initiatives 

Position

 • Operates in a silo, separate 
from management and the 
business

 • Approach is not yet global or 
enterprise-wide in scope

 • Beginning to bring risk insights to 
management

 • Starting to drive improvements 
and some standardisation

 • Aligned with other governance 
risk, & compliance functions

 • Influences regularly and 
communicates at most senior 
levels of the organisation

 • Integrated working with IA and 
other risk functions

 • Group wide mandate to drive 
positive controls culture

 • Global business 
understands how to 
leverage controls team 
for value

 • Valued business partner 
through business 
change such as system 
implementations and 
acquisitions

People

 • Few individuals with 
appropriate skills and 
experience

 • Basic and informal 
knowledge sharing in place

 • Does not yet have a complete 
range of technical skills

 • Basic annual training programme 
in place for control owners

 • Consistent but not complete 
depth of skills to address all 
risk areas

 • Mix of classroom and online 
training deployed

 • Utilises internal or external 
expertise to address skills 
shortages

 • Formalised rotation & 
career planning with the 
Business 

 • Assesses skills needs 
regularly and on-boards 
expertise as required 

Technology

 • Utilises either basic 
technology only or does not 
use technology to support 
the Internal Controls 
Framework

 • Limited use of enabling 
technology beyond basic level to 
maintain documentation

 • Utilises some ERP functionality to 
automate a number of controls

 • Utilises an integrated 
programme management 
tool that enables real time 
reporting and drives quality

 • Starting to utilise technologies 
to reduce cost of controls and 
improve quality

 • Fully utilises ERP capabilities to 
automate

 • Extensive use of 
technology to drive a 
control environment that 
is primarily automated

 • Use of control analytics

 • Has a technology 
strategy that is aligned 
with that of the Business

Performance 

 • Informal reporting lacking 
value proposition to key 
stakeholders

 • No or informal performance 
metrics and KPIs used

 • Incidents not identified or 
remediated timely

 • Inconsistent reporting 
approaches used across projects

 • Defined metrics and KPIs 
identified and agreed with 
management

 • Timely identification and 
remediation of incidents

 • Real time KPI reporting 

 • Agreed policies and approach 
for dealing with exceptions that 
is enforceable

 • Risk and controls metrics 
embedded into annual 
appraisals

 • Governance role is 
formalised and clearly 
understood

 • Regular Board reporting 
aligned with Business 
strategy

Maturity model levels
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“Operational” was the predominant 
level of maturity at which respondents 
placed themselves against all 
dimensions bar one, i.e. competencies 
and organisational structure, where 
more confidence was shown and 
“Advanced” was the leading response.

A marked desire for improvement 
also emerged, however, as the 
overwhelming majority of respondents 
aspiring to be at least “Advanced” 
across all areas, with a >45% share 
of respondents wanting to achieve 
a “Leading Class” maturity level 
only when it comes to technology 
solutions and monitoring / measuring 
of performance of the controls 
programme.

Achieving an at least Advanced level 
of maturity in the purpose of the 
controls programme would require, 
according to respondents, factors 
such as enhanced understanding of 
strategy by the entire organisation, 
more support from senior executives 
and a more ingrained control culture; 
similar factors were highlighted as 
driving better stature of the controls 
programme within the organisation.

An interesting comment received 
was “With change programmes, 
sometimes we [the financial controls 
team] are not involved or are brought 
in late – controls are sometimes an 
afterthought and this must change”. 
This is consistent with the interactions 
we have with organisations, and it 
seems to be directly correlated to poor 
business understanding of controls 
and the lack of support from senior 
executives already highlighted by 
respondents. It also demonstrates a 

need for greater alignment between 
second and first lines of defence, and 
a better understanding of controls 
and why they are needed. Lack of 
understanding from management 
increases the risk of something going 
wrong throughout the control lifecycle, 
which is made even more significant by 
the predominance of detective controls 
we noted above, as these tend to be 
operated by management themselves. 
Training, career rotation, and an 
appreciation of controls as a specialist 
competency were all quoted as drivers 
that would take organisations to have 
Leading Class people competencies 
and culture.

Technology maturity was defined as 
either Basic or Operational by 87% of 
respondents, which probably explains 
why the ambition is predominantly 
to be Advanced, and not Leading 
Class, with businesses acknowledging 
the scale of the challenges they face 
on their path to becoming better at 
ingraining technology in their control 
environments, but also good ambition, 
as solutions such as Robotic Process 
Automation (RPA) and Integrated Risk 
Management systems were mentioned 
amongst the desired improvements. 
Respondents mentioned technological 
and investment challenges related 
to implementing new tools and 
technologies, but also how progress 
needs to be made in considering 
controls as part of wider technology 
responses and aligning a defined 
programme to corporate strategy 
and objectives. It is interesting to note 
that none of the respondents who 
rated themselves as technologically 
advanced had to report any significant 
deficiencies nor material weaknesses

Monitoring and measuring 
the performance of the controls 
programme was another area 
where respondents demonstrated 
a strong appetite for improvement, 
specifically from Basic/Operational 
to Advanced – implementation of 
KPIs and dashboards for real-time 
reporting being at the forefront of 
measures seen as needed to get to 
the desired state, which is consistent 
with our observations in the Digital 
and Tech-Enablement section 
above where we noticed a limited 
use of tools for managing control 
frameworks and support compliance 
and documentation. These tools 
could represent the way forward for 
organisations to improve in this area.

In summary, appropriate governance 
and “tone at the top” are crucial to 
foster a culture that enables a control 
environment to have a defined 
purpose, felt and embraced by the 
whole organisation, and to bring 
the perceived maturity of a controls 
programme to an advanced level. 
Respondents who rated themselves 
as “Advanced” against at least one of 
the proposed maturity dimensions 
were also likely to rate themselves 
as Advanced in relation to other 
dimensions, which highlights how 
intertwined all components of a good 
control environment are.
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How mature would you define the purpose of your 
controls programme?

How mature would you define the position held 
within your organisation by the controls programme?

How mature would you define the competencies and 
organisational structure of the people involved in 
your controls programme?

Where would you like to be instead?

Where would you like to be instead?

Where would you like to be instead?

53%

40%
Advanced

Operational

7%
Leading Class

0%
Basic 0%

57%
Advanced

Operational

43%
Leading Class

0%
Basic

60%

40%
Advanced

Operational

0%
Leading Class

0%
Basic 7%

46%
Advanced

Operational

47%
Leading Class

0%
Basic

7%

43%
Advanced

Operational

50%
Leading Class

0%
Basic

27%
53%
Advanced

Operational

7%
Leading Class

13%
Basic

2019 Deloitte Survey on Internal Control Over Financial Reporting  | Controls Maturity
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How mature would you define the technology used in 
/ relevant to your controls programme?

How mature would you define the way you monitor 
and measure the performance of your controls 
programme?

Where would you like to be instead?

Where would you like to be instead?

67%

13%
Advanced

Operational

0%
Leading Class 20%

Basic

0%

73%
Advanced

Operational

27%
Leading Class

0%
Basic

60%

7%
Advanced

Operational

13%
Leading Class

20%
Basic

15%

77%
Advanced

Operational

8%
Leading Class

0%
Basic

2019 Deloitte Survey on Internal Control Over Financial Reporting  | Controls Maturity
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In this section of the survey, we gauged 
respondents’ views on skills required 
to manage financial controls, currently 
and in the future, and information 
on the main causes of control failure 
and areas of challenge at their 
organisations.

In terms of control failure, controls not 
adapting to change and insufficient 
staff competence emerged as the most 
significant reasons cited, with general 
IT controls, system-generated reports, 
staff turnover and poor accountability 
also featuring significantly in the 
responses received.

Struggles  to adapt to change mirrors 

the point raised by respondents in 
the Maturity section about controls 
often being an “afterthought” in 
organisational change programmes 
and not always being aligned to 
organisational strategy and objectives. 
It is crucial that controls specialists 
work hand in hand with the wider 
business and change managers to 
highlight the implication of business 
(including technology) changes for 
internal controls, and to truly embed 
controls into the organisational setup 
from the outset.

Process standardisation, change 
management, and automation 
were quoted as key drivers for future 

improvement: the widespread use of 
SSCs may facilitate standardisation of 
processes and consistency of changes, 
laying the right foundations for rolling 
out new integrated ERPs and other 
technology solutions.

In terms of control areas that 
respondents find particularly 
challenging, validating reports used in 
the performance of controls emerged 
as by far the biggest concern, followed 
by concerns over the ability to rely on 
general IT controls (GITCs), and the 
high level of manual, transactional 
tasks required in the performance of 
certain controls. Management review 
controls also represented a challenge.

Control Challenges and 
Opportunities
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What are the three main causes of control failure at your organisation?

33%

27%

0%

0%

13%

7%

7%

0%

7%

7%

13%

0%

7%

20%

0%

13%

7%

13%

0%

20%

0%

13%

0%

7%

7%

13%

0%

33%

13%

7%

 Controls not adapting to 
change

 Staff competence

 Culture / tone at the top

Rank 1

 System-generated 
reports

 End-user computing 
(spreadsheets)

 General IT controls

 Deficient governance / 
oversight

 Staff turnover in key 
positions

 (e.g. control owners)

 Poor control descriptions/-
standard operating proce-

dures documentation

   Lack of accountability ?

Rank 2 Rank 3
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What are the top three areas of financial control that you find the most challenging at your organisation?

 Management review 
controls

 Validating reports used 
in the performance of 

controls

Rank 1

 Evidencing of controls

 Being able to rely on 
general IT controls

 High level of manual 
transactional tasks 

required

 Spreadsheets

 Fraud risk assessment

 Layers of complex and 
onerous controls

Rank 2 Rank 3

13%

40%

0%

27%

13%

0%

0%

7%

20%

20%

13%

20%

7%

7%

13%

0%

7%

20%

0%

7%

27%

20%

0%

20%

2019 Deloitte Survey on Internal Control Over Financial Reporting  | Control Challenges and Opportunities
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The validation of completeness and 
accuracy of reports used in the 
performance of financial controls is a 
clear, major area of challenge for our 
respondents: half of the surveyed 
organisations confirmed not to have a 
documented, formalised approach for 
doing this, even considering their large 
size. What is also often not appreciated 
is that while the concept of IUC 
(information used in the control) and 
its validation has come about largely 
due to PCAOB scrutiny, validating 
the completeness and accuracy of 
information should not only be seen as 
a regulatory compliance burden, but as 
vital to be able to understand and rely 
upon information generated internally; 
a lack of which can critically undermine 
the purpose of even having internal 
controls in place. These challenges, 
alongside the challenges faced with 
general IT controls (GITCs), could 
stem from inorganic change taking 
place over the years, leading to highly 
complex IT environments and non-
standard reporting solutions.

Management review controls 
(MRCs) are an area which has also 
seen increased attention over the 
last few years, with the PCAOB and 
external auditors expecting them 
to be better defined and precise. 
Common challenges around MRCs are 
the setting of appropriately defined 
thresholds and the choice of specific 
comparators for review, elements 
that could be the root causes of the 
responses we observed.

As for the skills currently 
required to manage a financial 
controls programme, practical 
understanding of business processes 
was by far the most important for 
our respondents, followed by audit 
experience and technical accounting 
knowledge. Interestingly however, 
when talking about future skills, 
only the understanding of business 
processes stayed relevant, with very 
few respondents bringing accounting 
and audit knowledge/experience up 
again (only one respondent thought 
technical accounting knowledge would 

feature in the top-3 most needed 
skills in the future). What changed 
dramatically was the importance given 
to technology-related skills: general 
technology proficiency, emerging 
technologies (i.e. analytics, robotics, 
and cognitive science) and control-
dedicated solutions such as GRC tools 
all went from nearly no attention in the 
current state of controls to being the 
most sought-after skills in the future.

2019 Deloitte Survey on Internal Control Over Financial Reporting  | Control Challenges and Opportunities
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What would you say are the top three skills currently in your organisation's possession, needed to manage a 
financial control programme?

Technical accounting 
knowledge

Regulatory knowledge

Rank 1

Practical understanding 
of business processes

Technology proficiency

Analytics, robotics, and 
cognitive science (AI)

Understanding of GRC & 
other control-dedicated 

technologies

Audit experience

Rank 2 Rank 3

7%

60%

0%

0%

0%

20%

13%

27%

7%

7%

13%

20%

20%

13%

7%

0%

0%

27%

33%

13%

13%
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What would you say are the top three skills that are going to be required to manage financial controls in the 
future?

Technical accounting 
knowledge

Regulatory knowledge

Rank 1

Practical understanding 
of business processes

Technology proficiency

Analytics, robotics, and 
cognitive science (AI)

Understanding of GRC & 
other control-dedicated 

technologies

Audit experience

Rank 2 Rank 3

0%

7%

33%

13%

27%

13%

7%

0%

0%

13%

20%

27%

40%

0%

7%

7%

27%

7%

27%

13%

13%
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Through the analysis of the results 
of the survey, we have identified 
interesting correlations between 
the answers to different questions, 
which helped us provide further 
insight in addition to the question-by-
question overview we have proposed 
throughout each section of this 
report.

We (and our respondents) have 
talked extensively about the 
enormous impact that new 
technologies, including both financial 
and control applications of emerging 
tools such as robotic process 
automation (RPA), machine learning, 
artificial intelligence (AI), natural 
language processing (NPL), and even 
new-generation ERPs like SAP S/4 

HANA, as well as new regulations 
(i.e. UK SOx) are likely to have on 
businesses and their internal controls 
in the near future: this impact is 
going to be a lasting one, and it is 
vital that organisations are both 
ready to consider controls from the 
outset when embarking on important 
change projects, and ready to get the 
implementation of control-specific 
solutions right from the outset, so 
not to be adversely impacted in the 
future and be required to plug any 
gaps with improvised solutions, to 
the detriment of the whole control 
environment.

If you wish to discuss any of the 
topics covered in this publication and 
their implications for your business in 
further detail, please do not hesitate 
to get in touch with a member of 
our Business Processes & Controls 
Advisory team.

Final Statement
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