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What has changed?1

1. Reduction of levels (from five to three) 

2. Removal of CMMC-specific controls and maturity processes

3. Alignment with widely accepted standards (NIST SP 800-171  
  and 800-172)

4. Limited use of Plan of Actions & Milestones (POA&Ms)       
  is permitted

• Not allowed for all requirements (i.e., a minimum score  
is required)

• Must remediate failures within the defined timeline  
(e.g., 180 days)

5. Waivers are permitted on a very limited basis

• Senior Department of Defense (DoD) approval is required

• Must be accompanied by a CUI risk-mitigation strategy

• Must remediate failures within the defined timeline (timing to 
be determined on a case-by-case basis)

The Cybersecurity Maturity Model Certification (CMMC) was designed to 
protect Federal Contract Information (FCI) and Controlled Unclassified 
Information (CUI). In November 2021, CMMC 2.0 was announced, with some 
significant changes. We explore what has changed, the current landscape, 
and how you can prepare. 

Source: https://www.acq.osd.mil/cmmc/about-us.html
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NIST SP 800-171 DoD Assessment Methodology

Assessment level Assessment 
performed by

Applicability Additional assessment 
considerations

Basic Contractor  
(self-assessment)

DoD contractors with covered 
contractor information systems 
that must adhere to NIST SP 800-
171 in accordance with Defense 
Federal Acquisition Regulation 
Supplement (DFARS) clause 
252.204–7012

Minimum requirement intended 
to provide a consistent means for 
contractors to review their SSP(s)

Medium

Government  
(independent assessment)

Based on the criticality of the 
program or sensitivity of the 
information handled by  
the contractor

Review system security plan (SSP) to 
identify how each of the requirements 
are met

High Review SSP, and the contractor must 
demonstrate their SSP

Why now?

The DoD published an interim rule (effective November 
30, 2020) codifying the NIST SP 800-171 DoD Assessment 
Methodology, which will be used to assess contractor 
adherence to NIST SP 800-171 across the DoD supply 
chain until CMMC is implemented.2 

The results of these assessments will be documented 
in the Supplier Performance Risk System (SPRS) for 
verification—that the required assessment has been 
completed prior to contract award and is current (i.e., 
completed within the past three years or less, if required, 
in the respective contract).3
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The implementation timeline

Effective April 28, 2022, Defense Federal Acquisition Regulation 
Supplement (DFARS) Part 204 was changed to include policies 
and procedures for CMMC inclusion in DoD contracts. However, 
implementing regulations will occur through updates to Part 32 of 
the Code of Federal Regulations (CFR) and DFARS. The rule-making 
process for both is expected to be approximately 9–24 months. 
After that, the CMMC DFARS clause will be included in applicable 
solicitations and contracts or task orders or delivery orders, 
including those using FAR part 12 procedures for the acquisition of 
commercial items, except for solicitations and contracts or orders 
solely for the acquisition of commercial-off-the-shelf (COTS) items.4

Enforcing compliance:  
Beyond the certified third-party assessment

When companies sign contracts containing the DFARS 252.204-7012 
clause, they are attesting to compliance with NIST SP 800-171. 
Knowingly misrepresenting compliance with NIST SP 800-171 
puts them at risk of being sued under the False Claims Act (FCA), 
which is the government’s primary civil tool to enforce these 
cybersecurity standards. The FCA makes an entity or individual liable 
for double the government’s damages plus a penalty of $2,000 for 
each false claim.5 The act also provides retaliation protections for 
whistleblowers who assist the government in identifying fraudulent 
conduct within these government contractors. And it allows the 
whistleblower to receive a portion of any recovery. 

In fiscal year 2021, the Department of Justice (DoJ) obtained more 
than $5.6 billion in settlements and judgments from civil cases 
involving fraud and false claims against the government.6 Within 
six months of the launch of the DoJ Civil Cyber-Fraud Initiative, the 
first case was settled under the initiative in March 2022. This is 
just the beginning of enforcement actions that are likely to occur 
in the future. 

How to prepare for CMMC:  
Actions you can take now

Define or refine your CUI boundary

Perform a gap assessment against the 
relevant requirements

Revisit your system security plan (SSP) 
and update it as needed

Revisit your POA&M and close 
outstanding gaps

Educate relevant stakeholders across 
your organization

Revisit how you are managing 
relationships with external parties  
(e.g., suppliers, subcontractors,  
partners, customers)

Create or adjust your CUI and data 
governance strategy
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Endnotes

Let’s talk 
To learn more about how CMMC applies to your organization and the actions you should take 
now, please reach out to our CMMC team. 
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