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This publication contains general information only and 
Deloitte is not, by means of this publication, rendering 
accounting, business, financial, investment, legal, tax, or 
other professional advice or services. This publication is not a 
substitute for such professional advice or services, nor should 
it be used as a basis for any decision or action that may affect 
your business. Before making any decision or taking any 
action that may affect your business, you should consult a 
qualified professional advisor. 

Deloitte shall not be responsible for any loss sustained by any 
person who relies on this publication. 
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As the broader digital asset industry continues to digest and reflect on recent market events, 
learnings from a recent industry event “Taking Control of Digital Assets”, hosted by 1LoD’s1  Digital 
Assets Leaders’ Network and sponsored by Deloitte in New York, can provide some foundational 
considerations for financial institutions as they navigate digital asset innovation while complying with 
evolving expectations. Event attendees included C-suite level and senior representation from leading 
banking and financial institutions. Insights from this event have been leveraged to understand the 
evolution of digital asset use cases and impacts on digital asset risk and control frameworks for 
traditional financial (TradFi) services. 

TradFi focus on digital assets is evolving 
Despite industry headwinds, many regulated financial 
institutions are continuing to explore capabilities in the 
digital assets ecosystem.  According to attendees at the 
1LoD Digital Assets Leader’s Network event, the institutions 
they represented are building capabilities in the below 
focus areas: 
• Stablecoin, Digital Cash and Central Bank Digital 

Currency (CBDC) 
• Tokenization of Digital bonds, private funds, and real-

world assets 
• Digital Asset Custody 
• Blockchain-based payment solutions 

Financial institutions are increasingly exploring the potential 
of tokenization of “real-world assets”, including, tangible 
assets, such as real estate; and precious metals and 
intangible assets, such as private equity (e.g., fund tokens) or 
debt securities (e.g., digital bonds). For instance, traditional 
firms are launching tokenization platforms and issuing digital 
bonds. This interest is driven by the fact that tokenization of 
real-world assets represents an opportunity for financial 
institutions as a large chunk of the world’s wealth today is 
locked in illiquid assets. The asset tokenization market is 
expected to grow rapidly, projected to reach $16.1 trillion2 by 
2030 and potentially $24 trillion3 by 2027 per more 
aggressive estimates.  

Additionally, financial institutions continue to explore the 
potential of blockchain or digital assets-enabled payment 
services. In the Merchant Adoption of Digital Currency 
Payments Survey4  prepared by Deloitte in Dec 2021, in 
collaboration with PayPal, nearly three-quarters of those 
surveyed reported plans to accept either cryptocurrency or 
stablecoin payments within the next 24 months. Further, 
87% of merchants agreed that organizations accepting 
digital currencies have a competitive advantage in the 
market. 

Regulatory Tone has shifted 
As banking organizations continue to explore tokenized 
deposits, payment networks, digital asset custody and other 
consumer facing offerings involving crypto-assets and 
stablecoins, regulatory agencies have created notification 
and non-objection processes to protect the US banking 
system. In January 2023, the Office of the Comptroller of 
the Currency (OCC), the Board of Governors of the Federal 
Reserve System, and the Federal Deposit Insurance 
Corporation (FDIC) issued a joint statement highlighting key 
risks to banks associated with crypto-assets and crypto-
asset sector participants5. This was in line with a November 
2021 letter from the OCC, which instructed banks that they 
must seek and obtain written permission from their 
supervisors before engaging in certain activities involving 
cryptocurrency and must be able to show that they have 
the appropriate risk management tools before taking on 
activities such as the provision of custody services for 
customers’ crypto holdings6. Earlier in 2022, the New York 
Department of Financial Services (NYDFS) issued guidance 
on the use of blockchain analytics7,  emphasizing its 
importance in effective policies, processes, and procedures, 
including those relating to customer due diligence, 
transaction monitoring and sanctions screening.  

Regulators are seeking to create increased 
control discipline among market participants 
to protect customer interests 
 

Taken together, it is becoming increasingly clearer that 
banking regulators are using Joint Statements and 
notification processes to moderate and coordinate digital 
asset activities at supervised firms. Each agency has issued 
guidance, broadly applicable to their respective supervised 
firms, requiring that at a minimum local agency staff be 
informed of crypto-related activities. It appears that 
banking regulators are treating new crypto or digital asset 
product offerings very much akin to new licensing and 
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application efforts meaning business plans, financials, 
governance, risk, and compliance materials will need to be 
developed and reviewed prior to non-objection/permission. 
It has become clear that to launch any product offerings in 

digital assets, banks and traditional financial institutions will 
need to meet a high bar in demonstrating their risk and 
control frameworks to regulators.  

 

 
TradFi should re-evaluate its risk management and compliance approach 
As institutions build capabilities, they are increasingly asking themselves if existing governance, risk, controls, policies and 
transaction monitoring tools that are available today are sufficient to manage the risks in digital assets.  Attendees at the 1LoD 
Digital Assets Leader’s Network event agreed that traditional risk assessments should be the foundation while considering 
unique risks posed by digital assets, such as operational, market, and compliance risks highlighted in recent NYDFS guidance for 
institutions involved in virtual currency-related activity8.   

 

It was noted by attendees at the 1LoD Digital Assets Leader’s Network event that legacy risk assessment and annual review 
methodologies are inadequate for managing digital asset risk considerations. There is also lack of an industry standard of 
what controls are required. Close to three quarters (73%) of event attendees felt that current risk and control frameworks 
were inadequate for managing other aspects of digital asset risk. A recent view by banking regulators of risks posed by 
digital asset products is outlined in our publication “Digital Asset Risk Assessment: A New Paradigm in Risk Management.9” 
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Leading regulatory bodies have also expressed concerns that the risks posed by digital assets could lead to systemic and 
financial impacts on consumers and the overall economy10. 

Barriers to TradFi Adoption 
The risk of money laundering linked to crypto is becoming a 
barrier to TradFi adoption. Mixing or tumbling is used to 
obfuscate financial flows in the crypto world, making it 
harder to detect their origins. Firms will also need to look 
back at transactions using blockchain analytics data. Close 
to three quarters (72%) of attendees at the 1LoD Digital 
Assets Leader’s Network event felt that the quality of 
testing of financial crime controls related to digital assets is 
“medium” while over a quarter of attendees felt that the 
efficacy of controls is “low”. Over 80% of attendees also 
expressed concern with finding people with the right 
background and experience to help navigate this emerging 
ecosystem. 

Financial Crime Compliance programs in this 
space will require advanced people 
expertise to keep up with evolving risks 
 

Event attendees at the 1LoD Digital Assets Leader’s network 
event agreed that 1st line sales teams are facing long wait 
times for New Product launch with some initiatives taking 
~1.5 years for go-live due to evolving capabilities in the 2nd 
line and relevant support functions.  

 

Further, banking and financial institutions are also grappling 
with client onboarding challenges. With convergence in 
offerings, TradFi players are also seeking to partner with or 
offer their services to crypto natives and FinTechs with 
emerging business models. Given that current diligence 
frameworks are likely inadequate to effectively assess 
counterparty risk for evolving digital asset business models, 
many TradFi firms are struggling to onboard crypto native 
firms. A rapidly evolving regulatory environment is also 
complicating the picture for firms. 

 

A Path Forward 
Despite these challenges, the desire among traditional 
financial services to adopt digital assets and blockchain 
technology remains unabated 11. Traditional firms are taking 
advantage of increasing regulatory clarity (e.g., NYDFS 
industry letter for prior approval for covered Institutions’ 
virtual currency related activity 12) and seeking to capture 
market share from natives that have been adversely 
impacted by recent market events. There are further 
regulatory developments expected in the coming months. 
Institutions that begin to develop their capabilities will likely 
be better positioned to capture market share among 
increasing regulatory clarity. 

         

Fraud & Financial Crime Risk
Risk of fraud and scams among crypto-
asset market par�cipants

Legal Risk
Legal uncertain�es related to 
custody prac�ces, redemp�ons, 
and ownership rights

Consumer Protec�on Risk
Inaccurate or misleading disclosures by 
crypto-asset firms that may be unfair, 
decep�ve, or abusive

Market Risk
Significant vola�lity in crypto-asset markets that may lead to 
poten�al impacts on deposit flows associated with crypto-
asset firms

StablecoinRun Risk
Suscep�bility of stablecoins to run risk, 
crea�ng poten�al deposit ou�lows for 
firms that hold stablecoin reserves

Contagion risk
Contagion risk and concentra�on risks for 
firms with exposures to the asset sector 
due to interconnec�ons among engaging 
par�cipants

Technology & Cyber Risk
Heightened risks associated with open, public, and decentralized 
networks, such as lack of governance, vulnerabili�es from cyber-
a�acks, outages, lost or trapped assets and illicit finance

Governance Risk
Risk management and governance 
prac�ces in crypto-asset sector exhibi�ng 
a lack of maturity and robustness

Digital Assets Ecosystem Risks
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We expect institutions to engage with 
regulators earlier in the new product 
lifecycle to gain a competitive advantage in 
pursuing opportunities afforded by industry 
convergence 
 

We anticipate that regulated entities will play an 
increasingly active role in addressing client demand in a 
compliant manner. 

 

About Deloitte’s Blockchain and Digital 
Assets Practice 
At Deloitte, our people understand how blockchain and 
digital assets are changing the face of business and 
government today. New ecosystems are developing 
blockchain-based infrastructure and solutions to create 
innovative business models and disrupt traditional ones. 
This is occurring in every industry and in most jurisdictions 
globally. Our deep business acumen and leading risk and 
financial advisory services help organizations across 
industries achieve their blockchain and digital asset 
aspirations. 

Reach out to our leaders to discuss harnessing the 
momentum of blockchain and digital assets, prioritizing 
initiatives, and assistance with managing the opportunities 
and challenges associated with blockchain adoption effort.
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4 https://www2.deloitte.com/content/dam/Deloitte/us/Documents/technology/us-cons-merchant-getting-ready-for-
crypto.pdf 
5 https://www.occ.treas.gov/news-issuances/bulletins/2023/bulletin-2023-1.html 
6 https://www.occ.gov/news-issuances/news-releases/2021/nr-occ-2021-121.html 
7 https://www.dfs.ny.gov/industry_guidance/industry_letters/il20220428_guidance_use_blockchain_analytics 
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