
Common security risks

Secure Cloud 
Transformation 

• Cloud cyber risk strategy
development

• Cloud identity and access
management

• Data protection and privacy
• Log centralization, correlation, and

monitoring

Secure Workload Migration 
and Modernization 

• Secure landing zone—cloud migration
enabler

• Cyber risk analytics/threat monitoring
• Cloud security guardrails automation
• Secure container deployment

SAP on Google Cloud 
Security

• Enterprise cloud security strategy and
governance

• SAP threat and vulnerability
management

• SAP data privacy and protection
• Cloud cyber risk managed services

Security Telemetry and 
Analytics

• Strategy, business case, and
implementation roadmap

• Design and implementation
• SOC enablement and playbook

development
• Governance and reporting framework
• Operating model and organization

design
• Fusion managed services

Zero Trust

• Strategy and Zero Trust roadmap
• Asset discovery and pilot

development
• Governance model, solution design,

and environment development
• Implementation
• BeyondCorp managed services

(in development)

Protect crown jewels in a 
perimeter-less environment as 
data moves to the cloud

Lack of visibility to threats due to 
incomplete logging and monitoring

C H R O N I C L E B E Y O N D C O R P

Secure containers and 
workloads as organization 
shifts to DevSecOps

Rapid application DevOps overshadows 
security leading practices which can 
produce vulnerabilities

Increase visibility and threat 
protection in a more complex threat 
landscape and with increasingly 
sophisticated threat actors

New users access models, third-party 
access, and identities

Securely enable remote 
workforce as modern 
workforce models put strain 
on traditional security solutions

Unauthorized access to data due 
to insecure configurations

Building solutions on Google Cloud that 
are not compliant with regulatory, legal, 
and privacy 

Deloitte’s offerings

C  O R  E  S E  C  U R  I  T  Y  O N  G  O O G  L E  C  L O U D

Cyber Services
Moving to the cloud requires an integrated approach to security and privacy that covers the core platform, applications, enterprise, and operations. Coupled with Google Cloud’s security 
solutions, Deloitte leverages decades of experience to provide end-to-end cloud security solutions to assist with large scale digital transformation journeys, Security 
Operation Center (SOC) modernization efforts, and implementation of Zero Trust security models to help organizations protect their data, users, and applications.

Business drivers



Business value

Why Deloitte & Google Cloud Spotlight: Deloitte engagements

2017, 2018, and 2019 
Global Services Partner of 

the Year 
Google Cloud

Premier Partner Status and 
Security Specialization

Google Cloud

In-depth knowledge of the capabilities and 
technical aspect of Google Cloud 
gleaned from solution co-development with 
Google

P  R  O  F  E  S  S  I  O  N  A  L  S700+ G  O  O  G  L  E   C  L  O  U  D    C  E  R  T  I  F  I  E  D

including architects, security engineers, and developers

Deloitte was selected to assist a multinational agency with migrating priority applications 
and sensitive data into a FedRAMP-compliant Google Cloud environment. Deloitte advised 
on the architecture design and implementation of FedRAMP configuration, determined 
the product requirements, and made recommendations to configure Google Cloud in 
accordance with FedRAMP security controls.
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Improve enterprise-wide 
security telemetry visibility

Accelerate  
cloud adoption

Reduce time to 
operationalize

Achieve secure, compliant, 
and resilient architecture

Retain control and protect 
business critical applications

Deloitte was engaged to assist a global bank for a Google Cloud architecture design and 
infrastructure build. Deloitte:

• Provided design improvements and leading practices for the architecture
security aligned with the bank's data protection policies

• Built automation scripts that provision the architecture
• Created operational run-books and procedures to enable cloud operations




